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What is C4ISR?What is C4ISR?

CC ommand, ommand,

CC ontrol, ontrol,

CC ommunications, ommunications,

CC omputers, omputers,

II  ntelligence,ntelligence,

SS  urveillance, urveillance, andand  

  RR econnaissance econnaissance
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“Deep Thoughts” with“Deep Thoughts” with
Implications for ArchitecturesImplications for Architectures

● "... break down every problem into as many separate simple elements as
might be possible." (Descartes' second maxim of Discours de la M'ethode)

● Picture Principle: When speaking about a dimensional reduction, insert the
words "a picture of" in whatever you were about to say.

● Pure scientific approach says: "Clear logical thinking requires that we vary
only one factor at a time" and "All other things being equal ..."

● However, the Strong Connection Law states: "Systems on the average are
more tightly connected than the average."

● Leading to the conclusion that: "A system is a collection of parts, no one of
which can be changed [without changing the core character of the
system]."

● Therefore, the study of systems is not conducive to the "one-factor-at-a-
time" strategy. (i.e., In systems, all other things are rarely equal)

excerpts taken from Scott Hyer’s notes on Weinberg’s “An Introduction to General Systems Thinking.”
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History and Evolution of theHistory and Evolution of the
C4ISR Architecture FrameworkC4ISR Architecture Framework
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The “Stovepipe” EnvironmentThe “Stovepipe” Environment
c.1991 (Desert Storm)c.1991 (Desert Storm)

AF PAM
700-50

Army
IMA

USMC
MIRC
MCTCA

DODIIS

Copernicus

Others

No Single Structure Defines the Components or the DoD Technical Infrastructure 
Different Principles Assumptions and Terminology are used in Service/Agency 
Architectures

Will Lead to Systems that are Non-Integratable and Non-Interoperable
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The ProblemThe Problem

We are still unable to articulate how
our current and planned capabilities

fit in context with Joint/Combined
mission operations, the evolving
infrastructure, and other CINC,
Service, and Agency initiatives.

■ Disparate architecture views and approaches
■ Current initiatives excellent, but unintegrated

(Horizon, Enterprise, Copernicus, ...)
■ DoD-Level efforts being working in parallel (ITF,

JTA, AMWG, FPI, DII, ...), but not readily coupled
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DepSecDef Tasking MemoDepSecDef Tasking Memo
October 10, 1995October 10, 1995

“…I am directing the acceleration of the development of C4I integration and
architecture efforts through the creation of a DoD-wide C4I Integrated 
product Team. …I have designated the ASD(C3I), in his capacity as the 
department’s C4I architect to sponsor, organize, and manage this effort.”

•  Outlines the Specific Purposes
•  “…to define and develop better means and processes to ensure C4I 
capabilities most effectively meet the needs of the warfighters.”
•  “…to outline the roles, responsibilities, and authorities required to
implement these across DoD”
•  “…to make specific recommendations for implementation”
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ITMRA and OMB GuidanceITMRA and OMB Guidance

● Information Technology Management
Reform Act (ITMRA)

» Clinger-Cohen Act, 1996 (Public Law104-106)
» Chief Information Officer (CIO)

● Office Management and Budget
» Chairs Federal CIO Council
» Follow on Guidance
» M-97-16, June 1997
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Definition and Direction:Definition and Direction:
“Make it so…”“Make it so…”

● An architecture is defined as the structure of components, their
relationships, and the principles and guidelines governing their design and
evolution over time.

IEEE STD 610.12 as extended in the C4ISR Architecture Framework v. 2.0

● We see the C4ISR Architecture Framework as a critical element of the
strategic direction in the Department, and accordingly direct that all on-
going and planned C4ISR or related architectures be developed in
accordance with Version 2.0.  Existing C4ISR architectures will be
redescribed in accordance with the Framework during appropriate revision
cycles.

            USD (A&T), ASD(C3I), Joint Staff Director for C4 Systems
23 February 1998 Memorandum

             Subject:  Strategic Direction for a DoD Architecture Framework
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Developing the C4ISR FrameworkDeveloping the C4ISR Framework
v. 2.0v. 2.0
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Integrating ArchitecturesIntegrating Architectures

Integration within and across architecture views
Integration between architectures of the same level

Integration between different level architectures
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Defining the “Views” for C4ISRDefining the “Views” for C4ISR

» Operational Architecture
» Descriptions of the tasks, operational elements, and information flows

required to accomplish or support a warfighting function.

» Systems Architecture
» Descriptions, including graphics, of systems and interconnections

providing for or supporting warfighting functions.

» Technical Architecture
» A minimal set of rules governing the arrangement, interaction, and

interdependence of the parts or elements whose purpose is to ensure
that a conformant system satisfies a specified set of requirements.
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Two Approaches, One SolutionTwo Approaches, One Solution

Implementation Concept
Technical AFIM*

Support 
Plan TRM

Architecture
Guidance

Implementation
Guidance

Functional AFIM*

DoD Enterprise Model
DoD Process

Model
DoD Data

Model

Define/Refine Process & Data Models

Functional Requirements

System
Design

Specific 
Architectures

* AFIM=
Architectural Framework for 

Information management
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Technical Architecture Framework forTechnical Architecture Framework for
Information Management (TAFIM)Information Management (TAFIM)

Architecture
Concepts
& Design
Guidance

Vol. 3
Reuse
Plans

Reuse
Plans

Common
Acq.

Vehicles
& SW

Components

Common
Acq.

Vehicles
& SW

Components

Specific
Architectures

-  Enterprise 
-  Mission     
-  Function   
- Application

Specific
Architectures

-  Enterprise 
-  Mission     
-  Function   
- Application

Requirements
-  Enterprise
-  Mission
-  Function
- Application

Requirements
-  Enterprise
-  Mission
-  Function
- Application

System
Designs
System
Designs

Systems
Lead to

Provide Components
Used to Develop

Provide Technical
Direction

Provide Technical
Direction

Used to Develop

Drive the
Development

of

Drive
Technical

Architecture

HCI  Style
Guide
Vol. 8

PM
Guide for
Open Sys

Vol. 5

Impl.
Concept

Vol. 1

Adopted 
Info Tech
Standards

Vol. 7

Tech
Ref erence

Model
Vol. 2

Goal
Security

Arch.
Vol. 6

DoD SBA
Planning

Guide
Vol. 4

TAFIM
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What Drives C4ISR?What Drives C4ISR?

● The Joint Technical Architecture (JTA) draws on the
Technical Architecture Framework for Information
Management (TAFIM) to identify a common set of
mandatory information technology standards and
guidelines to be used in all new and upgraded C4I
acquisitions across DoD.
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How Will DoD Address theHow Will DoD Address the
OMB Guidance?OMB Guidance?

“Agencies may…create a model that suits the agency’s
organizational needs.”

              The Proposed DoD Model
•  DoD C4ISR Architecture Framework 

•  OMB, ITA, Appendix I
•  Operational, Systems, and Technical Architectures
•  Version 2.0 Approved Dec 18, 1997

• DoD Technical Reference Model
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“Derived” Requirements“Derived” Requirements

An Agency-Wide Model
• shall Conform or “map” to elements of ITA
• shall define how to describe an ITA  

An Agency-Wide IT Architecture
• shall develop a description based on Agency-Wide Model
• shall support Sub Agency Architectures 
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Overview:Overview:
The C4ISR Architecture Framework 2.0The C4ISR Architecture Framework 2.0
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Leveraging Other EffortsLeveraging Other Efforts

C4ISR 
Architecture
Framework

C4ISR 
Architecture
Framework

MARINE CORPSMARINE CORPSARMYARMY

AIR FORCEAIR FORCENAVYNAVY
JCS/CINCsJCS/CINCs

DISADISA

Standardized Warfighting
Tasks based on UJTL

Warfighting focus as in
Copernicus

Consistent with TAFIM 
methodologies

Based on information flows
as in MAGTF C4I

Standardized data elements 
as in Enterprise Strategy

Org-to-Org Data Exchanges 
as in Horizon-Link 

DoDIISDoDIIS
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DoD Architecture ContextDoD Architecture Context

C4ISR Architecture Framework

SAOA TA

Joint Operational
Architecture

DII COE* Joint Technical Architecture 
TAFIM

*Defense Information Infrastructure Common Operating Environment



 22

DELAWARE VALLEY CHAPTERDELAWARE VALLEY CHAPTER

C4ISR Architecture FrameworkC4ISR Architecture Framework

Provide the capability to leverage, compare, contrast, and
integrate different architectures

Make architectures more understandable across the
community and improve our capability to create a joint,

integrated C4ISR environment

Enable the use of architectures to improve operational
effectiveness, interoperability, efficiency, etc.

A minimal set of rules and guidance that will improve the
development, integration, and assessment of C4ISR

architectures in context with joint/combined
mission operations

What is it?What is it?

What will it do?What will it do?



 23

DELAWARE VALLEY CHAPTERDELAWARE VALLEY CHAPTER

C4ISR Architecture Framework --C4ISR Architecture Framework --
Architecture RelationshipsArchitecture Relationships

Technical
• –––
• –––
• –––
• –––

Operational

Systems
• –––
• –––
• –––
• –––

Processing and
Information

Exchange
Requirements

Time-phased
Technical
Guidance

Overlays Capabilities on RequirementsOverlays Capabilities on Requirements

Identifies Rules, Standards
and Conventions

Identifies Rules, Standards
and Conventions

Processing and Information
Exchange Requirements

New Technology
Capabilities

               OMB ITA
Technical Reference Model
         and  Standards 

                   OMB ITA
Business Processes, Applications,
         and Information Flows

               OMB ITA
Technology Infrastructure

            OMB ITA
Core to C4ISR:  Data Model, 
Dictionary, and Elements



 24

DELAWARE VALLEY CHAPTERDELAWARE VALLEY CHAPTER

Framework OverviewFramework Overview

Scope                                    Context

Architecture
Information

Prescribes common terms of reference
• Provides standardized definitions
• Establishes logical relationships

among information elements

Operational Architecture

Identifies:
• mission/warfighting 
   activities
• logical connectivity
• information exchange
   requirements
• organizational structures

•  Maps activities, data, functions,
   platforms, locations, and systems 
   to one another
•  Defines connections between
   system components
•  Defines capacity, performance, 
   and environment constraints

Systems Architecture
• –––
• –––
• –––
• –––

•  Defines C4ISR systems rules
•  Establishes standards for 
   modularity, interoperability, etc.
•  Applies TAFIM, JTA to joint
   warfighting missions/functions

Technical Architecture
• –––
• –––
• –––
• –––
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DoD Technical Reference ModelDoD Technical Reference Model

EEI

Support Applica tions
Multi-
Media

Information
InterchangeCommunications Users

Bus iness
Process ing

Communi-
cations

Environment
Management

Da tabase
Utilitie s

Enginee ring
Support

Applica tion P la tform

Software
Enginee ring

Services
User

Inte rface
Services

Data
Management

Services
Data

Inte rchange
Services

Graphics
Services

Communica tions
Services

API

"Miss ion Area" Applica tions

API

Internationalizatio
Services

Security
Services

Dis tributed
Computing
Services

Sys tem
Management

Services

Opera ting Sys tem Services

Modeled after IEEE 1003.0 Ref Model
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The C4ISR Architecture Framework 2.0The C4ISR Architecture Framework 2.0
Processes and ProductsProcesses and Products
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Six Step Process for Building
a C4ISR Architecture

Purpose
Critical issues

Target objectives
Key tradeoffs

Probable analysis methods

Determine the
intended use of
the architecture

1

Determine scope 
of architecture

2

•Geographical/Operational
  bounds
•Time phases
•Functional bounds
•Technology constraints
•Resources/schedule

Determine 
characteristics 
to be captured

3

•Required details
•Detail across the views
•Measures of performance

Determine views 
and products

to be built

4

•All essential products
•Relevant supporting 
  products

Build the 
requisite products

5

•Completed architecture
(populated product sets)

Use architecture
for intended 

purpose

6

•
•
•
•
•
•
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Initial C4ISRInitial C4ISR
Architecture Product SetsArchitecture Product Sets
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Sample Use ofSample Use of
Architectural ProductsArchitectural Products
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Operational Concept DiagramOperational Concept Diagram
TemplateTemplate
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Completed Operational ConceptCompleted Operational Concept
DiagramDiagram
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Common Basis for DefiningCommon Basis for Defining
Missions and TasksMissions and Tasks
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IT Architecture IT Architecture MustMust Impact the Impact the
Three Major ProcessesThree Major Processes

Consolidate
and Prioritize

Programs

Evaluate
Capabilities

& Performance

Non-Materiel
Solutions  (No
process exists for
reviewing non-
material solutions.)

Issue Books

Program
Decision
Memoranda

Program
Budget
Decisions

Conduct
Engineering,

Research

Design

Develop/
Evaluate/

Test

Produce

Review/
Develop
Military
Strategy

Prepare/
Evaluate

POMs/BESs

Prepare
PDMs/
PBDs

Prepare
Defense
Planning
Guidance

Develop
Acquisition
Guidance

MAAs, IPL, etc.

System Interoperability Requirements

Technical
Performance
Requirements

New Assets

Funding Changes

POM
submissions,
updates
inputs

POM Issue
Papers

Evaluation of
Emerging Information
Systems Technologies

Define/
Justify

Programs

Direction to PMs

Draft 
MNS

Identified
C4ISR Issues

Mission Need
Statements

Materiel
Solutions

Prioritize
Requirements

Identify
C4I

Issues

Identify
Materiel/

Non-Materiel
Solutions

Milestone 0
Documentation

Document
Requirements

Operate
and 

Maintain

Balance
Programs

and Budgets

Prioritized
Programs

DPG
Viable
Technology-
gies

Military
Strategy

Refined
Requirements

System
Design

Tested
Prototypes

Certify
Certified
 Assets

Operational
 Assets

Joint Information
Exchange 
Requirements

System Requirements
Issues from  Analysis of 
Architecture  Products

Build and Analyze
Architecture Descriptions Emerging 

CapabilitiesIntegrated
Systems  Needs

Joint Interoperability
Specifications and
Certification Criteria

Acquisition Process:  Iterative, event-driven

Planning, Programming and Budgeting Process

Requirements Process:  continuous, PPBS event generator

Needed Process, not yet in place

Needed Process, not yet in place

Needed Input, not yet in place

LEGEND
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Command Relationships ChartCommand Relationships Chart
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Logical Data Model ofLogical Data Model of
Architecture InformationArchitecture Information
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Operational Activity DiagramOperational Activity Diagram
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Sample Activity ModelSample Activity Model
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The Zachman EnterpriseThe Zachman Enterprise
 Architecture Framework Architecture Framework
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e.g. DATA

ENTERPRISE ARCHITECTURE - A FRAMEWORK

Builder

SCOPE
(CONTEXTUAL)

MODEL
(CONCEPTUAL)

ENTERPRISE

Designer

SYSTEM
MODEL
(LOGICAL)

TECHNOLOGY
MODEL
(PHYSICAL)

DETAILED
REPRESEN-
  TATIONS
(OUT-OF-
    CONTEXT)

Sub-
Contractor

FUNCTIONING
ENTERPRISE

DATA FUNCTION NETWORK

e.g. Data Definition

Ent = Field
Reln = Address

e.g. Physical Data Model

Ent = Segment/Table/etc.
Reln = Pointer/Key/etc.

e.g. Logical Data Model

Ent = Data Entity
Reln = Data Relationship

e.g. Semantic Model

Ent = Business Entity
Reln = Business Relationship

List of Things Important
to the Business

ENTITY = Class of
Business Thing

List of Processes the
Business Performs

Function = Class of
Business Process

e.g. Application Architecture

I/O  = User Views
Proc .= Application Function

e.g. System Design

I/O = Data Elements/Sets
Proc.= Computer Function

e.g. Program

I/O = Control Block
Proc.= Language Stmt

e.g. FUNCTION

e.g. Business Process Model

Proc. = Business Process
I/O = Business Resources

List of Locations in which
 the Business Operates

Node = Major  Business
Location

e.g.  Business Logistics 
       System

Node = Business Location
Link = Business Linkage

e.g.  Distributed System

Node = I/S Function
(Processor, Storage, etc)
Link = Line Characteristics

e.g. Technology Architecture

Node = Hardware/System
Software

Link = Line Specifications

e.g.  Network Architecture

Node = Addresses
Link = Protocols

e.g. NETWORK

Architecture

Planner

Owner

Builder

ENTERPRISE
MODEL

(CONCEPTUAL) 

Designer

SYSTEM
MODEL

(LOGICAL)  

TECHNOLOGY
MODEL

(PHYSICAL)

DETAILED
REPRESEN- 

TATIONS 
(OUT-OF   

CONTEXT) 

Sub-
Contractor

FUNCTIONING

MOTIVATIONTIMEPEOPLE

e.g. Rule Specification

End = Sub-condition
Means = Step

e.g. Rule Design

End = Condition
Means = Action

e.g., Business Rule Model

End = Structural Assertion
Means =Action Assertion

End = Business Objective
Means = Business Strategy

List of Business Goals/Strat

Ends/Means=Major Bus. Goal/
Critical Success Factor

List of Events Significant

Time = Major Business Event

e.g. Processing Structure

Cycle = Processing Cycle
Time = System Event      

e.g. Control Structure

Cycle = Component Cycle
Time = Execute

e.g.  Timing Definition

Cycle = Machine Cycle
Time = Interrupt

e.g. SCHEDULE

e.g. Master Schedule

Time = Business Event
Cycle = Business Cycle

List of Organizations

People = Major Organizations

e.g.  Work Flow Model

People = Organization Unit
Work = W ork Product

e.g. Human Interface 

People = Role
Work = Deliverable

e.g. Presentation Architecture

People = User
Work = Screen Format
e.g.  Security Architecture

People = Identity
Work = Job

e.g. ORGANIZATION

Planner

Owner

to the BusinessImportant to the Business

What How Where Who When Why

John A. Zachman, Zachman International (810) 231-0531

SCOPE
(CONTEXTUAL)

Architecture

e.g. STRATEGY
ENTERPRISE

e.g. Business Plan

TM
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SummarySummary

Architectures Impact the SE Processes by:
● Providing a mechanism for understanding and managing complexity

» Provides a Concept of Operations for “System of Systems”
» Who, what, when, where why and how defined and documented at

logical/physical levels
● Telling a story

» Defines requirements -- drills down to system interfaces
● Defining specific SE products

» Task specific algorithms
» Diagramming requirements
» Configuration Management support
» Report outputs

● Identifying critical requirements early in the SE process
» Can requirements be achieved?
» Drives future requirements definitions as technology evolves
» Supports technology refresh
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Parting Thoughts...Parting Thoughts...

"The big thing we learned was that the first thing you have to
have is the right system architecture across the joint

environment."
Lt. Col. Bill Riley, USAF

TBMCS Program Manager
Aerospace Command, Control & Intelligence Surveillance and Reconnaissance Center

Langley AFB, VA

The future of architectures?

“The system was so swift that human beings simply could not handle the target volume
without extensive automated support, and the system was designed to fight on full
automatic, relying on its human masters for key decisions. For overall guidance, for
setting or revising priorities, and for defining operational parameters. Technically, this
most potent warfare machine ever built had the capability to carry on the fight
indefinitely.”
                                                                                                                  -Ralph Peters
                                                                                                              The War in 2020
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Architecture CoordinationArchitecture Coordination
CouncilCouncil

C4ISR
Architectures

Working Group

DoD Architecture
Coordination Council

(ACC)
ASD(C3I)       JS/J6     USD(A&T)

(Future)

System
Architectures

TBD

Operational
Architectures

WG

Technical Architectures
Steering Group

(TASG)

OASD(C3I)/CISA        OS-JTF 

Defense
 Science
Board

(Advisory)(Advisory)

OASD(C3I)/CISA   JS/J6I


