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Abstract: The presentation summarizes some of the National Defense
Industrial Association (NDIA) Systems Engineering Division (SED) activities.
Dr. Wilson is co-chair for the Developmental Test & Evaluation Committee and
the Systems Security Engineering Committee, and active in the Modeling and
Simulation, Architecture, and Systems of Systems Committees. She
champions joint projects between committees and INCOSE. Project
summaries will include "Erasing the Line with Title 10: Best Practices in
Integrated Testing," "Test and Evaluation Issues for Systems of Systems
(S0S): Creating Sleep Aids for Those Sleepless Nights," "Test Perspectives for
Architecture,” "Partnering for Success: The Chief Developmental Tester and
Industry Test Lead," "Reference Architectures for Model Based Distributed

Integration and Test," and "Cyber Testing Guidelines Recommendations."

Download slides today-only from GlobalMeetFifteen file library or
anytime from the Library at www.incose.org/enchantment

NOTE: This meeting will be recorded
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A Few Words First

Courtesy — Please mute your phone (*6 toggle)
Full day tutorial June 19 — Systems Thinking — James Martin.

Full day tutorial October 23 — Applying MBSE to Interface Design &
Management — Mathew Hause.

Workshop: Discovering Principles of Embraceable System Design
Two 3/4-day workshops separated by two weeks, in Albuquerque.
Dates and place TBD according to interest, May/June target.
Contact rick.dove@parshift.com for participation and schedule.

Considering INCOSE SEP accreditation?
details: www.certificationtraining-int.com/csep-preparation-course/

CSEP Preparation 4-Day Course will place you in the best possible
position to pass the CSEP exam. To learn how to successfully pass the
exam and complete the application, join a course near you:

2015 Course Schedule (close by, others available as well):
Jul 06 -09 | Las Vegas, NV
Aug 17 - 20 | Austin, TX
Nov 02 - 05 | Las Vegas, NV

www.incose.org/enchantment
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NDIA: A Place for SEs to Move the Needle

Things to Think About

National Defense Industrial Association opportunities?

Oct 26-29 Annual SE Conference in Springfield, VA.

What can NDIA do for you?

Who should you & company get to know there?

Interested in NDIA involvement?
www.ndia.orq
www.ndia.orqg/Divisions/Divisions/SystemsEnqgineering

www.incose.org/enchantment
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Speaker Bio

Dr. Beth Wilson is a Senior Principal Engineering
Fellow who earned her PhD in Electrical Engineering
from the University of Rhode Island.

Since joining Raytheon in 1983, she has worked as a
design engineer, program manager, research
scientist, functional manager, and test director on
sonar, satellite, and radar programs.

She is currently the Mission Systems Integration
Technology Area Lead for IDS, responsible for the
technology investments related to modeling and
simulation, model based engineering, and product
line architectures.

She is working strategic initiatives across the
company in multi-discipline agile techniques and
systems security engineering.

She is the NDIA Developmental Test and Evaluation committee chair, and co-chair
for the INCOSE and NDIA System Security Engineering committees.

Previous assignments have included a character-building deployment to Shemya,
Alaska as the Test Director for the Cobra Dane Upgrade.

Beth is a Raytheon Certified Architect (RCA), INCOSE Expert Systems
Engineering Professional (ESEP), and a Raytheon Certified Six Sigma Expert.

www.incose.org/enchantment
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Topics

« NDIA SE Division Overview

« Selected Projects:
* Integrated Testing
SoS Test and Evaluation
Chief Developmental Tester
Model Based Distributed Integration and Test
Cyber Testing Guidelines
New Project: Cyber Resilient Design Measures

e SUMmary
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NATIONAL DETENSE INDUSTRIAL ASSOCTATION
STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Systems Engineering

NDIA

Systems Engineering Division
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National Defense Industrial Association

SYSTEMS ENGINEERING DIVISION

CHAIR
Frank Serna
Draper Laboratory

Steering Committee

Div Chairs (Exec Com) plus:
Pete Larkin — GD, Electric Boat
Craig Miller — Harris

Garry Roedler — Lockheed Martin
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Steve Welby — DASD(SE)
Kevin Fahey — US Army
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Angela Wallace — Booz Allen Hamilton
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CMMI WG Committee
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Gery Mras - AlA

Dr. Eric Honour — INCOSE

Paul Croll — IEEE Computer Society
Bob Rassa - IEEE AESS

Les Orlidge — IEEE SCC20

George Rebovich — MITRE

Dr. Ken Nidiffer — SEI

(open) — Aerospace

Dan Blazer, Leidos
Geoff Draper, Harris
Bob Rassa, Raytheon

Agile and SE WG

System-of Systems Cmte
Rick Poel, Boeing

Open
Linda Maness, Harris

Automatic Test
Committee

Dr. Judith Dahmann, MITRE

Human Systems Int Cmte
Matthew Risser, Pacific S&E
Noren McQuinn, Boeing

Les Orlidge, AAI Corp
Scott Brown, Boeing
Howard Savage, SCI

Dr. Beth Wilson, Raytheon
Steve Scukanec, Northrop
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ESOH Committee
David Schulte, SAIC
Sherman Forbes, USAF
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Systems Engineering
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Committee
Joe EIm
SEI
John Gill
BAE

Committee
Dr. John Snoderly
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University
Dr. Don Gelosh
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University
Dr. Ken Nidiffer
SEI

Modeling & Simulation

Committee
Software
Committee Jeff Bergenthal
Paul Croll Johns Hopkins APL
Ken Nidiffer Dr. Jim Coolahan

Coolahan Associates

Enterprise Health
Management Systems
Committee Security Engineering
Committee
Howard Savage Holly Coulter
SCI Raytheon
Chris Reisig Beth Wilson
Boeing (St Louis) Raytheon
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Architecture
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Dr. Steve Dam
Spec Innovations




SE Conference
October 26-29, 2015

Architecture

Agile

Better Buying Power
DoD Standards
DTSFE

Engineered Resilient
Systems

Education & Tnaining
Environmental Safety
Occupational Health
(ESOH)
Human Services
Integration (FHSI)
Modeling & Simulation
Net-Centric Operations
(NCO) / Interoperability
Systems of Systems (SoS)
Systems Engineering
Effectiveness
Systems Security
Engineering (SSE)

PROMOTING NATIONAL SECURITY SINCE 1919

18th ANNUAL
SYSTEMS
ENGINEERING
CONFERENCE

Location:

Waterford Springfield
6715 Commerce St.
Springfield, VA

Call for Papers:
Due Friday

May 29, 2015
spm EST

http://www.ndia.org

NDIA Chapter
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Summary of DT&E Committee

NATIONAL DETENSE INDIIS

Test and Evaluation Efforts (AL T4 L)Y

Topic

Activity

DT&E Committee

DoD T&E Policy Study

2006 — 2008: Workshops and Study Report
Improving T&E in the DoD Acquisition Process

Integrated Testing

2008 — 2010: Integrated Test Study
NDIA presentations and tutorial
ITEA journal article

RFP Language for T&E

2010 — 2011: Comments for Update to OSD Guide
Incorporating T&E into DoD Acquisition Contracts

Test Optimization

2012: Statistical Optimization Conference Thread
2013: Scientific Test and Analysis Techniques report
Working publications for NDIA National Defense
Magazine, ITEA Journal, and CrossTalk

Cyber Testing

2013 — 2014: Industry recommendations for cyber testing

Chief Developmental Tester

2013 — 2014: Industry interaction with new role

NDIA Chapter
May 2015
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Summary of DT&E Committee

NATIONAL DETENSE INDIIS

Systems Engineering Efforts A LI L

SED Committee

Activity

SE Collaboration

Software

2009: SW T&E Summit Recommendations

System of Systems

2010 — 2011: T&E for SoS Workshop and Initiatives
2012: Final Report on Best Practices Model

Modeling and 2011: Effective Use of Modeling and Simulation for T&E
Simulation 2012: Distributed Model-Based Testing

Performance 2012: Leading Indicators for T&E workshop
Measurement

2013: Requirements Verification leading indicators report

Architecture

2014: T&E Perspective for Architecture views

Systems Security

2015: Cyber resilient design and measures

NDIA Chapter
May 2015

Completed | Current 1




Summary of SSE Committee
Activities and Plans

NATIONAL DETENSE INDIIS

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Topic

Activity

PPP Workshop

Follow-on to 2012 Workshop scheduled May 19-22
Focus on Performance Metrics, Integration of security sub specialties, and
contracting SSE and DT&E.

Industry perspective

Developing an industry perspective report on “Suggested Language to
Incorporate System Security Engineering for Trusted Systems and Networks
into Department of Defense Requests for Proposals; January 2014“ 2
companies provided reports directly to OSD SE, Deputy for System Security

Systems of Systems

L
% and PP
INCOSE SSE Collaboration with INCOSE SSE on NIST SP 800-160
Determined to be a valuable reference for both INCOSE & NDIA.
INCOSE & NDIA SSE Testing framework and competency model using SSE
Education & Training
Metrics Project 1 Day Systems Security Metrics Workshop October 27t at NDIA facility in
Ballston, VA. Report anticipated Q1 CY2015
A Developmental Test and Cyber testing guidelines connections to Program Protection Planning
) | Evaluation Cyber resilient design and measures
0p)

PPP leverage points in the SoS Wave Model

NDIA SED Meeting
December 2014

Completed | Current Future 12




Integrated Testing

SoS Test and Evaluation

Chief Developmental Tester

Model Based Distributed Integration and Test
Cyber Testing Guidelines

New Project: Cyber Resilient Design Measures

SELECTED PROJECTS

NDIA Chapter 13
May 2015



Integrated Testing (CT/DT/OT)
Implementation Framework

NDIA Test and Evaluation Conference
Paper #7847

NDIA TRE Confel

Walking the Line with Title 10:
Implementation Strategies for
Integrated Testing

NDIA Systems Engineering Conference
Paper #8848 :

Integrated Testing:
‘We Can Do It

2009 1ITEA Journal

Integrating Test and Evaluation (September issue)

ITEA frurmal
Copymigh

5-380
Internations] Test snd Evahuation Asaciation

Integrated Testing: A Necessity, Not Just

Beth Wilson, Ph.D.

Raytheon Company, Sudbury, Massachusetts

an Option

NDIATestand Evaluation Conference
Paper#9565

Erasing the Line with Title 10:

2008

NDIA SE Confereq

Beth Wilson
Industry Co-Chair NDIA System Engineering Division, DTAE Committes
Principal Engineering Fellow, Reytheon Company

Darlene Mosser-Kerner
Govammant Chair NDIA Engin
OUSD{ATELNVD: pments|

g Division, DT&E Committee
nd Evalustion

Tom Wissink
Industry Co-Chair NDIA System Engineering Division, DTAE Committes
Director of Integration, Test & Evslustion, Lockheed Martin Corporate Engineering & Technology

-2010

&E ConferenceMar 2010

Best Practices in Integrated Testing

NDIA Systems Engineering Conference
Paper #8818

Integrated Testing:
Tutorial

Beth Wilson
Industry Co-Chair NDIA System Engineering Division, DT&E Committee
Principal Engineering Fellow, Raytheon Company

Darlene Mosser-Kerner
Government Chair NDIA System Engineering Division, DT&E Committee
Developmental Test & Evaluation
OUSD(ATE&L)/Sy & Soft E

NDIA SE Conference Oct 2009

concept is

DoD) has

NDIA Chapter
May 2015
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Test and Evaluation for ”
Systems of Systems EWESEEN

2009: “Sleepless Nights” 2010: Workshop 2010: “Sominex”
List of Issues — Resultlng Initiatives

£ MDA Systams Engneen
= Paper #10604
Leverage .
Points et eauu un-

Tools =
Test and Evaluation Issues

for
Systems of Systems Benefits Opportunites IS Systems of Systems:
= Ecgmtion e E : Sleepless Nights to Sominex
Dr. Judtith Dahmann, MITRE ] Beth Wiison, Raytheon

John Palmer, Boeing Tom Wissink, Lockheed Martin
Dr. JoAnn Lane, USC D14 Suvwarnerie Tew and Lo .
George Rebovich, MITRE

NDIATest and Evaluation Conference m

Paper #11651 sSuET e

Judnth Dahmann. MITRE

= = = . i SoS Systems Engineering (5E
Test and Evaluation Issues 20 11 ’ BeSt P raCtI CeS and '|yest & Evaluation (TSS’CE;
for Wave Model A Report of the NDIA SE Division
Systems of Systems: 505 SE and T&E Committees

Creating Sleep Aids for Those
Sleepless Nights

Beth Wilson, Raytheon
Tom Wissink, Lockheed Martin

Judith Dahmann, MITRE

Rob Heilmann, Test Resource Management Center
John R. Palmer, Boeing Keith A. Taggart, Spec
Jim Buscemi, GBL Systems Laura Feinerman, MITRE
Kathy Smith GBL, Systems Kent Pickett MITRE

Danom Mosser-Kemer, osD DT&E Chris Scrapper SAIC
o DeveiopmariaiTast s Eveaion Conmtien Ed Romero, NAVAIR, Test and Evaluation  Gooy o Retiowich, MITRE
Judith Dahmann, MITRE Pacla Pringle, Naval Air Systems Command  p, Michael Guba, Interoptiks
John Paimer, Boeing William Riski, Booz Allen Hamilton Beth Wilson, Raytheon
014 SE Dvaon. Systams of Systems Commttes
Rob Heilman, TRMC an uary 2012

Bob Aaron, ATEC
Strategic Initiative Coleads

2009-2012 2012: Final Report

NDIA Chapter 15
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Chief Developmental Tester

Project

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Project Name

Focus

Project Output

Chief Developmen
Tester

tal Review service policies for new role
and industry implementations

* Propose model for industry interaction
White paper
» T&E/SE conference presentations 2014

Orderpd to be printed

December 1, 2011

a5 passed

3 EEC

4
5
In the Senatq
8

Resolved, That the
fves (H.H. 1540) antit
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12
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17

2 This Act may
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af the Jokn Warner N
Fizeal Year 2007 (Public Low 109357, 150 ST0l. 23307,

9 ar amended by secfiom S05() of the Nobvomal Defense Au-

me f Defense, for 1 10 thor:
activities af the Depart 11 123 Staf. 2403), is further amended
personnel strengths for

18 Tesree avp Leip DeverLopvestALl TEST AN Evanoa-

806, MANAGEMENT OF DEVE]

The Secretary of Defense shall require that each major defense
acquisition program be supported by—
“(A) a Chief Developmental Tester; and

mumov ozl (B) @ governmental test agency, serving as Lead
rovmosas - Developmental Test and Evaluation organization for the

PuENTAL T

mal Defen p rog ram .

o) CHIEF DEVE

» Coordinating DT&E activities

aation At or Fieal Year 2010 (Pt Law 10001 INSIght into Contractor activities
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geaph (7; an * Inform government PM about contractor DT&E results
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Modeling & Simulation Collaboration

Distributed Testing

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

Benefits:

*Find integration issues earlier

*Test to learn in ‘safe’ environment

*Protect proprietary information

*Facilitate DT to OT transition

*Increase performance testing range in operating environments
*Support end to end studies throughout the program
Barriers:

*Security

sLack of persistent network

*Early consideration of technical issues

*Perceived value

*Disconnect between the communities (M&S and T&E)
Recommendations:

*Harmonize standards for M&S and Test for the life cycle perspective (HLA, TENA, Metadata)
*Create a framework for reusing and repurposing M&S through the product model

*Establish M&S as part of statistical test design

*Determine what tests are conducted to acquire data for model validation.

*Fewer test events with better models.
*Recommend the use of M&S to do I1&T

*Recommend establishment of JIMETC as a persistent node for industry to engage in MBDI&T

Raytheon
MBDIT Workshop Results

= Current State
— Pockets of ‘best practice’ utilize madel based distributed integration and test
» End to End Distributed Development Systems (various services)
= Stimulation Frameworks (various programs)
* JMETC (various demonstrations)
— Use of MBDI&T is typically the exception not the rule!
= Captured Discussion Results
Inputs for NDIA DT&E/M&S meeting following week

MBDITReference Architecture Raytheon
OV-1: Operational Concept

Model Based Distributed Integrationand Test(MBDIT)

NDIA Chapter
May 2015
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Cyber DT&E Guidelines

Project Name Focus Project Output
Cyber DT&E Review what industry does for cyber * Recommendations for Cyber Testing
testing, expand focus to include guidelines
interoperability * NDIA conference paper 2014

Office of the DASD (DT&E)
Guidelines for Cybersecurity DT&E. version 1.0, 19 April 2013

APR 19 2013

Guidelines for Cybersecurity DT&E
v1.0

2 1. Purpose. These guidelines provide the means for DASD(DT&E) staff specialists to engage
Req MS B MS C
T Decisjon I’AIT A'T.O F DR
() {3
- -
Materiel Engineering & 1 \/
Soluti Draft Technology Manufacturing OT&E, Producvion and .
Aﬂn:hlg:: Maturation & Risk | CDD Development . CPD| Deployment Sustain
Reduction O 7

Step 1 Step 2 Step 3 Step 4
Understand Characterize the Understand Cybersecurity
T&E Steps Cybersecurity Cyber Attack Cybersecurity DT&E
Requirements Surface Kill Chain

Joint Project with ITEA

2014

NDIA Chapter 18
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Collaboration with Architecture:
Test Perspectives Aeae N

Program #1 Program #2
. | d Def 5
Complexity Feedback regrmiedDelense Systems Additional Architecture Products

Fishbone from Test Architect
Are there

i oo A
. . changes in the i) Miaasiaale

) architecture : N ges
 ——1 that can simply > -
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@ e ) ~
|1 {and design)? t I : : ‘
= = E- Z—

to R [ Ce—— |

OV-1sfromffa [
SystemArchitect | &

B e w—— | == Resultin
!-‘ Program #3: O e 5t
tertacs . - . ntegrated Defense Systems
nisress Renking IV&V Tactics for Quality Attributes
:.:. . E Mewtrie wirmge ey o Cunioren D) i - SO0 = S\.8 System Evolutio;\
Test Architect Can Simplify| ;. e y as pursuit win theme
it Al COPIA maddmars o« X i, et
Attributes . smanis |9
"'_"" E CraE et o s F o e e '
P cufinge o e | copares Sefle e rected w0 e e ) et
e T e et e et e
T -E Comst st TamArE S i (85 W of Pt
O e () paPorrmos ety ¥ W of Pe e
. ougrty
ISSI 5 TestPerspectives for
AWORLD OF INNOVATION Architecture Quality Attribute AW W VaY
Interoperability COTS standard Open Low riskinterfaces
Joe Manas hardware architecture
Bem.;‘f::'.i:: Usability Reduce number of Intuitive workfiow | Early integration ofHMI to
DIA Systems Engineering Conference monitors. processing influence user acceptance
{ i Scalability Computing envirenment | Multi-threading Focus on integration strategy
e e S TS with growth and capability build up
SEIS | 1o
NDIA Chapter 19
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Joint DT&E/SSE Project
Cyber Resilient Design Measures  HwaZREER

1. Intro

2. Prior Work

3. Relationship of Cyber System Resiliency for Mission Assurance & System
Security (Program Protection)

4. Framework

A. CONOPS
B. Mission Threads Straw_man
C. System Performance Parameters Outline

l. Architecting for Cyber Resiliency
Il. System Security Risk

I. Common Scale

il. Normalized Figures of Merit
II. System Cyber Availability Measure
V. System Security Assurance Cases

I. Validate & Verify

V. Programmatic Progress .
5.  How to use the Framework New PrOJeCt
6. Conclusion
7.  Appendix - Taxonomy Launched
April 22, 2015
2015
NDIA Chapter 20
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Summary

« Opportunities to Participate
« Committee projects
« Annual conference

* Focus on Industry Perspective for DoD
 Acquisition policies and program execution
 Information exchange between industry and government

» Collaborate with Other SE Entities
« INCOSE (International Council on Systems Engineering)
 |[EEE (Institute of Electrical and Electronic Engineers)
« MORS (Military Operations Research Society)
« Others

NDIA Chapter 21
May 2015



Abstract

STRENGTH THROUGH INDUSTRY & TECHNOLOGY

The presentation will summarize some of the National Defense Industrial Association
(NDIA) Systems Engineering Division (SED) activities that Dr. Beth Wilson is involved in.
She is the co-chair for the Developmental Test and Evaluation Committee and the
Systems Security Engineering Committee. She is active in the Modeling and Simulation,
Architecture, and Systems of Systems Committees and has championed joint projects
between committees and with INCOSE.

NDIA SED meets 5 times a year to discuss systems engineering topics and trends of
interest to the DoD Acquisition community. NDIA SED holds an annual conference that
has been identified as a critical venue for systems engineering. This conference was one
of the few to be held when sequestration caused all the other NDIA conferences to be
cancelled.

In between meetings, the committees work projects that move the needle in the way we
design and deliver our systems. Among the projects Dr. Wilson will summarize are
"Erasing the Line with Title 10: Best Practices in Integrated Testing," "Test and Evaluation
Issues for Systems of Systems (So0S): Creating Sleep Aids for Those Sleepless Nights,"
"Test Perspectives for Architecture," "Partnering for Success: The Chief Developmental
Tester and Industry Test Lead," "Reference Architectures for Model Based Distributed
Integration and Test," and "Cyber Testing Guidelines Recommendations.”

NDIA Chapter 22
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NDIA: A Place for SEs to Move the Needle

Things to Think About

National Defense Industrial Association opportunities?

Oct 26-29 Annual SE Conference in Springfield, VA.

What can NDIA do for you?

Who should you & company get to know there?

Interested in NDIA involvement?
www.ndia.orq
www.ndia.orqg/Divisions/Divisions/SystemsEnqgineering

www.incose.org/enchantment -
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Please

The link for the online survey for this meeting is
www.surveymonkey.com/r/05 13 15

www.surveymonkey.com/r/05 13 15

Slide presentation can be downloaded now/anytime from:
The library page at: www.incose.org/enchantment
Recording will be in library tomorrow.
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