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Overview of 1-Day HSI Seminar

900 915 Introductions and overview
915 1015 Introduction to HSI
1030 1100 HSI Program Planning, Part 1
1100 1230 HSI Analyses
1330 1415 HSI Requirements and Metrics
1430 1500 Tradeoffs among HSI Domains
1500 1555 HSI T&E
1610 1625 HSI Program Planning, Part 2
1625 1645 Challenges
1645 1700 wrap-up
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Goals of the 1 Day Seminar

* Explain the motivation and rationale for HS|

* Introduce principles, concepts, and methods
that transcend the HSI technical domains

* Advocate the value of conducting an HS|
program that integrates the domains

* Discuss difficulties and challenges of HSI
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Learning Objectives

Attendees will:

1. Understand the rationale for conducting an HSI
program.

2. Become familiar with each of the HSI domains and
the areas of common concern across domains.

3. Understand how to plan an HSI program.

4. Understand how to conduct the analyses that support
the HSI program.

5. Understand HSI requirements, metrics, and
evaluation methods.
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Instructor — Dr. Dennis J. Folds

e Principal Research Scientist & GTRI Fellow

e Chief, Human Systems Integration Division In
GTRI’s Electronic Systems Laboratory

e Chair, GT Occupational Health and Safety
Committee

o 25+ years experience across HSl domains
— USAARL
— Jacksonville State University
— GTRI
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Major Program Experience

e Aeromedical

— NV Gs, extended flight operations, NBC ensembles
for aviators

e Electronic warfare
— Countermeasures against manned threat systems
— Self protection systems

» Defense logistics (manufacture of military
apparel)
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Military Aviation Programs

* Military cockpit / mission systems

— USAF special operations

— H-1

— SH-2G(A)

— P-8(A)

— Broad Area Maritime Survelllance (BAMYS)
* Advanced auditory displays

— Speech technology, 3-D audio, multiple
simultaneous auditory signals
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Intelligent Transportation

e Human Factorsin ATMS TMC Evolution

e Computer Aided Design Support System for
TMC Designers

 TMC Operator position requirements

« TMC Staffing/Scheduling for day to day
operations

 TMC design and operation support
e Traveler information systems

Georgia | Research
Tech|/ Institute

=




Outline

 HSI Big Picture
— Motivation for HSI
— Promised benefits of HSI

 Domains of HSI
— Areas of responsibility and concern
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Motivation for HSI

« Controlling cost of ownership while still
getting acceptable mission effectiveness
— Manpower restrictions limit the number of people
that can be required to operate, maintain, and

support aweapons system
— Personndl restrictions limit the skills that can be

expected / required

* Experience across the public and private
sectors ranforces the need to address human

capital requirements early and effectively
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- __________________aEbEn
HSI Mandate

e DoD Instruction 5000.2 requires an acquisition
program manager to initiate a Human Systems
Integration program in order to:

— optimize total system performance,
— minimize total ownership costs, and

— ensure that the system is built to accommodate the
characteristics of the user population that will
operate, maintain, and support the system

Ultimately, HSI is the responsibility of the Program Manager

Georgia | Research
Tech|/ Institute Human Systems Integration © 2007 Georgia Institute of Technology



I T
What i1s HSI?

1. A management strategy to ensure that
human-related concerns are properly
considered in an acquisition program.

2. A technical strategy to ensure that human

performance issues are addressed early and
effectively in an acquisition program.
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Goals of HSI

Ensure that systems, equipment, and
facilities:
e Incorporate effective human-system interfaces,

 achieve the required levels of human performance;

* make economical demands upon personnel resources,
skills, and training;
* minimize life-cycle costs, and

e manage risk of loss or injury to personnel, equipment,
or environment
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g7 8 Domains of HSI

« Human factors engineering
 Manpower

e Personnel

e Traning

o Safety

e Occupational health

o Survivability

o Habitability
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Domain Definitions (SEAPRINT)

e Human factors engineering

The comprehensive integration of human
capabilities and limitations into system
definition, design, development, and
evaluation to promote effective human
machine integration for optimal total system
performance and to minimize physical and
mental fatigue.
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I T LT
Domain Definitions (SEAPRINT)

* Personne

The human knowledge, skills, abilities, and
cognitive and physical capabilities required to
operate, maintain, and support a systemin
peacetime, contingency operations and
conflicts.
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I T LT
Domain Definitions (SEAPRINT)

* Manpower
The number of personnel, type of personnel
(military, civilian and contractor), required,
authorized, and potentially available to train,
operate, maintain, and support each deployed
system.
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I T LT
Domain Definitions (SEAPRINT)

e Traning
The instruction and resources required to
provide [Navy] personnel with requisite
knowledge, skills, and abilities to properly
operate, maintain, and support [ Nawy]
systems.
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Domain Definitions (SEAPRINT)

o Safety
System design characteristics that serve to
minimize the potential for mishaps causing
death or injury to operators, maintainers, and
support personnel or threaten the operation of

the system.
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Domain Definitions (SEAPRINT)

e Occupational Health

System design features that serve to minimize
the risk of injury, acute or chronic iliness, or
disability; and/or enhance job performance of

personnel who operate, maintain, or support
the system.
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I T LT
Domain Definitions (SEAPRINT)

o Survivability

The characteristics of a system that reduce
fratricide, reduce detectability of the system
and/or personnel, prevent attack if detected,

prevent damage If attacked, and minimize
Injury.
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Domain Definitions (SEAPRINT)

« Habitability

Characteristics of systems, facilities, personal
services, and living conditions that result in
high levels of personnel morale, quality of life,
safety, health, and comfort adequate to sustain
maximum personnel effectiveness, support
mission performance, and avoid personnel
recruitment and retention problems.
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Another View of HSI

Human Resource Development Systems Engineering

-Personnel Selection -Human factors

-Manpower -Safety

-Trainin -Survivability
-Occupation Ith
-Habitability

man Systems Integrati

HSI is the confluence of proper systems engineering and proper
human resource development.
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|ssues in the HSI Domains
(MIL-HBK-46855A)

Human Factors Engineering

Unnecessarily stringent selection criteriafor physical & mental capabilities
Compatibility of design with anthropometric & biomedical criteria
Workload, situational awareness, and human performance reliability
Human — system interface

Implications of mission and system performance requirements on the human
operator, maintainer, supporter

Effects of design on skill, knowledge, & aptitudes requirements

Design-driven human performance, reliability, effectiveness, efficiency, and
safety performance reguirements

Simplicity of operation, maintenance, and support
Costs of design-driven human error, inefficiency, or ineffectiveness
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|ssues in the HSI Domains
(MIL-HBK-46855A)

Personnel

. Personnel selection & classification

. Demographics

. Accession rates

. Attrition rates

. Career progression & retention rates

. Promotion flow

. Personnel & Training pipeline flow

. Qualified personnel where and when needed
. Projected user population/ recruiting

Cognitive, physical, educational profiles
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|ssues in the HSI Domains
(MIL-HBK-46855A)

Manpower

o Wartime/ peacetime manpower requirements
 Deployment considerations

 Force & organizational structure

e Operating strength

 Manning concepts

 Manpower policies




|ssues in the HSI Domains
(MIL-HBK-46855A)

Traning

e Traning concepts & strategy

e Traning tasks and training development methods
« Media, equipment, and facilities

e Simulation

Operationa tempo

« Training system suitability, effectiveness, efficiency, and
Costs

«  Concurrency of system with trainers
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|ssues in the HSI Domains
(MIL-HBK-46855A)

Safety

o Safety of design and procedures under
deployed conditions

e Human error

o Tota System reliability & fault reduction

o Total system risk reduction
il




|ssues in the HSI Domains
(MIL-HBK-46855A)

Health Hazards

e Health hazards induced by systems, environment ,
or task reguirements

e Areasof specia interest include (but not limited to):
Acoustics, Biological & chemical substances,
Radiation, Oxygen deficiency & air pressure,
Temperature extremes, Shock & vibration, Laser
protection
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|ssues in the HSI Domains
(MIL-HBK-46855A)

Human Survivability

e Threat environment

 Fratricide/ ldentification friend/foe (I FF)

e Potential damage to crew compartment & personnel
 Camouflage / Conceal ment

* Protective equipment

« Medical injury

 Fatigue & stress
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Issues in the HSI Domains
(not addressed in 46855A)

Habitability

e Environmental hygiene
e Personal space/ privacy
e Socid & interpersonal factors




HSI Planning

Human Systems
Integration

Dennis J. Folds, Ph.D.

Principal Research Scientist
Electronic Systems Laboratory
Georgia Tech Research Institute

(404)407-7262

<dennis.folds@gtri.gatech.edu>
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Outline

* Overview and general approach to HSI
planning

* Pre-planning activities
 |nitial plan
 Updates to the plan




- | I 1111
What the Plan Should Address

 The HSI Program Plan should focus on how
the overall HSI-related requirements of a
program will be met, with focus on how the

HSI domains will be integrated to meet those
reguirements

e Detalls of activitiesin theindividual HSI
domains can be provided in planning
documents for those domains
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HSI Planning

1. Plan your work

2. Work your plan

HSI Planning should be an on-going activity in an HSI program
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I 1T 111
Recommended Approach

e Address strategic issues first, then address tactical
ISsues

 Todevelop aplan, start at the end
— ldentify the objectives

 Jump back to the beginning
— Formulate your technical approach to each objective
— ldentify resources required by each technical approach

e Fill Inthemiddle
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Four Questions for the Planner

e \Who arewe? (Identify whose plan thisis—the
plan for an overseer’ s activity isdifferent than
the plan for a developer’ s activity)

— Thisisnot atrivial question — sometimes the plan
must address program elements that answer to
different managers or that have divergent goals

 \What are our ultimate objectives?
 How will we accomplish the objectives?
* \WWhat resources are required?




Before you develop your plan ...

o Gather information about the overall
program’ s objectives, scope, schedule, and
organization

o Understand what’s been written in concrete,

written in sand, or not written at all (asrelated
to HSI concerns

— For example, decisions about design or manning
that are intended to reduce cost of ownership
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HSI Objectives

 HSI program objectives are different from system
nerformance requirements

* HSI| program objectives should address major

technical concerns, especially those that transcend the
Individual HSI domains

— A big acquisition program might have 8-10 HSI objectives
» Focus on positive objectives — things to accomplish —
rather than thingsto avoid (e.g., don’t fail flight test)

— Refer to “Goals of HSI” to help formulate specific
objectives
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Example Objectives

e Ensurethat the N-person crew of the XY Z system
can perform the missions specified in document A

e Determine the minimum crew size required for XY Z
to perform the missions specified in document A

* Minimize the number of support personnel required
by XY Z in forward deployment

» Reduce the specialized training required for
competency on XY Z's sensor subsystems

* Minimize health and safety hazards associated with
handling [rattlesnakes] aboard the XY Z
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I 1T 111
Research by Objective

» For each objective of the HSI Program:

— ldentify scope-limiting factors that affect your selection of
atechnical approach

— Select the technical approach to accomplish the objective

within the permitted scope (maybe from among 2-3
alternatives)

— ldentify the resources that are required to execute the
technical approach

— ldentify technical risksthat could keep you from reaching
the objective

— ldentify risk mitigation techniques you will use to combat
the technical risks
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I 1 11T
Scope-Limiting Factors

(examples)
e Cost and schedule (practically) always impose limits
on what can be accomplished

e Organizational barriers (e.g., authority or
responsibility of other program elements)

» Selection of vendors or specific components may be
set a priori

» Technology state-of-the-art (or affordability)
» Personnel classifications are relatively static

o Cross-eyed guarterbacks who can pass with either
hand are very rare
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Technical Approach

* Thetechnical activities that will accomplish
the objectives may include:
— Analyses
— Mockups/ prototypes
— Simulation / modeling
— Design reviews
— Formative evaluations
— Technical interchanges
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Resources (examples)

* Resource requirements may include
— People (often with specified skills)
— Facilities
— Equipment
— Test articles
— Permission / approval for special activities
— Sufficient time and money

I I I I | I sssss Integration © 2007 Georgia Institute of Technology




Technical Risks (examples)

* Resource-related risks
— Items or facilities may not be available
— Development time may be longer than estimated
— Key equipment may malfunction
e Technical performance risks
— Software may not perform as hoped
— Analyses may be incomplete
— Engineering estimates may be way off
— SMEs may be flat wrong
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Refine the Plan

e Look for common resource reguirements
across objectives and across HSI domains

e Look for technical activities that can support 2
or more objectives (e.g., Ssimulation events)

e Look for ways to address technical risks earlier
In the program (e.g., modeling and analysis)
» Across objectives, combine the technical

activities and resource reguirements into a
blended schedule




Other Issues to Address

e Organizational 1ssues
— Interaction with various | PTs and the program
office
— Division of responsibilities across organizations
(especially government vs. contractor)
* Documentation Issues

— The HSI Program Plan may be required to describe
processes, deliverables, management techniques,
etc. in addition to the substance of the plan.
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I 1T 111
Updating the HSI Plan

* Proactive updates — plan to update the HSI Program
plan quarterly
— Routine changes in personnel, schedule, etc.

* Reactive updates — update the HSI Program plan in
response to key events that affect attaining objectives
— Risksthat are realized (come true)
— Changesin key personnel
— Changes in program scope that affect HSl objectives

— New problems become evident that affect the prospects of
attaining the objectives
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HSI Analyses

Mission Task Analysis

Human Systems
Integration

Dennis J. Folds, Ph.D.

Principal Research Scientist
Electronic Systems Laboratory
Georgia Tech Research Institute

(404)407-7262

<dennis.folds@gtri.gatech.edu>
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Outline

* Overview of HSl I1ssues addressed by analysis

* Analysis methods (across multiple domains)
— Mission task analysis
— Job analysis
— Manning / workload analysis
— Error analysis
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Background

 Each HSlI domain has analytical methods that
are commonly used on a program

* These analyses are typically conducted
separately, and often are not coordinated

— Issues that transcend HSI domains are not
adequately addressed

e Some analysis methods can serve multiple
domains

— May require adaptation to serve diverse needs




Transcendent Issues

 Individua differences (anthropometric,
psychometric, skill/experience)

 Workload: at micro-, meso-, and macro-level

 Human error: how to address in design,
personnel selection, training, and safety

—“That’ll just have to be covered in training”
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Applicability Across Domains

HFE M-P-T Safety Survivability OH Habitability
Mission Task Analysis X X X X
Job Analysis X X X
Manning and Workload
Analysis X X
Error Analysis X X X X
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Mission Task Analysis

I I I I | I stems Integration © 2007 Georgia Institute of Technology ‘]ugﬁdzeog;



Mission Task Analysis: 3 Levels

e Mission -- identify system requirements that
map to human performance requirements

* Function -- allocate functions and identify
machine-related requirements that trandlate
Into human performance requirements

o Task -- identify specific behaviors, estimate
workload, evaluate potential errors.




Mission Task Analysis

 Mission Analysis
— Mission Element Matrix
— Design Reference Scenarios and time critical segments

e Function Analysis

— Functional breakout

— Operator role definitions and function allocation

— Provisional division of responsibility among crew members
e Task Analysis

— Human performance requirements

— Information requirements

— Characteristic errors
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Mission Task Analysis in Design

Mission Analysis

Initial Manning Estimate

A 4

Function Analysis

Information

Task Analysis

Requirements

Initial Design

A 4

Workload

Error Prediction

A 4

Prototy pe

A 4

Formative

Evaluation

Complete Design

A 4

Prediction

Design Revisions

Implementation

7 W Y

stems Integration

Summative
Evaluation

A 4

Final Design
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MTA Feeds to Other HSI Analyses

Task List

KSASs

Scenarios

Required tasks '

Potential Errors




Job Analysis

(also called Position Analysis)
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Overview

e Job analysisisafamily of analytical techniques that
supports job design
 Job analysis focuses on what peoplein agiven
position (job) will be required to do
— Specify KSAs (skill objects)
— ldentify selection requirements
— ldentify training requirements
— ldentify overall performance/ proficiency requirements
e Job analysisisincreasingly useful in military
acquisition programs where civilian/contractor
support teams are used
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Conventional Job Analysis

Techniques
e Conventional techniques tend to focus on

studying existing jobs as performed by
Incumbents

— Reliance on observation and interviews with SMEs
— Emphasis on describing duties and responsibilities

* These techniques were largely driven by the

need to have legally valid selection criteriafor
hiring new employees or transferring/
promoting existing employees




Prospective Technigues

* New |obs are often related to old jobs, so many
of the conventional methods are useful

* Progpective techniques are based on
Identifying the skill objects (nee KSAS) that
are required in the new job

» Strong pressure to use standard terminology

and classification schemes, to support legal
defense of personnel selection criteria
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Define KSA

 KSA isan acronym for knowledge, skill, and ability

« Knowledge: the intellectual possession and command of the
Information necessary to qualify for and perform successfully
INn aposition.

— "Know emergency procedures for securing classified equipment and
sanitizing extant documentation”

» SKill: proficiency in performing tasks such that requirements
for accuracy, latency, timeliness, or quality are met
consistently.

— "Determine if data viewed is abnormal, anomalous, within or outside a
range or threshold."

o Ability: enduring intellectual, physical, and sensory
capabilities necessary to successfully perform in a position.

— “Read and interpret technical data related to computers and software."
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Composite and Discrete Tasks

o Composite tasks (or task groups)

— A set of related tasks that are collectively required
by afunction

— Typically assigned to the same position
e Discretetasks

— Individual, goal-directed activities that are the
pasic, meaningful division of labor in ajob

— Further division of discrete tasks into constituent
action steps loses the goal-directed nature of the
task
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Task List for a Job

e The composite tasks and discrete tasks
assigned to a given position form the task list
for that position

e Thislist alone supports the generation of atop-
level description of the job

o Thislist isthe basis for a more detailed
analysis of the position requirements
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Analyzing KSAs for a Task

o Firdt, identify any explicit task performance requirements.

— Task performance requirements are criteriathat can be expressed in terms of
accuracy, latency, timeliness, or quality. The task performance requirements
form the basis of the skill statement.

— Skills are demonstrable.
» Second, identify any organized body of technical information regarding the
principles or procedures that are necessary to perform the task.
— Knowledge can be acquired by training or by previous experience.
— Knowledge istestable.
 Third, identify any intellectual, physical, and sensory capabilities
necessary to perform the task.

— Abilities are long-term, enduring characteristics that may be innate or acquired
In previous experience and are not expected to be acquired through new-
employee training.

— Abilities can be exhibited.

e Strong pressure to use standard KSA terminology when specifying the
KSAsrequired by atask — use standard referents as much as possible.
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Complete Job Description

e Many tasks will have common abilities or knowledge required
— There may be some overlap in skill requirements across tasks
e Thecomplete job description states all abilities required for
selection, knowledge required for entry level performance, and
skill required for acceptable proficiency in the job

« Thiscomplete description istoo lengthy to use in advertising a
job, so it must be truncated for that purpose

— The truncated description includes the high priority / high frequency
Items plus any unique requirements (usually about 5-6 total)

e Thecomplete description isuseful in developing training plans
and performance assessment instruments

June 2007
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Newthink

« KSA terminology is being replaced, or at |east
supplanted, by object-oriented concepts
— Human Capital Objects
— Skill Objects
 DoD (and especially Navy) is challenged by
future requirements for human capital
— Thisisamagor motivation behind HSI

 Itisuseful to address human capital
requirements early in a program




Human Capital Objects

* |n object-oriented thinking, a human capital
object (HCO) is some entity related to human
capital

— A specific employee isan HCOI [individual]

— A specific authorized position (billet) isan HCOr
[ requirement]

— An occupied position is an HCO made up of two
other HCOs (i.e., HCOI and the HCOr)

« An HCO is composed of skill objects

“Our most important assets are our people”
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Skill Objects

« SKill objects are the knowledge, skills,
abilities, tools, tasks, and resources (KSATTR)
associated with a human capital object

— HCOI possesses KSAS
— HCOr possesses requirements for KSATTRs
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Extensions of Job Analysis

* Waysto reduce skill object requirementsin a
given HCOr

— Change operator roles in some functions

* \Waysto reduce the number of HCOr required
by asingle system (manning)
— System redesign, combine jobs, eliminate jobs

* \Waysto reduce the number and types of HCOr
required by a program (manpower)




Job Analysis and other HSI
Domains

e Occupational Health

— Job analysis can help assess exposures to all
occupational health risks

— Job redesign can help manage exposure to a given
risk (e.g., CTDs)

« Habitability

— Job analysis can help assess total exposure to
environmental stressors and other negative factors

— Job redesign can help improve overall habitability




Manning and Workload
Analyses
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Manning Analysis

e Manning refers to the number and types of
operators (Including maintainers and other
support personnel) required to operate asingle
Instance of the system

 Manning analyses address the following:
— What are the different types of personnel required?

— How many of each type?
— Operating on what schedule?




Initial Manning Estimates

e Building on the mission task analysis, and job
analyses, an initial estimate of required
manning can be provided on this basis.

— Peak number of operators required across all

Mission scenarios provides an initial estimate of
the minimum crew size on a shift (section)

— Number of different skill set requirements (given
current occupational breakouts) gives an initial
estimate of the number of different positions that
are required
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Various types of workload

» Physical workload — expenditure of effort and energy
performing physical [abor

 Mental workload — devotion of attention and
expenditure of mental effort performing psychomotor
or cognitive tasks
— Subjective vs. objective mental workload
— Time pressure vs. task complexity

 Structural workload -- the physical actions and

mental operations required to use a specified system
to perform tasks in a specified environment

— Distinction between what is required, versus what people
actually do, in the specified environment
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Workload — Three Levels

e Lowest leve: time-critical segment in a mission scenario
(typically, afew seconds or minutes)
— Can the operator(s) execute the required actions within the available
time?
 Middlelevel —mission/ sortie level (typically, afew hours)
— Can the crew accomplish the required mission tasks within the mission
timeline?
— Isthe workload reasonably balanced across positions?
 Toplevel —workweek level (typically, afew weeks)

— Can thetotal crew accomplish the total work to be done within the
constraints of the standard work week?

— |sthe workload reasonably balanced across shifts and across people
within shifts

I I I I | I stems Integration © 2007 Georgia Institute of Technology Jugﬁdzeo%



I 1T 111
Link to Task Analysis

 Themission task analysis can provide the basis for a manning
and workload analysis. Pertinent information from the task
analysisincludes:

— A hierarchical breakout of system functions, subfunctions, composite
tasks, and discrete tasks

— Task times (per task, and total s-for-function)

» Based on legacy system information, SME consultation, predetermined
time measurement standards, and human factors norms for human response
/ reaction time

» Usually expressed as arange of time values (e.g., 6 — 12 minutes)
* Haveto be validated with human-the-loop for new systems

— Task frequency and quantity
e e.g., twice per mission hour, once per sortie, etc.

— Time critical segments

* Time avallable (from mission timeline) and required tasks (from mission
narratives)
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Estimation of Operator Workload

e Building on the mission task analysis:

— Mission timeline analysis
— Use scenarios (narratives and timelines) from mission task analysis
— ldentify tasks and associated performance requirements throughout each
scenario
— Analyze time critical segments
 |dentify time-critical segmentsin scenarios
 Estimate performance times and calculate ratio of time required to time available
» May be assessed against baseline and/or against 75% (or 80%) criterion
— Analyze overall mission timeline
« Calculate percent utilization for each crewmember
o Assess against 75% criterion
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Methods: Qualitative Analysis

e Workload Levels

— MIL-HDBK-46855A provides the following guidance regarding time-
based calculations of operator workload:

* “Ingeneral, workloads...between 75 percent and 100 percent are
undesirable, and under 75 percent are acceptable provided that the operator
IS given sufficient work to remain reasonably busy.”

— Inthe current analysis:

* Low ( < 60%)
 Medium (60-75%)
* High (75-90%)
e Extreme (> 90%)

« With all other things equal, an ideal range of occupied active task time for any
given operator generally oscillates roughly between 70 to 80 percent (i.e.,

sometimes challenging without being overwhelming).
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Analysis of Time Critical Segments

e Conduct atimeline analysis of structural workload
(time required to execute required actions)

e Useathreshold of 75% - 80% of time required to
time available
— Allows room for hesitation or error
» Workload problems associated with time critical

segments must be addressed by design (fewer steps)
or In some cases by manning (more people involved)
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Methods: Quantitative Analysis

 Two methods to analyze structural workload at
mission and workweek |levels

— Expected Utilization
— Equivaent Man-Week (EMW)
» Expected Utilization

» Estimatesthe level of structural workload, keeping all other factors
constant at the medium-high level

Expected Total Time on Task
* % = Total Avallable Duty Time X 100

* |deal rangeisroughly 70-80 percent

 Possible to have expected utility greater than 100% if task times
exceed duty time available
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Error Analysis
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Error Analysis

 |nitial analysis of potential errorsis done as
part of the mission task analysis

— ldentifies potential solutionsin design
* Further analysis of errorsis done once design
solution options are (temporarily) closed.
— Safety Issues may re-open design alternatives

o Must identify specificsto be addressed in
personnel selection, manning, or training




Error Identification

e Characteristic errors

— Generated by the type of operator actions that are
required (e.g., transposition errors)

— Or generated by the nature of the task (e.g.,
selection of wrong target)

— Some are commonly known; others may be
documented in relevant databases or archives

e Observed errors

— In formative evaluations, ssmulation, formal
testing activities, and operation
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Error Analysis (cont’d)

e Design solutions

— ldentify design alternatives that would eliminate
the error (e.g., disable the selection if error would
result)

— Design of barriersto prevent or reduce probability
of errors (e.g., require confirmation)

— Design of features to mitigate conseguences of
errors (e.g., provide an UNDO function)
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Sources of Human Error
Span the HSI Domains

 Inherent human variability
o Task complexity
e Workload
» Poor user interface design
* Environmental influences
» Lack of qualification/ experience
 |nadequate training
* Poor workspace / layout
* Physiological state

— Fatigue

— Stressors
 Motivation
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Prediction of Human Reliability

e Discretetasks

— Probability of an error occurring during a single instance of
task performance, inflated to reflect task repetitions during
atime period of interest

— Strongly influenced by number of opportunities for error in
how atask is performed

o Complex, multi-step tasks will result in much higher probabilities
of error

— Further inflated to reflect performance of multiple tasks
during the period of interest

« Glven areasonable time period of interest, the
probability of error approaches 1.0
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Prediction of Human Reliability

 For tasks performed continuoudly (e.g., some
type of monitoring task):

— The basic parameter is probability of an error
during some meaningful small time interval

— This parameter istrandated into an error rate per
unit time

— Time-varying nature of this parameter is strongly
Influenced by fatigue
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Digital Simulations for Error

Prediction
* Monte Carlo techniques can be used in
simulations (e.g., MicroSaint) to predict errors

and error rates

 Error taxonomies can supply standard
estimates for the probabilities of many
characteristic errors




Error Prevention Strategies

Error prevention tends to emphasize either:

— Modify the operator (selection, training, €tc.)

— Modify the situation (procedures, supervision, etc.)
HSI provides the opportunity to consider ways
to address errors through a combination of

system design features, personnel decisions,
training, and other behavioral interventions




HSI Requirements and Metrics

Human Systems
Integration

Dennis J. Folds, Ph.D.

Principal Research Scientist
Electronic Systems Laboratory
Georgia Tech Research Institute

(404)407-7262

<dennis.folds@gtri.gatech.edu>
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Outline

o General discussion of metrics and performance
parameters

 HSI requirements
 HSI metrics
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Background

» Current preference of the government isfor performance-
based specifications
— Traditional human engineering specifications (e.g., MIL-STD-1472F)
are not performance based
o Performance specificationsthat are easiest for HSI to articulate
are in terms of human performance
— Good for the overall program, but --

— Not easy to evaluate the procured system in terms of human
performance

* Challengeisto create performance-based specifications so that
the required performance is an attribute of the system rather
than an attribute of the operator
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Metrics

e A metricisastandard of measur ement

e A metric specifies:
— The attribute to be measured

— The method of measurement

— The scale of measurement

— Therulefor assigning value or desirability of a
given measurement, where applicable

“Metric” Isoften used, incorrectly, as a synonym of
“ measure”
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MOP vs. MOE

* Terms are often incorrectly used
Interchangeably

— MOP isameasure of system performance, whereas
a MOE Is a measure of the outcome achieved by
that system performance

o Sometimes, but not always, an Isometric
relationship between a MOP and an MOE

e MOEs are of ultimate interest to the military
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Two Levels of MOPs

e Technical performance parameter (TPP)
— Measures of technical components of a system

— E.g., voltage levels, brightness of adisplay,
horsepower of an engine

o System performance parameters (SPPs)
— Overall measure of system performance

— E.g., maximum range of avehicle, number of
simultaneous tracks processed by a sensor
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Types of MOEs

 Immediate effects —direct effect of system
performance

 Intermediate outcomes — practical
conseguences of the immediate effects

« Long-term outcomes — stable, enduring
outcomes that result from the intermediate
outcomes




Relationship among MOPs and
MOES

MOPs MOEs

TPP1 ‘llllIIIII')
SPP1

TPP2

TPP3 .
SPP2

TPPn
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Application to HSI

o Military planners build the case for system
performance requirements on the basis of
relationship to effectiveness

 Our favorite human performance attributes
(e.qg., workload, situational awareness) are best
construed as immediate outcomes

— We have to build the case for linking those
attributes to intermediate outcomes




HSI Qutcome: Reduced Cost of

Ownership
e Decrease in required manning (number of operators required
to operate one system)

* Decrease in maintainer labor required to sustain mission-
readiness

 Overall decrease in manpower requirements (primarily from
the two factors above, plus corresponding decrease in indirect
manpower requirements that result)

o Decreasein skill objectsrequired for competent system
operation (and consequently, the capability for less skilled
personnel to operate the system competently)

* Decrease in system-specific training required for operators to
achieve entry-level performance capabilities

* Decreaseinoveral training required for operators at all levels
to maintain proficiency in system operation.
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HSI OQutcome: Mission

Effectiveness
e Morerapid and accurate detection of targets
» Greater accuracy of weapon employment
 Increase probability of survival in athreat encounter

o Decreased probability of an operator error that would decrease
the probability of mission success

 Increased capability to respond successfully to mission
changes or other unexpected events

 Increased probability of mission completion in the event of
equipment malfunction

* Overall, because of the above, an increased probability that
mission objectives will be achieved because of areduced
probability that human performance deficiencies will prevent
the objective from being achieved.
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HSI KPPs

 KPPs (intheory) cannot be traded off — they
must be met If the program is to be successful
(so we shouldn’t specify them without
justification)
 Must be justified on the basis of their
relationship to long-term outcomes
— Will generally be immediate effects
— We have to build the case to justify them




Easiest to Defend

e Optimized manning
— Minimum manning usually implies threshold leve
performance of the mission

— Optimized manning implies best bang for the buck

* Reduced training
— Reduces cost
— Eases burden of supplying qualified personnel
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Mission Effectiveness KPPs

e Hardest for HSI to defend

— We intuitively know that poor usability in the user
Interface, high workload, or bad SA leads to reduced

mission performance capability, but it is difficult for usto
show the relationship

 Workload and SA are properties of the human
operator — not the procured system

e Challengeisto specify the design features that
produce good usability, good workload, good SA
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The Missing KPP: Usability

Coefficient
 The Usability Coefficient (UC) must capture,
In the aggregate, the system properties that
directly cause workload levels and situation
awareness.

 For this measure to be useful, it is necessary to
distinguish between the aspects of workload
and situation awareness that are design-related,
versus aspects related to other factors.




Top-Level HSI Requirements

o System performance requirements (measured by
SPPs)

o Selected technical performance requirements
(measured by TPPs)

 Focus should be on requirements that transcend
domains or that require joint contributions from HS|
domains to achieve

Note that there are also requirements for the H3
program — work to be performed — not addressed by
these requirements
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The Big Issue for HSI

 HSI must jointly address mission performance
and effectiveness, and personnel-related costs.
— HSI requirements should be written so that crew

size (or type) must be optimized without
compromising mission performance.
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Major Aspects to Address

e Address manning (number and types) as
specifically as possible
— May address threshold and objective levels
e Address specialized training

e Address mission effectiveness and operator
workload

o Address safety and security related to human
performance (and occupational hazards, if
applicable)




Examples of Top-Level HSI

Requirements

e ... shall beoperableby acrew of X (typel) andY
(type 2) in performing the missions described in
Document A

e ... shall beoperableby acrew of X (typel)andY
(type 2) without increasing the amount of specialized
training required compared to the legacy system
ABC.

Difficult to justify requiring no change in KSAs of
personnel compared to legacy.




Examples (cont’'d)

... shdll provide the capability for the crew to
perform the missions described in Document A
without Imposing workload greater than 75%
during any mission segment for any
crewmember.

o ... shall provide the capability for the crew to
effectively perform all critical tasks identified
In Document B without compromise of safety
[or security — a separate reguirement].




Requirements Decomposition

e Current problem with the “requirements game”

— good, top-level requirements lose their authority
when they are decomposed into derived
requirements

— Meeting all the derived requirements is accepted as
evidence that the top-level requirements are met

— Much of this problem is created by legalistic
V&V
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Final Note on Metrics

 Distinguish between system performance
metrics (related to SPPs) and program
performance metrics (related to performance
of work on a development effort)

 |t'sagood ideato link program performance
metrics to the generation of datathat is
predictive of system performance




The Domains of HSI

Tradeoffs Among Domains

Human Systems
Integration

Dennis J. Folds, Ph.D.

Principal Research Scientist
Electronic Systems Laboratory
Georgia Tech Research Institute

(404)407-7262

<dennis.folds@gtri.gatech.edu>
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Background

 Tradeoffs within domains (zero-order
tradeoffs)

e Trans-domain tradeoffs (separately affects
multiple domains)

 Pair wise tradeoffs between domains (first
order tradeoffs)

* Tradeoffs among three or more domains
(higher order tradeoffs)




Example Zero-order Tradeoffs

* Human engineering -- user interface
streamlining may make some tasks easier to
perform, but doing so may make other tasks
harder to perform

* Personnel — More stringent selection criteria
may result in better human performance, but
may take longer to fill positions
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More Zero-order Examples

o Training —More specialized training results in
better initial job performance, but takes longer
to complete

o Survivability — Increased personnel protection
may decrease mission performance and
effectiveness




Trans-domain Tradeoffs

 Function allocation to operator vs. machine
(decision to automate)
— Affects user interface requirements (human
engineering)
— Affects manpower (if number of operatorsis
affected by decision)

— Affects personnedl (iIf KSA requirements are
affected)

— Affects safety (if function involves hazards)
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More Trans-domain Tradeoffs

 Maintainability / design for maintainer
* Anthropometric accommodation
e Complexity of user interface/ system usability

I I I I | I sssss Integration © 2007 Georgia Institute of Technology Jgﬂgezggi



- | 1 111
First Order Tradeoffs

» Personnel versustraining (select better
gualified people, reduce training that 1s
required)

* Personnel versus manpower (select less
gualified people, increase number of people
required)

e Training versus safety (rely on training, rather
than system design, to reduce probability of
error)
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More First-Order Tradeoffs

 Human engineering versus safety — adopt
safeguards against errors that also reduce
performance capabilities

* Occupational health versus habitability —
reguire protective features or measures that
decrease user comfort
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Higher-order Tradeoffs

« Manpower-Personnel-Training
— Fewer, less-qualified people  increased training

— Higher selection criteria  fewer qualified recruits
and reduced training required

 Human factors — Personnel — Training

— Greater usability  decreased training, lower KSA
requirements
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More Higher-Order Tradeoffs

e Human factors — safety — survivability — habitability —
personne

— Poor control of environmental stressors (e.g., hoise, glare,
vibration)  increased probability of error, decreased
survivability, reduced habitability, reduced retention

— But some techniques for protecting users from exposure to
environmental stressors and other risk factors can
negatively impact task performance and/or habitability
(e.g., wearing uncomfortable protective equipment)
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| ssues

o Quantifying the tradeoffs —within and across
domains

— Needs to be in the context of overall goals of HSI,
viz., controlling cost of ownership while getting
acceptable mission effectiveness

— Needs an underlying model that unites the mission
task analysis and cost of ownership

 \Who makes the decision?

— Program manager + HSI lead (avoid separate
arguments to program manager)
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Human Systems Integration
T& E

HSI Test and Evaluation

Dennis J. Folds, Ph.D.

Principal Research Scientist
Electronic Systems Laboratory
Georgia Tech Research Institute

(404)407-7262

<dennis.folds@gtri.gatech.edu>
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Outline

e Overview of HSl T&E

— Emphasis on human factors T& E
— Checklist Evaluation
— Operator-in-the-Loop Testing

« HSI Demonstration

. : June 2007
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Types of Evaluation Activity

 Analytical Evaluations — performed as part of

the HSl analyses

— Example: digital human modeling to assess egress
through an escape hatch

* Formative Evaluations — performed as part of
the design process

o Summative Evaluations — performed as part of
the verification process




Human Engineering Test Plan

« HETP may be a separate test plan, or may be
Integrated into a Test and Evaluation Master
Plan (TEMP)

* HE test plan should be organized around test
objectives
— Tendency isto organize around test events or

facilities
— Multiple test events may be reguired to accomplish
an objective
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Example HE Test Objectives

 Evaluate the NV G-compatibility of the XY X
cockpit displays

o Evaluate the usability of XY Z system’ s tactical
Situation display

* Evaluate the compliance of the XY Z with
MIL-STD-1472F




Checklist Evaluation

* Developing the tailored checklist
* Ingpection methods
e Results

I I I I | I sssss Integration © 2007 Georgia Institute of Technology Jgﬂgezgg;



Sources of Checklist Items

e MIL-STD-1472F Human Engineering Design
Criteria—which in turn references alarge
number of other standards

o System specifications and other program
documents
— May include items from other HSI Domains
o User interface style guide / specification
tailored to the specific system




Examples of Requirements from
MIL-STD 1472F

 Thefollowing slides show example requirements
extracted from MIL-STD 1472F.

 Notice how some of the requirements are quite
specific, and can be evaluated against objective,
physical criteria. Others are more general and must be
evaluated subjectively.

 |t1scommon for aprogram to require that MIL-STD-
1472F be used “as aguide”

— Thismeans it must be followed unless there is arationale
for deviating from it
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Example of a Specific

Requirement

5.2.1.1.4.1 Warning signals. Visua warning signals should be presented
using flashing red lights with flash frequency between 3 and 5 Hz with a
50% duty cycle. Theflash rate for all such warning signals shall be
synchronized. If used in conjunction with caution signals, warning signals
should be at least twice the intensity of the caution signal.

5.2.1.1.4.2 Caution signals. Visua caution signals should be yellow. A
minimum of two discriminatory characteristics should be employed to
ensure rapid identification and interpretation of caution signals. If used in
conjunction with warning signals, caution signals should be not more than
half the intensity of the warning signal. If warnings take the form of
flashing text, the text should flash at arate not greater than 2 Hz with
ON/OFF interval of about 70%.
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Example of a General Requirement
(from MIL-STD-1472F)

e 52.1 General. Visua displays should be used
to provide the operator with aclear indication
of equipment or system conditions for
operation under any eventuality commensurate
with the operational and maintenance
philosophy of the system under design.




Example Requirements from a
System Specification

e The XYZ system shall provide independent
display page selection at each operator
workstation

 The XY Z system shall provide control over all
VoI ce communications modes of each radio at
each operator workstation




Inspection Methods

e Checklist should be organized around design
components — individual items that can be inspected

separately
o Generally requires the capability to stimulate the
system with real or ssmulated inputs

e Some items are checked by measurement using
standard equipment

e Other items are checked by direct inspection
(qualified human factors engineer)
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Example Checklist Content

ltem Requirement/Guideine M ethodology Does the Design
#H Comply?
Source Comments

CFLR1 Time shall be displayed as Verify that time is
hours/minutes/seconds displayed as
(GMT) in aphanumeric data | hours/minutes/seconds
displays and entries. (GMT) in alphanumeric

data displays and entries.
PIDs [5-67]

CFLRZ The date shall be displayed Verify that the date is
as day/month/year in displayed as
alphanumeric data displays day/month/year in
and entries. alphanumeric data displays

and entries.
PIDs[5-67]

CFLR3 Position shall be displayed as | Verify that position is
absolute (Lat/Long) or naval displayed as absolute or
tactical grid (NTG) in NTG in alphanumeric data
alphanumeric data displays displays and entries.
and entries.

PIDs[5-67]

CFLR4 Distance shall be displayed Verify that distance is
in nautical miles (or yards if displayed in nautical miles
appropriate) in alphanumeric | (or yards if appropriate) in
data displays and entries. alphanumeric data displays

and entries.
PIDs [5-67]

CFLRE Speed shall be displayed in Verify that speed is
knots in alphanumeric data displayed in knotsin
displays and entries. alphanumeric data displays

and entries.
PIDs [5-67]

CFLR€E When data fields have a Inspect data fields with
naturally occurring order naturally occurring orders
(e.g., chronological or (e.g., chronological or
sequential such as sequential such as
waypoints, presets, waypoints, presets,
pagemarks), the order should | pagemarks). Verify that
be reflected in the format naturally occurring orders
organization of the fields. are reflected in the format
MIL-STD-1472D/E, Section organization of the data
5.15.3.1.4 fields (e.g., row numbers).
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DVT versus Checklist Evaluation

e Design Veification Testing (DVT) has much
In common with the checklist evaluation, but
serves different purposes

— DVT addresses whether the implementation
matches the design as specified in documentation

— Checklist evaluation addresses whether the
Implementation complies with the applicable
standards and guidelines

It iscommon for design specification details to be
changed to match an implementation




Checklist Evaluation Results

 |tishoped that the vast mgority of checklist items
will be judged “in compliance”
e For itemsjudged “does not comply”, human
engineering must assess one of the following
— The deviation was intended and has an acceptable rationale.

— The deviation isminor and is not likely to have an
operational impact (Level 111). Correction is optional.

— The deviation is undesirable and should be corrected in the
future (Leve II).

— The deviation is unacceptable and must be corrected (Level

).
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User-in-the-Loop Testing

Formative and Summative
Evaluations
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Formative and Summative

Evaluation
Formative Summative
e Can beinformal e Pass/fail outcomes

» Consider multiple . compliance with
design options formal requirements

’ Suzrée;tiins « Demonstration of
: - operator
o |terativewith
increasing performance and
complexity and acceptance
degrees of

compl eteness
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Summative Evaluation

Checklist Evaluations Operator-in-the-L. oop
o Checklist composed of ~ * SCenarios cover

items from design critical mission
specs, mil-std, and segments

other formal * Operator
requirements performanceis

measured

» Conducted by HF » Operator acceptance

engl neer with other (pass or fal|) rati ngs
designers as needed are obtained
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Critical Evaluations

e Summative evaluations are structured around
critical tasks (must be completed successfully
to achieve mission performance, or maintain
saf ety/security standards)

 Measure (or observe) that operators can
perform the tasks in appropriate conditions

e Obtain user pass/fail ratings




HSI Demonstration
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General Problem

» Performance-based spemﬂca’uons may require a
weapons system to “provide effective mission
performance”

— Pressure during system development to verify that this
requirement is met

— Conclusive evidence not available until system exists and
can be tested operationally

o Similar problem exists for other requirements

— Other disciplines use analysis, modeling, or logic to assert
that requirements for effectiveness have been met

— Eventually, the acquired system has to demonstrate its
mission effectiveness
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Example Requirements

o System XYZ shall provide the capability to conduct
search, detection, classification, localization, tracking
and attack of targets that meet the criteria specified in
Document A

o System XYZ shall integrate the sensor and avionics
equipment into a coherent system and provide cockpit
control and display interfaces necessary to enable the
crew to execute the prescribed scenarios and mission
profiles
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Verification by Demonstration

e Human System Integration Demonstration should be
aformal requirement for alarge program
— Development team (typically contractor) demonstrates that
key human system integration reguirements have been met
— Typically involves simulation capability with relatively
high fidelity
— Scenarios developed in the mission task analysis and used

In the summative evaluations may be the featured
operational scenarios in the integration demonstration
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Two Stage HSID

 Phase 1 — Contractor demonstrates how the
requirements have been met
— Customer observes

— Must be a mechanism for the customer to review the
scenario parameters and reguest/require additional
demonstration scenarios to ensure a robust verification of
requirements

— Expect a bit of negotiation (but rely on the Mission Task
Analysis)

e Phase 2 — Contractor demonstrates additional tasks/
scenarios

June 2007
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Practical Considerations

« HSID may require actual test articlesto bea
valid demonstration

 May be difficulty in having high-fidelity
simulation of the system early enough

* The needs of the HSID closely match the
needs of afull mission training ssmulator




Practical Considerations

cont’d
e Making the HSID an important test (that has to

be successful) provides a mechanism to
reinforce the HSI requirements that will be
verified at the event

— Because these Issues transcend domains,
responsibility for meeting the requirements may be
diffused across the program

— Someone has to own the requirement and to take
the steps needed to ensure that it is met
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Risk Reduction for HSID

* Prototypes used in formative evaluation may
have much of the functionality reguired to
conduct an early iteration of the HSID

— Good ideato perform the HSID procedures, using
avallable prototypes, to generate evidence for CDR

— Cannot serve as the forma HSID because the
prototype is not the actual test article
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HSI Planning

Part Deaux

Human Systems
Integration

Dennis J. Folds, Ph.D.
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<dennis.folds@gtri.gatech.edu>
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Outline

* Review of general approach to HSl planning
e HSI program milestones

e Coordination of analysis, design, and
evaluation
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What the Plan Should Address

 The HSI Program Plan should focus on how
the overall HSI-related requirements of a
program will be met [ determined, validated
and verified], with focus on how the HSI

domains will be integrated to meet those
requirements

e Detalls of activitiesin theindividual HSI
domains can be provided in planning
documents for those domains
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Recommended Approach

e Address strategic issuesfirst, then address tactical
ISsues
 Todevelop aplan, start at the end

— ldentify the objectives (related to human capital costs,
mission effectiveness, or other major HS concerns)

 Jump back to the beginning
— Formulate your technical approach to each objective

— ldentify resources required by each technical approach
leveraging resources across H3 domains

e Fill in the middle and coordinate activities across
HY domains
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HSI Activitiesand Program Milestones

FRP
Decision &
Review

%

! # t $ &
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Flow of HSI Activities

FRP
Decision &
Review
4---------- (% ) ------- r>P--------------. % ) e e TR @p----- % 0 —---- >
A A A A A A A
l " #'0%  Uu$

- HSI Analyses

o
A4

Prototyping and Summative
Formative Evaluations Evaluations
HSID
L e T ~—-
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Data Flow among HSI Activities

HSI Analyses

— Design and Prototyping
Scenarios I
Task List > ForImative Evaluations
Performance Requirements _, Critical Evaluations
Information Requirements I

» HSID
Error Predictions I
| Trainin

KSAs L 2
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HSI Challenges

Human Systems
Integration

Dennis J. Folds, Ph.D.

Principal Research Scientist
Electronic Systems Laboratory
Georgia Tech Research Institute
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HSI Mandate

e DoD Instruction 5000.2 requires an acquisition
program manager to initiate a Human Systems
|ntegration program in order to:

— optimize total system performance,
— minimize total ownership costs, and

— ensure that the system is built to accommodate the
characteristics of the user population that will
operate, maintain, and support the system

Do the “HSI People” know how to deliver these outcomes to
the Program Manager?
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Recall that HSI 1s both ...

1. A management strategy to ensure that
human-related concerns are properly
considered in an acquisition program.

2. A technical strategy to ensure that human

performance issues are addressed early and
effectively in an acquisition program.

Can HSI Professionals manage the HSI Program?

Can HSI Professionals plan, implement, and conduct the HSI
Program?
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Paradigm Shift

* Practitionersin the individual domains need to
understand the overall goals and benefits of
HSI

— Avoid territorial battles and resource hoarding

* Program managers and lead systems engineers
need to understand HSI

— Need to Implement an HSI program as a
management strategy to achieve its goals
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Need for HSI Tools

« Modeling relationship between factors that influence
cost of ownership vs. mission effectiveness
— Help guide some HSI tradeoffs

e Toolsto facilitate HSI activities early in systems

devel opment
— We know we must address these issues early to address
them effectively
— If we areinvited to the table, will we know what to do?

June 2007
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Need for HSI Research

* Need solid empirical datafor relationships
between design factors and long-term
outcomes related to

— Personnel costs (retention, health, morale)
— Mission performance and effectiveness

 Should be addressed by alarge-scale program
(not user opinion guestionnaires)
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Technical Challenges for HSI

Do we know how to: Ensurethat systems,
equipment, and facilities:

e Incorporate effective human-system interfaces,

 achieve the required levels of human performance;

» make economical demands upon personnel resources,
sKills, and training;
* minimize life-cycle costs, and

» manage risk of loss or injury to personnd, equipment,
or environment ?
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« Human factors engineering

 Manpower

» Personnel Integrating these diverse

e Trani ng domains is a significant
management and technical

° Safety challenge

e Occupational health

o Survivability

. Habitability
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