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The Three Databases (Source
Material)

1. Terrorist Pilot Training
(Washington Post)

2. WTC Terrorist Cell Activities
(Washington Post)

3. Osama bin Laden: Financial
Support Networks (Treasury
Department Congressional
Testimony)
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Analysis to a Purpose !

« Analysis Is about predicting the future — not
documenting the past.

e How do we do this?

— Recognize that a target may be viewed as a
dynamic system

— Systems may be analyzed statically or
dynamically

— System functions change slowly with time while
physical elements may change dramatically

— Systems need to be represented as separate
functional and physical models.

e The model provides evidence of how well the target

IS understood.
©lilech

 Total analysis is never completed.
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e Terrorist Training
Data

Material/data extracted from various
Washington Post articles

©itech
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al Qaeda

Request
guidance

Status -
Graduated
from Flight S...

Cell Operation

Yy

ND

Date: Author:
July 15, 2002 Administrator
Number: Name:
0 Terrorest Pilots Training - Context Level
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ontext Level

Financial authorization
al Qaeda Initiate Task

Enrollment Request
Medical Examination
I~ Results
Tuition Payment
Untrained Pilot

Money Returned
Request guidance Cell Operation

A

Acceptance Letter
Status - Graduated from

Flight School
Trained Pilot
. J
Date: Author:
July 15, 2002 Administrator
Number: Name:
0 Terrorest Pilots Training - Context Level 0 m ”
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ailled Level

11 12 13

Al QAEDA A
" - Supply Financial » Recover Unspent
Activate Operation Ad Funds
Cash Infusions
$100,000
Pl 2R 214 215
Financial Initial Bank Receive New “?Hand-carried cash ——>» Funding Returned
Transfer Deposits deposits
222
Apply to Flight
School

4 224 225 226 14 15

Cell Operation N N N
{9—? Start _Cell {ND @ Receive Pay h?r_Fllghl —» Prepave_for Flight  [—» Practice Flying ™ Monitor Status AND [ AND
Operations Letter Training Training
223
Undergo Medical
Examination
Statu:
Graduated from
Flight School
16
Support & Logistics T
Support & Logistics
US Aviation School
te: JAuthor:
July 15, 2002 Administrator
Number: Name:
0 Terrorist Pilots Training - Detailed Level c o r p o r a t o n



text Level

Initate Task

Operation
T
Financial
Supply authorizati $100,000 D:fgﬁgso < szgﬁg
Financial Aid on g 520,

— NOTE:
e e The N2 chart

FENY

Initial Bank

IS the easiest
1 1= view for

214

?Hand-carried

L reverse
= | engineering a
system with
1= only partial or
missing data

Apply to Flight
School

223

Acceptance
Letter

Tuition
Pay for Fiight
Training Payment
776
Prepare for Uniined
Flight Training !
™
Pracice Flying
TS
Monitor Status

™
Maintain
Local Support
& Logistics
Acceptance
Status -
Graduated
ate: [Author:
July 15, 2002 Administrator
[Number.
Tarrs Pt Trainin - otaed Love corporation




al Qaeda - Flight

NOTE:

e If you missed
It, we are
building
functional and
physical
models.

Business
al Qaeda / Terrorist Phone Link
Bank Deposit Link
Face-to-Face Link
Terrorist Cell -
Flight
Business
US Mail Link
Student to Instructor L...
Date: Author:
July 14, 2002 Administrator
Number: Name:
0 Flight Training - context
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Analysis Overview e are Trying
to Get to the Top of the Pyramid

/ Activity
Reconstruction

/ Event Reporting \
/ Basic Data \




Attack

Material/data extracted from various
Washington Post articles
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North Tower WTC

]

Team 1

Coordination

Pentagon

Coordination

Event 12

Activities (AA
Flight 11)

Coordination
Event 11

o

South Tower WTC

Team 2

Activities (AA
Flight 77)

Team 3

Coordination
Event 3

5

Stony Creek Township

Activities (UA
Flight 175)

Coordination
Event 9

Coordination
Event 14

Team 4

Activities (UA
Flight 93)
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Activities of WTC
Highjackers
(Behavior - Top)

e Behavior and N2
Modeling included
hierarchies down to
behavior at the
individual terrorist level
(see COREsIim
simulator output for
Atta)

« The cell is made up of
19 terrorists in 4
coordinated teams

« The total timeline from
first terrorist entry into
US until the attack on
the WTC and Pentagon
involved about 33

months Oyitggﬂ
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Activities of WTC Highjackers
(N2 Interface Diagram — Top Level)

[
4 N\
Team 1 Activities » Cogglnrlaltlf :
(AA Flight 11)
\_ J
4 ‘ N\ o 4 +
Coordination
Coordination 4| Team 2 Activities Eveht 1.2
Event 12 (AA Flight 77) Coordination
Event 3
\_ f J \_ v J
4 N\ | K
[ Coordination 1
Coordination < Team 3 Activities Ever]t 1.4
Event 4 (UA Flight 175) Coordination J
Event 9
\_ / v
Team 4 Activities
(UA Flight 93)
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Section of ATTA’s Timeline

Known activities
coordination data

Known activities - -
and schedule e -
1 Training Unknown activities |[ ] crewee | |
T with schedule =

6.1 6.2 Event 5 - Begin 6.5 6.6 Event 7 - 6.9
Enters Training Moves out
United Atta - Tours Atta - ﬁ Atta - Takes Jet Atta - Flies to Atta - Atta - Moves At
AND Waittime [p{ Madrid, P Waittime Waittime {p  Out of Wait

States - [p Waittime [p| Flight 1 Wait time )6@ Wait time {pl Simulation [p|
Tourist 1 School 2 \ 4 Training 5 Spain 6 8 Apartment q
Visa
June 03,... July 01,... Decembe... January ... March 11...

6.4 _ 68
Event 4 - Tour E\{ent 6» Jet
Simulation ;
Atta - Registers Inquires
Pontiac About
Crop

Ly Waittime
3 Grand Prix
Duster

February...

July 17,...

NOTE:
e Behavior diagrams and scenarios are represented in a
graphical language that is executable, allowing

automatic simulation of the graphical model Oyitggﬂ
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Details of ATTA’s Activities are In

the Repository

—

Mumber & Name When Description

6 Atta's Actoeties
6.1 Exters United States - Tourist BIS000 Jane 3, 2000
Visa Atta evters Untted States at Hewrark on a tourist wisa.
£.2 Tonrs Flizht Schoal N0 Jaly 2000

Atta and Al-Shehhd tour 4 mman Flight School m Horman, Oklshoema, ot don't eneoll.
%.5 Begins Flight Traming T 000 Jaly &, 2000

Atta and Al-Shehhd staxt pibt traming at Huffinan Avistion, Venice, Florida,
&.4 Registers Portiac Grand Prix TR0 Jaly 17, 2000

Atta registers a red Pontiac Grand Prix, &t 4890 Pompano Foad, Venice, Florda.
&.5 Takes Jot Sivoalation Trainms 121257200 Decepber 25-20 2000

Atta and Al-Shehhd pay for baro thwee-houy jot sivmlator kssons m Miaw.
&5 Fhes to Madad, Spain 1001 Jarmary 4, 2001

Atta leaves the United States, fhving oo Miawm to Madrid, Spain.
&.7 Eerts Piper Cherokes 21172001 Febraary 2001

Early February Atta and Al-Shehhd visit Atlarda, rert a Piper Chemlkee plane.
6.8 Inquires Ahout Crop Duster 217001 Early Februany 2001

Atta inquives sbeonat meop-diasters a Belle Glade State Municpal Anpert m Belle Glade, Flarida,
5.9 Moves Ongt of Aparbment 311102001 March 11,2001

Atta and Al-Shehhid move out of their Hamburg aparbment.
&.10 Fecepres Traffic Ticket 4i28,2001 Aprl 26, 2001

Atta recerres a trafficticket in Tamarac, Flonda, for drving withot 2 heense.
&.11 et Florida Diiver's Licenses Si2i001 May 2, 2001

Atta and Jarrah get Florda ditwer's heenses. Atta lists address at 10001 M. Atladic Boulavard, Coml
Springs, Florida.

VTC 1-15
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60 90 100
||||||||||||||||||||

American Airlines Flight 11 Integrated 777 - -
6 Atta's Activities l:l H I g h J aC k e r
6.1 Enters United States - Tourist Visa |
6.2 Tours Flight School |
I
|
I
|
|
|
|
I
|
|
I
i
I
|
|
|
|
|
|
|
|
|
|
|
|
|
Vi

6.3 Begins Flight Training

Timeline for Atta
(From CORESsIm)

6.4 Registers Pontiac Grand Prix
6.5 Takes Jet Simulation Training
6.6 Flies to Madrid, Spain

6.7 Rents Piper Cherokee

6.8 Inquires About Crop Duster
6.9 Moves Out of Apartment

6.10 Receives Traffic Ticket ™2 Sim Transcript for "Activites of WTC Hijackers™ [Finite Jus... [B[=] 3

FEille Edt Optionz Help
B &0,

0.0 100148y start 6 Atta's Activities j
0.0 ID(38) start  Atta - Waittime 00

141041083 1ID0109)  start 6.1 Enters United States - Tourist Visa
1413698659 100110y finish 6.1 Enters United States - Tourist Visa
15.0575344 (aux) enahled 6.2 Tours Flight School

15.0575344 ID(121) start 6.2 Tours Flight Schaoal

15.0904111 ID{122 finish 6.2 Tours Flight Schoal

15.2547947 1D{138) start 6.3 Begins Flight Training

156164385 {(aux) enahled 6.4 Registers Pontiac Grand Prix
15.6483152 100144y finish 6.4 Registers Pontiac Grand Prix
16.34658745 ID(141) finish 6.3 Begins Flight Training
209753427 1D0151)  start 6.5 Takes Jet Simulation Training
21.0410961 1ID0152)  finish 6.5 Takes Jet Simulation Training
21172603 1D(171) stant 6.6 Flies to Madrid, Spain

21.2054747 DY finish 6.6 Flies to Madrid, Spain

s e
©Vitech

6.11 Get Florida Driver's Licenses
6.12 Fails to Appear in Court

6.13 Move into Country Club Commu...

6.27 Rents P.O. Box

6.15 Registers for Month's Members...
6.14 Stays in Las Vegas

6.16 Flies to Spain

6.17 Rents Car from Warrick's Rent-...
6.18 Returns to Las Vegas

6.19 Rents Single Engine Plane
6.19.a Rents Single Engine Plane (a)
6.20 Open AA Frequent Flyer Account
6.21 Stays at Panther Inn

6.22 Buys One-Way Tickets - AA

6.23 Rents Another Car

6.24 Eats at Raw Bar

6.25 Stays at Comfort Inn - Portland,...

6.26 Board Aircraft 6

7 Waleed Alshehri's Activities

1992-2002. Vitech Corporation.
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Osama bin Laden:
lal Support Networks

Source: Mr. Johnathon Winer testimony to US
Senate Banking Committee, September 2001

©itech
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OBL Support
Networks

Bank

Banking and Charitable
Investment Organizations

Bank Charity Business

Industry/
Service Sector

Bank

International Money
Money Chann... Laundering E...

Bank Business

Drug Trade
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Postulated OBL Financial Networks
Functional Context

Candidate
Operatives
1 SEEEE—
Manage Revenue Funds
Sources

2 ( A ( N ( A

Distribution Resources j Types of

¥ Plan, Rules, u Plan YPes
Plan Terror Events . I Needed Training
Overide Policy
\L ' v \L v \L v
3 ' ¢ N
ASZ:I]:;e N Support Weapons 1 Training
Distribute Funds Funds Funds J Funds
Report
\ v
v
4
Organization l Fundin Trainers
gani: 9 Recruit & Place Untrained
or Business Requests .

Operatives Personnel

-/
5
Acquire Weapons Weapons
6
Weapon &
Access Pl T ist
Requirement B TEHEE Terror Event
s Plan In Operation
7
Trained
Operatives Training
tion
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2

|
Charitable |
Organizations ‘

=

Charitable Organization/Blessed Relief ...

l

Charitable Organizations/Global Relief Link

Actor
@

Charitable Organizations/Mercy Relief Agency Link

e

21

Blessed Relief

Charitable Organizations/Help Africa™

ganizations/Islamic African R#Iief Link

X
£
-
k3
¥}
14
Q
S
K
H [72]
Charity 2
c
2
22 g
g
Global Relief o
R 5
Organization, Inc. P ®
= Qo
Charity o s 2.6
o & Mercy
() I 5 International
23 5 ([ ] Relief Agency
<
i oe 25 Charity
Help Africa Poor 2.4
) ) Islamic Relief
Charity I;Ialr‘nlfc :frlcan
elief Agency Charity
Charity
Date: Author:
June 10, 2002 Joe Maley
Number: Name:
2 Charitable Organizations
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Analysis to a Purpose !

« Analysis Is about predicting the future — not
documenting the past.

e How do we do this?

— Recognize that a target may be viewed as a
dynamic system

— Systems may be analyzed statically or
dynamically

— System functions change slowly with time while
physical elements may change dramatically

— Systems need to be represented as separate
functional and physical models.

e The model provides evidence of how well the target

IS understood.
©lilech

 Total analysis is never completed.
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Consistency through Integrated
Life-Cycle Knowledge Management

Behavior Domain

Source Requirements Domain

verified by

v V&V Domain

wiRresginr

1 Thieat erives

LT

Originating requirements I A ) .
- + on / oy
trace to behavior T /
— = =
A s | e
’J | E L Ersualo Praducs : r,/\'_
CORE e )
Re % %O r Behavior is allocated to
p —_— y physical components
Architecture Domain v
B verified by
verified by

Originating requirements
trace to physical components
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