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< What Is security?

» Why Is it Important?

» How to design for security?

< How to organizing for security?
< Emerging Threats

Outline
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Security Goals:
What Is security?

< Authentication

< Authorization

< Confidentiality

< Data / Message Integrity
< Accountability

< Avalilability

< Non-Repudiation

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Presentation Notes
Will illustrate each of these concepts through running examples…


54

Why security?

< “Hurting customers”
= Privacy Considerations
= Vulnerable software
= Stolen accounts

< Bad Press / Reputation Risk

< Financial Risk (including valuation)
< SOX /HIPPA / EU Compliance

< Waste of company time / resources

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Business / Valuation Risk

< Can ruin business (i.e., DoubleClick,
CardSystems)

< On average, 0.63% decrease in valuation on the
day of disclosure (self or third-party)
For MSFT, -> ~$1.7B loss in valuation

< (Based on security economics research. See
http://infosecon.net/workshop/pdf/telang_wattal.pdf )

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006



54

< Financial Risk
<+ SOX Compliance

<+ HIPPA / EU Compliance

Other Risks

= Security bugs in financially-related software
may result in direct monetary loss

= Without proper internal controls in place,
executives, and others might go to jail!

Stanford Center for Professional Development
November 11, 2006
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Waste of time

< Security vulnerabilities & exploits mean:
* |ncident response
= Possible press response
= Management time (coordinate patch)
= Engineering time (fix, test, debug, rollout)
= Damage assessment
= Possible executive attention

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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How do you get security?

Approaches & Trade-offs: Principles:
+ Risk Management < Least Privilege
% “Designing-In” Security ~ * Fail-safe Stance
% Security By Obscurity % Defense in Depth.
< Secure Weakest Link

< Open vs. Closed Source .

: < Simplicity
< Threat Modeling

| _ < Usability
<« Convenience vs. Security Security Features vs

Security

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Presentation Notes
In the previous chapter, we covered a number of high-level requirements that more secure systems strive to provide.  In this chapter, we will discuss a number of design principles that security architects typically keep in mind when building secure systems.
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Risk Management

< How do we think about security?
= All systems insecure: how insecure?
= What is the cost to “break” the system?

= For every $ that attackee spends, how many $ does attacker have to
spend?

= If (Cost to “break” system >>
Reward to be gained)

* then system is secure ’ﬁ\
 otherwise system is NOT secure

= “Raise the bar” high enough

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Presentation Notes
Another important thing to realize before embarking on the design of a secure system is that security can be viewed as a game of economics.  In fact, all systems can be considered to be insecure, and the real question becomes how insecure.  Specifically, the insecurity of an application can be measured by the expected cost that an attacker would need to spend to achieve his or her attack.  This expected cost can be made up of the amount of time the attacker needs to spend, the materials and technology that the attacker would need to acquire, and the risk that the attacker thinks he or she might get caught.  When we study applied cryptography in the next chapter, we will see that the amount of security that any particular cryptographic algorithm offers is partially a function of how many bits the secret key used with that algorithm is.  For each additional bit of data in the key, the amount of time that an attacker may have to spend to attack the algorithm is multiplied by two.  Another interesting question to look at from a security standpoint is: for every dollar that the attackee spends, how many dollars does the attacker need to spend?  While it is interesting to think about security in these terms, it is typically hard to come up with quantitative numbers to answer these types of questions.  Nevertheless, it is useful to pose these questions to help get our heads around the nature of the problem of security.

In this view of the world where we consider all systems to be insecure, the next relevant question is what does it take to make sure that a system is “secure enough?”  We might define “secure enough” to mean that the expected cost to break into the system is much greater than the potential reward to be gained by the attacker.  If a system is “secure enough,” then there does not exist enough economic incentive for the attacker to break into the system.  In chapters 6 through 8 of this course, we will study a number of defenses that one can employ to make a system “secure enough” against an “average” hacker.  (Where average means that the attacker does not have any special vendettas or special rewards to break into your system.)

The bottom line is that security is about risk management.  How much technology does one need to employ to manage the risk that an attack might achieve its goals?  If no technology is employed, the risk that an attack will be successful will be high.  If some technology is employed, the risk that the “average” hacker will successfully mount an attack might be drastically reduced.  In a lot of technology is employed (and it is targeted at addressing the most relevant threats, and there aren’t any physical or policy-oriented holes, etc.) then it is likely that all but the most sophisticated hackers will be able to successfully mount an attack and the risk is low.  

http://images.google.com/imgres?imgurl=www.stanford.edu/home/students/newstudents/ammoney.gif&imgrefurl=http://www.stanford.edu/home/students/newstudents/bills.html&h=311&w=207&prev=/images%3Fq%3Ddollar%2Bsign%26start%3D20%26svnum%3D10%26hl%3Den%26lr%3D%26ie%3DUTF-8%26oe%3DUTF-8%26sa%3DN
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Design In Security

Design products with security in mind.
Hard to “add-on” security later.
Don’t add security as an afterthought.
Define concrete, measurable security goals.
= Only certain users should be able to do X.
= Alog entry should be written every time that a user does X.
= Information output by feature Y should be encrypted.
= Feature Z should be available 99.9% of the time.

Security is an important “feature” itself, but it is not just a feature— it is about
the process by which the product is developed, tested, deployed, and
maintained.

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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If you are building a system that needs to be secure, it is important to think about security up-front as part of its design; that is, security should be designed in to the system from the start.  Systems that are often built that meet a set of functionality and performance criteria, and software developers then attempt to make these systems secure only as an afterthought.  That is the wrong way to design a system.  Experience has shown that it is very hard to “add” on security onto a system only after it has been developed.

For example, consider the design of the Windows 98 operating system (OS).  Microsoft’s highest priority goals were to attempt to pack as much functionality into the OS, and deploy the software on time.  Providing security and an access control mechanism was not among the primary design criteria as evidenced by many of the security holes in the product.  For instance, the OS includes a feature that allows a PC to boot up into a “safe” or diagnostic mode without the entry of a username or password at all.  A user may simply hit the F8 key as the boot sequence starts to have the PC boot up in this diagnostic mode, thereby bypassing the required entry of a username and password.  The problem with this is that an attacker that gains physical access to the system could access the contents of the user’s entire disk by pressing the F8 key during the boot sequence.  
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re-designing system.

< Kerckhoffs’ doctrine (1883)

< ”The method used to encipher data is
known to the opponent, and that security
must lie in the choice of key.”

Security By Obscurity

< Compromised key can be changed without

Stanford Center for Professional Development
November 11, 2006
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Presentation Notes
The concept of assuming that the attacker knows how the system functions, and that the security of the system should be dependent upon a “key” goes back to Kerckhoffs’ doctrine in 1883.  We will see various algorithms whose details are completely public, yet secure in the next chapters on applied cryptography.  For now, just keep in mind that hiding the details of how your system works does not typically provide an acceptable level of security.  In fact, if the design of a system is not reviewed by a third-party, it is more likely than not that it will contain security holes that the original designer did not conceive of but that will be relatively obvious to third parties.  (This is true unless, of course, the original designer is an experienced, expert cryptographer!)
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Open vs. Closed Source

< “Is open-source software secure?”
< Open:
= Some people might look at the security of your application
(if they care)

= They may or may not tell you what they find
< Closed:

= not making source code available does not hide much

= security-aware code reviews by diverse reviewers needed
< A business decision: Not a security one!

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Presentation Notes
There are a plethora of companies that need to secure their software that might are aware of the “security by obscurity” problem, and decide to make their software “open-source” in order to secure it.  When a company makes a piece of software “open-source,” it makes the source code available to the entire world for review.  They reason that if a piece of software can only be made secure by subjecting it to an open review process, then why not make it open to the entire world such that people can point out problems, and the company can simply fix it.  While the company might have good intensions, the company is making yet a more detailed set of assumptions if it believes that it can create more secure software by open-sourcing it.  

The first additional assumption that the company would be making is that by open-sourcing its software, others would actually look at the source code of the software, and specifically would look at the sections of code that might lead to security flaws.  If the source code is hard to read, not very understandable, uninteresting, etc. the code will probably not be read at all.  In addition, if an open-source developer actually does look at the code, he or she might be interested in looking at a piece of the code whose functionality they are interested in modifying for their own purposes.  The open-source developer might want to change the GUI, or adapt some part of the functionality to serve a specific request that one of their customers might have.  Security may or may not be on the agenda of the open-source developer.  Finally, even if the open-source developer is interested in the security of the program, there is no assurance that he or she will actually report any security vulnerabilities to the author of the code.  The open-source “developer” may be malicious and may be looking to attack some deployed version of the software in question.  Due to all these reasons, the simple act of making a piece of software open-source will not automatically lead to an increase in its security.  

On the other hand, keeping a piece of software proprietary (“closed-source”) does not ensure the security of a program either for all the reasons that we discussed when we talked about in the security by obscurity section.  Only releasing the binary code of an application does not hide much from the attacker, and the attacker can still exploit security holes by studying the behavior of the running program.  Even if a company keeps its code proprietary, it should be reviewed by security experts to look for vulnerabilities.

What this all means is that if you want to ensure the security of an application, you need to spend time reviewing the code for security vulnerabilities.  You can’t simply open-source it in the hopes that others will find security flaws for you, and you can’t hope that it will be secure just because you don’t release the source code.  You need to spend time reviewing the security of your application yourself if you indeed want it to be secure.

So by open-sourcing a piece of software, one might argue that they could be just making the hacker’s job a little easier.  This is possible, but a determined hacker doesn’t need to source code.  This does not contradict what we said when we talked about security by obscurity.  Hiding the source code of an application does not make it much harder to attack.

At the end of the day, the decision to open-source a piece of software or keep it closed source should be a business decision.  Is open-sourcing or keeping the code proprietary more complementary with the business model under which the software is intended to generate revenue?

(Good discussion of this topic in “Building Secure Software” by John Viega and Gary McGraw.)
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Security Features vs. Security

< Using one or more security algorithms/ protocols will not
solve all your problems!

= EX. Using encryption doesn’t protect against weak
passwords.

= EX. Using SSL doesn’t protect against buffer overflows.

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Organizing for Security

< Security Is a process; not a feature!

< Where Is security expertise needed?
= QOperations (Network and OS security; firewalls, IDSes, etc.)
= R & D (Architectural / Design)
= Testing (Code Auditing, Penetration Testing)

< How to organize security for new product R & D
= (Gatekeepers

= Advisors
= Satellites

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Gatekeepers

Centralized Security Department with Approval Authority
Security Dept accountable for every line of deployed code, and must

provide explicit approval for every deployment.

Pros:

High level of accountability

= Tight control
Cons:

Scalability
Could stifle innovation
Bottleneck

Development might become tight-lipped
(or work-around security)

Stanford Center for Professional Development
November 11, 2006
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Advisors

< Security Consulting Department with Escalation Authority

< Security Department provides feedback to product teams
when requested, or can actively “probe”
< Pros
= More openness to share risks
< Cons
= [ ess accountability
= Frequent escalation will de-sensitize executives

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006



Satellites

» Decentralized Security Staff / “Virtual” Department

» Put developers with security expertise on the product
teams. Rotate if necessary.

» Or, train one of the developers on each product team to be
“security czar.”
< Pros
= Security recommendations more likely to be implemented
< Cons

= Less flexibility in moving security engineers to most high risk
projects fast.

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006




» Phishing / Pharming
» Spyware / Adware / Malware
» Extortion

= Online gambling sites, banks

< Botnets

= DDoS

= Spam

= Click Fraud
Mobile Worms

<+ VOoIP Security

o
*%

>

Emerging Threats

Stanford Center for Professional Development
November 11, 2006
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http://en.wikipedia.org/wiki/Spyware
http://en.wikipedia.org/wiki/Adware
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Toolbars of various kinds (Cyota, etc.)
Google Anti-phishing Firefox Extension
PassMark

PasswordHash

Out-of-band callback

Phishing

< Impostor emails with links to “spoofed” web sites
< “Solutions”

Stanford Center for Professional Development
November 11, 2006
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< aka DNS Cache Poisoning
= Vulnerability in local DNS server
= Virus adds to .hosts file
< Solutions
= SecureDNS
= Well-written DNS server (i.e., Nominum)

Pharming

Stanford Center for Professional Development
November 11, 2006
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Spyware / Adware / Malware

Spyware: sends information outbound without informed consent
Adware: displays ads to users with or without informed consent

Some software (i.e., P2P programs) depend upon spyware/adware for
their business

Malware: keystroke logging, worms

November 2004 AOL & National CyberSecurity Alliance
= 80% of users PCs infected with Spyware
» 89% of those users didn’t know they were infected
» 95% said they did not give permission
Solutions:
= Google Pack
= Microsoft provides for free (beta until June ’06), and free in Vista
= \Webroot SpySweeper
= AdWare

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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< “Pay us or we will attack (DoS) your site”
< DoS = Denial-of-Service
< Solutions

= Pay ransome

= Qverprovision

= Change IP address

= Signature-based detection
= |P Traceback

< Latest: Distributed Reflected DNS attacks

Extortion

Stanford Center for Professional Development
November 11, 2006

scpd.stanford.edu
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Botnets

< Applications
= DDoS
= Spamming (E-mail)
= Password Sniffing
= Keylogging (defeats SSL)
= Spreading malware / spyware / adware
= Click fraud
= Online polling / gaming
= Mass identity theft
< Largest: Dutch botnet — 1.5 million machines
= Threatened a US company

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Mobile Worms

< Analagous to desktop / PC worms, BUT
= Heterogeneous OS environment

= Many more attack “vectors”
* Bluetooth (i.e., Cabir)
e SMS/MMS
e E-mail
« 802.11, 802.16

= Solutions:
» Could be deployed by carriers, handset manufacturers, or end-users

Stanford Center for Professional Development scpd.stanford.edu

November 11, 2006
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VoIP Security

< Using Internet for voice phone calls
< Skype (P2P), Vonage (dedicated), etc.

= Skype has tens of millions of users

= Avg Skype call ~ 19 minutes vs. 2-3 minutes PSTN

= Skype uses users’ distributed PCs to setup & route calls
= Work-day usage pattern

< Threats:
= (inherits all Internet threats)
= |.e., DDoS against ER as a complement to physical terrorist attack

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006



Questions and Contact

< http://www.neildaswani.com/

Neil Daswani, PhD

EXPERIENCE EDU PUBLICATIOR PATI PR

Check out my new book entitled "What Every Proarammer Needs To Know About Security”
Publisher is currently accepting pre-ordel

Research 8

An experimental study of P2P VoIP

3/07/2006 08:23:00 AM
Posted by Meil Daswani & Ravi Jain, Google; and Saikat Guha, Cornell University

VolP (\Voice-aver-IP) systems are one of the fastest growing means of
communication on the Internet, enabling free or low-cost phone calls.
But to date, researchers have had little data to work with to learn how
to build VolP systems better. Some of these systems are proprietary,
and obtaining data about their operational characteristics has been
particularly challenging. For instance, even though the Skype network
has tens of millions of users, it has been hard for researchers ta
benefit from its commercial success.

Foundations of Comfaliting =
Select a discipline

= Home / Computer Science / Foundations of Computing

o What Every Programmer Needs to Know about Security
] Daswani, Neil, Kesavan, Anita (Eds.)
i 2006, Approx. 180 p. 20 illus., Hardcover

ISBN: 0-387-30240-9

Mot yet published. Available: June 2006

US$59.95

About this book Table of contents
About this book

\What Every Programmer Needs to Know about Security introduces software
professionals to the mindset and techniques they need to know to build secure software
systems. Software has become part of the world's critical infrastructure, but typically is not
well protected from attacks. Programmers to date, have traditionally been taught to focus
on performance and correctness, which is unfortunately not enough in a networked world
of constantly-attacking hackers. This book teaches programmers how to also focus on
safety, reliability, and security so that software can withstand attack. Once enabled with
the knowledge presented in this book, professionals can start to alleviate some of the
inherent vulnerabilities that make today's sofiware so susceptible to attack.

Stanford Center for Professional Development
November 11, 2006

scpd.stanford.edu
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Presentation Notes
If you have administrative, procedural or any general questions – please contact me. I will beg your patience right now for receiving answer; I answer questions as quickly as I can

Again, the course advisors are your best resource for questions on courses



Questions and Contact
< http://proed.stanford.edu/?security

Course Information

Stanford Center for Professional Development
STANFORD UNIVERSITY

Computer Security Certificate Program
ONLINE

Computer security iz a critical part of business strategy. Companies are now
demanding new levels of risk management, azsezsment, reporting, and
protection. Engineers with the ability to develop secure software from the
ground up are valuable in today's market, producing more efficient, cost-
effective and consumer-friendly programs.

«" Certificate Objectives

Topics include =oftware degign principles, symmetric encryption and public-
key cryptography, as well az strategies to defend software against
adversaries such as worms and hackers. The cerificate consists of three
online medules, taught by Neil Daswani , Stanford Ph.D. and a specialist in
designing security inte financial =oftware and wireless networks..

«" Who Will Benefit

Software programmers, architects, developers, and engineers who are
interested in learning the ins and outz of designing secure programs. This
program alzo iz a great tool that IT managers, Cl0°s, and CS0°s can use to
educate their workforce about security issues.

«" Courses

& Computer Security Principles
# Intreduction to Cryptography
& Secure Programming Technigues

0 Enroll Now

Stanford Center for Professional Development

November 11, 2006

scpd.stanford.edu
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If you have administrative, procedural or any general questions – please contact me. I will beg your patience right now for receiving answer; I answer questions as quickly as I can

Again, the course advisors are your best resource for questions on courses



Stanford Center for
Professional Development

The Stanford Center for Professional Development collaborates with
Stanford University faculty to offer graduate degrees, courses, and
professional development short courses to meet the career-long learning
needs of engineers, scientists, technology professionals and managers in

industry. Courses are delivered via the Internet and local broadcast as
well as on campus.

Stanford Center for Professional Development

scpd.stanford.edu
November 11, 2006
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The SCPD started out 50 years ago as the part-time master’s degree program
where working engineers from local companies would come to campus
Eventually the students tired of coming to campus and we began a microwave broadcast of the courses – 1969 began broadcasting the courses
In 1984, the SCPD started posting the courses to the internet

The  SCPD is the bridge between Stanford and Industry worldwide 
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< Backup slides follow
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Convenience vs. Security

< Usually inversely proportional
= More secure => Less convenient
= Too inconvenient => Less secure
< If too inconvenient => unusable => users will workaround
=> insecure

< Good technologies increase both security and
convenience/usability

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Presentation Notes
Until now, we have talked about how to pursue designing security for our systems.  We must, however, acknowledge that security comes at a price to users.  Typically, the more security technology that is deployed, the less convenient using a system becomes for users.  For example, if we require our users to have passwords, and we allow our users to use any password they would like, then this might lead to security vulnerabilities since some users might choose passwords that are very easy to guess.  On the other hand, if we assign complicated, hard-to-guess passwords to users, then our system will be more secure, but it will also be less convenient for users.  Users may forget their passwords that we assign them.  

The interaction between security and convenience is not one way either.  If the passwords that we assign are complicated enough, users might decide to write these passwords down (even if we tell them not to).  Users might even write down their passwords in a place that a hacker might be able to access.  Passwords written down in places that a hacker might find them could lead to an overall less secure system than if they were never written down anywhere at all.  What this shows is that if a security policy is too inconvenient, users may do unexpected things (or just not listen to us), and we will end up with an overall insecure system anyhow.  

In summary, more security is usually more inconvenient, but more inconvenient does not mean more secure.  A good security policy or technology will increase both security and convenience, but it is typically hard to achieve both.  For example, if we were to allow users to choose their own passwords, but somehow “check” that their password is not “easy to guess,” and ask them to choose another one if it doesn’t satisfy our check, we will be achieving better security at the cost of hopefully only a minor inconvenience.

(Requiring stronger passwords means that more users will have trouble selecting one.
Think about examples of technologies that increase both convenience and security.)
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Principle of Least Privilege

< Just enough authority to get the job done.
< Common world ex: Valet Keys
< Highly Elevated privileges usually unnecessary.

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Presentation Notes
In the latter half of this chapter, we will focus on discussing a few well-known secure design principles.

The first principle, the principle of least privilege, states that to ensure security in a system, a process should only be given access to the most limited set of resources necessary to accomplish its task.  That is, a user or a computer program should only be given just enough authority to get his or her or its job done.  A common every-day example of the principle of least privilege at work in the physical world is the use of valet keys.  A valet is someone that parks your car for you when you arrive at a hotel or restaurant, and people give their car keys to valets so that they can do so.  Most cars that you buy these days come with special valet keys, and valets are given valet keys to park cars.  The valet key allows to valet to only start the car and drive it to its parking spot.  The valet key does not give the valet access to open the glove compartment or the trunk, where valuables might be kept. The idea is to give the valet access to only those resources necessary to do his or her job of parking the car.  If we were to attempt to design a valet key system for an automobile even better, we might limit the number of miles that could be driven with the valet key!  
Similarly, we should follow the same principle when designing our computer programs.  If a web server is responsible for serving files to web users, the web server should only be given access to the set of HTML files that the web server is to server.  By following this approach, if the web server is broken into, and the attacker is able to access a command shell the most that the attacker would be able to do is read the HTML files.  Unfortunately, sometimes web servers are run with elevated privileges that gives them access to other parts of a file system as well, and are also given the ability to modify files (as some CGI-scripts may need to do so).  A principle of least privilege approach would limit the amount of damage that an attacker might be able to do if the web server is limited in the privileges that it has.  However, in the real-world, even if the web server is being run with limited privileges, there are typically so many vulnerabilities that attackers are able to determine ways to elevate the privileges of an account even if it only typically has the ability to just read files on a particular part of the file system.  Nevertheless, this does not mean that we should not try to protect our systems by employing the principle of least privilege!

Ex: Avoid setuid to root

Another example of how attackers can infiltrate a system that does not correctly take advantage of the principle of least privilege is bad set-uid scripts.  On UNIX systems, sometimes it is necessary to elevate the privilege of a process.  For example, when a user wants to change her password, the “passwd” program that is used to do this must make changes to the system password file once it authenticates the user.  The only user that typically has access to modify this file that contains all of the usernames and passwords of all the users in the system is the administrator.  But in order for the passwd program to work, the passwd program itself must be given administrator privileges to change the password for the user’s account once the user is authenticated.  The passwd program is said to have its uid, or user id, set to root (the administrator account) when it runs.  That is, regardless of which user runs the passwd program, the program is executed with elevated privileges (that of root instead of the regular user) to do its job.  While the passwd program is an example of a program that absolutely must be set-uid to root to get its job done, there are examples of other UNIX programs that had a set-uid to root that didn’t absolutely need this privilege.  These programs violate the principle of least privilege and lead to security vulnerabilities.

For example, old version of the “lpr” command in the UNIX system was used to print files, and could be told to delete a file after it was printed.  The old version of this command used to be set-uid to root because the file would need to be copied to a special “print spool” directory owned by root.  So, it was possible to abuse “lpr” to delete other people’s files.  The way this would work is you provide the name of some other users file to lpr and you also tell it do delete the file.  Since lpr runs with root privileges, it copies the file into the print spool directory, and then deletes it.  The root account is allowed to delete any file, and so it does not matter that you may not be authorized to delete the other person’s file– when you run lpr, you are given elevated root privileges, and are allowed to do anything that lpr will let you.  Had the principle of least privilege been followed in the original design of the lpr command, the command would not be set-uid to root.  Instead, a separate user account would have been created for the express purpose of printing files.  The print spool directory would be owned by that account.  The lpr command would be rewritten such that it would execute in two sub-processes.  Sub-process 1 would be set-uid to the print-spool account and copy the file to be printed into the print spool directory, and sub-process 2 would be the traditional rm command that only allows a user to delete his or her own file.

Least privilege can minimize the damage that can result from an attack by a trojan horse.


4

< Common world ex: Elevators

< System failure should be expected
(and planned for)

% EXx: If firewall fails, let no traffic in
< Deny access by default

Fail-Safe Stance

Stanford Center for Professional Development
November 11, 2006
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If elevator power fails, they grip their cables by default.

Let’s say that you are developing a client for a system that sends a password to an authentication server to check the password.  If the authentication server is down, access to all clients should be dinied by defaultr.


Fail-Safe Stance

< Two possible designs for
int checkPassword (String username, String password)

RS Function could fail: what should function return?

1)  ERROR_ACCESS DENIED
ERROR_PASS_FTLE_NOT_FOUND
ERROR_OUT_OF _MEMORY
NO_ERROR_ACCESS_ALLOWED

2) NO_ERROR
ERROR
int getError ()

Stanford Center for Professional Development scpd.stanford.edu
November 11, 2006
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Fail-Safe Stance

Int result = checkPassword ( .. )
iIT (result == ERROR_ACCESS DENIED) {

abort();
by
else {

// Complete login
by

< Problem: result = ERROR_ACCESS DENIED does not infer
ERROR_ACCESS ALLOWED

< Result could have been ERROR_PASS FILE NOT_FOUND or
ERROR_OUT_OF MEMORY !

Stanford Center for Professional Development

scpd.stanford.edu
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Fail-Safe Stance

< 1nt result = checkPassword ( .. )
IT (result == NO_ERROR) {
// Complete login

+

else {
iInt reason = getError();
abort(Q);

+

< Much better— less error prone!
< checkPassword failure occurs securely!
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Presenter
Presentation Notes
Look for examples of failing securely in “The Protection of Information in Computer Systems” at web.mit.edu/Saltzer/www/publications/protection
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Usability

< Will not read documentation
(Enable security by default)

< Users are lazy
(They ignore security dialogs)

< Secure by default features in software forces users and
vendors to be secure.

Stanford Center for Professional Development scpd.stanford.edu
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Presenter
Presentation Notes
Usability: when to *use* security features?

User’s don’t know what they need: stock quote example: users might say that they just want their quotes fast and don’t want them to be encrypted (i.e., since the information is public anyway), but a bad guy might change the content and force people to do trades they wouldn’t want to do otherwise since few people will actually double check the stock quote info.


4

Users need to:

Usability for Security*

1) be made aware of security tasks

2) be able to figure out how to successfully perform security tasks
3) NOT make dangerous errors

4)  be comfortable enough with Ul to continue using it

*definition coined by Alma Whitten

Stanford Center for Professional Development
November 11, 2006
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