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Abstract. The panel discussion will focus on the role of government and industry to secure the supply chain
from malicious insertion and alteration of components and systems, and the notion that government would
like industry to share in the risk, in tension with industry_s inability to assume open-ended liability. System
security challenges facing major programs include the increasing reliance on commercially available
technology, complex supply chains that include thousands of suppliers across the globe, system
interconnectedness and the identification and exploitation of system vulnerabilities. The threats to the supply
chain include counterfeit for financial gain, malicious insertion, exfiltration of data, denial of service and
compromise of mission effectiveness. International standards and industry standards to address these
concerns are just emerging and do not yet provide a basis for resolution. Many of the commercial-off-the shelf
(COTS) products have complex supply chains that are not secured to prevent alteration and malicious
insertion. Open source is often incorporated into COTS and the COTS tools used to develop DOD
subsystems and other COTS. These COTS and open source products are widely available for study, reverse
engineering and exploitation of vulnerabilities. The complex supply chains and development processes of
major acquisition programs (prime contractors, subcontractors, suppliers, and sub-suppliers) make it difficult
for anyone to truly know what is in the system and where it came from. Systems engineering has to consider
the vulnerabilities of the COTS products, the supply chain, the development environment, development
process, and the system maintenance process, as well as the operational system. The system engineer must
now not only worry about the performance of the system components during design trade-off but must also
consider the security of the supply chain, the COTS products used in the system, and the information
incorporated into the system where much of the development and manufacturing exist outside of traditional
controls.Government needs industry to share the technical and cost risk and liability of securing the supply
chain to ensure a competitive incentive to develop trusted systems. Industry needs to limit risk and liability,
and cannot assume open ended liability for supply chains and component integrity that are outside of their
control.
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