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Abstract

ReliabilityFirst is a non-for-profit organization that has been given authority in 
the Northeastern US to enforce the Federal Energy Regulatory Commission 
(FERC) CFR Title 10 Energy Regulations for Ensuring Power Grid reliability as 
defined by the North American Electric Reliability Corporation (NERC.)  
ReliabilityFirst has decided strategically to apply Systems Engineering 
principles to optimize their regulation of the Power Industry.  This presentation 
will first discuss the complex sub-system of Power Grid Reliability and the 
surrounding complex system that regulates the Power Grid Reliability Sub-
system (i.e. Systems of Systems Approach.) Then the modeling and optimizing 
of this regulatory scheme will be outlined, describing the interaction between 
Engineers, Attorneys, and Industry Leaders in the development and deployment 
of these processes.  Comparisons will be drawn between the regulatory scheme 
and the INCOSE process areas.



Outline
 Overview of ReliabilityFirst
 Regulatory Complex System

• Grid Reliability Complex Subsystem
 Power Grid Subsystem (Power Flow Modeling)
Risk Harm Measurement
Design Structure Matrix (N-Squared Diagrams)
Cascade/Chaos Analysis

• Entity Behavioral Complex Subsystem
• ReliabilityFirst Complex Subsystem

 System Engineering Process Areas and the Regulatory 
Scheme

 Roadmap
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Overview of ReliabilityFirst
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Historical Blackouts
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Size of the Power Grid
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NATIONAL
US Power Market $250B

940 Million Pounds of Coal Per Day
830GW of Power Flow per Day  

(14KWhr / person / day)

RELIABILITY FIRST REGION
188GW Peak Load

66,067 Miles of Transmission Line
1600+ Plants 



Transmission (Ring Topology) 
Distribution (Radial Topology in US)
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ReliabilityFirst Members
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Regulatory Complex System
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Power Industry Regulation 
Overview
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Organizational 
Processes and 
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Interface 
Employees

Power 
Company 
Members

Funding 
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(NERC, 
Board)

Power Grid

Leadership 
Team

State and 
Federal 
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Regulatory Complex System
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Grid Reliability Complex 
Subsystem
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Grid Reliability Complex 
Subsystem
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Power Grid 
Subsystem

Equipment 
Failure Human Error

Cybersecurity Physical Security Terrorist Threat

Climate –
Earthquake, 
Hurricanes, 

Water
GMD / EMP Resiliency

Dynamic Stability Generation / 
Load Balancing

Reserve 
Capacity



Methods of Engineering 
Complex Systems
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Resiliency – Human Error
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Source: Hollnagel 2008



Power Grid Subsystem (Power 
Flow Modeling)
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Simple Power Grid in 
Powerworld®
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Risk Harm Measurement
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Decision Making Components
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Known 
Inputs

Fixed 
Logic or 

Math

Statistical 
Inputs

Statistical 
or Fuzzy 

Logic

Individual 
Decision

Group 
Decision



Decision Making Timeline

201952 Resources for 
the Future founded –

natural resource 
economics

1968 MCDA - Raiffa’s
IAASA (International 
Institute for Applied 
Systems Analysis) / 

Club of Rome

1965 Fuzzy 
Logic – Lofti

Zadeh

1955 LENS MODEL -
Reduce Uncertainties 
removing expert bias 

(Brunswik / 
Hammonds) 1960 RASCH -

Reduce Uncertainties 
Using Probabilities–

(Georg Rasch)

1975 NRC Uses 
Expert Analysis of 

Nuclear Power 
Generating 

Stations

1971 NOMINAL 
GROUP TECHNIQUE 

Group decision 
making – all 

opinions heard

1980 AHP –
Pairwise 

Comparison 
- (Thomas 

Saaty)

1980 KANO -
Customer 

Satisfaction 
Decision Model for 
QFD (Noriaki Kano)

1970 Tversky, 
Daniel 

Kahneman, 
Slovic –

Cognitive 
Psychology –
Heuristics and 

Biases

1980 Society 
of Risk 

Analysis 
started

1989 Think Tank 
Software (Group 

Systems) is 
launched

1981 PUGH Decision 
Matrix for QFD 
(Stuart Pugh)

1998 Expert 
Judgement and the 
Montserrat Volcano 

Eruption – Roger 
Cooke – Willy 

Aspinal

1990 International 
Council of Systems 
Engineering formed

1990 SRI Protocol –
Morgan, Henrion
(solitary experts)

1990 Sandia 
Protocol –

Stephen Hora, 
Ortiz (multiple 

experts)

2006 Uncertain 
Judgements: 

Eliciting Experts' 
Probabilities Tony 
O’Hagan’s SHELF

2009 EPA Task Force 
Draft White Paper

2010 Malcolm 
Gladwell et al -

Biases Applications

1960 DELPHI
Rand Corporation –
Experts do not meet

1983 OPEN 
SPACE

Consensus 
among large 

groups 
(Harrison 

Owen)



Basic Steps of Decision Making 
with Experts
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Calibrate 
the Expert

• Develop the Cognitive Skill of Estimation

• Consider their Expertise in Field during Questioning

• Update Skill Yearly (requires practice to maintain)

Elicit 
Estimates

• Remove Ambiguity

• Believe the Data

Make 
Decision

• Decide based upon 
information

• Document decision



EPA Draft White Paper - 2009
 “Expert elicitation (EE) is a systematic process of formalizing and 

quantifying, typically in probabilistic terms, expert judgments about 
uncertain quantities.”

 “If performed using appropriate methods and quality standards, including 
peer review and transparency, EE can be a reliable component of sound 
science.”

 “Expert elicitation has been used by federal agencies, the private sector, 
academia, and other groups.”

• EPA’s Office of Air Quality, Planning and Standards (OAQPS) exposure-response lead and 
ozone.

• AQPS relationship between exposures to fine particles and the annual incidence of mortality.
• DOE nuclear waste and other related issues.
• Other uses by government and academia include cost-benefit analysis, risks associated with 

climate change, technology development, and food safety.
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Risk-Harm Overview
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Name Rank Loss of Equipment  Loss of 
Generation/Load 

Loss of Visibility System 
Restoration 

Extreme 1 Loss of more than three (3) 
pieces of BES equipment 
of > 200 kV, 
Loss of more than three 
substations ≤ 200 kV 

Unintended loss of 
load and/or 
generation > 10,000 
MWs 

EMS, ICCP,  SCADA -  100% Data 
Affected 
-or- 
Loss of visibility of multiple 
Utilities’ (or TOs) transmission and 
generating substations 

System 
Restoration Time 
greater than 24 
hrs following an 
event 

Substantial  2 Loss of up to three (3) 
pieces of BES equipment > 
200 kV,  
Loss of up to three (3) 
substations ≤ 200 kV 

Unintended loss of 
load and/or 
generation from 
5,000-to-10,000 
MWs 

EMS, ICCP,  SCADA -  75% Data 
Affected 
-or- 
 Loss of visibility of a single 
utility’s (or TO) transmission and 
generating substations 

System 
Restoration Time 
from 18- 24 hrs 
following an 
event 

Intermediate  3 Loss of a single piece of 
BES equipment > 200 kV, 
loss of up to three (3) 
pieces of BES equipment ≤ 
200 kV 

Unintended loss of 
load and/or 
generation from 
999-to- 4,999 MWs 

EMS, ICCP,  SCADA -  50% Data 
Affected 
-or- 
loss of visibility of multiple 
transmission or generating 
substations (or RTUs) 

System 
Restoration Time 
from 12 – 16 hrs 
following an 
event  

Minor 4 Loss of a single piece of 
BES equipment ≤ 200 kV  
 

Unintended loss of 
load and/or 
generation from 
300-to-999 MWs 

EMS, ICCP,  SCADA -  50% Data 
Affected  
-or- 
 loss of visibility of one 
transmission or generating 
substation (or RTU) 

System 
Restoration Time 
from 6 – 12 hrs 
following an 
event 

None 5 No loss of any BES 
equipment 
 

Unintended loss of 
load and/or 
generation < 300 
MWs 

EMS, ICCP,  SCADA -  less than 
25% Data Affected 

No impact on 
system recovery 
following an 
event 

OCCURRENCE
90% CONFIDENCE RANGE

DETECTION
90% CONFIDENCE RANGE

POTENTIAL HARM
90% CONFIDENCE RANGE

FINAL RISK HARM
SCALE OF 1 to 12



Rationalities / Biases
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Open Space

Emergent 
System 

Thinking?

“I’m sorry colleagues, 
my way isn’t the right 

way – can we help 
each other out?” 

Blind Spot Bias Blind Spot Bias

Blind Spot Bias
Blind Spot Bias

Illusion of Control Bias
Neglect of Probability Bias

Normalcy Bias
Status Quo Bias

Optimism Bias

In Group Bias

Focusing Effect Bias
Expectation Bias



The Field

“Out beyond ideas of wrong-doing and right-doing,
there is a field. 
I'll meet you there. 

When the soul lies down in that grass,
the world is too full to talk about.

Ideas, language, even the phrase each other
doesn't make any sense.”

Rumi - 1207-1273
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Design Structure Matrix (N-
Squared Diagrams)
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ASSET DSM
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PROMPT QUESTION:

To fill in this DSM, as 
yourself “Can a failure of 

the asset listed at the top of 
the column cause a forced 
or unforced outage of the 
assets listed in the rows 

below it?” 

Fill in a 1 for rarely, 3 for 
sometimes, and 5 for 

almost always



STANDARDS DSM
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PROMPT QUESTION:

To fill in this DSM, as 
yourself “Does the 

standard listed at the top of 
the column receive inputs 
from any of the standards 

in the rows listed below it?” 

Fill in a 1 for yes 0 for no



Our DSMs and DMMs Today
 We decided at this point, to fill out the following elements of our 

Periodic Table:
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Combining Elements on the 
Periodic Table 

 Like chemists combining elements to form new molecules, we 
combine DSMs and DMMs to answer specific questions:
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Cascade/Chaos Analysis (Ian 
Dobson)
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Entity Behavioral Complex 
Subsystem
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“…If those responsible for controlling risks lack the analytic 
fabric to disaggregate the overall problem into actionable 
projects, then they cannot work on them intelligently; 
nobody will know what to do tomorrow – except to do the 
same things they did yesterday.”

Sparrow – The Regulatory Craft

Approach to Entity Behavior



Modeling
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ReliabilityFirst Complex 
Subsystem
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Organization
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System Engineering Process 
Areas and the Regulatory 

Scheme
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NERC Standards
CYBERSECURITY/SECURITY
 CIP - Critical Infrastructure Protection (Security and Cybersecurity)

OPERATIONS/PLANNING
 BAL - Resource and Demand Balancing
 COM – Communications (Operators…)
 EOP - Emergency Preparedness and Operations 
 FAC - Facilities Design, Connections, and Maintenance
 INT - Power Interchange Scheduling and Coordination
 IRO - Interconnection Reliability Operations and Coordination
 MOD - Modeling, Data, and Analysis
 NUC - Nuclear 
 PER - Personnel Performance, Training, and Qualifications
 PRC - Protection and Control
 TOP - Transmission Operations
 TPL - Transmission Planning
 VAR - Voltage and Reactive
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INCOSE Process Areas and 
NERC Standards
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Systems Engineering at 
ReliabilityFirst
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Source: A. Kossiakov
Sytems Engineering Principles and Practice

• Risk Analysts
• Statistical Analysis

• Management Team
• Standards Committee 

Chairmen • Systems Engineers
• Risk Management
• Systems Thinkers

• Public Policy and Law 
(Regulation)

• Power Systems 
Engineers

• Cybersecurity IT/Eng
• Administrative 

Lawyers (Energy)



Reliability Assessment and 
Performance Analysis Group

41



Compliance Services and 
Investigations Group
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Planning and Operations Audit 
Group
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Critical Information Protection 
Audit Group
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Analytics and Enforcement 
Group
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Roadmap
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“…The field of risk analysis will lose some of its current 
mystique, gain wider recognition, and more closely merge 
with the fields of systems engineering, systems analysis, 
and operations research…government officials, other 
professionals, and the public at large will have more 
appreciation of, and confidence in, the process of risk 
assessment and management…”

Yacov Haimes – Systems Engineering and
Management Series: Risk Modeling,
Assessment, and Management - 2009

Systems Engineering and Risk Analysis



Roadmap

48

2006 –
Establish 
Initial 
Organiza
tional 
Structure

2011 –
Introduce 
Risk 
Analysis 
via Risk 
Harm 
Process

2012 –
Complete 
First Pass 
Audits at 
Most 
Members

2012 – 2013 
– Launch 
Initial Agile 
Teams to 
Develop 
Sub-
Systems

2016 –
Dynamic 
Regulation 
with 
Decision 
Support 
Systems



Discussion
 Is there a growing need for applying Systems Engineering and the 

INCOSE Model in the field of Public Policy, Law, and Regulation? If 
yes, how would legal professionals participate?

 How do the fields of Systems Engineering and Risk Management 
intersect?

 What topics covered here would be of interest in upcoming 
INCOSE conferences/journals or other conferences/journals?
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