
Copyright © 2021-2022 SSI Permission granted to INCOSE to publish and use.

Tilting at Windmills: Drivers, Risk, Opportunity, Resilience 

and the 2021 Texas Electricity Grid Failure

10/20/2021

Matthew Hause

Principal Systems Engineer

System Strategy, Inc

MHause@systemxi.com

Lars-Olof Kihlstrom

Syntell

Stockholm, Sweden

Lars-Olof.Kihlstrom@syntell.se

mailto:MHause@systemxi.com
mailto:Lars-Olof.Kihlstrom@syntell.se


Copyright © 2021-2022 SSI Permission granted to INCOSE to publish and use.

Agenda

• What did happen

• What didn’t happen

• Incentives

• Systems of Systems

• UAF Overview

• Mapping a strategy

• What should happen next time

• Future research

• Conclusion

10/20/20212



Copyright © 2021-2022 SSI Permission granted to INCOSE to publish and use.

What Are the Facts?

• Winter storm Uri hit Texas 
causing freezing temperatures.

• Generators, and generator power 
sources (Coal, Gas, Nuclear, 
Water) failed

• Loss of generation put the grid 
stability at risk

• Load shedding to protect the grid 
cut off power from millions

• Almost 300 people died, many 
homes and businesses 
destroyed.

• The emergency lasted 4 days

• Texas was not prepared.
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What Are the Myths?

• Overreliance on renewables 

was the major cause of the 

Texas Grid problems. 

• Renewable energy makes up 

only a fraction of the 

generating capacity. 

• Connecting the Texas Grid  to 

the East or West Grid would 

have prevented the problem.

• The Texas Grid is inherently 

unstable.

• The grid failure was not 

foreseen. 

• Deregulation was a major 

cause of the failure. 
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What Really Caused the Failure?

• Texas infrastructure not prepared for an extended and unusual cold snap.

– Fossil Fuel Generation: gas generators, coal generators

– Clean Generation: nuclear generators, wind turbines, solar

– Supporting Infrastructure: gas drilling, gas distribution, water supplies

– Buildings: houses, apartments, stores, hotels, office buildings, etc. 

– Transportation: roads, trains, buses, cars, trucking, etc.

• Everything froze. 

– Gas supplies froze limiting gas generation

– Houses needed gas, further limiting supplies

– Prices rose causing gas generators to shut down

– Water supplies froze limiting nuclear, coal & gas

– Demand exceeded supply

– ERCOT mandated load-shedding to maintain 

critical services, hospitals, fire, etc.

– Power was cut off to millions of homes & businesses
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Why Weren’t the Systems Winterized?

• There was insufficient incentive and ROI to do so

– Winterization of infrastructure was not mandated by the government.

– Similar cold snaps happen roughly every 40 years

– The initial investment and maintenance for winterization is expensive

– There was no effective business case to winterize unless required

• The same reasoning was universally applied

– Homes, businesses, infrastructure, apartments, condominiums, etc. 

• Preparation for the next storm needs to be driven by both 

business and engineering.

– So, how to express these concepts?
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Systems of Systems

• Definition: A system of systems (SoS) is "a collection of systems, 
each capable of independent operation, that interoperate together 
to achieve additional desired capabilities.“ (Mitre)

• Maier (1998) postulated five key characteristics of SoS:
– operational independence of component systems

– managerial independence of component systems

– geographical distribution

– emergent behavior, and 

– evolutionary development processes

• Other aspects
– Have multiple levels of stakeholders with mixed and possibly competing interests

– Have multiple, and possibly contradictory, objectives and purpose

– Have multiple, different, operational priorities with no clear escalation routes

– Have multiple lifecycles with elements being implemented asynchronously

– Have multiple owners making independent resourcing decisions
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The Electric Grid as an SoS

• Operational independence
– The Texas Energy SoS is operated by entities. They are a collection of independent operators, 

government institutions, municipal companies, and not for profit agencies. They operate 
independently to support their individual customers. Support of the overall is of secondary 
importance. 

• Managerial independence
– Each of the grid entities must comply with a variety of different standards, rules, laws and 

regulations. The Electric Reliability Council of Texas (ERCOT) oversees energy companies. 
However, they maintain their operational independence separate from that of the grid.

• Evolutionary development
– New systems, technologies or ConOps may be introduced by any of the companies as required to 

evolve and adapt to the changing environment, latest technology needs or stakeholder 
requirements. This will affect both the individual system as well as the SoS. 

• Geographical distribution
– The Texas power grid is geographically distributed by its very definition. 

• Lifecycle independence
– Even within the individual companies there will be multiple system lifecycles across asynchronous 

acquisition and development efforts, involving legacy systems, developmental systems, and 
technology insertion to meet their customer needs.
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Types of SoS

• Directed
– SoS is created and managed to fulfill specific purposes. 

– Constituent systems are subordinate

– Airports, Air Traffic Management, etc. 

• Acknowledged
– Recognized objectives, a designated manager, and resources. 

– Systems retain their independence.

– Changes are based on cooperative agreements

– Defense systems, governments, etc. 

• Collaborative
– Component systems interact voluntarily to fulfill central purposes. 

– Public utilities, Cell phone network, Cable TV, Texas Energy Grid and supporting systems 

• Virtual (Basically, the internet)
– No central management authority or centrally agreed upon purpose.

– Invisible mechanisms maintain it.
• (Maier, 1998; Dahmann and Baldwin, 2008, ISO 21839, 2019):
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Importance of the SoS to the Texas Grid

• Multiple levels of stakeholders
– Changes cannot simply be mandated but must be negotiated.

– Changes will take time to negotiate and implement

• Multiple, and contradictory, objectives and purpose
– There is no “Common Good”. Benefits for one will adversely affect others

– Proposed changes will cause infighting delaying implementation

• Multiple, different, operational priorities
– Systems must be taken offline for winterization, affecting income

– Owners, stakeholders, shareholders, customers, regulators must be consulted

• Multiple System lifecycles
– Peak electric is in the summer, gas in the winter, water in the summer

– ROI to replace newly installed systems is difficult

• Multiple owners making independent resourcing decisions
– Deregulation has cut operating margins limiting discretionary funds

– Government will need to supplement, not traditionally a major government priority in 
Texas
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Example Problem: Austin Energy

• Austin Energy is a 

vertically integrated 

utility

– AE Generates power

– Sells to the wholesale 

market

– Wholesaler sets the 

price

– AE buys back needed 

power

– AE distributes to its 

customers
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High Level Concept Diagram

• Generic diagram 

communicating 

concepts

• Shows conceptual 

relationships 

between entities

• Used to 

communicate with 

stakeholders
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Energy Grid System of Systems Capabilities

• Capabilities define what the 

enterprise can accomplish 

without specifying how

• Enable desired effects and 

outcomes (Later)

• Define purpose of the 

enterprise

• Capabilities are realized by 

systems (Next)
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Capabilities and Implementing Resources

• Systems implement 

the capability by 

creating the desired 

effects

• Multiple systems 

implement a 

capability

• Capabilities and 

systems depend on 

one another
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Energy System Architecture

• System 

connections and 

flows

• Demonstrates the 

interconnected-

ness of the 

systems 

• Failure of any 

connection will 

affect everything
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Energy System Risks

• Risk: The chance or probability 

that an adverse event will occur. 

Risk analysis examines probability 

of risk as well as the adverse 

effect. 
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Risks and Affected Resources

• System Risks and 

elements they affect

– Gas supply failure affects 

Generation, Transportation, 

Wholesales, Retail, Driller and 

Customer.

– Frozen Equipment affects 

almost everything

– Lack of ROI affects generation 

infrastructure

• So, can we mitigate these 

risks?
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Winterization is Now Mandated

• On June 8, 2021, Texas Governor Greg Abbott signed Senate Bill 2 and Senate 
Bill 3 to reform the Electric Reliability Council of Texas (ERCOT). "A top 
priority that we had this legislative session was to fix the power to prevent any 
other power grid failure in the future," "The legislature passed comprehensive 
reforms to fix all of the flaws that led to the power failure. "Senate Bill 3 (SB3) 
requires electricity providers operating on the ERCOT grid to weatherize their 
equipment and improve communication during outages by creating an alert 
system. Abbott said the new legislation targeted weather for all seasons. (Fung, 
2021)

• So, how does this change the business case?

• What systems are affected?

• How does this change the architecture?

• How do we demonstrate ROI on winterization?

• How do we model this?
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Definition of Concepts

Concept Definition
Driver* Thing that forces us to work or act; that which urges you forward

Challenge* A demanding or stimulating situation; a call to engage in a contest or

fight

Enterprise State* Condition with respect to circumstances or attributes

Capability Ability to do something under particular conditions and environments,

to achieve a desired effect.

Opportunity* A possibility due to a favorable combination of circumstances

Risk* A source of danger; a possibility of incurring loss or misfortune

Effect A phenomenon that follows and is caused by some previous

phenomenon

Outcome* Something that happens or is produced as the final consequence or

product
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Strategic Motivation Diagram

• Drivers present Challenges 

to the enterprise

• Challenges are conditions 

that can be addressed by 

Opportunities

• Each Opportunity can 

present the circumstances 

for new Risks to the 

Enterprise

• Existing or new Capabilities 

can help the enterprise 

pursue these Opportunities
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Strategic Motivation Diagram
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Winterized Capabilities & Resources
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Strategic Structure Diagram
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Strategic States Diagram (Effects)
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Strategic States Diagram (Outcomes)
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Model Simulation – Sunny Day

• What Texas Expected to Happen

– Electric generator is down for maintenance

– Crisis happens

– ERCOT starts raising power price

– Eventually the price gets high enough to make it worth it for the electric 

generator to abort the maintenance cycle and start generating

– Crisis averted

• Happy, happy, happy
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Model Simulation – Frozen Day

• What Actually Happened

– Same as before, but…

– When the electric generator tried to start, there was no gas…. So they 

asked for gas.

– But the gas producer was down because of no electricity …. So they asked 

for electricity

– What systems engineers call a “Deadlock”

– Both players end up stuck in start up

– Price of electricity climbs endlessly

• Unhappy, unhappy, unhappy
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Updated Incentives and Mitigations
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Can these models solve the problem?

• No, they can’t. However, they can help identify the problem. They can also go 
beyond the technical aspects and identify other problems and solutions. 

• Multiple tools are available in the electrical industry for designing, managing, 
controlling, running, evaluating and forecasting the electric grid and its needs. 

• These are specialty tools developed over a number of years that are well suited 
to the energy industry of the 20th century. 

• The electric grid of the 21st century and beyond will need to cope with the smart 
grid, cyber-attacks, space weather, Electro-Magnetic Pulse (EMP) weapons, 
proliferation of clean energy sources, phase-out of fossil fuels, increased home 
generation, grid instability, etc.

• Systems, SoS, and enterprise engineering examine the entire problem and 
derive creative ways to cope with the problems of the 21st century and beyond. 

• As Einstein said, “We can't solve problems by using the same kind of thinking 
we used when we created them.” 

• Systems engineering will provide that new way of thinking, and MBSE for SoS 
with UAF in the form of a grid model integrated with specialty tools will provide 
the means to realize the solutions.
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Future Research

• Quantitative analysis
– Linking desired effects, actual effects, outcomes and system capabilities

• Conflicting goal analysis
– This enterprise model lists the goals of Austin Electric. We should include the goals 

of ERCOT, the gas industry (all parts), water industry, business, industrial and 
residential customers, government, environmental, etc. 

– These can be compared, and conflicts identified

• Value stream simulation
– Functional and state simulation to define high level functionality

• Detailed risk and failure analysis
– Not at the component level, but at the enterprise level – several companies went 

bankrupt as a result of the grid failure. 

• Create stakeholder consumable views
– Translate the data into reports and graphics that enable decision making
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Conclusion

• Unlike Don Quixote, we should not see the windmills as evil monsters to be battled. 

– Wind turbine generators were not the villains in this story, all the systems and actors contributed to the failure. 

– Wind turbine generators provide green energy and investing in them is the responsible thing to do.

– However, we need a diverse, reliable and winterized array of generation sources.

• Virtually all the entities involved (including homeowners) failed to invest in 

winterization due to lack of motivation and incentives.

• This resulted in frozen systems, degraded electric provision, & eventually frozen 

pipes and houses and several deaths. 

• The Texas Grid failure of 2021 was a system of systems failure

• The Texas Legislature has mandated winterization of the generation systems. 

• However, a wholistic winterization approach to the supply chain is required 

(including the windmills)

– This will ensure that we stay warm on those cold Texas winter nights, no matter how infrequent they are.
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Thanks!
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