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0 Gov't contractor with 34+ years of I'T experience
0 B.S. Comp. 5ei, M5 Soft. Eng.. & D.M. [nto. 5ys
= O Large gov't projects in U.S., Far/Mid-East, & Europe

- Career systems & software engineering methodologist
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DevOps—DinSsaur Killer

DevOps IS an EXtInCt/IO Level Event'sj'

5 50B Devices on 10T
5 10B Internet Hosts'
. 4 8B Mobile Phones:
» 2-3BEnd User Sys
Mass Business Failure




| DevOps—What is it?

0 Dev-Ops (dév'ops) Early, iterative, & automated combo
of development & operations; Incremental deployment

An approach embracing principles & values of lean
thinking, product development flow, & agile methods

Early, collaborative, and automated form of incremental
development, integration, system, & operational testing

Design method that supports collaboration, teamwork,
iterative development, & responding to change

Mult-tiered automated framework for TDD, Continuous
Integration, BDD, Continuous Delivery, & DevOps

Maximizes BUSINESS VALUE of organizations, portfolios,
& projects by enabling buyers-suppliers to scale globally

Crispin, L., & Gregory, J. (2009). Agile testing: A practical guide for testers and agile teams. Boston, MA: Addison-Wesley.
Crispin, L., & Gregory, J. (2015). More agile testing: Learning journeys for the whole team. Boston, MA: Addison-Wesley.




DevOpsH it works?

0 Agile requirements implemented in slices vs. layers
O User needs with higher business value are done first
& O Reduces cost & risk while increasing business success

Agile\

g ¢ Faster
e Early ROI e

e Lower Costs ——

e Fewer Defects °

& Manageable Risk —— °

/0

&= ¢ Better Performance

/

e Smaller Attack Surface

J

/o

1

Operating System

o JIT, Just-enough architecture A
¢ Early, in-process system V&V

e Fast continuous improvement

e Scalable to systems of systems

e Maximizes successful outcomes

Applications
Middleware

Computer
Network

Seven Wastes

4. Inventory

5. Transportation
6. Overprocessing
7. Overproduction

=

Shore, J. (2011). Evolutionary design illustrated. Norwegian Developers Conference, Oslo, Norway.

S S

.
=

.\

’\

Traditional

Late e=z;
No Value e

Cost Overruns e

Very Poor Quality e

Uncontrollable Risk o=z

Slowest Performance e =g

\

More Security Incidents e

(o Myth of perfect architecture

e Late big-bang integration tests

e Year long improvement cycles

o Breaks down on large projects

e Undermines business success




DevOps—Workflow Results

0 Late big bang integration increases WIP backlog
O Agile testing early and often reduces WIP backlog
< O Improves workflow and reduces WIP & lead times

Traditional vs. Agile Cumulative Flow

DEVOPS Cumulative Flow

&

TRADITIONAL Cumulative Flow

%

Time Unit (Roadmap, Release, lteration, Month, Week, Day, Hour, etc.) Time Unit (Roadmap, Release, lteration, Month, Week, Day, Hour, etc.)

—>

Work (Story, Point, Task) or Effort (Week, Day, Hour)
Work (Story, Point, Task) or Effort (Week, Day, Hour)

Anderson, D. J. (2004). Agile management for software engineering. Upper Saddle River, NJ: Pearson Education.
Anderson, D. J. (2010). Kanban: Successful evolutionary change for your technology business. Sequim, WA: Blue Hole Press.



DevOps—MMF, MVP, MVA, etc.

0 Methods to “scope” project, product, or system
0 “Key” is smallest possible scope with highest value
o O Reduces cost, risk, time, failure, & tech. obsolescence

MINIMUM MINIMUM STORY MAP VISION MICRO- ey
MARKETABLE FEATURE VIABLE PRODUCT OR IMPACT MAP STATEMENT SERVICE
- MMF - - MVP - -SMor IM - -VS - - MS -
v  Advantage v Goal v Goal v For <customer> v Purpose
v Difference v Process v Actors v Who <needs it> v  Automated
v Revenue v Features v Impacts v' The <product> v Unique
v Profit v Priorities v' Deliverables v |s a <benefit> v Independent
v Savings v Story Map v  Measures v That <customer> | v Resilient
v Brand v Architecture v Milestones v Unlike <other> v Ecosystem
v Loyalty v Ours <different> | v Consumer

&  INCREASES TESTABILITY, QUALITY, RELIABILITY, SECURITY, MORALE, MAINTAINABILITY, & SUCCESS

Denne, M., & Cleland-Huang, J. (2004). Software by numbers: Low-risk, high-return development. Santa Clara, CA: Sun Microsystems.

Ries, E. (2011). The lean startup: How today's entrepreneurs use continuous innovation. New York, NY: Crown Publishing.

Patton, J. (2014). User story mapping: Discover the whole story, build the right product. Sebastopol, CA: O'Reilly Media.

Layton, M. C., & Maurer, R. (2011). Agile project management for dummies. Hoboken, NJ: Wiley Publishing.

Krause, L. (2014). Microservices: Patterns and applications. Paris, France: Lucas Krause. 7S



DevOps—Microservices

0 Lightweight, fast, disposable virtual environments
0 Set of isolated processes running on shared kernel
= O Efficient way for building, delivering, & running apps

\  Minimal - Typically single process entities /
\ Declarative - Built from layered Docker images 7/ =)
‘\ Immutable - Do exactly same thing from run to kiIII'

\ / "y

\ /

\ /

e \

7’

7 \

% \ <)
\
\ ‘ OS's Have
\ UNREPORTED
30-50CVEs
= Monolithic Applications Just-Enough Applications Containerized Apps =g
» Small autonomous services that work together
(? - Self-contained process that provides a unique capability @
 Loosely coupled service oriented architecture with bounded contexts
* Small independent processes communicating with each other using language-agnostic APls
* Fined-grained independent services running in their own processes that are developed and deployed independently
* Suite of services running in their own process, exposing APIs, and doing one thing well (independently developed and deployable)
* Single app as a suite of small services, each running in its own process and communicating with lightweight mechanisms (HTTP APIs) 3

Krause, L. (2014). Microservices: Patterns and applications. Paris, France: Lucas Krause.



DevOps—Evolution

0 Numerous models of lean-agile testing emerging
0 Based on principles of lean & agile one piece flow
= O Include software, hardware, system, & port. testing

TDD Ci BDD Cb DevOPS DEVOPSSEC

- 2003 - - 2006 - - 2008 - - 2011 - - 2012 - - 2014 -
e User Story ¢ Building e Analyze Feature e Packaging ¢ Sys Admin e Sec. Engineer.
¢ Acc Criteria e Database ¢ Acc Criteria e Acceptance ¢ Config. Mgt. e Sec. Containers
e Dev Unit Test m- Inspections m e Dev Feat. Test Mo Load Test Mo Host Builds e Sec. Evaluation
e Run Unit Test e Testing e Run Feat. Test e Performance o Virtualization e Sec. Deploy.
o Write SW Unit e Feedback e Develop Feature e Pre-Production e Containerization | e« Runtime Prot.
e Re-Run Unit Test e Documentation ¢ Re-Run Feature e Certification e Deployment e Sec. Monitoring
e Refactor Unit e Deployment e Refactor Feat. e Deployment e Monitor & Supp ¢ Response Mgt.

Beck, K. (2003). Test-driven development: By example. Boston, MA: Addison-Wesley.

Duvall, P., Matyas, S., & Glover, A. (2006). Continuous integration. Boston, MA: Addison-Wesley.

Barker, K., & Humphries, C. (2008). Foundations of rspec: Behavior driven development with ruby and rails. New York, NY: Apress.
Humble, J., & Farley, D. (2011). Continuous delivery. Boston, MA: Pearson Education.

Huttermann, M. (2012). Devops for developers: Integrate development and operations the agile way. New York, NY: Apress.

Bird, J. (2016). Devopssec: Delivering secure software through continuous delivery. Sebastopol, CA: O'Reilly Media.



TAGE 3—Continuous Integration

0 Term coined by Martin Fowler circa 1998
0 User needs designed & developed one-at-a-time
« O Changes automatically detected, built, & fully-tested

Early, Automated, Fast,

Thousands of Tests

Lean, Waste Free, Low WIP,

&~  Efficient, & Repeatable &~  Continuously Executed &~ No Deadlocked Test Queues
“ o N : AT 9 2N
Build
Status
Biiilds ® ALL DEVELOPERS RUN PRIVATE BUILDS
Commits ® DEVELOPERS COMMIT CODE TO VERSION CONTROL
Developer A Siboos: e Database
; Analysis ®| INTEGRATION BUILDS OCCUR SEVERAL TIMES PER DAY
Chamons Wiy it Testing ®| 100% OF SYSTEM TESTS MUST PASS FOR EVERY BUILD
i °
Developer B Reporting A SHIPPABLE PRODUCT RESULTS FROM EVERY BUILD
i Version Build v -
ChangeE s e ek Documentation (| e FixiNg BROKEN BUILDS IS OF THE HIGHEST PRIORITY
Server Server SHPES D |
eployment ® REPORTS AUTOMATICALLY GENERATED & REVIEWED
\ Developer C VAPONIA P &,
Constant Readiness No More Late Big Rapidly & Successfully
= State & CM Control = Bang Integration &~  Dev. Complex Systems
Humble, J., & Farley, D. (2011). Continuous delivery. Boston, MA: Pearson Education. 10

Duvall, P., Matyas, S., & Glover, A. (2006). Continuous integration. Boston, MA: Addison-Wesley.



STAGE 4—Continuous Delivery

O Created by Jez Humble of ThoughtWorks in 2011

O Includes CM, build, testing, integration, release, etc.
= 0O Goal is one-touch automation of deployment pipeline

Source Code Build Test Continuous Release
@ Control Automation Automation Integration Automation

Continuous
Delivery

Humble, J., & Farley, D. (2011). Continuous delivery. Boston, MA: Pearson Education.

Duvall, P., Matyas, S., & Glover, A. (2006). Continuous integration. Boston, MA: Addison-Wesley.

Ohara, D. (2012). Continuous delivery and the world of devops. San Francisco, CA: GigaOM Pro.

—————

I+ 80% MS Tst |
I-8/10 No Val |
I+ $24Bin 90s |
I« Repby CD |
I\- Not Add MLKj

[ —

11



TAGE 5—Development Operations

0 Created by Patrick Debois of Jedi BVBA in 2007
0 Collaboration of developers & infrastructure people
= O Goal to automate the deployment to end-user devices

Collaboration

Bass, L., Weber, 1., & Zhu, L. (2015). Devops: A software architect's perspective. Old Tappan, NJ: Pearson Education.
Gruver, G., & Mouser, T. (2015). Leading the transformation: Applying agile and devops at scale. Portland, OR: IT Revolution Press.
Humble, J., Molesky, J., & O'Reilly, B. (2015). Lean enterprise: How high performance organizations innovate at scale. Sebastopol, CA: O'Reilly Media. 12



STAGE 6—Development Ops Sec

0 DevOpsSec coined by Shannon Lietz in 2014

0 Rugged devops, devsecops, secdevops, devopssec
=0 Microservices, security engineering & operations keys

Secure Microservices Secure Engineering

* Docker App » Security Champions

» Docker Bins * Security Planning

* Docker Files * Security Training

* Docker Images Q Q  Security Requirements

* Docker Scanning  Security Architecture

* Docker Registry  Security Analysis

» Docker Host * Security Testing

* Docker Hub  Security Review

* Docker Monitoring  Security Response
<

Secure Operations

* Activity Logging  * Patch Management * Vulnerability Mgt.
@ » Event Monitoring * User Access Control  » Response Mgt.

 Configuration Mgt. * Privilege Management < Performance Mgt.
13

Bird, J. (2016). Devopssec: Delivering secure software through continuous delivery. Sebastopol, CA: O'Reilly Media.



TAGE 7—Enterprise DevOpsSec

0 SE framework by Dean Leffingwell of Rally in 2007
O Newest version leaner, meaner, lighter, and simpler
<0 Experimental bottoms-up DevOps-based innovation

Immigigl

Leffingwell, D. (2007). Scaling software agility: Best practices for large enterprises. Boston, MA: Pearson Education. 14



on Metrics

Increase
Coverage

Increase
Automation

Integrations Decrease
Increase | \/

Duvall, P., Matyas, S., & Glover, A. (2006). Continuous integration: Improving software quality and reducing risk. Boston, MA: Addison-Wesley. 5



DevOps—Tools Ecosystem

0 Numerous tools to automate DevOps pipeline
0 People can piece together toolset along with hubs
=« O Tools include version control, testing, & deployment

Juengst, D. (2015). Deliver better software faster: With the cloudbees jenkins platform. San Francisco, CA: CloudBees. 16
Weeks, D. E. (2014). Devops and continuous delivery reference architectures (volume 1 & 2). Fulton, MD: Sonatype.



/De/vOps—Cost of Quality

O Agile testing is orders-of-magnitude more efficient
0 Based on millions of automated tests run in seconds
= O One-touch auto-delivery to billions of global end-users

Activity DevOps Economics | Hours| ROI
@ Development Operations .001)/ 100 Defects x 70% Efficiency x 0.001 Hours | 0.070 | 72,900% @
Continuous Delivery . 30 Defects x 70% Efficiency x 0.01 Hours 0.210 | 24,300%
Continuous Integration A 9 Defects x 70% Efficiency x 0.1 Hours 0.630 | 8,100%
Software Inspections 2.7 Defects x 70% Efficiency x 1 Hours 1.890 | 2,700%
"Traditional” Testing v 0.81 Defects x 70% Efficiency x 10 Hours 5.670 | 900%
Manual Debugging : 0.243 Defects x 70% Efficiency x 100 Hours |17.010 300%

Operations & Maintenance [(HO&INM 0.0729 Defects x 70% Efficiency x 1,000 Hours |51.030 n/a W l

250 x Faster "

than Code

Inspectlons
Under 4 \
NN

17
Rico, D. F. (2016). Devops cost of quality (CoQ): Phase-based defect removal model. Retrieved May 10, 2016, from http://davidfrico.com



/De\z)ps—HP Case Study

0 Hewlett-Packard is a major user of Cl, CD, & DevOps

0 400 engineers developed 10 million LOC in 4 years

< O Major gains in testing, deployment, & innovation

TYPE METRIC MANUAL DEVOPS MAJOR GAINS

Build Time 40 Hours 3 Hours 13 x
CYCLE TIME No. Builds 1-2 per Day | 10-15 per Day 8 X

IMPROVEMENTS Feedback 1 per Day | 100 per Day 100 x
Regression Testing| 240 Hours 24 Hours 10 x
Integration 10% 2% 5 X
Planning 20% 5% 4 X
DEVELOPMENT Porting 25% 15% 2%
[():IZ?;EFJ?IF;L Support 25% 5% 5X
Testing 15% 9% 3 X
Innovation 5% 40% 8 X

Gruver, G., Young, M. & Fulghum, P. (2013). A practical approach to large-scale agile development. Upper Saddle River, NJ: Pearson Education.

18



DevOps—Dot Com Case Study

0 Assembla went from 2 to 45 releases every month
O 15K Google developers run 120 million tests per day
= 0 30K+ Amazon developers deliver 136K releases a day

O

3,645 X Faster
U.S. DoD
IT Project

— 62X Faster%
3? U.S.DoD

& RS

Singleton, A. (2014). Unblock: A guide to the new continuous agile. Needham, MA: Assembla, Inc. 19



evOps—Blackboard Case Study

O Productivity STOPS due to excessive integration
O Implements DevOps & Microservices around 2010
= O Waste elimination, productivity & innovation skyrocket

Ashman, D. (2014). Blackboard: Keep your head in the clouds. Proceedings of the 2014 Enterprise DevOps Summit, San Francisco, California, USA. 20



DevOps—U.S. DHS Case Study

o 1st gen replete with large portfolios & governance
O 2nd-3rd gen yield minor incremental improvements
= O 4th-5th gen enables big order-of-magnitude impacts

0 12 © @ 5,

Manual Governance Automated Governance

" 1

Denayer, L. (2017). U.S. DHS citizenship and immigration services: USCIS agile development. Washington, DC. iSDLC Seminar. 21



evOps—Return on Investment

0 Detailed DevOps economics starting to emerge
0 ROI ranges from $17M to $195M with minor costs

= O Benefits from cost savings, revenue, and availability

Forsgren, N., Humble, J., & Kim, G. (2017). Forecasting the value of devops transformations: Measuring roi of devops Portland, OR DevOps Research. 22
Rico D F. (2017) Devops return on investment (ROI) calculator. Retrieved August 29, 2017, from http://davidfrico.com/devops-roi.xls



DevOps—Roadmap

0 Having a DevOps rollout strategy is a key to success
0 Phased, incremental, and situational implementation
= O Includes build, testing, & I'T operations, & practices

St-Cyr, J. (2015). Evolving devops: Advance alm and devops practices with cont. imp. Agile Dev, Better Software, & DevOps East Conference, Orlando, Florida, USA. 23



DevOps—5 Keys to Success

o Everything begins with lean & agile principles
O Next step is smaller portfolio & simpler designs
< O Final step is modular interfaces & E2E automation

a2 ®

O=g
<)

Kim, G., Debois, P., Willis, J., & Humble, J. The devops handbook: How to create world-class agility, reliability, and security 24
in technology organizations. Portland, OR: IT Revolution Press.



DevOps—Foundational Books

O Thousands of textbooks on agile methods
0 Include requirements, design, coding, test, etc.
= O Continuous Integration, Delivery, & DevOps best

Beck, K. (2003). Test-driven development: By example. Boston, MA: Addison-Wesley.

Duvall, P., Matyas, S., & Glover, A. (2006). Continuous integration. Boston, MA: Addison-Wesley.

Smart, J. F. (2014). BDD in action: Behavior-driven development for the whole software lifecycle. Shelter Island, NY: Manning Publications.
Humble, J., & Farley, D. (2011). Continuous delivery. Boston, MA: Pearson Education.

Kim, G., Debois, P., Willis, J., & Humble, J. The devops handbook: How to create world-class agility, reliability, and security in technology
organizations. Portland, OR: IT Revolution Press.

29



Dave’s PROFESSIONAL CAPABILITIES

Leadership & Strategy & Acquisition & Cost Estimates Systems
Org. Change Roadmapping Contracting & Scheduling Engineering
BPR, IDEFO, Innovation
& DoDAF Management
Valuation — Cost-Benefit Analysis, B/CR, ROI, NPV, BEP, Real Options, etc.
CMMI & : Evolutionary
ISO 9001 Technical Software Software Design
Project Development Quality
PSP, TSP, & Research
Code Reviews Mgt Methods Mgt Methods
Lean-Agile — Scrum, SAFe, Continuous Integration & Delivery, DevOpsSec, etc.
DoD 5000, Statistics, CFA,
TRA, & SRA EFA, & SEM

Lean, Kanban, Metrics, Workflow Big Data, Modeling &
& Six Sigma Models, & SPC Automation Cloud, NoSQL Simulations

STRENGTHS - Data Mining ¢ Gathering & Reporting Performance Data o Strategic Planning ¢ Executive & Manage-
ment Briefs ¢ Brownbags & Webinars ¢ White Papers o Tiger-Teams ¢ Short-Fuse Tasking ¢ Audits & Reviews e Etc.

W/ e Data mining. Metrics, benchmarks, & performance. /

e Simplification. Refactoring, refinement, & streamlining. ~“Pup C //
34+ YEARS e Assessments. Audits, reviews, appraisals, & risk analysis. ~\ PMP USER 2
Q INIT 5 e Coaching. Diagnosing, debugging, & restarting stalled projects. —Fep kT, ACP%

~ INDUSTRY —~.  ® Business cases. Cost, benefit, & return-on-investment (ROI) analysis. “CSM SAFE, &

\\ e Communications. Executive summaries, white papers, & lightning talks. DEVO \\ 5
‘ \ e Strategy & tactics. Program, project, task, & activity scoping, charters, & plans. \ 6



