
Abstract: Confucius wrote, “If you don’t know where you are going, any 

road will do.” Watts Humphrey, an SEI fellow, adapted the quote to “If you 

don’t know where you are, a map won’t help.” Many organizations try to 

define and manage their organizational risks without a roadmap or context 

of industry best practice. Cybersecurity assessments provide a means for 

organizations to evaluate their ability to protect information and 

information systems from cyber threats. The Cybersecurity and 

Infrastructure Security Agency (CISA) offers a range of cybersecurity 

assessments that evaluate operational resilience, cybersecurity practices, 

organizational management of external dependencies, and other key 

elements of a robust and resilient cyber framework. These professional, 

no-cost assessments are provided upon request on a voluntary basis, and 

help any organization manage risk and strengthen the cybersecurity of our 

Nation's critical infrastructure. This presentation provides an overview of 

these assessments, and discusses common cyber hygiene practices that 

help organizations be more resilient. 
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The International Council on Systems Engineering (INCOSE) is a not-for-profit membership organization founded in 1990 to develop and disseminate trans-

disciplinary principles and practices that enable the realization of successful systems. INCOSE is designed to connect systems engineering professionals with 

educational, networking, and career-advancement opportunities in the interest of developing the global community of systems engineers and systems 

approaches to problems. We are also focused on producing state-of-the-art work products that support and enhance this discipline’s visibility in the world. 

The INCOSE Three Rivers Chapter serves the Pittsburgh Metro Area, and 

western-central Pennsylvania. Carnegie Mellon SEI, an INCOSE Corporate 

Advisory Board (CAB) member, is located in Pittsburgh. 
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