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Requirement

» A requirement is about what needs to happen and not about how it happens
» A functional requirement is a statement about input = output control or data transformation
» A quality of service requirement is a statement about how well that functionality must be performed.

—
—

Requirements shouldn’t
. specify or expose design
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Poor requirements have a huge impact

Cost for fixing a defect
$1M
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The Three Ways of Verifying “Goodness”

Review / Inspection
Test

Formal methods

With textual requirements you can really only apply #1; with modeled use
. cases, you can apply all three
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The Requirements Modeling Approach

» The approach we will take to perform verification and validation on our requirements before satisfying them with our
design is to:

Get First Cut Textual
Requirements

|

This is an important point:

When we model messages, activities, actions, l i

states, transitions, etc., we are simply re- —> ——
writing the requirements in a more precise l i

language.

Model the Requirements Identify_Requirement_Defect

7

We are not modeling non-requirements or L
design. / J

Execute the Requirements
Model

1 H Update Textual
Put another way, our requirements model is R e
just a precisely worded restatement of the i

requirements.

Identify_Requirement_Defect
It is also important to note that requirements are

black box for the element being specified. That
[eke] means that we can specify the inputs, outputs

decisi

and what the transformations must be, but not
. [verified all requirements] hOW they are performed
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Requirements Workflow

o— 'o°
/ identify System
Use Cases
Stakeholder
Needs

i A
System Requirements nalyze Use Case

System Use
Case Model

[else]

Generate/Update —
System Requirements | Analyze Dependabilty

¥

v

e
Create/Update
Logical Data Create/Update
Schema Verification Plan

[more use cases in this iteration]

®

4

\/

- System Logical Interfaces
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Harmony aMBSE: System

L&

@ " |dentify System Use

Requirements Analysis Alternatives

Cases

State-Based Use Case
Analysis

Scenario-Based Use
Case Analysis
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Analyze Dependability

u
Flow-Based Use Case  System Function-Based Use [| Generate / Update System
Analysis Case Analysis Requirements

-
Create [ Update Logical
Data Schema

[more use cases]

o

Create V@ﬁﬁ: ation Plan
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System-Function Based (most common) i

RAl

Properties
Activity diagrams model incomplete but used to
initiate the analysis

» They only show primary control flows

« May not be completely “well formed”

» Actions map to system functions
Activity diagram’s purpose is to identify and
characterize system functions and their
sequencing
State machines hold the “source of truth” and
scenarios are exemplars. Signals pass
information that is defined in the data and flow
schema

When to use
The primary complexity or concern occurs in the
set of system functions that implement the use
case
Continuous or value flows hold less concern
System engineers are primary contributors to
system understanding

Priori Systems
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aaaaaaaaaaaaaaa

Requiremants

nnnnnnnnn

\L'i‘

o
Define Use Case Context

[more requirements]

[else]

Lo

>

-

Identify Primary Functional Flows

L&
Verify and Validate
Requirements

T

Ce
Derive Use Case Scenarios

La = Construct Normative State

Define Ports and Interfaces Machine
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Flow Based

RAl

Properties

Activity diagrams model becomes the
source of truth

* Must capture all primary, secondary,

and exception control flows

» Actions map to system functions
Continuous and non-data flows are
represented using pins and object flows
Elements passed in object tokens are
defined by data and flow schema

When to use
The primary complexity or concern occurs
in the input and output flows of the
system when performing the use case
Continuous or value flows are of
significant concern, including energy,
fluids, mass, and materiel
System engineers are primary
contributors to system understanding

™ "
\4.

<

Define Use Case Context

[more requirements]

o
Identify Primary Functional Flows

"o
Derive Use Case Scenarios

l

Ce

ases

Requiremants

nnnnnnnnn

[else]

Lo

Verify and Validate Requirements

o

Define Ports and Interfaces
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’Execute Activity Diagram

Lo

Add Trace links

L

S
Perform Review



Scenario-based (aka “Interaction —Based”) -

Properties
« Skips activity modeling

« Scenarios capture all requirements TNl
associated with the use case including / ?
* Quality of service

» Edge/exception cases Ca ,
» Scenarios are primarily used to elicit Define Use Case Context
requirements
« State machine is the “source of truth” and

te / Update
nnnnnnnnn

represents all possible scenarios. Signals Ca Ca . Ca
pass information that is defined in the data Capture Scenarios with Add Trace links Perform Review
and flow schema Stakeholder ‘
When to use Lo
« Primary concern is the interaction between Verify and Validate Requirements
the system (running the use case) and the
actors
* Non-technical stakeholders are primary .
contributors to system understanding = E— La

Lenne Forks;end Interfaces Construct Normative State Machine

A Priori Systems
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State-based

Properties
« Skips activity modeling
» Captures all requirements associated
with the use case including

* Quality of service .\
« Edge/exception cases L
» Scenarios are generated from state Define Use Case Context
machines and are used to validate the l
requirements with the stakeholders.
« State machine is the “source of truth”. e

[more requirements]

ases

Requiremants

nnnnnnnnn

Signals pass information that is defined “°nstruct Normative State Machine

in the data and flow schema

LS

Define Ports and Interfaces

When to use
« Primary concern is the modes of -~
operation and the differences in system ¢ .4 Scenario:from SO
behavior in those different modes
« Technical stakeholders are primary

contributors to system understanding
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o

Verify and Validate Requirements

Lo

Add Trace links

s

o

Perform Review



Example:
Medical Ventilator
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Use Cases
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Monitor Patient Sp0O2

O
I 1

Gas Supply
Configure Mixer
BioMed Engineer
C\ ; D
>

Test System Offline

Monitor NonInvasive
Blood Pressure

Monitor System Status Patient

Configure Ventilation

Monitor Breathing Circuit

BioMed Engineer

Breathing Circuit
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Requirements for Mix Gases Use Case

| Jjrequirement_0 | The system shall mix gases O2, N2, He, and Air from the input gas manifold
The system shalldelivery 02 and Air concentration of between 0 and 100.

|5 )| requirement_1
|0 ) requirement_2 | The system shall support deliveryt of He, N2 to between 0 and 73% concentration.
|0 Jjrequirement_3 | The System shall not deliver a gas flow that has less than 21% O2.

| Jjrequirement_4 | The system shall not deliver a flow rate of less than 200 ml/min.

|0 Jjrequirement_5 | The system shall deliver a tidal volume of between 20 ml and 1500 ml..

|0 J|requirement_6 | The system shall deliver a breath with an |.E ratio of between 5:1 and 1.5 {default shall be 1:1).

|G )| requirement_7 | The system shall default to gas concentation mode, in which the flow settins of each gas are set and the total flow is set independently.
|0 ) requirement_8 | The system shall support a balance gas mode in which the 02 supply shall deliver 21% or more of the gas concentraion and the rest will be supplied by the

|C Jjrequirement_5 | The system shall alert f they command an O2 concentration, flow, |;E, tidal volume, or respiration rate out of range.

© 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED.
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= Rexuirenient=
requirement_3

= Rerpirement=
requirement_0

The system shall
mix gases 02, N2,

He, and Air from

the input gas
rrzmifrld

« Rexpiresmient=
requirement_1
.

The system shall
delivery 02 and Air
concentration of
between 0 and 100, i

The System shall
not deliver a gas
flow that has less
than 21% 02.

« Requinsient=
requirement_3

The system shall
suppart a balance
gas mode in which
the 02 supply shall
deliver 21% or
mare of the gas
concentraion and

sfraces - e
Mix Gas L -«tacE» the rest will be
: supplied by the
«Repliresitesiie ol " balance gas.
requirement_2 P £ P AR "
f__»f"_e;trace» e : c) e
The system shall o ,'I ; e «Repirennents
support deliveryt of Sk ) i i requirement_7
He, N2 to between = - ! -
0 and 79% adrgees : =4
concentration. . . !
Eis : sfraces
o : o The system shal
5 ! & default to gas
o Z «fraces concentation mode,
i i Y in which the flow
j :
v ™ settins of each gas
Sl ments ' 5 are set and the
reguirement_4 :' . total flow is set
; \J ey
The system shall ! «Recpirement=
not deliver a flow g requirement_&
rate of less than ]
200 ml/min. i
: The system shall
: deliver a breath
7 V with an I:E ratio of
R between 5:1 and
reguirement_5 3
! = 1:5 (default shall be
1:1).
The system shall
deliver a tidal
volume of between
50 ml and 1500 ml..
14




Create Analysis Context (block diagram)
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1 its..l\irTamkSupL[ir!ijlr
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1 lrl:‘lsHZTanlchuppl\«r

1 itsO2WallSupply 3 1 itsN2WallSupply "%
(] (]
pMixGases pMixGases
pwWal02 pwallN2
1 itlichixGasts:ucMixGasesu% ) 1 itsHeWallSupply
WallHe pMixGases
itsAPhysician:aPhysician i l.__ __i
pPhysician T
L] L]
pMixGases
pWallAir pMixGase"Jl 1 itsAirwallSupply %
e
1 itsABreathingCircuit:aBreathingCircuit D&'
a4 | 1 its02TankSupply
1 . & pTank02  pMixGases
[ 71 i
pMixGases L 1 ‘
| 1 itsN2TankSupply
pTankN2 pI*-"IixGas;esI
(1]
- ~ ]
pTankAir pTankHe "L
pMixGases | 1 PMixGases




Create Scenarios

Discovered Requirements

| itsUcMixGases ‘itsDZWalISuppIy itsBreathingCircuit | itsPhysician
| | | ‘ » The user shall select the desired gas.
| | | | » The system shall indicate to the user the
I |- | | selectGas(02) |
Use Case: Mix Gases i i i i currently selected gas.
Scenario: Deliver 02 Only pemsssec=i(o2 | | | + Once selected, the user shall be able to set
Preconditions: | | I setFlow(10000) 4 a valid flow rate of the gas.
- System is initialized : : ] : . .
-l gas flows tumed o | fowset{10000) | | + The user shall set the desired flow with
- rFatent 1s connected to | | 1 : .
breathing circuit l l l enableGasFlow () l user aCt|0n.
Post condition: . ' : : - The system shall acknowledge with the set
ol SR | setFlonelvery | value when the flow is set.
then O2 delivered is stopped — : — ; ;
by the physician loop/ | ; [until disabled] |
tm{updateTime) |
 messuredGasOutputFon outputFion) ! >+ The system shall report the measured total
| meas.redo20utptConcenraton(02Conc) ! flow and measured oxygen concentration
| | every 1.0s + 0.25s
i i stopFlow(ALL) i

i
. setFlow({0)
[

The use shall be able to command flow to

stop.

* The system shall acknowledge the user
command to stop flow.

| stopFlowDelivery()

A Priori SyStGmS © 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED. 16
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Create Scenarios

Discovered Requirements

itsUcMixGases itsQ2Wallsupply itsM2wallsupply itsBreathingCircuit itsPhysician

o | |
Use Ca_se: M|_x Gases l/ selectGas(037) |
Scenario: Deliver N2

Only | gasSelected(032) |
Preconditions: setFlow (D) |

- System is initialized | setFlow(0)

- All gas flows turned off | fowset(0)

I

- Patient is connected
to breathing circuit

——

- lectG 2
Post condition: selectGas(NZ)
lllegal flow command is | gasselected(nz)
rejected with an alert |-
= K
sent to the physician e
I
| flowset({12000)
[
- enableGasFlow(])
[~

s * The system shall alert the user if they
command a hypoxic gas mixture and reject
the command.

|
|
1
|
|
|
setFlow{12000) !
|
|
|
|
|
|
|
|

| alert{HYPOXIC_GAS_MIXTURE_COMMAND_REJECTED)
|

4 H © 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED.
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Build up formal computational model of use case

A Priori Systems

Real-Time Agile Systems and Software

Delivering

T

setFlow(02Flow) to pWalo2

setFlow(N2Flow) to pwallN2

Operational ‘
alert(FLOW_TOO_LOW_COMMAND_REJECTED) to pPhysician
\.L [! fowOk()] -
‘ NotDeliveing [ Delivering 2 ‘
enablkGasFow CheckingSettings
pn [eke] [ GEN(begnMeasuring);
——>©
ThypocMicare()] &

stopFlowDelivery to pBC

alert(HYPOXIC_GAS_MIXTURE_COMMAND_REJECTED) to pPhysician

stopHow

setFlow(HeFlow) to pWallHe

setFlow{AirFlow) to pWallAir

setFlowDelivery to pBC

| WaitingToStop

MeasuringFlows

selectGas/
sekctedGas = params->gas;
gasSelected(selectedGas) to pPhysician
selectGas/
selectedGas = params->gas;
\J/ selectGas/
WattingForFlowCommand GasSelected selectedGas = params->gas; CheckingFlow @“
stopHow
setFlow [g cmdFow = params->flow
alert(FLOW_OUT_OF RANGE_COMMAND_REJECTED) to pPhys o uORmoe(ami o) ©)
flowset(cmdFlow) to pPhysician I
[eel/
setCommandedGasHow(sekctedGas, crndFow);
Inactive RO ST MeasuringFlows
K stopFow

v

© 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED.
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Build up formal computational model of use case
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Discovered Requirements

- The system shall reject a flow

that is too low or too high

Delivering

T

setFlow(02Flow) to pWalo2

setFlow(N2Flow) to pwallN2

alert(FLOW_TOO_LOW_COMMAND_REJECTED) to pPhysician

VA

‘ NotDeliveing

asHow

CheckingSettings

[! fowOk()] Delivering (%_.) ‘
P % (g GEN(begnMeasuring);
Iryposchicurs()] C

stopFlowDelivery to pBC

alert(HYPOXIC_GAS_MIXTURE_COMMAND_REJECTED) to pPhysician

stopHow

gasSelected(selectedGas) to pPhysician

setFlow(HeFlow) to pWallHe

setFlow{AirFlow) to pWallAir

setFlowDelivery to pBC

| WaitingToStop

MeasuringFlows

selectGas/
selectedGas = params->gas;
\J/ selectGas/
WattingForFlowCommand \ GasSelected selectedGas = params->gas; CheckingFlow @“
stopHow
setFlow [g cmdFow = params->flow
alert(FLOW_OUT_OF RANGE COMMAND_REJECTED) to pPhys [ OuORanpelcmdt i) r%
flowset(cmdFlow) to pPhysician
[ebe]/
setCommandedGasHow(sekctedGas, crndFow);
Inactive RO ST MeasuringFlows
® 7T
stopFow <
Dé. Z

© 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED.
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tm(UPDATE_TIME)

measuredGasOutputFlow(getTotalFlow()) to pPhysician

L

measured020utputConcentration{getO2Concentration()) to pPhysician




Instrument the context for execution

statechart_1 02 N2 He Air
selStart -
enableGasFow to pMixGases \:\
selStop bt e -,
stopFlow to pMixGases = 1 its0aWallsupply 1 itsN2Wallsupply
J/ D D Select 02 o o
state_0 measuredGasOutputFlow/ Push o | o |
td::cout << "Measured Total Gas How = " << params->flow << std::endl;
pWal02 pWallN2
: Select N2 2 iéﬂmmas&:umix(;as&""éﬂwmme pMixGME‘ itsHeWallsupply  “%
measured020utput Concentration/ L tsAPhysidamapysidan 7, e fut
d::cout << "Measured 02 Concentration = " << params->concentration << std::endl; Push S
/ pMixGases
owlar pwxsasei‘} itsAirwalisupply %,
Se[’ect He / [ {1
flowset/ -
; std::cout << "Seledted Gas Flow Set To = " << params->flow << std::endl; Push 1 B %i ————
o PTank02  pNixGases
g ﬁ! = PpMixGases L
switch (params->gas) { Send Enable Select Air e
case 02_GAS: std::cout << "02 ";break; e
case N2_GAS: std::oout << "N2"; break; Push Push S Ll e
case HE_GAS: std::oout << "He "; break; ,,. 4 ,‘wxe&
case AIR_GAS: std:zcout << "Air "; break; Send Stop Set 02 Flow iy | ks
b
std::cout << "gas selected " << std::endl; Push Push
sel02 - .
selectGas(02_GAS) to pMixGases /‘ Set N2 Flow
selN2 _ b
selectGas(N2_GAS) to pMixGases 2 Push
ot
selHe ] 2
selectGas(HE_GAS) to pMixGases - Set He Flow
selAir :
selectGas(AIR_GAS) to pMixGases S Push
g
Set Air Flow
Sl setFlow(02) to pMixGases \_\,
//
sendN2 \\ Push
setFlow(N2) to pMixGases >
sendHe -
setFlow(He) to pMixGases f =
sendAir ] ] ,.\
setFlow(Air) to pMixGases >

- Physician Actor
||

A Priori SySthS © 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED. 20
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Running the model

®

ftslcMistimses |02l upaly | tshl2wlSupply] tsHewsliSuppl| e taliSupply | itsAPhysicier

el |

iscxGases | | isO2vialsupply | | isNzWaEmpy | | iHewalSupoly | | dsAralsupoly irsAPhys

‘sooFlowGebvery to 24C e i
omlecian = == T
sseczacGas s
£ =y
: Selasedas = parame sge
; saleciadias = paraws g
smpFon R

A Priori Systems

eal-Time Agile Systems an

Physician actions
Select the O2 gas

Select the N2 gas

OO RELN =~

] sslectsas(oz sas) o procases

“ seleciGas(Nz_GAS) to pixGases
| selectiasHE GAS) to hicGases

— | aeectG (A1R_6AS] to pivGces

s=tFlon(02) to pMiaieses

setFlon{ua) to pHixGases

setFlowiHe] to phxGases

| setflow{au] to phidases

Set the flow to 20000 ml/min
Push the Set O2 flow button

Set the flow to 10,000 ml/min
Push the Set N2 Flow button

© 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED.

Physician actions
7. Select the He gas

8. Set the flow to 5000 ml/min
9. Push the Set H2 Flow button

10. Enable mixing

System determines mixture is not hypoxic

and with valid ranges and so starts

delivering.
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Output (Animated Sequence Diagram)

|

|

| gasSelected(gas = 1) |
| | |
[

|

|

[I:I] S'»'Eqi.nence"‘.i gl Ani i Ani | Gas mxing template * E [I:I] S'»'Eqi.nence"‘.i gl Ani i Ani | Gas mxing template * E
itsUcMixGases | its02wallSupply| itsh2wallSupply | itsHewWallSupply] itsAirwal Supply | itsAPhysician | itsUcMixGases | its02wallSupply| itsh2wallSupply | itsHewWallSupply] itsAirwal Supply | itsAPhysician |
[ | sckctGastgs=1| 4 fm(1000) | | ~
| | |
: etTotalFlow()
|

1&h‘|owjﬂow = 20000}

[ |

ﬂowOuiDﬂi‘.ange(ﬂoJﬂ = 20000)
L__| |

seﬂ:ommandedGasFle(gas =1, flow = ZFOO}

flowset{flow = 2000LJ|) :
l | |
| | |
| gasSelected(gas = 7) |
|
|
|
|

|

| |

| |

measuredGasOug:_uﬂhow flow = 34957) | |
| |

| |

etOZConoenhationqj
Ej |

measuredOZOug:_ut_(“‘incenhaﬁonicancenh'ah'on =0.600429)

|
tm{1000) |
E—L_‘ |

|
|
|
|
selectGas(gas = 2 | etTotalFlow() | |
|
|
|

measuredGasOumuﬂLIow(ﬂow = 34937)

| Eiﬂxoncenh'ation&i
i |

1etFlow!ﬂ0w = 10000}

|

|

1

|
[“‘ | | measured020u ncentration(concentlation = 0.577429)
flowOutORange(flow = 10000) | | | |
b | | | | |
setCommandedGasHiow(gas = 2, flow = 00) tm{1000)

i i | | |

flowset{flow = lUOOJl) : etTotalFlow() | |
r | |
|/ | selectGas(gas = 3] | measuredGasOu low(flow = 34981) |
| | emxonoenh'aﬁon(i) i

| measuredOZOumutdoncenhaﬁonicancenhjaﬁon =0.572429)

setFlow(flow = 5000)

|
|
|
|
| gasSelected(gas = 3) |
|
[
|
|

KN

| | |
| | |
flowOutOfRange(flow = 5000) | | | stopFlow
Jﬂ I 1 T 10212
| | | | l
setCommandedGasFlow(gas = 3, flow = 0)
b P | | | l
flowset{flow = 5000)| | | | | |
| | | | | |
|_,/ | | enableGasFlow() | | | | |
| | | | | | | |
h%mdﬂimre(} | | | | | | |
o | |
I beainMeasurinall | | | m 3
L4 > L4 >
A Priori Systems © 2021 BRUCE POWEL DOUGLASS. ALL RIGHTS RESERVED.
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Logical Interfaces are a natural outcome of use case analysis

. itscMixGases itsO2WallSupply itsBreathingCircuit itsPhysician
g | Interfaces can be detailed ‘ ‘ ‘
s with behavioral views M \ | \ \
_—— \ ot wessare [&] ber | | electGas(02) |
e e Use Case- Mix Gases | | | ‘
“‘ Scenario: Deliver 02 Only gasSelected(032) | i
|
Cate vertiotn Preconditions: I | | setFiow(10000) |
S0 - System is initialized ; 1 T !
" — g - Al gas flows tumed of | Aowset(10000) | |
\/ 2 - Patient is connected to | ‘ |
I\ S - Al breathing circuit | | enableGasFlonQ) |
N\ A prom |55 | [ |
/'(\ B F‘ns_l condition: ‘VMM ‘ ‘
N —— i 02 is delivered unti 1
ST e —1 1 . . . . procedure is complete and | setFlonDelivery() | | |
/ , S , Use case-actor associations indicate e o2 dsiwrsdis stoppea | | ‘ ‘
A < — w7 ; i by the physician = funtl disabled]
— - the existence of interfaces oty | ! ‘
e ) BN : ok - ow uujpmﬂuw) ‘ ‘
e e I I |
el Ovabing Croat 2 | measuredO20utputConcentration (02Canc) | |
e e — ‘ , ; ;
Bsting Groat <interfaceBlock> 1 jtso2WallSupply 3 L itsN2WallSupply 7%
iaPhysician_ucMixGases
B [ InterfacesPkg E1P prov selectGas(gas DELIVERY_GAS TYPE) £ setflow £ setflow
. - . &l reqd gasSdlected(gas:DELIVERY_GAS_TYPE) 1
EliaPhysician_ucMixGasss Epealert Efymsg =y e
H iaPhysician_ucMixGases Epe enableGasFlow £ reqd flowset(flowzunsigned in)
E iaPhysician_ucMixGases E‘ﬁnﬂowse’[ ﬁ]ﬂow E,iga;gﬂasw) 0
; - 5 £l reqd alert(msg:ALERT TV pWalo2 pWallN2
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