
1

Failure Modes Effects Analysis
in 
MBSE
Ron Kratzke, Principal Systems Engineer

Vitech Corporation



Introduction

• Failure Modes Effects Analysis is used in a number of 
industries to conduct an analysis of system, subsystem, and 
component design

• In some industries an FMEA is required by a regulatory body 
prior to receiving “authorization” to take a product to market
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FMEA Definition and Basics

• Failure Mode and Effects Analysis (FMEA) and Failure Modes, Effects and 
Criticality Analysis (FMECA) are methodologies designed to identify potential 
failure modes for a product or process, to assess the risk associated with those 
failure modes, to rank the issues in terms of importance and to identify corrective 
actions to address the most serious concerns.

• The purpose, terminology, and other details vary according to industry and type 
(e.g. Process FMEA, Design FMEA, etc.), the basic methodology is similar for all 
design efforts.

• Basics:
➢ Identify Failure Modes

➢Assess Failure Modes

➢Rank the Failure Modes

➢ Identify Corrective Actions
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Basic References

Failure Mode Effect Analysis: FMEA from Theory to Execution, 2 ed. by D.H. Stamatis, 
Quality Press 

Procedures for Performing a Failure Mode, Effects and Criticality Analysis, MIL-STD-1629

FMEA and FMECA Webpage on Weibull.com (www.weibull.com/basics/fmea.htm), last 
accessed May 20, 2017

Potential Failure Mode and Effects Analysis (FMEA) Reference Manual (equivalent to SAE 
J-1739), 1995, (see www.lehigh.edu/~inrtibos/Resources/SAE_FMEA.pdf, last accessed 
May 20, 2017)

Q9 Quality Risk Management, Guidance for Industry, Annex I: Risk Management 
Methods and Tools (subsection I.2 and I.3), US FDA publication, June 2006 (specifically 

Applying Human Factors and Usability Engineering to Medical Devices, US FDA 
publication, Feb 3, 2016 
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Elements of a FMEA
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Expanding the basic FMEA Model…
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Failure Mode Analysis

Failure 
Mode

Failure 
Effect*

Failure 
Cause*

Detection 
Method*

S O D

S – Severity
O – Occurrence
D - Detectability
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Severity Rating

Severity (S) – a rating of the 
seriousness of the effect of a failure 
mode to the system, assembly, 
product, customer, or government 
regulation.

Severity is related to the Failure 
Effect.

Ref: Failure Mode Effect Analysis: FMEA from Theory to Execution, by D. H. Stamatis
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Occurrence Rating

Occurrence (O) – a rating 
corresponding to the cumulative 
number of failures that could occur 
over the design life of a system or 
component.

Occurrence is related to the Failure 
Cause

CNF – Cumulative number of failures

Ref: Failure Mode Effect Analysis: FMEA from Theory to Execution, by D. H. Stamatis
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Detectability Rating

Detectability (D) – a rating of the 
ability of the proposed design control 
to detect a potential failure mode or 
occurrence.

Detectability is related to the Failure 
Control

Ref: Failure Mode Effect Analysis: FMEA from Theory to Execution, by D. H. Stamatis
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Criticality of a Failure
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Criticality – A relative 
measure of the combined 
influence of the 
consequences or a failure 
mode (severity or S) and its 
frequency (occurrence or 
O).  The product of the 
severity times occurrence 
provides the relative 
criticality.

Failure Mode Analysis

Failure 
Mode

Failure 
Effect*

Failure 
Cause*

Detection 
Method*

S O D

S OCRITICALITY
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Evaluating the Failure Relative to one another
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Risk Priority Number (RPN) 
– A relative measure used 
to rank order potential 
system failures.  The RPN 
defines the priority of the 
failure.  The RPN is the 
product of the severity, 
occurrence, and detection 
ratings.  

Failure Mode Analysis

Failure 
Mode

Failure 
Effect*

Failure 
Cause*

Detection 
Method*

S O D

S ORPN D
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Recommended Actions…
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No FMEA should be done without a recommended action list to improve 
the system design.

Recommended Actions are taken to reduce severity, occurrence, 
detection, or all three of them.  In essence to eliminate failures and 
thereby eliminate system deficiencies.

Using Criticality or RPN-
- Rank Order Failures and Causes
- Determine a subset of Failure (generally > RPN value)
- Develop Follow-up, Corrective Actions
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FMEA Example
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Source: www.Weibull.com/hotwire/issue46/relbasics46.htm, last accessed 5/9/2017

Automotive Industry Example
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Integrating FMEA into an 
MBSE environment
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Objective

• Expand the “standard” MBSE schema used in Model Based System Engineering 
(MBSE) to provide for traceability to the FMEA 

• Provide for the ability to produce a standard FMEA table 

• Provide for Traceability from the system design to the FMEA
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Common Elements of any FMEA …

Failure Mode 
Identification

Cause
Identification
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Failure Mode Class
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Failure Mode

Component

Function

Interface

Item …

“related to”

Need a Class to capture the Failure Mode and the relation to 
the system entities

This arrangement allows for capturing a failure mode for any item 
in the system design.



Failure Mode Entity Attributes

Failure Mode:
Name 
Number
Description (Effect)
Severity
Failure Cause:
Name
Number
Description (Cause)
Occurrence
Control
Detection
RPN*
Criticality*

FMEA Analysis Features:
▪ One Failure Mode can have multiple causes
▪ Severity is associated with Failure Mode
▪ Probability of Occurrence associated with each Cause
▪ Detection associated with each Cause

* Calculated Values
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Schema Extension 

Failure Mode

• Name

• Number

• Description

• Severity

Failure Cause

• Name

• Number 

• Description

• Occurrence

• Detection Method

• Detectability

Component,

Function,

Interface,

Link,

Requirement

“created by /
creates”

“associated with/
introduced by”

Component,

Function,

Interface,

Link,

Requirement

“generates”
“results in”

“causes”
Risk“results in”

or “impacts”

Relation attributes:
- Hazard
- RPN

Failure Reduction 
• Name

• Number

• Description

• Recommended Action

• Responsibility

• Due Date

• Updated Occurrence

• Updated Detectability

“mitigated by /
mitigates”

Nexus
-----------

(Concern / 

Change Request)
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Reporting on the FMEA 
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Example Generic FMEA Form

22

Ref: Failure Mode Effect Analysis: FMEA from Theory to Execution, Appendix A, Figure E-10, D. H. Stamatis

Generally, the results of an FMEA are captured in a table similar to this.
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FMEA Basic Report

23(c) Vitech Corporation 2017



FMEA with Criticality and RPN Calculations
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High RPN Values
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Values above a threshold require mitigation.
Threshold Value varies based on project and 
industry.



Failure Reduction…

Failure Mode

• Name

• Number

• Description

• Severity

Failure Cause

• Name

• Number 

• Description

• Occurrence

• Detection Method

• Detectability

Component,

Function,

Interface,

Link,

Requirement

“created by /
creates”

“associated with/
introduced by”

Component,

Function,

Interface,

Link,

Requirement

“generates”
“results in”

“causes”
Risk“results in”

or
“impacts”

Relation attributes:
- Hazard
- RPN

Failure Reduction 
• Name

• Number

• Description

• Recommended Action

• Responsibility

• Due Date

• Updated Occurrence

• Updated Detectability

“mitigated by /
mitigates”

Nexus
-----------

(Concern / Change)
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FMEA Report with Failure Reduction
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Capture Design Changes based on FMEA

Failure Mode

• Name

• Number

• Description

• Severity

Failure Cause

• Name

• Number 

• Description

• Occurrence

• Detection Method

• Detectability

Component,

Function,

Interface,

Link,

Requirement

“created by /
creates”

“associated with/
introduced by”

Component,

Function,

Interface,

Link,

Requirement

“generates”
“results in”

“causes”
“results in”

or
“impacts”

Relation attributes:
- Hazard
- RPN

Failure Reduction 
• Name

• Number

• Description

• Recommended Action

• Responsibility

• Due Date

• Updated Occurrence

• Updated Detectability

“mitigated by /
mitigates”

System 

Design 

Change
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Failure Reduction Hierarchy
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Using the Schema 
diagram,
determine what 
relations need to be 
included in the 
custome hierarchy…

To create the 
diagram on 
the left



Organizing FMEA Analyses
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Over the lifecycle you may have several different FMEA Analyses.  How can we organize 
these?

Option 1 – Create individual folders within the Failure Mode Class

Option 2 – Create a Category for a particular analysis, then have the Category “categorize”
a set of Failure Modes

Option 3 – Create a Package and have the package include the Failure Modes, Causes, and 
Reduction Methods



Summary / Conclusion

▪ Provided an examination of how to do a basic FMEA

▪ Looked at what we needed in an MBSE environment 

▪ Examined a series of reports need to be produced from the MBSE 
environment

▪ Used a hierarchy to trace from the FMEA to the design model
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Questions?

Ron Kratzke

Principal Systems 

Engineer

2270 Kraft Drive

Suite 1600

Blacksburg, VA 24060

USA

+1.703.883.2270 x306

www.vitechcorp.com

rkratzke@vitechcorp.com
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