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Fault Management Viewer (FMV)
• Project Description

• Fault Management (FM) Evaluation Questions

• Displays to Address Those Questions

• Extensions (Funding from State of Montana)

• Next Steps 

• Suggestions? (opportunities, partnerships, 
references, places to expand, something 
overlooked)
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Fault Management Viewer (FMV)

• A tool to help system engineers plan fault 
management for new systems

• People tasks supported:
• Build a model of fault management (FM) concepts

• Refine the model

• Address a number of analysis questions important to 
effective fault management planning and design
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Multiple Views, One Data Model
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Fault Management Diagram
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Build a Model of FM Concepts
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Next, add :

• Sub-goals

• Failures

• Faults

• Mitigations

Next, add 
details of each 
concept



Refine Concepts w/ SMEs, More Views
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Add Info expected by fault tree
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FM Evaluation Questions
• What are primary system goals?
• How well am I protecting the system against this 

failure?
• Which of these mitigation sets is most effective?
• Where can I spend my FM development resources most 

effectively?
• How much resource would be required to bolster the 

protection?
• How much would my risk profile be improved if we add 

this set of FM mitigations?
• How much would my system function improve in 

dependability if we add this FM measure?
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What are primary system goals?
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What goals are affected by 
attitude determination failure?
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How well have I protected against 
power failure?
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Which of these mitigation sets is 
most effective?
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Traditional FMEA View



FM Diagram W/ FMEA Labels
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Process Step Failure Cause MitigationProcess
• Failure Effects 

are shown as 
relationship 
between 
failure and 
goals



Failure Modes and Effects Analysis 
Extension: FMEA (Graphical View)
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slow and 
inefficient

Vacuum used 
on water

Add 
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manual
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Traditional Hazard Report View



FM Diagram W/ Hazard Report Labels
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Hazard Fault Controls
• Verifications 

need to be 
added to the 
data model



Extension: Hazard Report (Graphical)

Cause 2
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hazard
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Control 3
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failure

fault Mitigation
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When added to the overall FM data model, 
hazard reports can be related to overall system 
goals and sub-goals.  This can clarify the effects 
even more and provide better justification of 
the importance of each hazard.



Next Steps, Suggestions
• Expand prototype to full functionality viewer

• Only prototyped some views so far
• Test with more projects ensure realistic expectations

• New Phase I SBIR proposals
• Resilience Management Tool (RMT)

• Resilience is more than fault management (unknown faults, timelines, contingency 
actions)

• Fault Management Analysis Tool (FMAT)
• Workflow assistance in designing FM for a new system
• Semi-autonomous generation of verification tests
• Inferring higher level metrics from lower levels (roll up effects of multiple mitigations to 

estimate how well a system capability is protected)

• Suggestions
• Needs, opportunities overlooked?
• Good places to expand?
• New ways to extend?
• Possible partnerships?
• New references?
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backups
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Bowtie – Before, During, and After Losing Control

• Helps with close-up 
view of failure, faults, 
mitigations, contingency 
actions.

• Doesn’t show it when 
individual mitigations, 
contingency actions 
address multiple failures

• Nice additional view for 
FM Viewer

• Different strengths 
• Different weaknesses



Bowtie with Medical Content



Bowtie: Solar Probe Plus Content
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Bowtie Also Includes Barriers

• Helps Analyst Consider
• Preventive barriers (mitigations)
• Recovery controls (contingency actions)



Bowtie Controls (Mitigations) -
Medical



Bowtie Controls (Mitigations) – Solar 
Probe Plus
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Bowtie 
Barriers after – contingency actions
Car accident



Bowtie – Barriers after – contingency 
actions
Solar Probe Plus
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Functional Resonance Analysis Method (FRAM)

• FRAM provides the 
means to understand 
how multiple functions 
or activities in a 
“system” relate to one 
another, and provides a 
visualization of how 
adverse outcomes can 
occur.

• Each node represents a 
function, with 6 aspects

• Each aspect can serve 
as a connection to 
another function



Connected FRAM Model
• Functions (nodes) 

can be linked to 
show 
relationships 
among them

• The relevant 
aspect (input, 
output, etc.) 
shows how 
functions are 
linked



A FRAM to Show Target ID in 
Hunting 



Pros, Cons in Adding FRAM to FM 
Viewer
• Possible benefits

• Different strengths and weaknesses from FM diagram
• Richer set of function aspects to add to FM data model
• Additional set of analyses to vet the completeness of the FM model
• Could be especially strong for vetting accuracy and interactions of 

functions (system goals, sub-goals, capabilities)
• Could expose system function design vulnerabilities
• Should be especially valuable for human tasks, identifying needs for 

improved task and training designs
• FRAM analysis specifically targets ways to increase resilience

• Possible disadvantages
• Possibly over-complicating the data model – discouraging developer 

from using it
• Complexities in auto drawing implied model so all lines are visible


