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A Shared Responsibility
Securing Connected Medical Devices
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Evolution of Responsibility – Finger Pointing
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Evolution of Responsibility – Unwillingness
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Evolution of Responsibility – Nowhere to be Found
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Evolution of Responsibility – Collaboration
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Collaboration is Essential to Success
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Where Has Healthcare Seen Collaboration

American Health Information Community (AHIC) 
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Collaboration is Triggered by Shared Pain
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Where is the Pain Being Felt
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Responsibility Exercise
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Scenario 1

Medical Device Risk Assessment
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Scenario 2

Authenticating Device to Network
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Scenario 3

Encryption of Data from Device to EHR
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Scenario 4

Authenticating Device Updates
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Scenario 5

Ensuring the Integrity of  Device Updates
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Scenario 6

Coordinated Vulnerability Disclosure Policies
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Scenario 7

Encryption of Data from Home To EHR
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Key Takeaway:  Collaboration is Essential to Success
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Change is Coming

You can FIGHT change and lose.

You can ACCEPT change and survive.

Mike Leavitt, HHS Secretary 2004-2008

You can LEAD change and prosper.
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Thank You!

Mike Nelson
VP of IoT Security

(801) 770-1706
mike.nelson@digicert.com

@mike_k_nelson
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Thank you for attending!
Share your experiences at #HWGSEC


