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Cyber Security – Security in “Cyberspace”, a 
term coined by author William Gibson

“Cyberspace. A consensual hallucination experienced daily 
by billions of legitimate operators, in every nation, by 
children being taught mathematical concepts... A graphic 
representation of data abstracted from banks of every 
computer in the human system. Unthinkable complexity. 
Lines of light ranged in the nonspace of the mind, clusters 
and constellations of data. Like city lights, receding...” 
― William Gibson, Neuromancer

http://www.goodreads.com/author/show/9226.William_Gibson
http://www.goodreads.com/work/quotes/909457
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On-Line Behavior: Toxic Social Media   (darker red = more toxic)
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From Wired Magazine
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June 14, 2013
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August 15, 2013
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July 21, 2015



11

July 31, 2015

“Security vulnerability could allow cyber attackers to take remote control of the system…”
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August 9, 2015 – The Wall Street Journal

How many patient records were stolen in the US in 2016?



15 December 2017
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…the theft and sale of our health records on the black market, a thriving business with “dark web” online stores that don’t look much different from an Amazon marketplace. In 
fact, there were nine times more medical than financial records breached in 2016 — 27 million — representing nearly 10% of the U.S. population.… I have seen the devastating 
aftermath these incidents can have on affected patients.  

There’s a metaphorical holiday feast of enticing data served up in your average health record. Family history, demographic data, insurance information, medications, etc. means 
there’s enough information to completely steal an individual’s identity and commit medication fraud, financial fraud, insurance fraud and a wide array of other crimes. When 
this very private, unchangeable information gets into the wrong hands, devastation can ensue.

In addition, in the case of any sensitive patient diagnoses like HIV, a history of plastic surgery or behavioral health challenges, medical blackmail remains a tempting option, with 
recent instances of hackers compromising a plastic surgery clinic as a terrifying recent reminder of this vulnerability.

As a result of this illicit versatility, medical records fetch quite a bit on the black market. While debate remains open on exactly how much they are worth and I’ve heard many 
different estimates from experts I trust, public estimates have put the resale value of a medical record up to $100 each, depending on how comprehensive it is and what type of 
patient it belongs to. The bottom line is these records can add up to real money, allowing bad actors to profit while wreaking havoc for the victims.

Complicating this further is that it’s also terrifyingly easy for health care employees to go “shopping” for your data with little oversight. Electronic health record systems are 
generally built so that anyone who works at a hospital can access nearly the entire record, meaning that doctors, nurses, techs, admins and anyone else entrusted with patient 
care has free reign to look at your information. 
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The Guardian,  12 May 2017 - WannaCry
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February 18, 2016
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FBI Report – 17 October 2017



Government Response
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Healthcare Security Risk Domains and US Government Stakeholders 
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OCR
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Department of 
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US Critical Infrastructure
Established by Presidential Decision Directive PDD-63 (22 May 1998), 
Critical Infrastructure Protection

Latest Version: Presidential Policy Directive PPD-21 (12 Feb 2013)
Critical Infrastructure Security and Resilience
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Memo to HHS Secretary from Chairman, National Committee on Vital 
and Health Statistics, March 2005

• “..there are a wide variety of challenges associated with bringing medical devices into 

compliance with the Security Rule, as well as providing effective security.”

• “…much of the medical equipment in use is no longer manufactured and may not be 

upgradeable by the manufacturer. As a result, it may not be possible to bring these "legacy 

devices" into compliance with the Security Rule.”

• “Because of the critical nature of the medical equipment, any software updates (including 

those released by COTS software manufacturers in response to specific security threats) must 

be tested to ensure that the updates do not adversely affect the operation of the medical 

device. This testing often delays implementing critical security related software 

updates. Further, some customers update medical equipment with the latest software updates 

from third party software and operating system suppliers without first verifying whether the 

update affects the safe operation of the medical device for its intended purpose. “

• “…the FDA's primary focus has historically been the safe and effective use of medical 

devices, and therefore the FDA has not evaluated security in approving the use of a medical 

device.”
22



FDA Guidance on Commercial Off-The-Shelf (COTS) Software
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US Information Security and Privacy Advisory Board – Letter to OMB (March 2012)

“A single Federal entity such as FDA should be 

assigned responsibility for taking medical device 

cyber security into account during pre-market 

activity…and during post market surveillance…”



FDA Cybersecurity Guidance – Premarket
(02 October 2014)
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The need for effective cybersecurity to assure medical 

device functionality and safety has become more 

important with the increasing use of wireless, Internet-

and network- connected devices, and the frequent 

electronic exchange of medical device-related health 

information. This guidance has been developed by the 

FDA to assist industry by identifying issues related to 

cybersecurity that manufacturers should consider in 

the design and development of their medical devices 

as well as in preparing premarket submissions for 

those devices. 



FDA Cybersecurity Guidance – Postmarket
(28 December 2016)
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A growing number of medical devices are designed to be 

networked to facilitate patient care. Networked medical 

devices, like other networked computer systems, incorporate 

software that may be vulnerable to cybersecurity threats. 

The exploitation of vulnerabilities may represent a risk to 

health and typically requires continual maintenance 

throughout the product life cycle to assure an adequate 

degree of protection against such exploits. Proactively 

addressing cybersecurity risks in medical devices reduces 

the overall risk to health. 

This guidance clarifies FDA’s postmarket recommendations 

and emphasizes that manufacturers should monitor, identify, 

and address cybersecurity vulnerabilities and exploits as 

part of their postmarket management of medical devices. 



Health Insurance Portability and Accountability Act (HIPAA)
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• Includes provisions that required HHS to adopt national standards for electronic health care 

transactions and code sets, unique health identifiers, and security.

• Recognizing that advances in electronic technology could erode the privacy of health 

information, incorporated into HIPAA provisions that mandated the adoption of Federal 

privacy protections for individually identifiable health information.

• The Privacy Rule (December 2000, modified in August 2002) sets national standards for the 

protection of individually identifiable health information by three types of covered entities: 

health plans, health care clearinghouses, and health care providers who conduct the 

standard health care transactions electronically. Compliance with the Privacy Rule was 

required as of April 14, 2003 (April 14, 2004, for small health plans).

• The Security Rule (February 2003) sets national standards for protecting the confidentiality, 

integrity, and availability of electronic protected health information. Compliance with the 

Security Rule was required as of April 20, 2005 (April 20, 2006 for small health plans).



The HIPAA Privacy Rule
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• Establishes national standards to protect individuals’ medical 
records and other personal health information and applies to 
health plans, health care clearinghouses, and those health care 
providers that conduct certain health care transactions 
electronically

• Requires appropriate safeguards to protect the privacy of 
personal health information, and sets limits and conditions on 
the uses and disclosures that may be made of such information 
without patient authorization

• Gives patients rights over their health information, including 
rights to examine and obtain a copy of their health records, and 
to request corrections.



The HIPAA Security Rule
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• Establishes national standards to protect individuals’ electronic personal 
health information that is created, received, used, or maintained by a 
covered entity.

• The Security Rule requires protection against reasonably anticipated 
threats, appropriate administrative, physical and technical safeguards to 
ensure the confidentiality, integrity, and security of electronic protected 
health information (PHI).

• Administrative requirements include: assigned security responsibility, 
malicious s/w procedures, log-in monitoring, and password management

• Physical safeguards include facility access controls, workstation security, 
device and media controls, and media disposal, re-use, back-up, and 
storage procedures

• Technical safeguards include access control, unique user ID, auto log-off, 
encryption/decryption mechanisms, data authentication, personal 
authentication, network transmission security, integrity controls, encryption 
process (as appropriate)  



Quiz – Breach Notification
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Which US President signed into law a 

breach notification requirement for 

Protected Health Information? 



Health Information Technology for Economic and Clinical Health (HITECH)
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• In February 2009, President Obama signed the HITECH Act as part of his overall 
economic stimulus plan (American Recovery and Reinvestment Act of 2009)

• Imposes requirements on vendors of personal health records (and other related 
entities) in the event of certain security breaches relating to protected health 
information

• Continues the effort of the Health Insurance Portability and Accountability Act 
(HIPAA) to encourage movement to electronic patient records and to deliver 
stricter data protection regulations for more secure patient privacy

• Also extends HIPAA requirements beyond the traditionally covered entities of 
"payors, providers and clearinghouses" to include their business partners. 

• Mandates a  breach notification requirement for stored health information that is 
not encrypted or otherwise made indecipherable, as well as increasing penalties 
for violations 

• In August 2009, the Department of Health and Human Services (HHS) issued a 
statement specifying only "encryption and destruction as the technologies and 
methodologies that render protected health information unusable, unreadable or 
indecipherable to unauthorized individuals."
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Protected health information (PHI) of 115,143 individuals had been 

impermissibly accessed by its employees and impermissibly 

disclosed to affiliated physician office staff. This information 

consisted of the affected individuals’ names, dates of birth, and 

social security numbers.

The login credentials of a former employee of an affiliated 

physician’s office had been used to access the ePHI maintained by 

MHS on a daily basis without detection from April 2011 to April 

2012, affecting 80,000 individuals.

MHS failed to implement procedures with respect to reviewing, 

modifying and/or terminating users’ right of access, as required by 

the HIPAA Rules.

Further, MHS failed to regularly review records of information 

system activity on applications that maintain electronic protected 

health information
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June 2017



Congressional Action:

BROOKS, TROTT Introduce Legislation to Safeguard Americans’ Healthcare Technology 

During National Cyber Security Awareness Month

Oct 5, 2017

News Releases

Washington, D.C. – Today, during National Health IT Week, U.S. Representatives Susan Brooks (R-IN05) and Dave Trott (R-MI11) 

introduced the Internet of Medical Things Resilience Partnership Act, which creates a public-private stakeholder partnership to lay out a 

cybersecurity framework to protect protects Americans’ sensitive healthcare information from cyber-attacks.

“There are millions of medical devices susceptible to cyber-attacks and often times, we are wearing these networked technologies or even 

have them imbedded in our bodies,” said Rep. Brooks. “Bad actors are not only looking to access sensitive information, but they are also 

trying to manipulate device functionality. This can lead to life-threatening cyber-attacks on devices ranging from monitors and infusion pumps, 

to ventilators and radiological technologies. As the number of connected medical devices continue to grow, so does the urgency to establish 

guidelines for how to prevent these kinds of dangerous attacks…I am proud to introduce a bill with my colleague Rep. Trott that brings 

together public and private sector counterparts to address potential vulnerabilities of medical technologies.”

35

(4) APPOINTED MEMBERS.—The chairperson shall appoint to the working group a minimum of 3 qualified representatives from each of the 

following private sector categories: (A) Medical device manufacturers. (B) Health care providers. (C) Health insurance providers. (D) Cloud 

computing. (E) Wireless network providers. (F) Enterprise security solutions systems. (G) Health information technology.  (H) Web-based 

mobile application developers. (I) Software developers. (J) Hardware developers. 

10 (c) REPORT.—Not later than 18 months after the date of enactment of this Act, the Commissioner shall submit to Congress a report on 

the recommendations developed under subsection (a), including—an identification of existing cybersecurity standards, guidelines,

frameworks, and best practices that are applicable to mitigate vulnerabilities in the devices described in subsection (a); (2) an identification of 

existing and developing international and domestic cybersecurity standards, guidelines, frameworks, and best practices that mitigate 

vulnerabilities in such devices; (3) a specification of high-priority gaps for which new or revised standards are needed; and (4) potential action 

plans by which such gaps can be addressed.



Risk Management
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Security is Risk Management
Protecting against risks to Confidentiality, Availability, and Integrity of Assets

A simple network model for risk assessment:

© Copyright GE Healthcare 2018



38

Life Cycle Risk ManagementA Further Look at the Risk Function

© Copyright GE Healthcare 2018
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Risk Factors: Static vs Temporal

Change in asset value?

More threat actors?

New discovered vulnerabilities?

How can risk assessment change over time?

© Copyright GE Healthcare 2018



Assets at Risk – Connected Electronic Health Data
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Hospital Device

Hospital Network

Cloud
Aggregated Data

Electronic Health Records

Patient data Remote Devices

Remote Users

Expanded Uses

Increasing Asset Value, More Vulnerabilities…Attracts New Threats

© Copyright GE Healthcare 2018



Security Vulnerabilities

How many software security vulnerabilities were identified in 2017?
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Security Vulnerabilities

How many software security vulnerabilities were identified in 2017?

Last year was another one for the record books when it came to software 

vulnerabilities: published security flaws jumped by 31% in 2017.

The number shot up to 20,832 for the year, with nearly 40% of them with 

CVSSv2 severity scores of 7.0 and higher, according to new data from Risk 

Based Security.
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A Brief History of Cyber Threats

© Copyright GE Healthcare 2018



09 July 2015
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Two major breaches last year of U.S. government databases holding personnel records and security-clearance files exposed sensitive 

information about at least 22.1 million people, including not only federal employees and contractors but their families and friends, U.S. officials 

said Thursday.

…cyber intrusions that U.S. officials have privately said were traced to the Chinese government.

But even beyond the rising number of apparent victims, U.S. officials said the breaches rank among the most potentially damaging cyber heists 

in U.S. government history because of the abundant detail in the files. Officials said hackers accessed not only personnel records of current and 

former employees but also extensive information about friends, relatives and others listed as references in applications for security clearances 

for some of the most sensitive jobs in government.

“It is a very big deal from a national security perspective and from a counterintelligence perspective,” FBI Director James B. Comey said at a 

meeting with reporters Thursday at the FBI headquarters. “It’s a treasure trove of information about everybody who has worked for, tried to work 

for, or works for the United States government.”

Other U.S. officials said that a foreign intelligence service could use the information to identify U.S. intelligence operatives, and that China is 

suspected of stealing large amounts of data on Americans as part of a “strategic plan” to increase its intelligence collection.

Nation State Threats to Privacy?
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Healthcare Security Risk Domains
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HIPAA (USA)

GDPR (EU)

+ global

Patient Care Mission

Regulatory compliance

Ability to Provide 

Patient Care

Failure to Manage Risks:

• Patient Impact

• Business Ops Impact

• Fines

• Lawsuits

• Reputation

© Copyright GE Healthcare 2018



Preventing Shark Attacks?

All About Them

Grow Your Business by Focusing on Others

Bruce Turkel

Copyright 2016 by Bruce Turkel [@]

Shark Attack

Some brands use too much jargon or rely on fear. The Australian company Shark Attack

Mitigation Systems (SAMS) makes wetsuits, including some that are designed to protect

surfers and divers from shark attacks. The firm hired scientists to help it design camouflage

in patterns likely to repel sharks. But in reality, shark attacks are rare – resulting in only

four or five deaths worldwide each year. But, “SAMS is not investing all its money out of

a desire to keep people safe from shark attacks; they’re hoping to profit from people’s fear

of being killed in one.”
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Principle of Resilience
(the capacity to react and recover quickly)
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Resiliency – from Military Aircraft to the Smart Grid
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The Six Security Properties

52What is the threat type associated with each of these properties?



Threat Matrix – STRIDE Model
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Threats >



The Eight Security Failure Modes
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Applying Resilience to Healthcare Cyber Security

• Apply threat-based design practices

• Robust designs - Expect “unintended uses”

• Integrate controls to reduce likelihood of adverse events

• Design to mitigate the impact of adverse events

55
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Principle of Respect
(have due regard for rights, avoid harming or interfering)
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25 March 2018
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What are the allegations against Cambridge Analytica?

The data analytics firm used personal information harvested from more than 50 million Facebook profiles without 

permission to build a system that could target US voters with personalised political advertisements based on their 

psychological profile, according to Christopher Wylie, a former Cambridge Analytica contractor who helped build the 

algorithm.

How is Facebook involved in the scandal?

The social media company has received a number of warnings about its data security policies in recent years and had 

known about the Cambridge Analytica data breach since 2015, but only suspended the firm and the Cambridge university 

researcher who harvested user data from Facebook earlier this month. A former Facebook manager has warned that 

hundreds of millions of users are likely to have had their private information used by private companies in the same way.
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…a professor at Cambridge University built a Facebook app around 2014 that involved a personality quiz. About 270,000 users of the app agreed to share some of 

their Facebook information, as well as data from people on their friends list. As a result, tens of millions ended up part of this data-mining operation…Consulting 

firm Cambridge Analytica, which paid for the research, later worked with the Trump campaign to help them target advertising campaigns on Facebook, using the 

data they'd gathered on users

In 2012, the Obama campaign encouraged supporters to download an Obama 2012 Facebook app that, when activated, let the campaign collect Facebook data 

both on users and their friends…when you installed the app, "it said it would grab information about my friends: their birth dates, locations, and 'likes.' "

The campaign boasted that more than a million people downloaded the app, which, given an average friend-list size of 190, means that as many as 190 million had 

at least some of their Facebook data vacuumed up by the Obama campaign — without their knowledge or consent. This Facebook treasure trove gave Obama an 

unprecedented ability to reach out to nonsupporters. More important, the campaign could deliver carefully targeted campaign messages disguised as messages 

from friends to millions of Facebook users…The campaign readily admitted that this subtle deception was key to their Facebook strategy. "People don't trust 

campaigns. They don't even trust media organizations," Teddy Goff, the Obama campaign's digital director, said at the time. "Who do they trust? Their friends.“ 

…Obama…was collecting live data on active users right up until Election Day…

More important, the vast majority of people involved in these data-mining operations had no idea they were participating. And in the case of Obama, they had no 

way of knowing that the Obama campaign material cluttering their feed wasn't really just political urgings from their friends.

19 March 2018



Applying Respect to Healthcare Cyber Security

Transparency: Personal data shall be collected and/or used only for specified, explicit and 

legitimate purposes and not further processed in a manner that is incompatible with those 

purposes

Individual Control: The data subject must give explicit consent to the processing of personal 

health data for specified purposes

Data Minimization: Personal data collection shall be limited to what is necessary in relation to the 

purposes for which they are processed

Accuracy: Personal data shall be accurate and corrected if inaccurate

Timeliness: Personal data shall be kept for no longer than is necessary for the purposes for 

which the personal data are processed

Security: Personal data shall be processed in a manner that ensures appropriate protection 

against unauthorized or unlawful processing and against accidental loss, destruction or damage, 

using appropriate technical or organizational measures

59
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Collaboration
(working with others to achieve a desired result)
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The Flip Flop Man
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Applying Collaboration to Healthcare Cyber Security
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Systems Thinking

Security Incident Root Cause Analysis
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Let’s Make a Deal – an Exercise in Probability Theory
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Which door hides the grand prize?



Now Let’s Deal
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Root Cause Analysis - Example

66

© Copyright GE Healthcare 2018



Scenario

Hospital Operations are Shut Down Due to a Ransomware Attack

• All file on devices and in network storage are encrypted

• Malicious Threat Actors demand payment for key

• Hospital is forced to cease patient care operations until resolution 
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Root Cause Analysis – Actions and Conditions
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Vulnerability in Devices
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1
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Attachment had Malware
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2
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05 April 2018
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…a majority of security professionals in the healthcare and pharmaceutical industries admit that they have had a data 
breach because of an unpatched vulnerability for which a patch was available.

This was one startling finding of a survey of nearly 3,000 security professionals across industries and countries by the 
Ponemon Institute on behalf of ServiceNow. 

A full 77 percent of respondents said that their organizations do not have enough staff to patch vulnerabilities in a timely 
manner, while 60 percent said they would hire more staff to help with patching in the next 12 months.

However, adding cybersecurity staff may not always be possible…According to nonprofit IT advocacy group ISACA, the global 
shortage of cybersecurity professionals will reach 2 million by 2019.
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Building System Maturity - Indicators

© Copyright GE Healthcare 2018



Building a System
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From “Health Care Industry Cyber Security 
Task Force”  (June 2017)

The imperatives are: 

1. Define and streamline leadership, governance, and expectations for 

health care industry cybersecurity. 

2. Increase the security and resilience of medical devices and health IT. 

3. Develop the health care workforce capacity necessary to prioritize 

and ensure cybersecurity awareness and technical capabilities. 

4. Increase health care industry readiness through improved 

cybersecurity awareness and education. 

5. Identify mechanisms to protect research and development efforts and 

intellectual property from attacks or exposure. 

6. Improve information sharing of industry threats, weaknesses, and 

mitigations. 
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From “Health Care Industry Cyber Security 
Task Force”  (June 2017)

In health care, security and cyber risk has historically fallen 

to IT. Information governance is a relatively new concept in 

the industry and should include not just IT and security 

stakeholders, but also information stakeholders. 

Governance structures should also include clinical and non-

clinical leaders. Governance of information shifts the focus 

from technology to people, processes, and the policies that 

generate, use, and manage the data and information 

required for care. 
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Medical Device Cyber Security
Layered Execution across the Multiple Risk Domains

© Copyright GE Healthcare 2018
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In the case of cybersecurity, some decision makers use the wrong mental models to help them determine how much 

investment is necessary and where to invest. For example, they may think about cyber defense as a fortification 

process — if you build strong firewalls, with well-manned turrets, you’ll be able to see the attacker from a mile away. 

Or they may assume that complying with a security framework like NIST or FISMA is sufficient security —just check all 

the boxes and you can keep pesky attackers at bay. They may also fail to consider the counterfactual thinking — We 

didn’t have a breach this year, so we don’t need to ramp up investment — when in reality they probably either got 

lucky this year or are unaware that a bad actor is lurking in their system, waiting to strike.

The problem with these mental models is that they treat cybersecurity as a finite problem that can be solved, rather 

than as the ongoing process that it is. No matter how fortified a firm may be, hackers, much like water, will find the 

cracks in the wall. That’s why cybersecurity efforts have to focus on risk management, not risk mitigation.

…security professionals should explain cyber risk by using clear narratives that connect to risk areas that high-level 

decision makers are familiar with and already care deeply about. For example, your company’s risk areas may include 

customer data loss as well as the regulatory costs and PR fallout that can affect the company’s reputation. It’s not just 

about data corruption — it’s also about how the bad data will reduce operational efficiency and bring production lines 

to a standstill.

Some CEOs may think that security investments are for building an infrastructure, that creating a fortified castle is all 

that’s needed to keep a company safe. With this mental picture, the goals of a financial decision maker will always be 

oriented toward risk mitigation instead of risk management.



Creating an Executable System
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Medical Device Security – Where Does it Fit?
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Building in Collaboration
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Abstract

Healthcare cybersecurity is finally being recognized as critical to our ability to improve the quality 

of healthcare and access to healthcare. In May 2017 the initiation of the cyberattack known as 

"WannaCry" was a wake-up call to those who had been ignoring the problem.  But what have we 

learned? What are the real risks? How can we best address this problem? Finding solutions to this 

challenge will involve systems thinking. While engineers are uniquely qualified to find solutions, 

this is not an engineering problem. A system involving different types of risks, the pervasive weak 

link of human interactions, threat actors ranging from trusted insiders to nation states, multiple 

regulators, and stakeholders with differing priorities, all contribute to the complexity of the system. 

Developing a system to manage security risks that includes secure device design, secure 

engineering and development, secure deployment, and life cycle support, all while working 

collaboratively across technology developers, manufacturers, and healthcare delivery 

organizations, poses a unique challenge and opportunity.   
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