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* Wasson Strategics, LLC
— Has no business relationships with organizations such GE Healthcare referenced in this
presentation and makes no assumptions or claims to know the intent or have prior direct
knowledge organizations referenced or and Engineering practices. Please refer specific
questions directly to the respective enterprises.

— References to these organizations are intended to build on the contents of the INCOSE
Jan. 12, 2018 HWG webinar presentation to illustrate how 215t Systems Engineering might
have been or can be applied to healthcare situations and medical products development.

— Limit of Liability/Disclaimer of Warranty: While the presenter has used his best efforts in
preparing this presentation, he makes no representations or warranties with respect to the
accuracy or completeness of the contents of this presentation or book and specifically
disclaim any implied warranties of merchantability or fitness for a particular purpose.

You should consult with a professional where appropriate. Neither the presenter nor
Wasson Strategics, LLC shall be liable for any loss of profit or any other commercial
damages, including but not limited to special, incidental, consequential, or other damages.

The concepts, principles, methodologies, diagrams, or processes created by the author
and disclosed herein may not be used as the foundation, infrastructure, or development of
software products and tools of any kind, marketing or training materials, or services without
the prior written permission or licensing of Wasson Strategics, LLC.
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Engineering
Institutions

Industry

Government

« Experience — Private Clientele
— Major SE & International Corporations
— US Government

+ Business Competencies:
— Multi-Discipline Systems Engineering (SE)
— Technical Project Management
— Organizational Development (OD)
— Team Development

System Engineering

Analysis, Design, and Development

+ Clients — Private
— Aerospace & Defense (A&D)
— Biomedical Products
— Energy - Oil & Gas
— Automotive & Transportation
— Telecommunications

WILEY

* Business is an outgrowth of SE Textbooks
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+ 21st Century System Engineering

Introduction

* Understanding the Role of SE’s System Elements in
Medical Device / Product Architecture Development

* Understanding How Poor System Design is a Major
Contributor to Human Error

* Summary

c Q&A
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System Engineering
Analysis, Design, and Development

21st Century
Systems Engineering

Objective

Linking SE Concepts to Healthcare Services
and Medical Products Development

WILEY

© 2004 — 2018 by Wasson Strategics, LLC All Rights Reserved 8
written ission of Wasson ics, LLC or its legal assigns.

Unauthorized reproduction of this material is prohibited without the

INCOSE Healthcare Working Group (HWG) Webinar - March 23, 2018
21st Century SE — What’s Different?

21st Century
“Engineering the System”
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Traditional
“Engineering the Box”

“Forces of Nature” ,
The User’s System

“Forces of Nature”

“Forces of
Human Nature”

System,
Product, or
Service

ﬁEducational System
“Forcing Function” Traditional

Engineering “Engineering the Box”
“[TIhe profession in which knowledge of the \ /

mathematical and natural sciences gained by
study, experience, and practice is applied with O
judgment to develop ways to utilize economically Devt.-zlope_r
the materials and forces of nature for the Engineering
benefit of mankind.” [Prados (ABET), 2007] Paradigms
Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles, and Practices, p.

9, New York: John Wiley & Sons, Inc.
9

© 2004 — 2018 by Wasson Strategics, LLC All Rights Reserved
Unauthorized reproduction of this material is prohibited without the written ission of Wasson ics, LLC or its legal assigns.

Syst
= Product o -

© 2004 — 2018 by Wasson Strategics, LLC All Rights Reserved
Unauthorized reproduction of this material is prohibited without the expressed, written permission of Wasson Strategics, LLC

or its legal assigns.



INCOSE Healthcare Working Group Webinar - March 23, 2018
Leveraging 21st Century SE Concepts, Principles, and Practices to
Achieve User, Healthcare Services, and Medical Device Development Success
Presenter — Charles Wasson, ESEP

Wasson M

STRATEGICS ¢

INCOSE Healthcare Working Group (HWG) Webinar - March 23, 2018

21st Century Systems Thinking

‘Wasson B

STRATEGICS*°

Traditional
Engineering the “Box”

21 Century
Engineering the “System”

https://tse4.mm.bing.net/th? Source: Dietz, Doug (2018), INCOSE Healthcare Working Group
id=0IP.IN6aNDLkzVIRVLhrtwVLpAAAAA&W=2228h=1718&c= (HWG) Webinar, Jan. 12, 2018, Milwaukee, WI: GE Healthcare.
78&0=58&pid=1.7
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« INCOSE System Definition’

— An integrated set of system elements, subsystems, or
assemblies that accomplish an objective.

m Engineerin,

Development

+ Wasson System Definition?

— An integrated set of interoperable elements or entities,
each with specified and bounded capabilities,

s configured in various combinations that enable specific

behaviors to emerge for Command and Control (C2)

by Users to achieve performance-based mission

outcomes in a prescribed operating environment

with a probability of success.

Sources:
1. INCOSE (2015), Systems Engineering Handbook, (SEH v4.0), Appendix C Terms and Definitions,
p.265, San Diego, CA: International Council on Systems Engineering (INCOSE).

2. Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts,
Principles, and Practices, p. 2, New York: John Wiley & Sons, Inc.
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Duality of System User & End User Roles

+ System User Role

— An individual, organization, or Enterprise that operates,
Sz:)t:::}l I?lﬂgille‘eyﬂeml;‘i‘:’l\:g commands and controls (C2) a system or provides inputs

o —data, consumables an expendables, raw materials, or pre-
processed materials.

* As aresult of system usage under their control, Users control
system outputs to provide results such as information, data,
reports, and End Users to perform their tasks or make decisions.
Users may require proficiency training and possibly
certification
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WILEY

+ System End User Role

— An individual, organization, or Enterprise that derives
benefits directly or indirectly from a system and/or its
products, services, or by-products.

* End Users may or may not require training for reading,
interpreting work products / results.

*Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development:
Concepts, Principles, and Practices, p. 84, New York: John Wiley & Sons, Inc.
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STRATEGICS “° . . Enterprise Roles, Missions, & System A.ppllcatlons 5/16/15
Mission Systems and Enabling Systems
“Fitness for “Fitness for
Use” Standards Use” Standards
i and Acceptance . and Acceptance
Operatl_ng Criteria Operating Criteria
Constraints — Constraints _—
l : L
Mission System Products, Mission System Products, i
Resources #1 By-Prod.ucts, Resources #2 By-Prod.ucts, 1 Etc.
& Services & Services {
I
[y System System
Responses Responses
Enterprise Enterprise

Mission System
(Producer Role)

Mission System
(Producer Role)

1
1
1
1
1
1
Resources 1 Resources
1
1
1
1
1
1
1
1
.

1
Enabling System Enabling System
(Supplier Role) (Supplier Role)

Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,
and Practices, Figure 4.1, p.80, New York: John Wiley & Sons, Inc.
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Webinar Topic #1
How Agile Development methods
coupled with Use Cases (UCs) and
Scenarios enable a better identification,
understanding, definition of stakeholder
operational needs, capabilities, and

WILEY
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More than Temperature, Humidity, Shock, etc.
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We met...
/ Scared families trying not to fall
/ epert during a hospital visit.

We were amazed to realize...
They have to sedate 80% of the children so they don't
panic and can hold still for their scan.

| ‘ - conversation in the car ride home.
i y Mens e 4. i
“":::‘.3'-...:" €O e address this?
L4 sy S ‘® -
S 4
PY="3 FL-4 ““ @ ‘ \ . ‘L wp
‘_‘ﬁm.,‘o o By a ‘» - w9 !...

Source: Dietz, Doug (2018), INCOSE Healthcare Working Group (HWG) Webinar, Jan. 12, 2018, Milwaukee, WI: GE Healthcare.

© 2004 — 2018 by Wasson Strategics, LLC All Rights Reserved 1 7
Unauthorized reproduction of this material is prohibited without the written ission of Wasson ics, LLC or its legal assigns.
© 2004 — 2018 by Wasson Strategics, LLC All Rights Reserved

Unauthorized reproduction of this material is prohibited without the expressed, written permission of Wasson Strategics, LLC
or its legal assigns.



INCOSE Healthcare Working Group Webinar - March 23, 2018
Leveraging 21st Century SE Concepts, Principles, and Practices to
Achieve User, Healthcare Services, and Medical Device Development Success
Presenter — Charles Wasson, ESEP

Wasson s

STRATEGICS ™ /7

INCOSE Healthcare Working Group (HWG) Webinar - March 23, 2018 3/21/18

‘Wasson

STRATEGICS* //
4 Agile Application - Author’s Perspective*

Agile Development Sprint Work Cycle

* May or may not be GE’s perspective or intent.

@ it pn @
BAEAR 0

Sprint
Conduct Establish Backlog
Sprint Sprint Task
Retrospective Backlog

+ Task Priority #1
Pg;:::f’ + Task Priority #2
Baklog | TKPIOry 3

[[[h' Decrement

Sprint  Sprint Task
Backlog _ Backlog

Sprint Backlog

\ ==
" Build to Learn

“Ihe person in the meeting with a prototype WINS" \
L o . m N\ 3 Demo & Release Aﬁ
: \ é% Task Work

Product(s) " PTra:gkrsess

* Internal

* External Review
Yoducts (I Meet
A Products ecting

| | © 2015 Wasson Strategics, LLC

Sources:
1. Dietz, Doug (2018), INCOSE Healthcare Working Group (HWG) Webinar, Jan. 12, 2018, Milwaukee, WI: GE
Healthcare.
2. Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles, and
Practices, Figure 15.9, p.335, New York: John Wiley & Sons.
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Source: Dietz, Doug (2018), INCOSE Healthcare Working Group (HWG) Webinar, Jan. 12, 2018, Milwaukee, WI: GE Healthcare.
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User Stories, Use Cases, and Spec Regmts
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A

End Users - Mission System / Enabling System

Enabling System — Administrators, Trainers, Maintainers

Operators - Mission System / Enabling System(s)

+ Customers Index Card
+ Stakeholders (Front Side) Success Required
Q Users Scenarios Capabilities System
QO End Users User Story ’ Performance
Ay (role), we need arv... “ System Specification
XYZ (goal or obfective) ... Use Cases (SPS)
that will enable usto-.... Alternate
— | Scenarios
.. (reason) :
1.0 INTRODUCTION
Index Card Use Case Descriptions :2,‘8 :Ezﬁ'f;g,ﬁsﬁm
(Back Side) Document . 31
User Story Validation + UC Title 3.2 Capabilities
. * UC Outcome 3.2.1 Capability #1
Twould tost thisby... + UG Description 3.2.2 Capabilty #2
measuring X and ther ... + UC Actors 71 32_ ..
comparing the result tor... + Pre-Conditions //' 3.2.n Capability n
+ Main Success Scenano/ /
O Steplr ions
+ Alternate Scenarios
Where O Step Interactions’
+ MBSE = Model-Based Systems Engineering + Post-Conditions m
« Etal

Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,
and Practices, Figure 15.10, p. 338, New York: John Wiley & Sons, Inc.
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System Engineering
Analysis, Desi al:d velopment
Webinar Topic #2
Understanding the relevance, criticality,
and application of the SE System
k Elements to Reason’s (Swiss Cheese)
Ay Accident Trajectory Model for Healthcare
wiLey and Medical Products system, product,
and services development.
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INCOSE’s Definition of System Elements
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System An integrated set of elements, sub-
systems, or assemblies that accomplish
a defined objective. These elements
include products (hardware, software,
firmware), processes, people, informa-
tion, techniques, facilities, services,
and other support elements (INCOSE)
A combination of interacting elements
organized to achieve one or more stated
purposes (ISO/IEC/IEEE 15288)

System element Member of a set of elements that
constitutes a system

Source: INCOSE (2015), Systems Engineering Handbook, (SEHv4.0), Appendix C Terms and
Definitions, p.265, San Diego, CA: International Council on Systems Engineering (INCOSE).
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System Elements
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s S——— + System Element

t
e Detgn s Deveopoint — Alabel applied to classes of entities that comprise
a System of Interest’s (SOI's) Mission System and
Enabling System(s), Higher Order Systems, or
Physical Environment domains.

+ System Elements consist of:
— Personnel

sy — Equipment

— Mission Resources

— Procedural Data

— System Responses

— Facilities

Sources: N

1. Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles, and
Practices, p. 52, New York: John Wiley & Sons, Inc.

2. Photo - https://almanac.upenn.edu/archive/volumes/v58/n16/images_n16/ryan-vet.jpg
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Example — System Performing Entities
System Elements
Composed of
Level 1 System
Sretam peromng tniy | EEEEmE) [wR[PD]P[EQ[SR]F]
. Specific Product
L 12 1. c o of System Elements*
eve Product Level omposecd o
System Performing Entities _ | MR | PDl P | EQ | SR | F |
1 Specific Subsystem
= System Elements *
Level 3 Subsystem Level Composed of
System Performing Entities _ | MR | PDl P | EQ | SR | F |
1. Specific Assembly
=~ System Elements*
Level 4 Assembly Level Composed of 4
System Performing Entities _ | MR | PDl P | EQ | SR | F |
1.+ Specific Subassembly
Level 5 Subassembly Level | Composed of MR[PD| P [EQ[SR[F
System Performing Entities
Where:
» EQ = Equipment * P = Personnel
Level 6 * F = Facilities + PD = Procedural Data
System * MR = Mission Resources + SR = System Responses
« *=As Applicable
Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,
and Practices, Figure 8.14, p. 194, New York: John Wiley & Sons, Inc.
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System Element Level Task Interactions Model

—— 500 USER-CENTERED SYSTEM DESIGN (UCSD)

HIGHER ORDER SYSTEMS . . . _ i
Operating Environment Where: Q = Stress Point

MISSION SYSTEM

« Communications

] « Training or ENABLING SYSTEM
Mission « Tasking
Resources ‘ « Workload
J * Resources, et al
@ External Systems

PROCEDURAL DATA

PERSONNEL

Operator, o Q
Maintenance, Equipment
etal “ “  Hardware Flessys(!:::es
Manuals @ « Software P
. : * Responses
.E(I)er::- t[?: e * Operators * No Response
« Hard © * Maintainers + Odors
.aét(;t:py * Trainers, et al « Noises
* Moisture
*Heat/ Fire
«Etal

Figure 24.6  MissION SYSTEM or ENABLING SysteM Tasking Model

Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,
and Practices, Figure 24.6, p. 500, New York: John Wiley & Sons, Inc.
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Reason’s Swiss Cheese - Barriers and Safeguards

O Higher Order
Systems
@ Accountability
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Potential

Hazards

« Errors

* Mistakes

* Weaknesses
« Lapses ~]
* Workload
« Fatigue
« Stress

« Etal

Incident or
Accident

Static
Latent Defects
Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,

and Practices, Figure 24.1, p. 486, New York: John Wiley & Sons, Inc.
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The Importance of Fault Containment
Wasson (2016), Figure 26.8, p. 561.
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Propagation

Dormant Active

Undiscovered Undiscovered

and not and
propagating propagating
> Latent
E Examples Examples
g fy, 5, f4 f,, fs5, fg
b Discovered .
a and not Discovered .
8 propagating and propagating
Detected
Examples Examples
f8
f7
fault = fn
failure = Fx

fault trajectory ——

detected fault - [_| System Boundary

Source: Heimerdinger and Weinstock (1992), A Conceptual Framework for System Fault Tolerance, Technical Report
CMU/SEI-92-TR-033/ESC-TR-92-033, Software Engineering Institute (SEI), Pittsburgh: Carnegie-Mellon University
(CMU).Used with Permission.
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System Engineering

Analysis, Design, and Development
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Webinar Topic #3

Understanding how poor System Design
influences operator actions that may lead
to system, product, or service failures

. that are often erroneously blamed on
weer “human error” as the “single root cause.”
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Usability - Human “Fitness for Use”

The DESIGN
of EVERYDAY
THINGS

DON
NORMAN
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Poor System Design - Simple Example
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In sending a text message, have you ever reached the end of a line,
decided to manually replace the previous word, and inadvertently touched
the SEND button?

il ATAT & 911 AM % 00% wm)

New Message Cancel

To:

B Justfollowingup| @ I

gwe rr tyuiop

123 [} space return

Imagine being half way to Mars and this happens leading to catastrophic
event or during surgery with a medical device?
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Poor System Design Induced Human Error
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Reality Perception
WHAT we need and What WE THINK
HOW we want to use it the customer REALLY NEEDS and
HOW they SHOULD use it
Mental Conﬂ iC Mental Mental Mental
Models ' \ Model Model Model
7 g ¢
EE ME HF
Designer Designer Designer
ﬁnzaou(i:c;ifeot] ?ebpyr:gizzgg S:Q:‘izg::ie&:;(l:is prohibiledA ‘\I!/iﬁ:gms":?eeserved written ission of Wasson LLC or its legal assigns. 40
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Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,
and Practices, Adapted from FAA's and NASA's Version of Meister’s (1971) Human Factprs - Interactions Model,
Figure 24.9, p. 502, New York: John Wiley & Sons, Inc.
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Figure 24.12 Generalized SysML™ Activity Diagram Model of Personnel-Equipment
Task Interactions

Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,

and Practices, Figure 24.11, p. 505, New York: John Wiley & Sons, Inc.
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BIRATHGIGR" Reason’s Error Classifications Applied to System Design

Wasson (2016), Figure 24.2, p. 489.

r— )
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1

Intended | |[c-=-=-====-=-= 1 Knowledge-Based Mistakes
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Violations

Routine Violations

« Exceptional violations \ /

* Acts of sabotage

Adapted from Reason, J.T. (1990). Human error. Cambridge, England: Cambridge University Press.
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Barriers and Safeguards to Prevent Incidents
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Incident or
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Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: Concepts, Principles,
and Practices, Figure 24.1, p. 486, New York: John Wiley & Sons, Inc.
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Traditional
Engineering the “Box”

21 Century
Engineering the “System”

—

7’8

https://tse4.mm.bing.net/th? Source: Dietz, Doug (2018), INCOSE Healthcare Working Group

id=OIP.IN6aNDLkzVIRVLhrtwVLpAAAAA&W=222&h=171&c= (HWG) Webinar, Jan. 12, 2018, San Diego: INCOSE
78&0=58&pid=1.7
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System / Entity Element Architecture
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. Be advised that some organizations erroneously view SOFTWARE as a peer
---------- = Logical Interface  Element to EQUIPMENT.

Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: concepts, Principles, and

Practices, Flgure 8.13 p. 192, New York: John Wiley & Sons, Inc.
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Source: Wasson, Charles S. (2016) System Engineering Analysis, Design, and Development: concepts, Principles, and
Practices, Figure 24.1, p. 486, New York: John Wiley & Sons, Inc.
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Questions & Answers

Wiley Series in Systems Enginsering and Management
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System Engineering

Analysis, Design, and Development
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INCOSE Healthcare Working Group
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