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Abstract 

This paper proposes a process approach for the in-
tegrated application of three major ISO stand-
ards—ISO/IEC/IEEE 15288 (systems and software 
engineering), ISO 26262 (functional safety), and 
ISO/SAE 21434 (cybersecurity) across the entire 
system lifecycle to ensure safety and security in 
automotive system development. Specifically, 
based on the technical processes of ISO/IEC/IEEE 
15288, the functional safety processes of ISO 
26262 and the cybersecurity processes of ISO/SAE 
21434 were systematically mapped to design an 
integrated process framework that eliminates du-
plication and inefficiency. 

The proposed approach integrates the processes 
and deliverables of the three standards hierarchi-
cally, from the system context level down to sub-
system and component levels. It derives safety 
and security goals and requirements through 
stakeholder requirements, functional definitions 
based on Nominal Scenarios, and risk analysis 
(HARA/TARA) for Off-Nominal Scenarios, thereby 
forming an integrated architecture. This system-
atic method aims to reduce development process 
duplication, shorten lead times, lower develop-
ment costs, and improve product quality com-
pared to conventional separate approaches. 

Using an Electric Parking Brake (EPB) system as a 
concrete example, we conducted an investigated 
following the proposed integrated process. This 
demonstrated a design that integrates safety and 
security functions into the architecture, consider-
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ing the EPB's main functions and external com-
munication capabilities, achieving both reduced 
risk of unintended brake release and counter-
measures against cyberattacks. 

This approach contributes to establishing a devel-
opment process that ensures high reliability and 
safety for increasingly complex vehicle systems. It 
does so by integrating functional requirements, 
safety and security measures previously consid-
ered separately based on systems engineering 
principles. This provides an effective means to 
build safe and secure vehicle systems while main-
taining compliance with international standards. 

Keywords 

Automotive, Process Integration, Functional 
safety, Cybersecurity, Vee model 

Introduction 
The automotive industry is undergoing a major 
transformation due to advances in CASE (Con-
nected, Autonomous, Shared, and Electric) tech-
nologies. As a result, vehicle systems are becom-
ing increasingly complex and require rigorous en-
gineering practices to ensure safety, security and 
reliability. Therefore, standards such as 
ISO/IEC/IEEE15288 (systems and software engi-
neering), ISO26262 (functional safety) and 
ISO/SAE21434 (cybersecurity) have emerged as 
important frameworks. However, applying these 
standards individually can lead to duplication and 
inefficiencies throughout the development pro-
cess, resulting in issues such as increased lead 
times, redundant documentation, prolonged de-
velopment periods, and increased development 
effort. Existing studies have attempted to bridge 
ISO/IEC/IEEE15288 and automotive safety stand-
ards with Model-Based Systems Engineering 
(Nolte & Maurer, 2025) and to extract safety and 
security requirements simultaneously using 
SysML models (Nolte, Stein & Vietor, 2025). Nev-
ertheless, many of these studies have focused on 
the alignment of specific phases and deliverables 
(Macher, Messnarz & Armengaud,2017), lacking a 
comprehensively integrated process structure 
across the life cycle and not showing specific ex-
amples of application of the approach. 

In this paper, we propose an integrated approach 
that systematically maps ISO26262 and 
ISO/SAE21434 to the systems engineering process 
of ISO/IEC/IEEE15288 as an activity for providing 
value to users, which is the purpose of system de-
velopment. Therefore, based on the principles of 
the system life cycle described in 
ISO/IEC/IEEE15288, we adopt a process approach 
for integration activities and deliverables across 
the entire set of technical processes and demon-
strate the validity of this approach through a spe-
cific case.  

Integration of ISO standards 
based on Vee model pro-
cess Format 

Details and features of the inte-
grated approach: 

In this paper, the technical process of 
ISO/IEC/IEEE15288 is adopted as the foundational 
framework to integrate the three ISO standards. 
This standard provides a high-level abstraction 
process of system design processes that encom-
passes the entire product development life cycle. 

Within the framework of this process, functional 
safety from ISO26262 and cybersecurity from 
ISO/SAE21434 are incorporated into the technical 
process. Since both standards are essentially 
based on a systems engineering approach, it is 
reasonable to consider them as integrated pro-
cesses based on ISO/IEC/IEEE 15288. Reference is 
made to the INCOSE Systems Engineering Hand-
book v5 to complement the foundational frame-
work, and the overall map of the process organized 
in this paper is shown in Figure 1. Automotive-
SPICE (Macher, Schmittner, Dobaj, Armengaud, & 
Messnarz, 2020) was considered in the drafting of 
Figure 1. 

Figure 1 is structured into three levels: system 
context level, system/subsystem/component level, 
and hardware/software component level. At each 
level, the processes defined by ISO/IEC/IEEE 
15288 — such as requirements definition, system 
analysis, architecture design, and verification — 
are shown in blue. On this foundation, the pro-
cesses defined by ISO 26262 for functional safety 
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(green) and ISO/SAE 21434 for cybersecurity (pur-
ple) are mapped. For example, the system analysis 
process in ISO/IEC/IEEE 15288 significantly over-
laps with the HARA process in ISO 26262 and the 
TARA process in ISO/SAE 21434. Integrating these 
processes reduces redundant work. Furthermore, 
the safety goals, security goals, requirements def-
inition, design, and verification activities from 
each standard are hierarchically linked, ensuring 

consistency throughout the entire development 
process. When creating the diagram, practical ap-
plication was considered and Automotive- SPICE 
was also referenced. Consequently, it is an inte-
grated process map that considers not only theo-
retical integration but also applicability in devel-
opment environments. This provides a framework 
that supports efficient automotive system devel-
opment while achieving both safety and security. 

 

 

Figure 1. Overall Process Map

Basic Process (ISO/IEC/IEEE 
15288). 

This standard is an international standard for sys-
tems life cycle processes, provides best practices 
in systems engineering and defines development 
activities across all life cycle phases. This paper 
covers Section 6.4: Technical process. 

Functional Safety (ISO26262). 

These standard outlines safety management 
measures throughout the vehicle life cycle of an 
E/E system, defines safety goals and safety re-
quirements at the system, hardware and software 
levels based on risks identified through hazard 
analysis and risk assessment (HARA), and details 

appropriate development processes, verification 
methods and evaluation criteria. This paper fo-
cuses on the analysis of the process defined in 
ISO26262 Clause 3, which aligns with the scope of 
the Technical Processes defined in ISO/IEC/IEEE 
15288. By comparing the inputs and outputs of 
Clause3 with those of ISO/IEC/IEEE15288, it was 
clarified that the processes in Clause 3 of 
ISO26262 are included within ISO/IEC/IEEE15288. 
For example, the inputs and outputs of ISO 26262 
Clause 3-5 are included in those of ISO/IEC/IEEE 
15288 Section 6.4.4, system architecture defini-
tion process. Similarly, some of the processes of 3-
6 Hazard analysis and risk assessment in ISO26262 
were included in the inputs and outputs of the 
6.4.6 systems analysis process in 
ISO/IEC/IEEE15288. 
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Cybersecurity (ISO/SAE21434). 

Given the growing threat of cyber attacks in the 
automotive industry, this standard provides a 
framework for cybersecurity risk management 
across the entire vehicle life cycle, and defines and 
details the requirements, including policies, 
structures, responsibilities, and resource alloca-
tion, required for an organization's cybersecurity 
management. This paper focuses on the analysis 
of the process defined in Article 9 of 
ISO/SAE21434, which is in the same scope as the 
process defined in the Technical Process of 
ISO/IEC/IEEE15288. Comparing the inputs and 
outputs of Article 9 with those of 
ISO/IEC/IEEE15288, it was clarified that the pro-
cesses contained in Article 9 of ISO/SAE21434 are 
contained in ISO/IEC/IEEE15288. For example, 
functions, internal operations, and cybersecurity 
requirements required for cybersecurity goals, 
which are the outputs of the 9-5 cybersecurity 
Concept in ISO/SAE21434, are included in the out-
put of the 6.4.3 System Requirements Definition 
Process in ISO/IEC/IEEE15288. Similarly, the im-
plementation of risk analysis and the determina-
tion of risk response options based on the item 
definition of Cybersecurity goals for items 9-4 in 
ISO/SAE21434 are considered to correspond to the 
6.4.6 system analysis process in 
ISO/IEC/IEEE15288. 

Proposed integrated ap-
proach 
This paper describes the details and features of the 
integrated approach, which organizes the rela-
tionship between process and deliverables from 
the viewpoint of 3 standards, focusing on 
ISO/IEC/IEEE15288. 

System Context Level. 

Figure 2 shows the process at the system context 
level. Vehicle systems are defined through the 
stakeholder needs and requirements definition, 
system requirements definition, and architecture 
definition processes of ISO/IEC/IEEE15288. In 
product development, functions are initially de-
fined based on nominal scenarios that address 
stakeholder needs. Among the functions or logical 

system elements defined in this context to realize 
these functions, those related to functional safety 
of electronic components and software can be de-
fined as items in ISO26262, and those related to 
cybersecurity can be defined as items in 
ISO/SAE21434. (①). 

Next, risk analysis for an unintended off-nominal 
scenario in the operational environment for the 
items defined here is conducted as part of the 
ISO/IEC/IEEE15288 6.4.6 System Analysis process. 
This corresponds to Hazard Analysis and Risk As-
sessment (HARA) for functional safety and Threat 
Analysis and Risk Assessment (TARA) for cyberse-
curity, resulting in the definition of safety goals 
and cybersecurity goals as stakeholder require-
ments. (②) 

Through the system requirements definition pro-
cess again to address the additional stakeholder 
requirements (Safety Goal/cybersecurity Goal), 
the functional safety requirements of 3-7.4. 2 of 
ISO26262  and the cybersecurity requirements of 
9.5 of ISO/SAE21434  are defined as the vehicle-
level system requirements of ISO/IEC/IEEE15288  
(③). And the architecture definition processes of 
the three standards are integrated to define the 
vehicle-level architecture that satisfies the addi-
tional system requirements (functional safety and 
cybersecurity requirements). (④) 

System/Subsystem/Component 
Level. 

Figure 3 illustrates the process at the system, sub-
system, and component levels. Similar to the sys-
tem context level, system requirements for nomi-
nal scenarios are received, and functions of sub-
systems, components, or logical system elements 
are defined through the system requirements def-
inition and architecture definition processes of 
ISO/IEC/IEEE 15288  (⑤). Risk analysis for the off-
nominal scenarios is performed from both func-
tional safety and cybersecurity viewpoints 
through the 6.4.6System Analysis process. The 4-
6Technical Safety Concept for functional safety 
and the 10.4.1 design for cybersecurity standards 
correspond to the system requirements definition, 
architecture  
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Figure 2. Correspondence Relationship of the Three Processes 

 - System Context Level 

 

Figure 3. Correspondence Relationship of the Three Processes 
- System/Sub system/Component Level
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definition, and system analysis at the subsys-
tem/component level. And the technical safety re-
quirements for functional safety and the cyberse-
curity requirements for cybersecurity are defined 
as subsystem-level system requirements.  (⑥). 

The architecture definition processes of the three 
standards are integrated to define the subsystem-
level architecture that satisfies these additional 
system requirements (Technical Safety Require-
ments/Cybersecurity Requirements). (⑦) 

Based on the above, the technical advantages of 
this integrated approach include the ability to 
handle Nominal/Off-Nominal scenarios within a 
common analytical framework. This enables the 
extraction of functional safety (HARA) and cyber-
security (TARA) requirements through a single 
process, allowing for architecture design that 
comprehensively captures requirements. Conse-
quently, design consistency and quality are en-
hanced. 

Application of this approach 
In this section, we examine the validity of our ap-
proach by using a typical EPB system as a case 
study. In this case, the EPB system electronically 
controls the parking brake of the vehicle, and the 
driver can hold or release the brake by, for exam-
ple, pushing a button, removing the need to con-
tinuously depress the brake pedal, reducing the 
risk of the vehicle moving unintentionally, espe-
cially on a slope or at a traffic stop, thereby im-
proving safety and convenience. When the driver 
turns on the EPB system, the control unit activates 
the electric motor based on various inputs and 
forces the brake caliper to press the brake pad 
against the brake disc to hold the vehicle station-
ary. When the driver depresses the accelerator pe-
dal while the EPB is in operation, the stop holding 
state of the vehicle is released. 

Basic architecture of the EPB 
system 

This paper is an integrated approach covering 
ISO/IEC/IEEE15288 Section 6.4: Technical Pro-
cesses and their corresponding ISO26262 and 

ISO/SAE21434, starting with defining the basic ar-
chitecture of the EPB system through 
ISO/IEC/IEEE15288 Section 6.4: Technical Process 
Stakeholder Needs and Requirements Definition, 
System Requirements Definition, and Architec-
ture Definition processes. Kono and Nishimura 
also refer to the integrated approach of basic ar-
chitecture (ISO/IEC/IEEE15288) and functional 
safety (ISO26262) based on the EPB systems (Kono 
& Nishimura, 2021). In this paper, we will present 
specific examples that further include cybersecu-
rity (ISO/SAE 21434). However, for the sections on 
basic architecture and functional safety, we will 
refer to the contents of the paper by Kono and 
Nishimura.   

Based on the use cases and system requirements 
of the EPB system, Figure 4 shows the result of ar-
ranging the basic architecture of the EPB system 
from the viewpoint of static structure, and Figure 
5 shows the intended flow of operation of each 
function from the viewpoint of behavior. In this 
case, Vehicle fixation system in Figure 4 (blue 
block in the figure) is the main function element 
of the EPB system and Generate brake torque of 
parking brake in Figure 5 is the main function de-
rived from the system requirements, as indicated 
by the red blocks in the figure. There is also a Fix-
ation release function and an Anti-sliding down 
function as secondary functions to the Vehicle fix-
ation system and the FixSysIF function, which ac-
cepts actions at the timing intended by the driver. 
Furthermore, since the anti-sliding down function 
requires a driving force to move the vehicle, inter-
action with the Powertrain system is considered. 
In addition, other system is also arranged assum-
ing that there is a system to monitor the fixed 
state of the vehicle and receive notification. In ad-
dition, although not directly derived from the sys-
tem requirements, Telecommunication Equip-
ment/Server, which interfaces with the vehicle as 
an external communication device (e.g., 
smartphone) or server (e.g., data center) as part of 
the external context, is added from the viewpoint 
of considering cybersecurity. These figures are 
modified from those of Kono and Nishimura. 

In this case, the scope of the functional architec-
ture shown in Figures 4 and 5 correspond to the 
item definition in ISO26262 Section 3-5. 
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Figure 4. Basic Functional Architecture of the EPB System (Static Structure) 

 

Figure 5. Basic Functional Architecture of the EPB System (Behavior)

Functional safety of the EPB sys-
tem 

Based on the aforementioned basic architecture 
with ISO/IEC/IEEE15288, functional safety analy-
sis is conducted according to ISO26262. The func-
tions already defined correspond to ISO26262: 3-
5, and the function brake torque generation of 
parking brake is used as an example, referencing 
the hazard analysis by Kono and Nishimura. A sce-
nario is considered in which the parking brake is 

released when the vehicle is attempting to accel-
erate with high drive torque. If the release opera-
tion of the parking brake is longer than expected 
due to a failure, the vehicle may suddenly start to 
move due to the high driving torque. And it causes 
a hazardous situation that such unintended sud-
den acceleration can cause collisions with other 
vehicles and persons/objects (corresponding to 
ISO26262: 3-6.4.2). The safety goal is then set to 
prevent unintended sudden acceleration (corre-
sponding to ISO26262: 3-6.4. 4). To achieve the 
safety goal, the difference between the actual 
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driving torque and brake torque should be de-
tected, and the functional safety requirements are 
derived to either advance the timing of brake re-
lease or limit the driving torque (corresponding to 
ISO26262: 3-7.4. 2). The safety mechanisms to 
satisfy the functional safety requirements are dis-
cussed in the later integrated architecture section. 

Cybersecurity of the EPB System 

Based on the aforementioned definition with 
ISO/IEC/IEEE15288 and ISO26262, the cybersecu-
rity analysis is conducted according to 
ISO/SAE21434. The same scenario as the func-
tional safety analysis is reused and analyzed from 
the cybersecurity perspective. As mentioned 
above, the vehicles interface with external com-
munication devices and servers, which can expose 
them to threats. The assets involved as the Vehicle 
fixation system and Powertrain system are defined, 
and the damage scenarios are analyzed (corre-
sponding to ISO/SAE21434: RQ-09-01). Threat 
scenarios include data falsification of the driver's 
intended operation through the communication 
interface and impersonation of control of the 
powertrain system through the communication 
interface. If there is a sudden loss of brake torque 
due to such a threat and high driving torque exists, 
as in the functional safety analysis results, there is 
a possibility of causing some kind of collision due 
to unintended sudden acceleration. To mitigate 
these risks, the cybersecurity goals are defined 
(corresponding to ISO/SAE21434: RQ- 09-03/04), 
and the functional cybersecurity requirements to 
detect input data tampering and control imper-
sonation are derived (corresponding to 
ISO/SAE21434: RQ-09-08). The cybersecurity 
mechanisms to satisfy the functional cybersecu-
rity requirements are also discussed in the later 
integrated architecture section. 

Integrated Architecture of the 
EPB System 

The architecture that integrates functional ele-
ments to meet functional safety and cybersecurity 
requirements is shown in Figure 6. A key feature 
of this diagram is the visual representation of how 
the various components within the EPB system 
collaborate to fulfill both functional safety and cy-
bersecurity requirements. 

Specifically, the risk of unintended acceleration 
under high levels of drive torque and prolonged 
parking brake release due to a failure is identified 
from a functional safety perspective, and the func-
tional safety requirements for detecting the differ-
ence between drive torque and brake torque and 
implementing feedback control are shown in 
green blocks. This function is placed on the Vehi-
cle fixation system to monitor and control the ve-
hicle's fixed state during brake release. In addition, 
cybersecurity requirements to prevent data tam-
pering and falsification are shown in purple blocks, 
and this feature is located close to the input of the 
powertrain system and the Vehicle fixation system 
to ensure early detection of external tampered 
data and commands and make the system more 
secure. By considering functional safety and cy-
bersecurity requirements within the same struc-
tural framework based on the basic architecture, it 
is possible to reduce redundancy in separate pro-
cesses and improve the efficiency of the develop-
ment process. Traditionally, the definition of 
functional requirements and the implementation 
of safety and security measures have been pursued 
separately, posing challenges to achieving optimal 
system configurations. This approach ensures the 
safety and security of increasingly complex vehi-
cle systems, while simultaneously reducing devel-
opment costs, improving product quality, and en-
hancing compliance with standards. In other 
words, it enables the improvement of develop-
ment process efficiency.
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Figure 6. Integrated Functional Architecture of the EPB System

Conclusion 
The proposed integrated approach enables con-
sistent consideration of the system by overlaying 
functional safety and cybersecurity onto the basic 
architecture. It provides an effective method for 
designing systems that operate safely and securely 
and offers a process for achieving high reliability 
and safety in increasingly complex vehicle sys-
tems.  

However, the current study primarily focuses on 
static architecture structure diagrams and does 
not fully address functional extraction based on 
use cases or dynamic state transitions of the sys-
tem as described in ISO/IEC/IEEE15288. Future 
work should integrate these perspectives into 
functional safety and cybersecurity studies. To 
avoid redundant efforts, further advancement of 
integration approaches is necessary.  

Furthermore, we are considering integrating the 
fourth standard, ISO 21448: Safety of The In-
tended Functionality (SOTIF), into this approach, 
using Advanced Driver Assistance Systems 
(ADAS) as a case study. 
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