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Systems Engineering: The Journal of The International Council on Systems Engineering

Call for Papers
he Systems Engineering journal is intend ed to be a primary 
source of multidisciplinary information for the systems engineer-
ing and management of products and services, and processes of 
all types. Systems engi neering activities involve the technologies 

and system management approaches needed for
• definition of systems, including identi fication of user 

requirements and technological specifications;
• development of systems, including concep tual architectures, 

tradeoff of design concepts, configuration management during 
system development, integration of new systems with legacy 
systems, inte grated product and process development; and

• deployment of systems, including opera tional test and 
evaluation, maintenance over an extended life cycle, and 
re-engineering.

Systems Engineering is the archival journal of, and exists to serve the 
following objectives of, the International Council on Systems Engineer-
ing (INCOSE):

• To provide a focal point for dissemination of systems 
engineering knowledge

• To promote collaboration in systems engineering education 
and research

• To encourage and assure establishment of professional 
standards for integrity in the practice of systems engineering

• To improve the professional status of all those engaged in the 
practice of systems engineering

• To encourage governmental and industrial support for research 
and educational programs that will improve the systems 
engineering process and its practice

The journal supports these goals by provi ding a continuing, respected 
publication of peer-reviewed results from research and development in 
the area of systems engineering. Systems engineering is defined broadly 
in this context as an interdisciplinary approach and means to enable the 
realization of succes s ful systems that are of high quality, cost-effective, 
and trust worthy in meeting customer requirements.

The Systems Engineering journal is dedi cated to all aspects of the 
engineering of systems: technical, management, economic, and social. 
It focuses on the life cycle processes needed to create trustworthy and 
high-quality systems. It will also emphasize the systems management 
efforts needed to define, develop, and deploy trustworthy and high 
quality processes for the production of systems. Within this, Systems 
Engineer ing is especially con cerned with evaluation of the efficiency and 
effectiveness of systems management, technical direction, and integra-
tion of systems. Systems Engi neering is also very concerned with the 
engineering of systems that support sustainable development. Modern 
systems, including both products and services, are often very knowl-
edge-intensive, and are found in both the public and private sectors. 
The journal emphasizes strate gic and program management of these, 
and the infor mation and knowledge base for knowledge princi ples, 
knowledge practices, and knowledge perspectives for the engineering of 

systems. Definitive case studies involving systems engineering practice 
are especially welcome.

The journal is a primary source of infor mation for the systems engineer-
ing of products and services that are generally large in scale, scope, 
and complexity. Systems Engineering will be especially concerned with 
process- or product-line–related efforts needed to produce products that 
are trustworthy and of high quality, and that are cost effective in meeting 
user needs. A major component of this is system cost and operational 
effectiveness determination, and the development of processes that 
ensure that products are cost effective. This requires the integration of a 
number of engi neering disciplines necessary for the definition, devel-
opment, and deployment of complex systems. It also requires attention 
to the life cycle process used to produce systems, and the integration 
of systems, including legacy systems, at various architectural levels. 
In addition, appropriate systems management of information and 
knowledge across technologies, organi zations, and environments is also 
needed to insure a sustainable world.

The journal will accept and review sub missions in English from any 
author, in any global locality, whether or not the author is an INCOSE 
member. A body of international peers will review all submissions, and 
the reviewers will suggest potential revisions to the author, with the intent 
to achieve published papers that

• relate to the field of systems engineering;
• represent new, previously unpublished work;
• advance the state of knowledge of the field; and
• conform to a high standard of scholarly presentation.

Editorial selection of works for publication will be made based on con-
tent, without regard to the stature of the authors. Selections will include 
a wide variety of international works, recognizing and supporting the 
essential breadth and universality of the field. Final selection of papers 
for publication, and the form of publication, shall rest with the editor.

Submission of quality papers for review is strongly encouraged. The 
review process is estimated to take three months, occasionally longer for 
hard-copy manuscript.

Systems Engineering operates an online submission and peer review 
system that allows authors to submit articles online and track their 
progress, throughout the peer-review process, via a web interface. 
All papers submitted to Systems Engineering, including revisions or 
resubmissions of prior manuscripts, must be made through the online 
system. Contributions sent through regular mail on paper or emails with 
attachments will not be reviewed or acknowledged.

All manuscripts must be submitted online to Systems Engineering at 
ScholarOne Manuscripts, located at:  
  https://mc.manuscriptcentral.com/SYS 
Full instructions and support are available on the site, and a user ID and 
password can be obtained on the first visit.

T

https://mc.manuscriptcentral.com/SYS
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e are pleased to publish the 
June 2026 issue of INSIGHT 

published in cooperation 
with John Wiley & Sons as a 

magazine for systems engineering practi-
tioners. The INSIGHT mission is to provide 
informative articles for advancing the state 
of the practice of systems engineering. The 
intent is to accelerate the dissemination of 
knowledge to close the gap between the 
state of practice and the state of the art as 
captured in Systems Engineering, the Jour-
nal of INCOSE, also published by Wiley.

The June issue of INSIGHT features “A 
Decade of AI and Systems Engineering: 
Looking Back and Forward.” We thank 
the Systems Engineering Research Center 
(SERC), especially theme editors Tom 
McDermott, SERC chief technology officer 
(CTO), and Zoe Szajnfarber, SERC Chief 
Scientist and Research Council Chair, as 
well as the other researchers who contrib-
uted articles. Tom’s introductory article 
provides the context for AI and systems 
engineering and sets the stage for what 
follows. The June INSIGHT also includes 
an “op ed” by Jimmie McEver, principal 
scientist at the Johns Hopkins University 
Applied Physics Laboratory (JHU-APL) 
and current (2025-2026) INCOSE Deputy 
Technical Director, on the critical topic of 
AI governance: “Who Gets to Decide? An 
Organizational Decision-Making Lens for 
AI Governance.”

Looking back, Tom McDermott cites 
the 2019 INCOSE International Workshop 
where the Future of Systems Engineering 
(FuSE) team including Tom and your 
editor-in-chief spun up the AI and systems 
engineering working group, projects, and 
community outreach to support realizing 
the forthcoming Systems Engineering Vision 
2035: Engineering Solutions for a Better 

William Miller, insight@incose.net
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EDITOR-IN-CHIEF
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W World (SEV2035) published in 2021. The 
March 2020 INSIGHT sponsored by the 
SERC addressed augmented intelligence (AI) 
for systems engineering (AI4SE) and systems 
engineering for augmented intelligence 
(SE4AI) per their research roadmap. SE4AI 
addresses the transformation we need in 
methods, procedures, and tools (MPTs) to 
engineer systems with embedded AI to be 
fit for purpose and doing no (unintended) 
harm. AI4SE addresses challenges that 
must be overcome to leverage AI in the 
practice of systems engineering much 
as a lever or pulley provides mechanical 
advantage to perform work in Newtonian 
mechanics.

The SERC and the U.S. Army have 
together sponsored a series of annual 
workshops to engage the wider community 
on AI and systems engineering beginning 
in 2020.  This series has matured from 
conceptual exploration to practical 
implementation, with emphasis on 
lifecycle operation and assurance. The 
annual reports out of these workshops are 
published open access (www.sercuarc.org). 

The decadal advancements since 
the March 2020 INSIGHT point to 
unprecedented acceleration changes. 
See Langdon Morris’ 2025 INCOSE 
International Symposium keynote, 
Ottawa, CA “AI and the Future of Systems 
Engineering: It’s a Revolution” https://
www.youtube.com/watch?v=tEFe_VR-BhM 
(accessed 6 June 2026). Morris posed the 
question: “How will AI affect systems 
engineering?” His response: “… AI is 
indeed changing their work, and in 
fundamental ways, and that within 18 
months they had better be prepared for a 
much different way of working.” Morris 
has coauthored The AI Future: Cascading 
Waves of Change, Quantum Disruptions, 

and Humanity’s New Era, Future Lab, 2025 
(https://futurelabconsulting.com/).

The key SERC takeaway in the June 
2026 INSIGHT is that “AI augments 
systems engineering” and “systems 
engineering structures AI” as a recursive 
feedback process transforming our work 
systems, signaling a shift from AI4SE 
and SE4AI as separate concepts. The 
rapid shift in software workflows points 
to the anticipated fast change in systems 
engineering workflows illustrated on 
the INSIGHT cover and described in 
McDermott’s lead article. These workflow 
changes significantly impact and couple all 
five categories in the SEV2035 Chapter 4 
Realizing the Vision (pages 55-61) that 
prioritize the FuSE roadmap: competencies, 
research, tools & environment, practices, 
and applications! The quote from 
former INCOSE president John Thomas 
(2012 –2013) holds: “It’s a great time to be a 
systems engineer!”

We thank the contributing authors. We 
hope you find INSIGHT, the practitioners’ 
magazine for systems engineers, informa-
tive and relevant.  ¡
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Introduction to the special issue

A Decade of AI and 
Systems Engineering: 
Looking Back and 
Forward

Tom McDermott, tmcdermo@stevens.edu
Copyright © 2026 by Tom McDermott. Permission granted to INCOSE to publish and use.

In early 2020, INCOSE and the Systems 
Engineering Research Center (SERC) 
joined together to publish a special 
issue of INSIGHT magazine entitled 

“AI and Systems Engineering.” This year we 
decided another special issue was warrant-
ed – one that looked across the decade of 
the evolution of AI and systems engineer-
ing. Never has a technology changed our 
discipline of systems engineering more 
quickly. But a whole decade? It’s only 2026. 
If we were to try to predict what AI will 
look like in 2030, we would be wrong. But 
after 6 years of workshops, conferences, and 
publications, we can spot the trends and 
make some definitive statements on where 
systems engineering and AI are going. 
Expect significant change.

Let’s start the story a bit before the 
decade. We will reflect in this special issue 
how AI and systems engineering have 
been tightly connected for many years. But 
AI4SE, defined as the application of AI in 
support of systems engineering practice 
and outcomes, is a rapidly accelerating 
trend. AI and systems engineering have 
been connected since the 1970’s. Many 
of the technologies that make up today’s 
generation of machine learning, generative 
AI, and large language models (LLMs) 
were in use by systems engineers as far 
back as the 1990’s. Wide adoption of 

generative AI (GenAI) did not start until 
just before the decade of the 2020’s. This 
became a priority for INCOSE in 2019–a 
future of systems engineering (FuSE) 
workshop at the INCOSE International 
Workshop in January 2019 (IW2019) 
defined some of the initial vision and 
interaction for systems engineering and 
AI, and first noted the application areas 
“SE4AI” and “AI4SE” as transformational 
opportunities for systems engineering 
practice. The INCOSE AI working 
group was initially formed in 2019 and 
created a set of relationships between 
INCOSE, the SERC, and the Association 
for Advancement of AI (AAAI) to 
survey ongoing research and explore 
research needs. Version 1 of the SERC 
AI and Autonomy research roadmap was 
published in the first quarter 2020 special 
INSIGHT issue on Systems Engineering 
and AI (McDermott, DeLaurentis, Beling, 
Blackburn, and Bone 2020). This special 
issue set the stage for what we have 
experienced in the last six years.

In 2020, INCOSE and the SERC 
collaborated with the Association for 
Advancement of AI (AAAI) to execute 
two workshops entitled “AI meets Systems 
Engineering.” These workshops explored 
both the explosion of machine learning 
(ML) applications happening today, and 

how these will evolve to more dynamic 
human-machine interactions in teams. 
Notably, these workshops introduced the 
concept of a chatbot to serve as a cognitive 
assistant in systems engineering activities. 
A book, Systems Engineering and Artificial 
Intelligence, joined the INSIGHT special 
issue, as the first definitive statements on 
what this decade may bring.

In 2020, the SERC hosted the first of 
a continuing a series of “SE4AI/AI4SE” 
workshops with the U.S. Army that have 
further informed research and application 
at the intersection of AI and systems en-
gineering. The evolution of these work-
shops allows us to trace the trends in AI 
and systems engineering and make some 
statements about the rest of this decade. 
This issue’s cover art provides some clues 
on where this evolution is going, starting 
with “AI augments systems engineering” 
and “systems engineering structures AI.” 
This signals a shift halfway through the 
decade from AI4SE and SE4AI as separate 
concepts to these as a recursive feedback 
process. The initial article written by Zoe 
Szajnfarber, Tom McDermott, and Valerie 
Sitterle, “Challenges and Opportunities 
for Systems Engineering in the Age of AI: 
SERC Perspective,” notes this recursion as 
the primary shift at the mid-point of the 
decade.
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Take some time to study the cover art on 
this issue (Figure 1) which perhaps traces 
this recursion from today through its out-
come in 2030: “transformation of the work 
systems we know today.” A human-AI team 
collaborated to extract themes from the 14 
articles in this special issue to create this 
cover. You will find hints of the ten steps in 
this progression across the many articles 
herein. Expect that by 2030 the workflows 
and digital ecosystems systems we use for 
systems engineering will be transformed. 
That is only 3.5 years away, and yes, we 
do expect systems engineering work will 
change that fast (look what happened to 
software workflows in that short period).

We have organized this second INCOSE 
INSIGHT special issue around three sec-
tions. The first is a “decadal” section that 
contains three articles focused on trends. 
After the first article, Megan Clifford 
reflects on the growth of and content of the 
six SERC/Army AI4SE/ SE4AI workshops 
from 2020-2025 in “A Review of the SERC 
AI4SE & SE4AI Workshop Series, and 
a Lookahead.” The growth in interest, 
attendance, and presentations is one signal 
of the importance of this transformation, 
but a deeper look at the themes and content 
contributions as they progressed provide 
some solid trends. Following that, the team 
of Paul Wach, Alejandro Salado, and Brad 
Phillipbar contend that the AI4SE theme 
actually extends back five decades, but 
more importantly is accelerating rapidly 
and our discipline is lagging.

The “AI4SE” section focuses on the 
impact AI is having on systems engineering 
methods, processes, and tools. All of the 
articles in this section reflect this recursive 
relationship between “AI augments systems 

engineering” and “systems engineering 
structures AI.” All should also give you time 
to reflect on human-AI coevolution and 
work system transformation – what will our 
workflows look like in 2030? We start with 
“Twenty Tips for Using Generative AI in 
Systems Engineering.” This article is a tribute 
to Dr. Barclay Brown, previous chair of the 
INCOSE AI Systems Working Group and 
tireless AI4SE advocate, who passed away 
earlier this year. Authors Ray Madachy, Dan 
O’Leary, Tom McDermott, and Sinan Bank 
will convince you that even working with 
a Generative AI requires a systems engi-
neering process. Next, Jaya Kambhampaty, 
Olivia Fischer, and Dimitri Mavris present 
“Automated Curation and Execution of En-
gineering Models.” This is followed by Dan 
O’Leary and Allison Ledford who contrib-
ute “Trustworthy LLM-Augmented Data 
Reconciliation for Deployment-Constrained 
Environments”. We can call these the book-
ends of the systems engineering workflow in 
the age of AI – how we develop models and 
how we connect the underlying data. Both 
of these explore the concepts of human-AI 
workflows. Daniel Selva writes “On (Hu-
man) Learning in Design Space Exploration 
and the Impact of AI Assistants.” Dr. Selva 
raises an important question: what is lost 
when engineers offload cognitive effort to 
AI, and how do we preserve human learn-
ing? Finally, Avi Harel introduces “Systems 
Theoretic Process Design (STPD)–Opera-
tional Design as a Model-Based Extension 
of STPA.” We encourage you to reflect when 
reading this article how new leaning ecosys-
tems will emerge in system design that help 
us deal with increasing system complexity, 
and how many of our work systems will 
be transformed using GenAI to overcome 

limitations of cognitive scale.
An “SE4AI” section focuses on how sys-

tems engineering is and will need to sup-
port the evolution of “AI-enabled systems” 
(AIES). Ray Madachy offers “Trustworthy 
AI for Quantitative Systems Engineering 
via Deterministic Delegation to Verified 
Tools,” in which he presents a trustworthy 
AI pattern based on constraining the LLM 
outputs to deterministic outputs. This 
article discusses the critical link between 
the probabilistic nature of LLMs and 
the deterministic nature of quantitative 
engineering tools. In the second article, 
the U.S. Army and the SERC sponsored 
a student competition to directly explore 
human-AI trust relationships. “Engineering 
Trust in AI-Enabled Systems: Lessons from 
the Trusted AI Challenge” explores the 
results of that challenge. Aditya Singh and 
Zoe Szajnfarber contributed “Designing 
Human-AI Architectural Robustness to In-
herently Brittle AI.” This article expands on 
concepts of trust when changes to scale and 
environment affect humans and AI differ-
ently and show that the ways in which hu-
mans and AI are paired together can affect 
the robustness of their combined system. 
Caleb Schmidt and Steve Simske contribut-
ed “A Systems Engineering Framework for 
Real-Time Biological Modeling and Moni-
toring in Data-Constrained Environments.” 
This article discusses this human-AI 
coevolution through the case study of an 
“astronaut digital twin,” formalizing expert 
knowledge into a testable human–machine 
co-learning system. In our last article 
“From Models to Systems: The Evolution of 
T&E for Artificial Intelligence from 2020 to 
2030,” Tyler Cody and Peter Beling provide 
a follow-up look at the decadal trends and 
this recursion between AI4SE and SE4AI 
stating “we are moving from AI-enabled 
systems to AI-generated systems.” As gen-
erative AI effects not only the systems that 
we are deploying, but also how we create 
those systems, we significantly shift how we 
must evaluate future systems.

We decided to organize this special issue 
around the theme “A Decade of AI and 
Systems Engineering: Looking Back and 
Forward,” recognizing that our views on AI 
and systems engineering have significantly 
changed since the 2020 special issue, and 
that this change is only accelerating half-
way through the decade. We now see the 
evolution of AI and the future of systems 
engineering as a recursive process between 
(as noted in the final article) “AI-enabled 
systems” and “AI-generated systems”. AI4SE 
and SE4AI are no longer separatable con-
cepts. It is the relationship between the two 
that will transform future systems engi-
neering work systems. And we expect that 
transformation to continue to accelerate.  ¡

Figure 1. AI4SE and SE4AI as a recursive relationship that will transform our work 
systems
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1.0 CONTEXTUALIZING SE + AI

  ABSTRACT
This perspective summarizes recent work across the SERC network in terms of five major buckets: 1) AI4SE – AI tools developed 
to support systems engineering work; 2) SE4AI — leveraging systems principles to assure AI-enabled systems; 3) feedback to 
AI4SE – where system architecting principles are leveraged to re-map what systems engineers do as AISE progresses; 4) feedback 
to SE4AI — where novel AI tools are developed to support challenges arise when assuring AIES; and 5) supporting the broader 
workforce transformation that will be needed for systems engineering to evolve with AI. In each section we highlight ongoing 
work and point out emerging trends. We conclude with a roadmap, suggesting key needs and trajectories for the next decade.

Challenges and 
Opportunities for Systems 
Engineering in the Age of 
AI: SERC Perspective

Zoe Szajnfarber, zszajnfa@gwu.edu; Tom McDermott, tcmcdermo@stevens.edu; and Valerie Sitterle, vsitterl@stevens.edu
Copyright © 2026 by Zoe Szajnfarber, Tom McDermott, and Valerie Sitterle. Permission granted to INCOSE to publish and use.

Figure 1. Role of systems engineering in 
the AI revolution

Artificial intelligence enabled 
systems (AIES) are a key en-
abler of both 1) future system 
capabilities and 2) efficiency and 

effectiveness in the lifecycle of defining, 
engineering, acquiring, manufacturing, 
and operations & sustainment of future 
systems. While there is broad recognition 
that those who fail to embrace the potential 
of AI will fall behind, at the same time, 
there are serious concerns that the power 
of current technology is being over-hyped 
and that we are not prepared to ensure that 
when deployed, AIES will work as need-
ed, in accordance with ethical principles 
and without introducing new sources of 
vulnerability.

While attention is often focused on 
developing innovative AI algorithms, 
most real-world AI is deployed as part of a 
socio-technical system, and, in that context, 

value is as much a matter of how the AI is 
deployed within systems as it is about what 
the deployed AI itself can do. We contend 
that this creates a critical role for systems 
engineers to contribute, focused on the 
“how” of design integration and evaluation.

To that end, the Systems Engineering 
Research Center (SERC) has led the 
framing of the role of systems engineering 
in the AI revolution. Figure 1 defines 
this space. The left block AI4SE (artificial 
intelligence for systems engineering) 
focuses on how AI models and AI-based 
tools can be leveraged to make systems 
engineers more effective in their work, by 
enhancing analysis and decision making, 
and making most tasks more efficient. The 
right block SE4AI (systems engineering 
for artificial intelligence) focuses on how 
established systems engineering principles 
can improve the design, development, 

testing and sustainment of AIES.
While these two buckets have been 

the primary focus of SE + AI for the first 
five years, more recently, as the field has 



SP
ECIA

L 
FEA

TU
R

E
JU

N
E  20

26
VOLUM

E 29/ ISSUE 3

11

matured, more effort has been directed 
towards the feedback arrows. The feedback 
from SE4AI to AI4SE signals that once 
AI is introduced into systems engineering 
work, there is an important opportunity to 
rethink what work is done. That feedback 
loop therefore applies systems architecting 
principles to the task of remapping systems 
engineering work to be more efficient in the 
age of AI. This is particularly important as 
digital engineering transforms processes in 
ways that require AI integration to make it 
feasible. The feedback from AI4SE to SE4AI 
recognizes the extent to which AI can 
transform novel systems engineering tasks 
that are coming into existence because of 
the needs that arise in the design, develop-
ment, test and sustainment of AIES.

Finally, since many of these changes 
are fundamentally shifting what systems 
engineers need to know and do, workforce 
development for operators and decision 
makers become fundamental to taking ad-
vantage of the opportunities that AI creates.

The remainder of this paper is structured 
around each of these five buckets, further 
defining them and then outlining what we 
see as the current state of future needs from 
the research and practitioner communities. 
We conclude summarizing some of the 
trends we expect to see throughout the rest 
of this decade.

2.0 CURRENT RESEARCH AND OPEN 
QUESTIONS

This section overviews ongoing research 
across our community. For clarity, we start 
with AI4SE and then explain the evolution 
of SE4AI feedback in that space, then shift 
to SE4AI and discuss the emergence of 
AI4SE feedback. The last section ties the 
threads together in terms of their impact on 
workforce.

2.1 AI4SE: AI Tools to Support Systems 
Engineering Work

Following the launch of ChatGPT, 
significant attention has been focused 
on the potential of GenAI-based tools 
to replace “white collar” work. Multiple 
tools have been developed to summarize 
vast corpuses of text and/or answer 
questions about it, cross-check facts, 
generate content in domain-specific styles, 
and transform software development. 
Especially as the capability and reliability 
of these tools continue to improve, they 
will play an important role in relieving 
many forms of mundane work.

The work that systems engineers do 
includes some aspects that lend themselves 
to the strengths of large language model 
(LLM) based systems, while others are 
challenged. Across the SERC network and 
broader community, we have seen several 

themes of tasks where AI4SE has been 
particularly productive.

First, many of the analysis tasks that 
systems engineers have always done had 
already transitioned to ML and in some 
cases, modern AI makes this more possible. 
We have seen multiple studies develop 
AI-driven analytical tools to rapidly 
process larger and more unstructured 
data sets. Second, we have seen significant 
work directed towards tasks that involve 
generating formal models of the system (for 
example, in SysML) or making sense-of and 
translating existing models. Here the focus 
is often on translating natural language in-
structions or sketches into formal models, 
while making it possible to interact with 
the model through a chatbot-like interface. 
This can improve cycle times by orders of 
magnitudes and also enable junior employ-
ees to get up to speed much quicker. Third, 
we have seen many cognitive assistants, 
designed to help navigate complex datasets 
and or keep decision-maker focus on the 
most important pieces. Here, studies have 
aimed to develop interfaces that automate 
repetitive systems engineering tasks or 
workflows. Fourth, AI has been used to 
evaluate textual or numerical outputs of 
systems engineering activities such as 
requirements quality or verification of 
numerical results, ideally improving  
quality or just speeding up work tradition-
ally done by human systems engineers.

We have also seen tasks where LLM-
based tools seemed promising, but studies 
revealed the limits of current tools (or put 
another way, reveal the core value of what 
systems engineers do). These studies have 
tended to be more on the generative side. 
For example, studies where tools are devel-
oped to generate requirements or ConOps 
rather than validate them, or support the 
development of design alternatives. These 
studies have generally shown that while 
first drafts can be helpful, they often lack 
the context and specificity to be useful 
without significant rework, which requires 
more (not less) expertise to do well. More 
recent projects have attempted to provide 
useful knowledge bases as part of the 
prompt or through fine tuning, or variants 
of RAG (retrieval-augmented generation). 
While these strategies can help, in some 
ways, the process of doing AI4SE clarifies 
where engineering judgement and experi-
ence is most important.

One must not ignore the rapid evolution 
of the software coding disciplines. Because 
of the large corpuses of software code, 
LLMs have in a few years completely shifted 
the software discipline from manual coding 
toward AI-assisted software architecting. 
While the long-term effectiveness of 
AI-generated software is not yet known, 

the markets for hiring and even training 
software coders has already been radically 
impacted. One must ask, as the quantity 
of public learning samples increases, if 
traditional systems engineering tasks 
like requirements generation and model-
building will also rapidly change their 
nature. We would predict yes, and sooner 
than you think.

While most of the early studies have 
focused on replacing or augmenting tasks, 
as most of the projects progressed, many 
noticed an opportunity to rethink the 
overall workflow, building iterations into 
how the tools are used. This notion will be 
elaborated on in the feedback section.

Looking ahead, we see the need for 
research that:

■■ Characterizes the set of tasks where 
AI4SE is most helpful, and just as 
importantly identifies the ones where 
there is more risk (or less opportunity) 
for adoption.

■■ Continues to develop the tools to 
support systems engineers.

■■ Develops robust frameworks to evaluate 
these systems in context (SE4AI)

■■ Evolves the work systems in which they 
are deployed (via feedback).

2.2 Feedback: Leveraging Systems 
Engineering Principles to Evolve AI-
Supported Systems Engineering Work

Today, LLM-based autonomous agents 
use multi-step reasoning, memory, and 
tool invocation to autonomously execute 
complex workflows. As AI deeply integrates 
into systems engineering, work systems 
must shift from human-driven, linear 
processes to modular, system-architect-
ed frameworks that emphasize context 
management, auditing, and automated 
verification. An emerging thrust within this 
community is to consider work as a system 
that can be architected using new tools 
such as Agentic AI. This can happen at the 
workflow level, or the work systems level.

To illustrate the difference, consider the 
workflow of a doctor who sees sick patients 
in their clinic. During each meeting, they 
review a chart, examine vitals and listen 
to the set of symptoms that prompted the 
visit. Based on that information they make 
a diagnosis, potentially ordering more tests 
to confirm, and then prescribe treatment. 
After the visit, they write up their notes for 
the patient’s file. Within this “workflow” 
there are multiple places where an AI tool 
could help, summarizing information, 
checking diagnoses, recording, transcribing 
visit notes. Each one of these can be done as 
more contained or open-ended task, for ex-
ample verbatim transcription vs. summari-
zation, with access to the full patient record 
or only a restricted dataset. In this context, 
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the workflow can be evaluated in terms of 
how well this patient was served.

Now, instead consider the work system of 
the whole clinic. At the clinic level we must 
consider serving many patients and likely 
trading resources across them. Tradeoffs 
occur at the level of how many regular 
appointments vs. slots reserved to deal with 
emergent issues, how to prioritize tests if 
too many are requested simultaneously, 
and whether individuals always see the 
same provider or if they have a care team. 
Again, AI could fulfill multiple functions, 
including scheduling and prioritizing, or 
potentially triaging in real time, supporting 
patient handoffs across a team, and much 
more. Some of this will change the tradeoffs 
significantly. For example, it may make 
sense for a level of triage to be done by 
nurses supported by AI, with doctors only 
coming in for difficult cases, or the pooling 
approach may feel more personal with 
better transitions, supported by AIs.

Within this thrust, several studies have 
examined this architecting problem. So far, 
much of the work is descriptive, looking 
at past contexts where this transition has 
happened. Other studies have attempted to 
simulate or design experiments to envi-
sion the future. This work is in the fairly 
early stage, but it is an area with significant 
potential. In the broader AI space, there 
is increased recognition that despite wide 
adoption of tools, we are still seeing limited 
value generation at the organizational level, 
because this will require a re-architecting of 
the work system. In terms of systems engi-
neering and acquisition, we see advancing 
these ideas as a critical enabler of digital 
transformation, as much of the value will 
require core processes to be re-architected 
as tools are adopted. In systems engineer-
ing, because new capabilities emerge from 
component and system interactions, we 
expect that these workflows intentionally 
may never be fully automated. There is too 
much need for human input in the values 
that drive new systems.

As a community we appear to be work-
ing towards a few key directions:

■■ Novel work system architecting pat-
terns to take advantage of the relative 
strengths of human and machine cogni-
tion, and their ability to work together.

■■ Strategies for evaluating the impact of 
these tools from a risk-performance 
tradeoff perspective.

■■ Support for the human transition, be it 
workforce, or decision support tools for 
these new roles.

2.3 SE4AI: Leveraging Systems Engineering 
Principles to Assure AIES, and Deliver 
Capabilities at Speed

While there has been significant hand-

wringing about the novel risks imposed 
by AI, many in the systems engineering 
community have felt that these concerns 
are overblown, or more precisely misdirect-
ed. Afterall, non-deterministic, algorith-
mic decision-making has been a part of 
aerospace and defense systems for decades. 
A core function of systems engineering 
as a discipline in that context has been to 
ensure that systems, when deployed, behave 
as intended, continue to deliver value over 
their lifecycles, and when they fail, do so in 
non-catastrophic ways.

Most of the systems that systems en-
gineers have historically worked on are 
defined by long lifecycles and significant 
operational uncertainty. So, an important 
question in this thrust has been, is AI dif-
ferent, and if so when and how? While the 
community has not come up with a defini-
tive answer, the body of work has enabled a 
useful framing of the types of systems.

Purpose built AI-enabled systems, that 
leverage AI components whose parameters 
are frozen before delivery, might be 
treatable similarly to traditional systems 
at the stage of acceptance testing, where 
they may differ during design, and post 
deployment. Consider the example of a 
drone, whose control system leveraged 
reinforcement learning on a large 
simulation training set, or its targeting 
system leveraged a classification model. 
Both types of AI can be highly performant 
but are known to be fragile to changes 
in context. This makes choices about 
how the systems were developed highly 
contingent on where and how it will be 
used, and requires new ideas about how 
systems will be monitored in the field. 
Several studies have looked at what would 
be required to observe drift it becomes an 
issue, or develop guidance based on safety 
frameworks.

In contrast, generative AI tools deployed 
for direct interaction by users with widely 
ranging experience are quite different 
from a systems engineering perspective. 
Where in the AIES context, physics tends 
to dampen unpredictable behavior, and 
the system’s control surface is generally 
only exposed to professionalized operators, 
with GenAI, the interaction is both more 
direct, with less experienced users, and 
lacks the surrounding “physics” to smooth 
out behaviors. As a result, the challenge of 
designing and evaluating these systems in 
ways that can be assured has introduced 
new challenges. Several researchers within 
this community have developed risk man-
agement frameworks or explored guardrails 
and controls to manage the more serious 
downsides. Others have developed novel 
testing schemes to translate traditional 
concepts like combinatorial coverage to 

these new spaces. However, there remain 
multiple open challenges about how to 
evolve systems engineering practice to meet 
these needs.

Various application areas are now 
developing AIES that can “learn on the 
fly” using pattern recognition and more 
traditional adaptive learning algorithms 
such as Kalman filters, but at the task level. 
In fact, “visual language models” are being 
evaluated in self-driving car applications, 
combining visual reasoning with LLMs 
that can update their knowledge base in 
real-time as new scenes are encountered. 
In the near future we may be closer to the 
“human-machine co-learning” integrative 
outcome envisioned by the SERC AI and 
Autonomy roadmap.

Looking ahead, we see the need for 
research that:

■■ Creates new tools and strategies to 
monitor when AIES need to be re-
engineered or updated.

■■ Develops new architecting patterns 
to design AIES for this new kind of 
flexibility and robustness.

■■ Evolves systems engineering principles 
to adapt to novel forms of AIES 
including generative AI.

■■ Develops new test and evaluation 
strategies to be able to consider the 
complex ways AIES change when 
fielded and engaged with diverse 
operators and users.

 2.4 Feedback: Leveraging AI Tools 
to Support the Evolution of Systems 
Engineering Principles for AIES

As the community has delved deeper 
into the challenges of design and test of 
AIES, new opportunities to leverage AI to 
support the associated evolution are being 
developed. In this respect we are starting to 
see work across three broad categories:

Tools to generate diverse content includ-
ing tests and designs. One of the challenges 
of AIES is their performance (and attack) 
surfaces. Particularly as AIES engage with 
adversarial AIES, traditional practices for 
testing may be insufficient. The generative 
capacity of AI makes it possible to rapidly 
deploy much larger (and potentially more 
diverse) tests. This idea leverages similar 
underlying technology as described in the 
design section of SE4AI and will need to 
continue ensuring that the rapid generation 
is also grounded in appropriate context.

Test harnesses. With the new capacity 
to rapidly generate a large number 
of independent test cases, or design 
alternatives, there is a need to automate 
their consideration and application. The 
notion of a test harness captures the idea 
of a structured way to manage this process, 
with reusable content for future tests. 
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Similarly, researchers are developing tools 
to apply architecture patterns and generated 
alternatives to support the concept selection 
phase of the design process.

Sandboxes for testing and training. One 
of the emerging challenges of cognitive 
integration of automation (not just 
automating functions, but also cognition 
and decision-making) is the need for 
more of the system to be represented 
as part of test and evaluation. There is 
a need to bring together notions from 
model validation and the types of testing 
that have been developed for truly novel 
environments (like Mars rovers). Here 
discovery is an important part of test, 
which is important when AIES, particularly 
those with complex operator integration, 
often generate surprise interaction 
effects. To that end, there has been a drive 
within the community to define what it 
means to expand the unit under test, to 
include human-human, human-AI, AI-AI 
interactions at relevant scale.

Consolidating these ideas, we see a need 
for research that:

■■ Develops tools that generate diverse 
inputs to testing and design.

■■ Automate their integration over 
multiple aspects of the system lifecycle, 
from design to testing and sustainment.

■■ Characterize what is needed to evaluate 
system behavior when there are multi-
ple emergent interactions (AI-AI, H-AI, 
H-H etc.).

■■ New “-ilities” to capture behavior over 
the lifecycle. 

2.5 Workforce Development
The trajectory described above will 

result in a fundamental shift in the work-
flows that systems engineering entails and 
what systems engineers need to know to 
do them effectively. At the same time, AIES 
will likely embody a much more complex 

integration with their operators, meaning 
that system design will need to include 
notions of training and co-development 
much earlier in the process.

With respect to the systems engineering 
workforce, research in this community has 
begun to address the question of capability 
at three levels. First, we don’t think that the 
skills that make system engineers effective 
will change significantly, in fact they will 
become more valuable. These are skills like 
critical thinking, systems thinking, systems 
architecting, problem solving, manag-
ing stakeholders, communicating, and 
decision-making under uncertainty. These 
skills were highlighted in the Helix study 
of effective system engineers. In fact, in the 
current evolution of AI generated software, 
they are exactly the skills employers are 
emphasizing. However, many lower-level 
systems engineering tasks like require-
ments and model-building will likely shift. 
Second, the SERC developed digital engi-
neering competency framework (DECF) 
outlined a shift in core systems engineering 
skills toward information technologies, data 
management and analytics, and software 
engineering. These are necessary skills for 
the AI transformation. Third, researchers 
have started to explore what AI explainabil-
ity means for systems engineers and senior 
decision-makers. This thread focuses on 
how information can/should be presented 
to audiences with different backgrounds, 
based on their needs. System engineers 
should be highly knowledgeable of AI as a 
technology. Finally, researchers have been 
developing dashboards that leverage AI to 
support different types of decision-makers 
learn and act in this data-intensive world, 
ideally assisting systems engineers (and 
program managers) to better manage the 
complexity of large systems.

With respect to operators, it’s important 
to realize that in most practical imple-

mentations of AIES, there is still a human 
decision-maker at least “on” the loop, 
with the power to turn the system off if 
it isn’t working as expected. Particularly 
when we’re considering new capabilities 
deployed to the edge, making sure that the 
warfighter is prepared to use it effective-
ly and within their context is critical to 
successful fielding. This requires both 
early training, and consideration of their 
capabilities, and learning curve, during 
the design process. Testbeds are one way 
to achieve that. Research has shown that 
many systems designed to take advantage 
of what humans and AI do well separately, 
fails when those are integrated, and we are 
at a state of understanding that still requires 
this to be investigated. More broadly, we see 
a need for systems engineering to expand 
the scope of the “system” to include the 
operator(s) and potentially user(s), which 
will require all of the aspects described so 
far to make feasible.

Looking ahead, we see a need for:
■■ All systems engineers to be knowledge-
able on the capabilities and limitations 
of different forms of AI, at the techno-
logical level. Think of this like the way 
a mechanical engineer must be highly 
knowledgeable in material and thermal 
properties and underlying physics.

■■ Training should be developed for 
system engineers on SE4AI as it evolves, 
focused on issues such as agility, ex-
plainability, assurance, resilience, and 
qualification/certification.

■■ Human systems integration should 
become a core systems engineering 
process and skill domain, focused on 
human-AI handoffs particularly for in-
formation to support effective decision 
making.

■■ Tools need to be developed to support 
upskilling and training of future sys-
tems engineers.

Figure 2.  Interfaces where the insights emerge
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■■ Finally, we need a rethinking of when 
training happens in the system devel-
opment process to ensure the overall 
human-AI system can work well. 

3.0 CONCLUSION AND WAY FORWARD
AI has the potential to change many 

aspects of how we work and learn, and 
what systems are capable of. We see 
the role of systems engineering in this 
transformation at multiple interfaces where 
insights emerge between both system 
components and system development 
and support processes (see Figure 2). As a 
community, we will be the ones to develop 
AI tools to support systems engineering 
work (AI4SE), particularly at the inter
section of AI model performance and 
real-world performance of AIES. We must 
take advantage of the speed and efficiency 
of AI4SE but also be the SE4AI guardians 
of development rigor and assurance. 
We must advance systems engineering 
methods, processes, and tools to assure 
AIES (SE4AI) and we must develop new AI 
to support the new challenges presented by 
AI adoption (feedback to AI4SE). We also 
must take advantage of the opportunity to 
rethink what work should be done and how 
it should be done. This will impact systems 
engineering but also how it is integrated 
across the enterprise to support mission-
related decisions.  What will emerge are 

new human-AI architectures and systems 
engineering must take a lead role in how 
these emerge. To navigate this transition, 
workforce training is critical and core, 
and will involve both education and new 
systems to support real-time evolution.

As a community we have already made 
significant progress along most of these 
directions, but there is much more work to 
do. The challenge spans the four enterprise 

levels as shown in Figure 3: individual 
work, redefined workflows, transformation 
of the work system, and preparation of the 
workforce.

The SERC pledges to continue to provide 
academic research, convening of communi-
ties, communication, and leadership to this 
evolution at all enterprise levels. We hope 
that the community will continue to engage 
with us.  ¡

Figure 3. Challenges across four enterprise levels
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1.  EXECUTIVE SUMMARY

  ABSTRACT
This technical review synthesizes the evolution of the AI4SE & SE4AI workshop series from 2020 through 2025, with emphasis on 
the event’s technical maturation, recurring themes, emerging patterns, and future relevance. The review considers the workshop 
as both an event series and a signal of disciplinary development: it reflects how the AI and systems engineering communities are 
defining the engineering practices required to transform AI from an emerging capability into an assured, operationally credible 
component of complex systems.

A Review of the SERC 
AI4SE & SE4AI Workshop 
Series, and a Lookahead

The artificial intelligence for sys-
tems engineering (AI4SE) and sys-
tems engineering for AI (SE4AI) 
workshop series has progressed 

from an exploratory convening on the in-
tersection of artificial intelligence and sys-
tems engineering into a technically mature 
research and application forum focused on 
the engineering, assurance, governance, 
and operationalization of AI-enabled 
systems. The series now reflects a decisive 
technical reality: artificial intelligence and 
systems engineering are no longer sepa-
rable disciplines. AI-enabled capabilities 
require systems engineering to become 
trustworthy, testable, governable, resilient, 
and mission-relevant; conversely, systems 
engineering requires AI-enabled methods 
to manage increasing system complexity, 
accelerate engineering workflows, and sup-

port decision-making across the lifecycle.
The inaugural 2020 workshop estab-

lished the foundational problem space. It 
recognized that digital engineering, AI/
ML-enabled automation, and the emer-
gence of AI-intensive systems would 
require new systems engineering methods, 
tools, processes, and workforce models. 
Initial discussions centered on defining 
the AI4SE/SE4AI landscape, identifying 
research priorities, and building a shared 
agenda across government, academia, 
and industry. By 2025, the workshop had 
shifted into a markedly more operational 
and assurance-oriented posture. The sixth 

Megan Clifford, mcliffor@stevens.edu
Copyright © 2026 by Megan Clifford. Permission granted to INCOSE to publish and use.

workshop was sold out, included more than 
250 in-person and virtual participants, and 
featured two keynotes, two plenary panels, 
60 submitted technical presentations, and 
two in-person interactive sessions. Its 
theme, “systems engineering AI that works: 
assuring transformative capabilities and 
enabling a digital transformation,” reflects 
the series’ maturation from conceptual 
exploration to practical implementation. 
Figure 1 summarizes the events and growth 
in interest.

Across the six-year arc, the event’s 
strengthening is evident in three dimen-
sions: increased technical scope, more 

Figure 1. AI4SE and SE4AI workshop history
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refined thematic structure, and a clearer 
focus on lifecycle assurance. The series has 
moved from broad questions of how AI and 
systems engineering relate to one another 
toward more rigorous treatment of trust-
worthiness, human-AI teaming, continuous 
test and evaluation, model-based valida-
tion, data governance, cognitive assistants, 
digital engineering infrastructure, work-
flow integration, resilience, and workforce 
transformation. The strongest recurring 
conclusion is that AI must not be treated 
as a standalone tool or isolated model. It 
must be engineered as a system element 
embedded within technical architectures, 
sociotechnical workflows, organizational 
governance, acquisition pathways, and 
mission outcomes.

This review article focuses on four ana-
lytical questions:

How has the workshop evolved in struc-
ture, content, and technical maturity?

1.	 What recurring technical themes 
have strengthened across the series?

2.	 What patterns indicate the event’s 
increasing relevance to mission, 
acquisition, and engineering practice?

3.	 What future drivers should shape 
the next phase of AI4SE and SE4AI 
research and application?

2.  EVOLUTION OF THE WORKSHOP SERIES
2.1 2020: Establishing the Technical 
Problem Space

The 2020 workshop established the 
central premise that AI and systems 
engineering are mutually reinforcing but 
also mutually disruptive. AI can augment 
systems engineering by automating routine 
engineering tasks, assisting with knowledge 
extraction, accelerating design analysis, 
and supporting decision-making. However, 
AI-enabled systems also expose limitations 
in traditional systems engineering assump-
tions, particularly around determinism, 
lifecycle stability, verification, validation, 
explainability, and trust.

The 2020 roadmap anticipated the major 
dimensions that would continue to shape 
the series: AI/ML technology evolution, 
automation and human-machine teaming, 
augmented engineering, digital engineer-
ing, and workforce and culture. These cate-
gories provided the conceptual architecture 
for subsequent workshops and remain 
visible in later discussions on AI assurance, 
digital thread development, model-based 
engineering, data infrastructure, and hu-
man-centered AI adoption.

2.2 2021: Transition from Broad Framing 
to Technical Specialization

The 2021 agenda served as a bridge 
between broad problem definition and 
specialized technical inquiry. The event em-

phasized “verification and validation (V&V) 
of AI systems” and “lifecycle adaptation & 
resilience,” signaling early recognition that 
AI-enabled systems require new approaches 
to verification, validation, reliability, adapt-
ability, and operational monitoring.

The agenda included topics such as 
reinforcement learning test and evaluation, 
reliability and prognostics for machine 
learning, systems-theoretic test and 
evaluation (T&E) frameworks, validation 
arguments, U.S. Army software suitability 
criteria, cyber-attack impacts, NLP-based 
science traceability, cognitive assistance, 
and digital twins. In retrospect, the 2021 
workshop mapped many of the themes 
that later became core pillars of the series: 
assurance, resilience, digital traceability, 
human cognition, model-based approaches, 
and lifecycle adaptation.

2.3 2022: Structuring AI4SE and SE4AI as 
Co-Evolving Domains

The 2022 workshop moved the series 
into a more deliberate structure. It included 
17 presentations, two panels, and tracks 
organized around AI4SE, SE4AI, AI4SE 
and development, and SE4AI and verifica-
tion and validation. This structure sharp-
ened the distinction between using AI to 
improve systems engineering and using 
systems engineering to govern, design, and 
assure AI-enabled systems.

Several enduring conclusions emerged. 
First, AI must be treated as a system, not as 
an isolated algorithmic component. Second, 
testing must occur in system context because 
AI behavior is shaped by data, operating 
environment, user interaction, and system 
integration. Third, digital twins and mod-
el-based representations are critical for life-
cycle analysis and experimentation. Fourth, 
workforce development must extend beyond 
data scientists and software engineers to 
include systems engineers, acquisition pro-
fessionals, operators, and decision-makers 
who must understand the role of AI within 
larger mission ecosystems.

2.4 2023: Balancing Opportunity, Risk, and 
Trustworthiness

The 2023 workshop expanded the event’s 
technical sophistication. With 24 presen-
tations, three panels, and three keynotes, 
it introduced tracks on trustworthy AI, 
AI4SE, human/AI teaming, and SE4AI. The 
theme, “balancing opportunity and risk,” 
captured the central transition of the series: 
AI was no longer framed simply as an 
opportunity for engineering acceleration, 
but as a capability requiring disciplined 
assurance, governance, ethics, user trust, 
and continuous evaluation.

The 2023 discussions emphasized 
human-centered design, calibrated trust, 

explainability, data quality, ethical frame-
works, and ongoing evaluation in complex 
environments. This marked a significant 
maturation point. The series began to treat 
trust not as a desirable attribute but as an 
engineered property requiring measurable 
evidence, operational context, stakeholder 
alignment, and lifecycle verification.

2.5 2024: Strengthening SE4AI and 
Responsible Deployment

The 2024 workshop represented another 
step in the series’ maturation. It gathered 
nearly 200 participants and included 40 
presentations selected from 74 submitted 
abstracts, nearly doubling the previous 
year’s presentation count. Its theme, “safer 
AI-enabled complex systems: responsi-
ble deployment of AI through systems 
engineering,” placed stronger emphasis on 
SE4AI and the disciplined application of 
systems engineering principles to AI-en-
abled systems.

The 2024 workshop clarified that AI-
enabled systems require extensions to 
traditional systems engineering practice 
because their behavior may evolve based 
on data, context, operational experience, 
and human interaction. Discussions 
emphasized model-based systems 
engineering (MBSE) artifacts, validation 
infrastructure, sociotechnical testbeds, 
responsible deployment, and the continued 
need for human operators to manage 
uncertainty, contextual mismatch, and 
emergent behavior. This positioned SE4AI 
as a core mechanism for building trust in 
autonomous and AI-enabled systems, not 
merely as an adjacent research area.

2.6 2025: Operationalizing AI-Enabled 
Systems Engineering

By 2025, the workshop had matured into 
a research and application forum oriented 
toward operationalization. The event was 
sold out, hybrid, and attended by more than 
250 participants across academia, industry, 
government, military, and U.S. federally 
funded research and development cen-
ters (FFRDCs). The agenda included two 
keynotes, two plenary panels, 60 submitted 
technical presentations, and two interac-
tive sessions, including hands-on work in 
AI-driven SysML v2 model generation and 
AI-enabled mission engineering.

The 2025 technical framing is especially 
important. AI4SE was organized around 
improving systems engineering, manag-
ing complexity, cognitive assistants, AI 
tools and workflows, training, and digital 
engineering. SE4AI focused on trust and 
bidirectionality, lifecycle design processes, 
safety, reliability, ethics, digital engineer-
ing, and test and evaluation. This structure 
demonstrates that the field has moved 
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from conceptual alignment to operational 
integration. The workshop is no longer only 
asking how AI and SE relate; it is asking 
how AI-enabled engineering workflows can 
be made traceable, trustworthy, auditable, 
scalable, and mission-effective.

3. CROSS-SERIES TECHNICAL THEMES
3.1 Trust as an Engineered System Property

Trust emerged as one of the most per-
sistent and technically consequential themes 
across the series. Early discussions connect-
ed trust to transparency, robustness, reliabil-
ity, explainability, and user confidence. Over 
time, the treatment of trust became more 
operational: trust requires evidence, metrics, 
validation artifacts, assurance cases, testbeds, 
governance mechanisms, and human-in-
the-loop decision structures.

The workshop series increasingly frames 
trust as a system-level property produced 
through architecture, data quality, model 
behavior, human interaction, operational 
context, and governance. This is a signifi-
cant technical shift. Trustworthy AI is not 
achieved through model accuracy alone; it 
requires evidence that the system behaves 
reliably under mission-relevant conditions, 
communicates uncertainty appropriately, 
supports accountable human judgment, 
and can be monitored and adapted across 
the lifecycle.

3.2 Continuous Test and Evaluation
A second major theme is the movement 

from static verification and validation 
toward continuous test and evaluation. 
Traditional verification & validation (V&V) 
approaches are insufficient for AI-enabled 
systems that learn, adapt, behave probabi-
listically, or operate in dynamic environ-
ments. Across the workshop series, test & 
evaluation (T&E) increasingly becomes a 
lifecycle function that supports develop-
ment, deployment, monitoring, adaptation, 
and retirement.

The 2025 discussions extend this theme 
by emphasizing proactive stress testing, 
optimization-based falsification, and 
continuous safety evaluation. This reflects a 
broader technical requirement: AI-enabled 
systems must be tested not only against 
predefined requirements, but against 
evolving operational conditions, adversarial 
contexts, emergent behaviors, and system-
level performance interactions.

3.3 Human-AI Teaming as a Systems 
Design Challenge

Human-AI teaming is repeatedly framed 
as more than a user-interface concern. It is 
a sociotechnical design problem involving 
cognition, accountability, cognitive load, 
trust calibration, operator authority, task 
allocation, and workflow integration. 

Across the series, the role of the human 
shifts from passive overseer to active 
participant in a human-machine system 
whose performance depends on the quality 
of collaboration.

The 2025 report is particularly explicit 
that the systems engineer’s role is evolving 
from model constructor to orchestrator of 
human-AI collaboration. AI tools function 
most effectively as co-pilots within modu-
lar, human-in-the-loop systems where cog-
nitive checkpoints, human oversight, and 
accountability mechanisms are designed 
into the workflow rather than appended 
after deployment.

3.4 Data as Engineering and Assurance 
Infrastructure

Data is consistently treated as founda-
tional infrastructure for AI4SE and SE4AI. 
The series links data acquisition, curation, 
analysis, maintenance, reliability, security, 
and representativeness to system perfor-
mance and trust. By 2025, data manage-
ment is framed as a critical aspect of AI 
governance, and AI’s value is increasingly 
tied to its ability to transform unstructured 
engineering knowledge into structured, 
queryable, traceable knowledge systems.

This theme has direct implications for 
digital engineering. AI-enabled systems 
engineering requires structured data 
environments, semantic scaffolds, ontol-
ogies, model-based artifacts, traceable 
evidence chains, and retrieval-augmented 
knowledge architectures. Without these 
foundations, AI may accelerate document 
production but fail to improve engineering 
confidence, decision quality, or lifecycle 
assurance.

3.5 Workforce, Culture, and Organizational 
Adoption

The workshop series consistently resists 
a purely technical interpretation of AI 
transformation. Workforce and culture are 
treated as engineering enablers because AI 
adoption requires changes in skills, roles, 
workflows, organizational incentives, gov-
ernance structures, and decision authority. 
People develop, validate, deploy, interpret, 
and govern AI-enabled systems; therefore, 
the workforce must understand both the 
technical capabilities and the operational 
limitations of AI.

This theme becomes increasingly import-
ant as AI tools move from research proto-
types to embedded engineering workflows. 
The next phase of AI4SE and SE4AI will re-
quire training systems engineers to evaluate 
AI outputs, design human-AI workflows, 
manage model risk, interpret assurance 
evidence, and operate within data-centric 
digital engineering environments.

4. EMERGING PATTERNS AND EVENT 
STRENGTHENING

The most important pattern across 
the series is the shift from possibility to 
disciplined implementation. Early work-
shops asked what AI might do for systems 
engineering and what systems engineering 
might do for AI. Later workshops ask what 
evidence, architecture, governance, test 
infrastructure, and workforce capabilities 
are required to make AI-enabled systems 
operationally credible (see Figure 2).

A second pattern is the increasing bidi-
rectionality of AI4SE and SE4AI. AI4SE sup-
ports requirements generation, architecture 
analysis, traceability, knowledge extraction, 

Figure 2. AI4SE and SE4AI emerging patterns
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design optimization, test generation, and de-
cision support. SE4AI provides the methods 
for ensuring that those tools and the AI-en-
abled systems they support are safe, reliable, 
ethical, explainable, governable, and mis-
sion-relevant. The two domains now operate 
as a coupled feedback loop: better systems 
engineering enables better AI systems, while 
AI-enabled methods transform the practice 
of systems engineering.

A third pattern is the movement from 
presentation to participation. The addition 
of interactive sessions in 2025 indicates 
that the community has reached a stage 
where shared terminology and conceptual 
agreement are no longer sufficient. Par-
ticipants need hands-on demonstrations, 
model-generation exercises, sociotechnical 
testbeds, mission-engineering workflows, 
and prototype environments that translate 
research concepts into reusable practices.

A fourth pattern is increasing alignment 
with mission and acquisition relevance. 
The workshop series repeatedly connects 
AI and systems engineering to the delivery 
of reliable capability to the warfighter at 
the speed of relevance. Later workshops 
make this connection more actionable by 
addressing assurance documentation, ver-
ification artifacts, acquisition reform, data 
foundries, policy-tool alignment, mission 
engineering, digital decision superiority, 
and traceable governance.

5. FUTURE TECHNICAL DRIVERS FROM THE 
LAST TWO SERIES

The next phase of the AI4SE & SE4AI 
workshop series will likely be shaped by 
several converging drivers.

First, AI-enabled systems are becoming 
too adaptive, interconnected, and mis-
sion-critical to be governed through tradi-
tional engineering or software development 
methods alone. This creates demand for 
lifecycle assurance methods that com-
bine model-based systems engineering, 
continuous monitoring, resilience analysis, 
operational testbeds, and human-machine 
accountability (see Figure 3).

Second, generative AI is accelerating 
engineering work while introducing new 
risks. Requirements synthesis, architecture 
generation, test case creation, documen-
tation support, and knowledge extraction 
can all be accelerated by AI. However, these 
gains introduce concerns around halluci-
nation, traceability, model contamination, 
evaluation ownership, intellectual control, 
and overreliance. Future AI4SE workflows 
will therefore need structured knowledge 
bases, domain-specific grounding, semantic 
scaffolds, modular prompt architectures, 
and embedded governance mechanisms.

Third, the workshop will remain relevant 
by exposing the hidden work of AI adop-

tion. Successful AI integration depends 
not only on model performance, but also 
on data preparation, model governance, 
workforce retraining, infrastructure mod-
ernization, policy interpretation, cognitive 
integration, and organizational change. The 
most significant future insights may emerge 
at the interfaces between human judgment 
and machine recommendation, model out-
put and assurance evidence, enterprise data 
and mission decisions, and rapid capability 
development and safety-critical engineering 
discipline.

Fourth, the series is positioned to define 
next-generation AI assurance practice. The 
2025 discussions suggest that governance, 
trustworthiness, resilience, safety, and hu-
man accountability must be treated as for-
mal systems properties. Assurance artifacts 
must be traceable, reusable, auditable, and 
embedded within engineering workflows. 
Adaptive agents and AI-enabled mission 
systems will require structured qualifica-
tion processes before they can be trusted in 
operational environments.

6. CONCLUSION
The AI4SE & SE4AI workshop series 

has become more coherent, more techni-
cal, more applied, and more strategically 
necessary. Its early value was convening 
a multidisciplinary community around a 

rapidly emerging problem. Its current value 
is helping that community define the meth-
ods, evidence structures, and engineering 
practices required to develop trustworthy 
AI-enabled systems and AI-augmented 
engineering workflows.

The central pattern is not merely growth 
in attendance, presentations, or institutional 
participation. The more important pattern is 
disciplinary maturation. Across six years, the 
series has moved from digital transforma-
tion to engineered trust; from AI opportu-
nity to AI assurance; from isolated tools to 
integrated workflows; from human-in-the-
loop rhetoric to human-AI teaming design; 
and from standalone research topics to a 
broader digital engineering ecosystem.

The workshop’s future relevance will 
depend on its ability to continue revealing 
what responsible AI adoption actually 
requires. AI will not become operational-
ly credible through scale, automation, or 
model performance alone. It will require ar-
chitecture, assurance, evidence, governance, 
continuous test and evaluation, resilient 
workflows, trusted data, and a workforce 
prepared to engineer systems in which 
humans and machines reason, decide, and 
adapt together. The series is strongest when 
it treats AI not as a novelty, but as a systems 
engineering challenge — and as a systems 
engineering opportunity.  ¡

Figure 3. Technical drivers for future AI4SE & SE4AI workshops
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1.  INTRODUCTION

  ABSTRACT
Artificial intelligence (AI) for systems engineering has evolved through six paradigms in five decades: expert systems, machine 
learning, deep learning, large language models, agentic AI, and agentic swarms, with each paradigm shorter than the last. This 
position article traces the arc through four systems the authors constructed across the paradigms, Houston (rule-based requirements), 
TurboArch (large-language-model architecture decisions), GenGroves (agentic model-based systems engineering), and MACQ 
(multi-agent acquisition support), supplemented by published work from researchers across the Systems Engineering Research 
Center (SERC) community for the machine-learning and deep-learning paradigms. A central observation runs through this history: 
each new paradigm has become a durable substrate for the next. Ontology and machine learning persist into later paradigms, and the 
article’s portfolio of sixteen AI-for-SE systems shows how agentic swarms now compose those layers across the engineering lifecycle. 
The article does not attempt a comprehensive survey of AI; rather, the article identifies a critical inflection point through the lens 
of the authors and the SERC community. A critical observation from this article is that when organizational adoption lag exceeds 
paradigm duration, organizations risk investing in yesterday’s frontier while missing the durable investment in the layers themselves. 
The systems engineering community must compress its own adoption cycles or accept permanent strategic lag.

From Rules to Agentic 
Swarms: A Systems 
Engineering Journey Through 
the Evolution of AI

Systems engineering organizations 
face a widening capacity crisis. The 
systems they must develop, including 
satellites, aircraft, medical devices, 

and power grids, integrate more functional-
ity, span more disciplines, and involve more 
stakeholders than ever before. Require-
ments number in the thousands, interfaces 
proliferate, and regulatory constraints grow 
more demanding. Yet engineering capacity 
has not grown proportionally. Talent 
remains scarce, budgets are constrained, 
and schedules compress (INCOSE 2023; 
INCOSE 2022). The result is an expanding 
gap between what must be engineered and 
the human capacity to engineer it.

Artificial intelligence (AI) offers a path 
to close this gap. Over the past five decades, 
AI has evolved through six distinct para-
digms, each expanding what computational 
systems can contribute to engineering 
practice. This article traces that evolution 
through the lens of systems engineering 
application, from the earliest expert sys-
tems encoding human rules to the agentic 
AI swarms now emerging as collaborative 
engineering partners. Figure 1 provides a 
companion timeline of the six AI para-
digms discussed in this article.

Two cross-cutting themes run through 
this history and carry urgent implications 
for practice:

Paul Wach, PhD*¹, paulwach@arizona.edu;  Alejandro Salado, PhD¹; and Brad Philipbar ²
¹ University of Arizona | ² Philipbar Analytics LLC, IFC/USAFA
* Corresponding author: Paul Wach, PhD, Department of Systems and Industrial Engineering, University of Arizona.  
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Accelerating cycles: Each AI paradigm 
is shorter than the last. Expert systems and 
machine learning each spanned roughly 
twenty years. Deep learning (DL) com-
pressed to eight. Large language models 
(LLMs) were available for roughly five 
years before agentic AI emerged. Agentic 
swarms are already arriving within a year 
of single-agent systems reaching maturity. 
Organizations that took five years to adopt 
the last wave may not have five years before 
the next one arrives.

Systems engineering practice adoption 
lag: Based on publicly available evidence, 
national security organizations have 
consistently adopted AI paradigms 
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years after they emerge commercially. 
The Department of War (known as the 
Department of Defense (DoD) from 1949 
to 2025 — for consistency, this article 
uses the current designation throughout, 
including in historical context.) funded 
much of the original AI research in the 
1960s through 1980s and adopted expert 
systems with relatively little lag. But as 
AI innovation shifted to the commercial 
sector, a gap opened. The transformer 
architecture emerged in 2017 (Vaswani et 
al. 2017); defense organizations did not 
begin serious LLM adoption until after 
the release of ChatGPT in late 2022, a 
five-year lag. As cycles compress, this lag 
becomes a strategic risk: organizations may 
find themselves investing heavily in one 
paradigm just as the next one arrives.

A third observation, less obvious but 
more consequential, threads through 
the history of AI:  each new paradigm 
has become a durable substrate. Expert 
systems established the rules-and-ontology 
layer that persists in agentic systems 
today, encoded as guardrails, structured 
representations, and ontology-backed 
coordination. Machine learning established 
the statistical-learning layer that deep-
learning models and LLMs still depend on. 
Deep learning, once it arrived, became the 
substrate for the language understanding 
that LLMs inherited. LLMs in turn became 
the cognitive surface that agentic systems 
now run on. Each paradigm is shorter 
than the last not because the previous one 
becomes obsolete, but because each new 
layer builds on the layers below rather than 
reinventing them. The frontier moves; the 
substrate accumulates. This compounding 
is what makes the adoption-lag problem 
strategic. Organizations that optimize only 
for the frontier-as-it-stands-today miss 
the more durable investment in the layers 
themselves.

This pattern also resolves a tension 
in how the field talks about paradigm 
transitions. Expert systems did not “lose” 
to machine learning; rule-based AI did 
not “lose” to learning-based AI; agentic 
systems are not pure generative AI. Many 
systems engineers reasonably prefer the 
simplest sufficient AI for a given task, on 
grounds of explainability and assurance. 
The accelerating-cycles claim is about 
which paradigm owns the frontier, not 
which paradigms remain in service. Prior 
paradigms remain in service, and most 
modern systems blend several.

This article grounds each era in concrete 
systems engineering practice through 
four systems the authors have constructed 
across the AI paradigms: Houston (Salado 
and Tan 2020; Wach and Salado 2019), 
an expert system leveraging hard-coded 
rules and true model-based requirements 
(TMBR) for requirements definition; 
TurboArch (Salado 2025), an LLM-based 
copilot for automating system architecture 
decisions; GenGroves (named for General 
Leslie Groves; Anderson et al. 2025; Wach, 
Nerayo, et al. 2025), an LLM-based agentic 
AI co-pilot bridging systems engineering 
modelers and domain subject matter 
experts (SMEs); and MACQ (modernized 
acquisition; authors’ work in progress), 
an agentic swarm co-pilot for acquisition 
assistance. For the machine-learning, deep-
learning, and natural-language-processing 
(NLP) paradigms, the article points to 
published work by researchers across the 
Systems Engineering Research Center 
(SERC) community, including Daphne 
(Viros Martin and Selva 2019), digital-twin 
DL (Blackburn and Austin 2021; Hagedorn 
et al. 2020), and NLP for requirements 
engineering (Vierlboeck, Lipizzi, and 
Blackburn 2025; Topcu et al. 2025). 
Together, these systems and citations 
illustrate what each AI paradigm made 
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Figure 1. Six paradigms of AI evolution, from expert systems to agentic swarms

possible, where each reached its ceiling, and 
what each contributed as durable substrate.

2.  EXPERT SYSTEMS (1970s–1980s)
Era span: roughly twenty years. Defense 

adoption lag: minimal, as DoW funded 
much of the original research.

The first generation of AI systems applied 
to engineering problems encoded human 
expert knowledge as explicit if-then rules. 
These expert systems represented domain 
expertise in symbolic form, enabling con-
sistent application of established practices 
without requiring the human expert’s phys-
ical presence. Landmark systems included 
MYCIN for medical diagnosis (Shortliffe 
1976) and XCON (R1) for computer con-
figuration at Digital Equipment Corpora-
tion (McDermott 1982), among numerous 
other systems for spacecraft fault diagnosis 
and mission planning.

Expert systems offered clear strengths: 
they codified expertise into deterministic, 
auditable decision procedures. When the 
problem fell within the encoded rule base, 
performance was reliable and explainable. 
For systems engineering, this was a natural 
fit, as many systems engineering activities 
involve systematic application of standards, 
checklists, and established heuristics.

However, expert systems proved too 
brittle for disciplines that demand broad 
rulesets, like systems engineering. They 
performed well within their encoded 
knowledge but failed unpredictably when 
encountering situations outside their rule 
base. The knowledge acquisition bottleneck, 
the expensive and time-consuming process 
of eliciting and encoding expert knowledge, 
limited scalability (Feigenbaum 1977). As 
rule bases grew, the combinatorial explo-
sion of rule interactions made maintenance 
increasingly difficult and introduced the 
risk of logical inconsistencies between 
rules. Expert systems could not learn from 
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experience or adapt without manual rule 
updates. The limitation was scope, not the 
paradigm itself: expert systems remain 
effective for narrower, well-bounded tasks, 
and the rules-and-ontology layer they 
established persists in later paradigms.

Case Study:  Houston. The expert system 
referred to as Houston was focused on 
requirements definition, leveraging 
hard-coded rules and true model-based 
requirements (TMBR) to assist systems 
engineering practitioners in producing 
consistent, standards-compliant require-
ments artifacts (Salado and Tan 2020; 
Wach and Salado 2019). Figure 2 shows 
the Houston architecture: an intelligent ad-
visor reading model-based requirements, 
identifying gaps, and suggesting corrective 
actions. Houston demonstrated the value 
proposition of rule-based AI for systems 
engineering: encoding TMBR patterns en-
abled repeatable, template-driven require-
ments generation that reduced manual 
effort and enforced consistency. These 
well-documented strengths of the expert 
systems paradigm, including deterministic 
behavior, auditability, and domain-specific 
codification, translated directly to require-
ments engineering practice. Equally, the 
well-documented limitations of expert sys-
tems applied: the requirements engineering 
domain demands contextual judgment, 
stakeholder negotiation, and cross-domain 
reasoning that static rules have a difficult 
time capturing. As an expert system, Hous-
ton inherited these constraints. Every novel 
project context demanded new rules, and 
the system could not generalize beyond 
what was explicitly encoded.

What this paradigm enabled that manual 
practice alone could not: deterministic, 
auditable encoding of domain expertise 
into reusable decision procedures; tem-
plate-driven requirements generation; 

first systematic mechanization of design 
heuristics.

Where this paradigm reached its ceiling: 
contextual judgment, scalability of rule 
maintenance, and adaptation to novel proj-
ect contexts; validation was straightforward 
because the rule base was inspectable, but 
the rule base could not grow with experi-
ence.

Houston proved the value proposition 
of AI-assisted systems engineering while 
also demonstrating why the expert systems 
paradigm alone, with its inherent brittle-
ness and inability to learn, was insufficient 
to address the broader capacity crisis. 
Yet the rule-encoding pattern Houston 
established did not retire. It re-emerges, 
in hybrid form, in the agentic systems 
described in Sections 6 and 7, where 
explicit rules are encoded into generative 
agents to bound their behavior. It also 
persists in the cited works that follow: 
Daphne’s knowledge bases and ontologies 
(Viros Martin and Selva 2019), Blackburn’s 
ontology-anchored digital twins (Blackburn 
and Austin 2021), and the ontology-backed 
structured-communication protocols of 
GenGroves and MACQ.

3.  MACHINE LEARNING (1990s–2010s)
Era span: roughly twenty years. Defense 

adoption: gradual, primarily in intelligence 
and signals analysis.

The second paradigm shifted from 
hand-coded rules to learning patterns from 
data. Machine learning (ML) algorithms, 
including support vector machines 
(SVMs), random forests, decision trees, 
and early neural networks, could generalize 
from training examples to new inputs, 
fundamentally reducing dependence on 
manual knowledge engineering (Mitchell 
1997). In systems engineering practice, 
early neural networks were adopted in 
the early 2000s as surrogate models for 
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Figure 2. Houston architecture. An intelligent systems engineering advisor reads model-based requirements, identifies gaps in 
the requirement set, and suggests corrective actions to the engineer.

expensive simulations and as data-driven 
companions to physics-based models 
(Forrester, Sobester, and Keane 2008), 
an application thread that continued 
forward into the deep-learning-era graph 
autoencoders described in Section 4.

For systems engineering more broadly, 
machine learning enabled cost estimation 
from historical project data, defect predic-
tion in software-intensive systems, and risk 
assessment based on project characteristics. 
The approach proved particularly valuable 
where explicit rules were difficult to articu-
late but historical data was available.

Case Study:  Daphne (Selva and col-
leagues). Daphne (Bang et al. 2018; Viros 
Martin and Selva 2019) is an intelligent 
assistant for designing Earth-observing 
satellite systems, developed by Selva’s group 
within the SERC community. Daphne 
combined a knowledge base, a rule-based 
reasoning engine, and classical ML over 
historical mission archives to support 
early-formulation tradespace decisions. The 
architecture is instructive for two reasons. 
First, it shows ML applied to a concrete 
systems engineering activity (architecture 
trade-space exploration), not as a generic 
data-mining exercise. Second, it embeds 
the rules-and-ontology layer from the 
expert-systems paradigm directly inside an 
ML pipeline. The expert-systems layer did 
not retire; it became Daphne’s substrate.

However, machine learning required 
careful feature engineering; human experts 
still needed to identify and select relevant 
input variables. Models were typically 
narrow, trained for a single task, and 
struggled to transfer knowledge across 
domains. Many models proved fragile 
against small variations in their inputs, 
with minor perturbations producing 
disproportionately different outputs. The 
black-box nature of many algorithms 
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limited adoption in safety-critical systems 
engineering contexts where traceability and 
justification are essential. Most critically, 
the systems engineering domain suffered 
from a chronic shortage of labeled training 
data, constraining what could be learned.

What this paradigm enabled that the prior 
could not: generalization from data without 
manual rule encoding; learned cost and risk 
estimates from historical project archives; 
data-driven surrogates for expensive 
physics-based simulations.

Where this paradigm reached its ceiling: 
narrow per-task models, brittleness to 
distribution shift, the labeled-data shortage 
in systems engineering, and limited trans-
parency for safety-critical use; validation 
required held-out test sets and, when 
available, agreement with physics-based 
reference models.

The statistical-learning techniques 
introduced here did not vanish when deep 
learning arrived; they became part of the 
substrate for it. Random forests still anchor 
cost estimation; SVMs and tree ensembles 
still serve as baselines and as components 
of larger ML pipelines.

4.  DEEP LEARNING (2012–2020), WITH 
NATURAL LANGUAGE PROCESSING AS THE 
BRIDGE TO LARGE LANGUAGE MODELS

Era span: roughly eight years; cycle com-
pression begins. Defense adoption: DoW 
invested (Project Maven, Joint AI Center) 
but systems engineering-specific adoption 
remained minimal.

Deep learning extended machine learn-
ing through multi-layer neural networks 
capable of automatically learning hierar-
chical feature representations from raw 
data (Krizhevsky, Sutskever, and Hinton 
2012). The 2012 AlexNet breakthrough in 
image classification demonstrated that deep 
networks could match or exceed human 
performance on perception tasks, trigger-
ing rapid adoption across computer vision, 
speech recognition, and game-playing 
(Silver et al. 2016).

Architecturally, deep learning introduced 
convolutional neural networks (CNNs) 
for spatial data, recurrent neural networks 
(RNNs) for sequential data, and eventually 
attention mechanisms that would seed 
the next revolution. The key advance was 
automatic feature learning: rather than 
requiring human engineers to specify 
what to look for, networks learned relevant 
representations directly from data.

For systems engineering, deep learning 
supported image-based inspection in 
manufacturing and test, anomaly detection 
in operational systems, and ontology-
anchored decision support for digital 
engineering.

Case Study:  Blackburn and Austin’s Dig-
ital Twin Graph Autoencoders. Within 
the SERC community, Blackburn and 
Austin (2021), prepared as SERC technical 
report SERC-2021-TR-007 under research 
task WRT-1025, applies graph autoen-
coders, a deep-learning method, to learn 
low-dimensional embeddings of urban 
distribution-network graphs, then cou-
ples those embeddings with downstream 
ML for digital-twin decision support. A 
complementary positioning by Hagedorn, 
Bone, Kruse, Grosse, and Blackburn (2020), 
titled “Knowledge Representation with 
Ontologies and Semantic Web Technolo-
gies to Promote Augmented and Artificial 
Intelligence in Systems Engineering,” 
makes the persistence of the ontology layer 
explicit: deep learning is most useful in 
systems engineering when it is ground-
ed in formal knowledge representations. 
Together, these works show DL applied 
to a concrete systems engineering activity 
(digital-twin decision support) on top of 
the rules-and-ontology layer that expert 
systems established.

Deep learning also re-anchored natural 
language processing (NLP) for systems 
engineering. Prior to neural NLP, require-
ments and specifications work relied on 
dependency parsing, entity extraction, and 
other classical statistical-NLP methods. 
Neural sequence-to-sequence models and 
contextual embeddings then extended 
what could be done with engineering text. 
Within the SERC community, Vierlboeck, 
Lipizzi, and Blackburn (2025) developed 
an NLP for requirements engineering 
(NLP4RE) pipeline that applies depen-
dency parsing and entity extraction to 
assess the structural complexity of system 
requirements, an example of statistical NLP 
applied to a concrete systems engineering 
activity. As neural NLP matured into trans-
former-based language models, the path 
led directly to LLMs. The NLP layer did not 
retire; the LLMs of Section 5 inherited it. 
The bridge is most visible in work like Top-
cu, Husain, Ofsa, and Wach (2025), which 
uses transformer-based LLMs to generate 
systems engineering artifacts and uses NLP 
similarity algorithms to evaluate them, the 
same NLP techniques that statistical-NLP 
work like Vierlboeck et al. (2025) applies 
for structural assessment.

What this paradigm enabled that the prior 
could not: automatic feature learning from 
raw data; hierarchical representations that 
flexibly support perception, sequence, and 
graph problems; statistical-to-neural NLP 
that opened structured engineering text to 
learned models.

Where this paradigm reached its ceiling: 
single-task per trained model, voracious 
appetite for labeled data that systems engi-

neering rarely provides, classification and 
prediction without reasoning or generation, 
and (until transformers) limited ability to 
capture long-range structure; validation 
required held-out test sets and, increasingly, 
agreement with physics-based or ontolo-
gy-grounded reference models.

The deep representations introduced 
here became part of the substrate for what 
followed. Transformer-based LLMs, mod-
ern agents, and swarm controllers depend 
on representations whose techniques were 
developed in the deep-learning era. The 
NLP techniques developed here continue to 
be used for evaluation even when LLMs do 
the generation.

5.  LARGE LANGUAGE MODELS (2018–2023)
Era span: roughly five years. Adoption 

note: the transformer architecture emerged 
in 2017 (Vaswani et al. 2017), but defense 
and systems engineering adoption did not 
begin until after the November 2022 release 
of ChatGPT, a five-year lag.

The transformer architecture (Vaswani 
et al. 2017) and the scaling laws it enabled 
produced LLMs trained on internet-scale 
text corpora. Beginning with the bidirec-
tional encoder representations from trans-
formers model (BERT 2018) and acceler-
ating through the generative pre-trained 
transformer (GPT) series and Claude, 
LLMs demonstrated emergent capabilities 
qualitatively beyond their predecessors: 
zero-shot and few-shot learning, gener-
al-purpose reasoning, code generation, and 
multi-step problem decomposition (Devlin 
et al. 2019; Brown et al. 2020).

For systems engineering, LLMs intro-
duced the possibility of generating, not 
merely classifying, engineering artifacts. 
Requirements documents, design descrip-
tions, trade study analyses, and code could 
be drafted from natural-language instruc-
tions. A single model could address many 
systems engineering tasks without task-spe-
cific training, dramatically lowering the 
barrier to AI-assisted engineering.

Three lines of empirical work collectively 
map the ceiling of LLMs operating 
alone. Topcu, Husain, Ofsa, and Wach 
(2025) showed that LLMs can produce 
systems engineering artifacts whose 
surface features pass for expert work but 
whose qualitative behavior resembles 
novice practice (premature requirements 
definition, unsubstantiated numerical 
estimates, propensity to overspecify). Wach 
et al. (2025a) showed that specialization 
on a systems engineering subdomain 
(SysMLv2) actually degraded general 
systems engineering knowledge on the 
SysEngBench benchmark of 1,144 multiple-
choice questions, an apparently counter-
intuitive result: unmodified ChatGPT-4o 
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Figure 3. GenGroves architecture. An LLM-based orchestrator agent coordinates 
three specialized models, text-to-SysML, image-to-SysML, and SysML-to-text, 
through LangGraph and model context protocol pipelines.

Orchestrator Agent
LLM–based

LangGraph
MCPUser Interface

Text-to-SysML AI Image-to-SysML AI SysML-to-text AI

outperformed fine-tuned and fine-tuned-
plus-retrieval-augmented-generation (RAG) 
variants. Wach et al. (2025b) framed this as 
a generalist-versus-specialist trade-off that 
scaling alone does not resolve. Together 
these works identify the LLM ceiling 
precisely: it is not a missing capability of any 
single LLM, it is the limit of what one model 
can do without orchestration, persistent 
memory, and validation feedback. This 
is the ceiling that motivates the move to 
agentic AI in Section 6.

Case Study: TurboArch. TurboArch (Salado 
2025) is a proof-of-concept LLM-based 
copilot that automates system architecture 
decision-making. Named by analogy to 
TurboTax (making complex evidence 
synthesis accessible to practitioners), 
TurboArch retrieves and synthesizes 
evidence from diverse data pools, including 
heuristic lists and empirical studies, to 
predict how architectural choices impact 
system qualities (ilities). Where Houston 
required hand-coded TMBR rules for 
requirements, TurboArch uses LLM-based 
evidence synthesis for architecture; the same 
goal of augmenting systems engineering 
practitioners, achieved through a radically 
different mechanism that illustrates the 
paradigm shift from rules to learning. Later 
iterations of TurboArch reach toward agentic 
patterns; that thread is taken up in Section 6.

What this paradigm enabled that the 
prior could not: generation rather than only 
classification; general-purpose reasoning 
across many systems engineering tasks 
from a single model; rapid prototyping of 
evidence-synthesis copilots like TurboArch; 
the LLM acted as a cognitive surface that 
earlier paradigms could not provide.

Where this paradigm reached its ceiling: 
hallucination, overconfidence, the special-
ist-versus-generalist trade-off identified 
by Wach et al. (2025a), and the validation 
problem made acute by perceived ease-of-
use; outputs that feel authoritative encour-
age adoption with less rigorous validation 
than earlier paradigms received. Validation 
here required human review of synthesis 
provenance and traceability of evidence.

The LLM layer, once established, became 
the cognitive surface for the agentic and 
swarm paradigms that followed. Modern 
agentic systems depend on a generative 
reasoning layer of this kind.

6.  AGENTIC AI (2023–2024)
Era span: roughly one to two years; cycle 

compression accelerating rapidly. Defense 
adoption: beginning now, but most organi-
zations are still in the LLM adoption phase.

Agentic AI addressed the fundamental 
limitation of standalone LLMs: a model 
responding to a single prompt is reactive, 

cannot interact with external systems, 
and forgets between conversations. 
Agentic systems augment LLMs with three 
capabilities that change what they can do.

Tool calling. The agent invokes exter-
nal functions during a task. Rather than 
generating only text, the agent reads files, 
queries databases, executes code, retrieves 
documents, calls validators, or invokes 
simulators, then incorporates the result 
into its reasoning. Standards such as the 
model context protocol (MCP) make these 
interactions structured and auditable. 
This grounds the LLM in real engineering 
systems.

Persistent memory. State retained across 
interactions. The context that would be lost 
between LLM prompts can be recalled and 
reasoned over.

Goal-directed control loops. The agent 
interleaves reasoning with action: think 
about what to do, call a tool, observe the 
result, decide what to do next, continue 
until the goal is achieved or it determines it 
cannot proceed. The ReAct framework (Yao 
et al. 2023) demonstrated that interleav-
ing reasoning traces with tool execution 
substantially improved task completion on 
complex problems.

For systems engineering, agentic AI 
opened the door to automated trade study 
execution, design space exploration, and 
continuous verification workflows. An 
agent can be tasked with evaluating archi-
tectural alternatives, gathering relevant 
data, performing analyses, and synthesizing 
recommendations, with reduced step-by-
step human guidance.

Case Study: GenGroves. GenGroves 
(named for General Leslie Groves) is an 
agentic AI co-pilot designed to bridge 
the communication gap between systems 
engineering modelers and domain SMEs 
(Anderson et al. 2025; Wach, Nerayo, et 
al. 2025; Wach, Jugan, and Lucero 2024). 
The system architecture comprises four spe-
cialized language models: an orchestrator 

that manages workflow, a text-to-SysMLv2 
generator, an image-to-SysMLv2 generator, 
and a SysMLv2-to-text translator. These 
models coordinate through LangGraph 
and model context protocol pipelines, with 
verification and validation (V&V) feedback 
loops ensuring generated SysMLv2 artifacts 
are validated before delivery. Figure 3 
shows the architecture.

In practice, GenGroves operates through 
a sequence of orchestrated tool calls. 
A systems engineer asks the system to 
translate a domain SME’s natural-language 
description (for instance, an electrical 
engineer’s account of a power-distribution 
subsystem) into SysMLv2 model fragments. 
The orchestrator agent calls the text-to-Sys-
MLv2 generator (a specialized fine-tuned 
model invoked as a tool) to draft a model 
fragment. If the SME provided sketches 
or diagrams, the orchestrator calls the 
image-to-SysMLv2 generator to parse those 
into graph fragments. Both fragments are 
merged. The orchestrator then calls the Sys-
MLv2 grammar validator (a non-LLM tool) 
to check syntactic validity. If validation 
fails, the orchestrator observes the error, 
may re-invoke the text-to-SysMLv2 genera-
tor with the error context, and re-validates. 
This is the observe-and-correct loop in 
concrete form. Once the artifact is valid, 
the orchestrator calls the SysMLv2-to-text 
translator to render the result back into 
a domain-appropriate natural-language 
summary the SME can review and confirm. 
Throughout, MCP provides the structured 
interface for each tool call, making the 
orchestrator’s behavior auditable. Anderson 
et al. (2025) demonstrated that fine-tuned 
“translator” models achieved 91.37% 
BERTScore (an embedding-based similari-
ty metric) accuracy in converting SysMLv2 
to natural-language descriptions, establish-
ing a bidirectional bridge that spans the full 
spectrum of stakeholders, from executives 
requiring high-level summaries to elec-
trical engineers needing component-level 
specifications.
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What this paradigm enabled that the 
prior could not: multi-step, goal-directed 
workflows; tool use and persistent memory; 
orchestrated specialization across multiple 
models within a single pipeline; bidirec-
tional translation between formal models 
and natural-language summaries.

Where this paradigm reached its ceiling: 
validation methods are still emerging; 
pipelines remain brittle to off-distribution 
inputs; the orchestration assumes a design-
er-specified workflow rather than autono-
mous coordination.

GenGroves represents the transition 
from LLMs as text generators to agentic 
systems that coordinate multiple special-
ized models and tools in pursuit of an 
engineering goal. It also illustrates a key 
architectural lesson: rather than building 
one monolithic systems engineering agent, 
decomposing the problem into specialized 
models with clearly defined interfaces pro-
duces more reliable results.

7.  AGENTIC SWARMS (2024–PRESENT)
Era span: roughly one year and emerging. 

The lag problem intensifies, as organizations 
are still adopting LLMs while swarms are 
already here.

The current frontier extends agentic AI 
from single-agent systems to coordinated 
multi-agent swarms, teams of specialized 
agents working collectively on problems 
too complex for any individual agent.

It is worth distinguishing agentic swarms 
from the orchestrated multi-model pipe-
lines of Section 6. Orchestrated agents 
(such as GenGroves) are pre-planned: a 
central planner dispatches specialized mod-
els along a fixed workflow with structured 
handoffs. The graph of who-talks-to-who is 
designed in advance. Agentic swarms are 
emergent: multiple autonomous agents with 
specialized roles, shared memory, and con-
sensus protocols coordinate through peer-
to-peer communication, with collective 
behaviors that the designer did not script 
in advance. Orchestration is graph-shaped 
and pre-planned; swarms are emergent. 
Orchestration is easier to validate; swarms 

are more capable, but harder to assess.
Key characteristics distinguish swarms 

from single-agent systems:
■■ Agent specialization:  individual agents 
optimized for specific roles (require-
ments analysis, architecture, domain 
expertise, verification).

■■ Parallel execution: multiple agents 
working simultaneously on subtasks, 
whether independent or coordinated.

■■ Shared memory:  common knowledge 
repositories enabling information 
exchange.

■■ Coordination mechanisms: protocols 
for managing dependencies, resolving 
conflicts, and achieving consensus.

■■ Emergent capabilities:  collective be-
haviors exceeding the sum of individual 
agent capabilities.

This architecture mirrors the multi-dis-
ciplinary, collaborative nature of systems 
engineering itself. Systems engineering is 
not a solo activity; it requires, as examples, 
requirements engineers, systems architects, 
domain specialists, integration engineers, 
and V&V engineers working in concert. 
Agentic swarms can operate the same way.

Case Study: MACQ (modernized 
acquisition). MACQ is an agentic swarm 
co-pilot designed for acquisition processes 
across multiple organizational frame-
works, such as covering both DoW and the 
National Aeronautics and Space Adminis-
tration (NASA). Multiple specialized agents 
coordinate across acquisition lifecycle 
phases, with current capabilities including 
milestone review support and systems 
engineering plan (SEP) generation.

MACQ’s architecture assigns distinct 
agents to distinct acquisition concerns, 
including regulatory compliance, tech-
nical assessment, schedule analysis, and 
stakeholder coordination, and enables them 
to share context through shared memory 
and structured communication protocols. 
The structured protocols are themselves an 
ontology layer. The regulatory-compliance 
agent, for example, works against an ex-
plicit representation of Federal Acquisition 

Regulation (FAR) and Defense Federal Ac-
quisition Regulation Supplement (DFARS) 
clauses rather than free-text retrieval. 
When conducting a milestone review, 
agents independently assess their respective 
domains and then synthesize findings into 
a coordinated review package that identifies 
cross-cutting risks no single agent would 
catch in isolation.

What this paradigm enabled that the prior 
could not: emergent collective behavior 
across autonomous agents; parallelism 
across the full lifecycle; identification of 
cross-cutting concerns by composition 
rather than by central design; consen-
sus-based coordination at scale.

Where this paradigm reached its ceiling: 
validation methods are nascent; emergent 
behavior is hard to bound; failure modes 
can be subtle and arise only at scale; 
auditability across many agents is an open 
problem.

The progression from Houston (single 
expert system, one domain), through the 
ML and DL examples cited above (Daphne, 
Blackburn’s digital-twin DL, NLP4RE), to 
TurboArch (LLM copilot, architecture de-
cisions), GenGroves (coordinated special-
ized models, one workflow), and MACQ 
(autonomous specialized agents, full 
acquisition lifecycle) traces the expanding 
frontier of AI-assisted systems engineering. 
Prior layers persist: rules and ontologies in 
MACQ’s structured protocols; classical ML 
in cost and risk components; deep learning 
in the LLMs that power its agents; NLP in 
the artifact-evaluation pipelines.

8.  THE COMPRESSION PROBLEM
The two cross-cutting themes of this arti-

cle, accelerating cycles and defense adoption 
lag, converge into a strategic problem that 
demands attention. Table 1 summarizes how 
AI paradigm durations have compressed 
alongside defense adoption lag.

The pattern is unmistakable: paradigm 
durations have compressed from decades 
to a single year. Meanwhile, defense and 
national security organizations have seen 
their adoption lag remain roughly con-

Table 1. AI paradigm durations and the compression of innovation cycles

AI Paradigm Approx. Span Duration Approx. SE Adoption Lag

Expert Systems 1970s–1980s ~20 years Minimal (DoW-funded)

Machine Learning 1990s–2010s ~20 years Moderate (intel/signals)

Deep Learning 2012–2020 ~8 years Moderate (Project Maven, JAIC)

Large Language Models 2018–2023 ~5 years ~5 years (2017  2022/23)

Agentic AI 2023–2024 ~1–2 years Beginning now

Agentic Swarms 2024–present ~1 year Not yet started



Figure 4. The authors’ AI-for-systems-engineering research timeline
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stant or grow. The critical inflection point 
occurs when the adoption lag exceeds the 
paradigm duration. At that point, organi-
zations risk investing heavily in a paradigm 
(for example, standing up LLM programs) 
just as the next paradigm (agentic swarms) 
arrives, or skipping an era entirely without 
ever realizing its benefits.

The persistence framing of Section 1 
sharpens this argument. Each new para-
digm is shorter than the last in part because 
it builds on accumulated layers rather than 
reinventing them. That same compound-
ing makes the strategic stakes higher. 
Organizations that optimize only for the 
frontier-as-it-stands-today miss the more 
durable investment in the layers them-
selves: the ontology layer that persists from 
expert systems through later paradigms, 
the statistical-learning layer that anchors 
most modern models, and the deep-repre-
sentation layer that LLMs and most agents 
depend on. Investing in those layers buys 
leverage across paradigm transitions; in-
vesting only in the current top layer leaves 
an organization exposed to obsolescence at 
the next transition.

This is not merely an academic observa-
tion. Organizations today are establishing 
LLM centers of excellence, developing 
LLM governance frameworks, and training 
their workforce on LLM tools. These are 
valuable investments. But if those programs 
take three to five years to mature, the AI 
landscape will have shifted beneath them 
twice over, and the organizations that 
prepared only for the LLM layer will need 
to re-prepare for the agentic and swarm 
layers as separate efforts, rather than as 
natural extensions of an investment already 
in place.

Across the six paradigms, a recurring 
evolutionary pattern emerges: increasing 
autonomy (from static rules to self-directed 
agents), decreasing brittleness (from rigid 
rule bases to adaptive learned behaviors), 
and growing coordination (from isolated 
systems to collaborative swarms). The 
throughline from Houston, through the 
cited SERC-community ML, DL, and NLP 

work, to TurboArch, GenGroves, and 
MACQ illustrates that each AI paradigm 
shift expanded what was possible in sys-
tems engineering practice, while preserving 
the need for human engineering judgment.

What appears constant across the para-
digms covered in this article:

■■ Human judgment:  value-laden trade-
off decisions that reflect stakeholder 
priorities and engineering experience.

■■ Accountability: when systems fail, 
humans bear responsibility; AI systems 
are tools, however sophisticated.

■■ Stakeholder relationships:  the inter-
personal dimensions of engineering 
that resist computational mediation.

■■ Creative insight:  redefining the prob-
lem space itself, recognizing when the 
wrong question is being answered.

AI augments engineering capacity in the 
systems engineering practice we describe. It 
does not replace engineering judgment.

Validation, in particular, is the through-
line that makes the persistence framing 
operationally meaningful. Each paradigm 
imposed its own validation regime: rule-
base inspection for expert systems; held-out 
test sets and physics-agreement for ML 
and DL; provenance review for LLMs; and 
emerging methods for agentic and swarm 
systems. Because paradigms persist as sub-
strate, validation in modern systems must 
operate layer-by-layer. A swarm built on 
agents built on LLMs built on transform-

er-era NLP built on classical ML built on 
ontological rules cannot be validated only 
at the swarm level. Validation regimes ac-
cumulate alongside the substrates they test.

9.  LOOKING FORWARD
Several convergence points define the 

near-term frontier.
Agentic swarms and digital engi-

neering. As organizations transition to 
model-based systems engineering (MBSE), 
digital threads, and digital twins (INCOSE 
2023; INCOSE 2022; NASA 2016), they 
are building the infrastructure on which 
AI swarms will operate. MBSE provides 
formal, machine-readable representations 
of system architecture. Digital threads 
maintain traceability across the lifecycle. 
Digital twins bridge development and op-
erations. AI swarms can consume, produce, 
and validate engineering artifacts across 
this entire digital ecosystem.

The strategic imperative. The compres-
sion problem described in Section 8 means 
that organizations cannot afford multi-year 
adoption cycles for each new AI paradigm. 
Instead, they must develop the organiza-
tional agility to evaluate, pilot, and scale 
AI capabilities on compressed timescales, 
or accept permanent lag as a strategic risk. 
This requires investment not only in tech-
nology but in workforce AI literacy, gover-
nance frameworks, organizational learning 
capacity, and (per the persistence framing) 
deliberate investment in the durable sub-
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Table 2. AI and systems engineering research portfolio. Names are working titles subject to change as the research program 
matures.

Names AI Paradigm Activity Key Capability

Houston Expert Systems Requirements 
definition

Template-driven, standards-compliant requirements 
generation

Problem 
Definition 
Workbench

Agentic AI v1, swarms 
expected v2

Problem 
definition

Streamlined requirements assessment

TurboArch LLM (proto-agentic) Architecture 
decisions

Evidence synthesis for ility trade-offs

GenGroves Agentic AI MBSE / SysMLv2 
translation

Bidirectional bridge between modelers and SMEs

SysMLv2 Hive Agentic Swarms SysMLv2 
grammar and 
modeling

GenGroves expansion: grammar development, library 
integration, semantic analysis

MACQ Agentic Swarms Acquisition 
lifecycle

Multi-agent milestone review, SEP generation, FAR/
DFARS compliance

COSYSMOS Agentic Swarms Cost estimation Parametric SE cost modeling with size drivers and effort 
multipliers

GI-JOE Agentic Swarms Knowledge 
representation

OWL/RDF/OML ontology engineering, BFO/CCO-aligned, 
SHACL validation

SCAR Agentic Swarms Multiple Contested supply-chain analysis and remediation

SEAD Agentic Swarms Software 
engineering, 
DevSecOps

Codebase analysis, infrastructure-as-code, monitoring, 
security

PLMr Agentic Swarms Product-lifecycle 
management

BOM management, change control, compliance tracking

Systems 
Theoretic 
Assistant

Agentic Swarms Cross-cutting, 
Systems 
Engineering 
theory

Neuro-symbolic agentic swarm; cross-domain 
isomorphism/homomorphism library (Wach, Sandman, 
and Iyer 2026; Philipbar and Wach 2026; Wach, 
Philipbar, and Gregory 2026)

FortWachs Agentic Swarms Security Resilience, cyberphysical systems

ZynWorld Agentic Swarms Mission 
engineering, 
modeling and 
simulation

Gamification, killchain analysis, mission-driven scenario 
evaluation

HOS Hive of Hives Cross-cutting Hive-based operating system, enabling infrastructure

Abbreviations used in Table 2: BFO = Basic Formal Ontology; BOM = Bill of Materials; CCO = Common Core Ontologies; 
COSYSMOS = Constructive Systems Engineering Cost Model Swarm, based on COSYSMO (Valerdi 2005); GI-JOE = Generalized 
Information, Judicially and Ontologically Engineered (aka, semantic hero); HOS = Hive Operating System; OML = Ontology Modeling 
Language; OWL = Web Ontology Language; PLMr = Product Lifecycle Manager; RDF = Resource Description Framework; SCAR = Supply 
Chain Analysis and Remediation; SEAD = Software Engineering, Architecture, Development, Deployment, Operations, and Security; 
SHACL = Shapes Constraint Language.

strate layers, not only the frontier layer of 
the moment. Figure 4 is an illustration of 
the rapid pace, based on samples from our 
portfolio.

To summarize the authors’ perspective: 
from a single expert system (Houston, 
2019) through agentic AI (GenGroves, 
2023–2025), the portfolio expanded rapidly 
into a hive of hives comprising sixteen 
specialized agentic swarms by early 2026 

(Figure 4). The next horizon is integration. 
STOIC (systems theoretic information 
coherence), a math-first ontology approach 
building on the authors’ earlier systems 
theoretic co-pilot work (Wach et al. 2025c), 
is becoming the core of the next-generation 
hive operating system (HOS).

A broader AI-for-systems-engineering 
research portfolio. The four case studies 
in this article (Houston, TurboArch, 

GenGroves, and MACQ) and the cited 
SERC-community ML, DL, and NLP 
work are part of a larger research program 
investigating AI across the full systems 
engineering lifecycle. Table 2 summarizes 
the current portfolio of sixteen systems 
spanning requirements engineering, 
problem definition, architecture decisions, 
model-based systems engineering, 
acquisition management, cost estimation, 
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produce outputs that feel authoritative, 
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concern: García Alarcia, Golkar, and 
Salado (2026) found that LLM-generated 
requirements, while superficially similar 
to human-authored ones, require careful 
scrutiny to identify subtle quality differ-
ences. As the systems engineering com-
munity adopts LLM-based and agentic 
tools at compressed timescales, research 
into validation methods for AI-generated 
engineering artifacts becomes increasingly 
urgent. Under the persistence framing of 
this article, that research must explicitly 
address layer-by-layer validation: how does 
one validate a swarm that runs on LLMs 
that ride on transformer-era NLP that 
depends on classical ML that anchors to 
formal ontology? Each layer needs its own 
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A call to action. The systems engi-
neering community faces a choice. The 
community can react to AI advancement as 
it unfolds, adapting after the fact to capabil-
ities others develop for other purposes. Or 
the community can actively shape how AI 
is applied to engineering practice, ensuring 
that the resulting systems serve engineering 
needs, preserve engineering values, and 
amplify the capacity that the discipline so 
urgently requires (INCOSE 2022).

Three concrete openings define what 
“actively shape” looks like in the next 
eighteen months. First, INCOSE working 
groups can formalize the layer-by-layer 

validation discipline this article argues 
for, producing a community standard 
for validating AI-augmented systems 
engineering artifacts that addresses 
each substrate layer (ontology, statistical 
learning, deep representations, language, 
agency) rather than only the top-of-
stack output. Second, funded research 
can develop persistence-aware adoption 
decision support. Organizations 
transitioning between AI paradigms face 
a real decision-support problem: what to 
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substrate, what to layer onto next, and how 
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systems engineering problem, and one the 
systems engineering research community 
is positioned to study with rigor. Third, the 
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program for agentic systems engineering 
tools, modeled on early-phase clinical trial 
discipline, so that organizations adopting 
agentic and swarm systems do so on the 
basis of evidence rather than impression.

The durable investment is at the layers, 
not the frontier. The frontier moves; the 
layers accumulate. Organizations and com-
munities that treat each new paradigm as a 
replacement of the last will keep paying the 
full cost of every transition. Organizations 
and communities that recognize the com-
pounding will build platforms that survive 
the transitions.

The time between paradigm shifts is no 
longer measured in decades. The window to 
shape the next paradigm is open now.  ¡
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  ABSTRACT
Generative AI (GenAI) is rapidly moving from experimentation to routine use in systems engineering practice. We are already 
using these tools across virtually all process activities. The potential benefits are substantial, but the risks are equally real including 
inconsistent outputs, hidden assumptions, unverifiable calculations, weak traceability, context loss across sessions, and avoidable 
rework caused by poorly framed prompts and informal review habits. Current use is often ad hoc, whereas we need to move to 
disciplined individual and team processes that are measurable and thus manageable.
	 This article is dedicated to Dr. Barclay Brown, previous chair of the INCOSE AI Systems Working Group. Barclay recently 
passed away and was a strong advocate in our community for applying AI in systems engineering with practical engineering 
discipline. He could have written this article as well, and this contribution aims to carry his spirit forward by offering concrete 
guidance that engineers can apply immediately while preserving rigor, transparency, and accountability.

  A SHORT TRIBUTE TO DR. BARCLAY BROWN
Barclay was very fond of Star Trek references. He would say about GenAI “It’s life, Jim, but not as we know it.” He liked to describe 
GenAI like it was a new kind of being: “Neither human nor sentient; no soul, no goals; but with vast knowledge and information; 
creativity of a sort; little (or no) judgment; great speed; ‘eager’ to please; and happy to re-do things many times.” Why would we not 
want to converse with an entity like this?
	 He would note “Large Language Models (LLMs) have no interests, desires, ambitions, understandings, willingness, emotions, or 
intentions; and no capacity for these, though they can TALK like they do. But treating AIs like beings is the most productive way 
to relate to them. They know all about human behavior, so they respond better when addressed in that same way. So have them act 
in any way that serves you.” This makes them extremely easy to use but also makes it easy to accept what they tell you as correct, 
complete, verifiable, and immediately usable. Easy to use works for short information summaries, but not for complex systems 
engineering tasks. 
	 Barclay enjoyed presenting tips on using GenAI in INCOSE and other conferences. In his spirit we have distilled some essential 
tips for systems engineers using GenAI. Use it but use it right.

Effective use of GenAI in systems 
engineering depends on treating 
AI interaction with the same rigor 
applied to other processes that 

produce engineering artifacts. This means 
stating purpose clearly, defining constraints 
and acceptance criteria, exposing ambi-
guity early, requesting structured outputs, 

and designing reviewable workflows. It 
also means delegating quantitative tasks to 
deterministic tools when correctness and 
auditability matter. At the team level, it 
means institutionalizing reusable context 
through curated assistants and retrieval 
mechanisms, benchmarking models and 
configurations against representative tasks, 

Twenty Tips for Using 
Generative AI in Systems 
Engineering

Ray Madachy, rjmadach@nps.edu; Dan O’Leary, djo0008@auburn.edu; Tom McDermott, tmcdermo@stevens.edu, and Sinan 
Bank, sinan.bank@colostate.edu
Copyright © 2026 by Ray Madachy, Dan O’Leary, Sinan Bank, and Tom McDermott. Permission granted to INCOSE to publish and use.

TWENTY TIPS FOR USING GENERATIVE AI IN SYSTEMS ENGINEERING
measuring rework, AI defects by category, 
cycle time, and cost impacts so AI usage 
improves over time.

Systems engineers should go further 
than simply entering explorations. 
Specifications should be used as the shared 
contract between human designers and 
AI agents, and should be iterated through 
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experiments to validate alignment. Before 
asking an AI tool to generate a design, 
draft requirements, or evaluate alternatives, 
engineers should invest the time to 
write down what they actually want: the 
constraints, objectives, and acceptance 
criteria, in a structured specification. The 
specification should not be treated as a 
one-shot handoff. Engineers should run 
intermediate experiments and tests to 
check whether the AI’s outputs align with 
their intent, then refine the specification 
based on what they learn. In this view, 
AI tools are far more useful when the 
problem is well framed and the human-
AI loop includes explicit checkpoints for 
validation. Specifications make the human’s 
intent explicit, give the AI a concrete target 
to work toward, and create a traceable 
record of what was asked versus what 
was produced. Intermediate experiments 
close the gap between what was intended 
and what was generated. This aligns with 
the augmented intelligence paradigm: the 
human frames the problem, the AI drafts 
solutions, experiments reveal misalignment, 
and the specification evolves as the shared 
contract that keeps both aligned.

So here are the tips:
1.	 Start with a clear purpose and a way 

to measure success. Don’t start by 
asking, “How can I use AI?” Like a good 
systems engineer, start by asking, “What 
problem am I trying to solve?” Then 
ask, “How will I structure the investiga-
tion?” Treat this as a structured prob-
lem-solving exploration. Experiment 
and learn practical, high-value tasks 
where AI can help immediately. For 
each task you have GenAI help with, be 
clear about the decision you are trying 
to support, the product or artifact you 
want to create, and who will review or 
use the output.

2.	 Use AI as part of a larger engineering 
process. AI should be one tool in a 
larger workflow, not only a standalone 
chatbot. Use AI where language un-
derstanding, summarization, analysis, 
or idea generation adds value. Create 
example inputs and expected outputs 
so you can measure performance and 
compare alternatives. Continue to use 
structured engineering methods, mod-
els, databases, requirements manage-
ment tools, and human reviews where 
they are needed.

3.	 Treat prompting like engineering. 
GenAI is great at answering simple 
questions, but not so great at respond-
ing to simple questions with correct an-
swers. You must give the GenAI context 
with your questions – in other words 
you must prompt the GenAI with what 
you want from your answer and in what 

type of language. Prompting should be 
handled with the same care you use in 
engineering specifications. Provide clear 
objectives, note your assumptions, list 
constraints, define expected outputs in-
cluding format, and specify acceptance 
criteria. Use templates and save success-
ful prompts so they can be reused and 
improved over time. A useful first step 
is to ask the AI: “How could this prompt 
be improved before I use it?”

4.	 Manage context deliberately across 
sessions and keep a record of AI-as-
sisted work. When AI contributes to an 
engineering artifact, preserve enough 
information for later review: what was 
asked, what source material was pro-
vided, what answer was returned, what 
was accepted or rejected, and who made 
the final decision. Do not rely on chat 
history as project memory. Keep as-
sumptions, decisions, source references, 
glossary terms, constraints, and prompt 
templates in durable project artifacts. 
When returning to a task, restate the 
current context or provide the main-
tained reference material so the AI is 
working from the same baseline as the 
engineering team. This does not need to 
be burdensome, but engineering work 
should remain traceable.

5.	 Let AI ask questions before it answers. 
GenAI searches for answers within a 
“context window.” A context window is 
the “working memory” of the GenAI 
tool or LLM. It is the maximum 
amount of data–including your prompt, 
system instructions, and conversation 
history–the AI can “see” and reference 
at any given time. GenAI often fills 
in the information missing from its 
context window with assumptions. It 
needs help with context outside of its 
narrow view. Encourage it to identify 
missing information, ambiguous 
terms, conflicting constraints, and 
unclear objectives before producing a 
final answer, and require clarification 
when needed. Ask the GenAI 
“What questions do you have before 
proceeding?” Resolving uncertainty 
early improves quality and reduces 
rework. This improves the context.

6.	 Ask for structured outputs. Remember 
you are doing systems engineering. 
Request outputs in forms that are easy 
to review and reuse. Ask for forms 
that support review and digital reuse, 
such as tables, schemas, glossaries, 
model code, matrices, checklists, and 
templates, instead of free-form prose. 
But ask for free-form prose also, such 
as the GenAI’s rationale. Just be careful 
how you use it. Structured outputs 
make it easier to validate completeness, 

compare alternatives, trace decisions, 
and integrate results into the digital 
thread or project documentation.

7.	 Use clear rubrics and evaluation 
criteria. Don’t ask vague questions 
such as: “Is this design good?” Instead, 
define specific evaluation criteria 
such as requirement completeness, 
traceability, compliance, test coverage, 
and risk identification. Ask the GenAI 
for requirements but also ask it to 
evaluate them based on the INCOSE 
Guide to Writing Requirements. Use 
objective true/false or pass/fail checks 
whenever possible.

8.	 Be transparent about sources and 
uncertainty. Always understand what 
information the AI is using. Ask: 
What sources are you relying on? 
What assumptions are you making? 
What are you uncertain about? What 
additional information would improve 
your answer? Prompt the AI to state 
what context it is using (provided 
artifacts, retrieved sources, configured 
knowledge bases, or general model 
knowledge). This helps reviewers 
determine how much trust to place in 
the results.

9.	 Learn how retrieval-augmented 
generation (RAG) works. Retrieval-
augmented generation (RAG) is a 
primary pattern for systems engineering 
because work depends on requirements, 
standards, specifications, policies, 
defined workflows, and project-specific 
artifacts. RAG allows GenAI to use 
these documents as context rather than 
relying only on its training data. If you 
don’t know the concepts of “chunking” 
and “embedding,” learn what these 
mean and practice optimal retrieval 
performance with the LLM. Treat your 
document collections, knowledge bases, 
and custom assistants as engineering 
assets that require maintenance and 
governance. GenAI is most useful when 
it can access the right information, in 
the right order.

10. Build and govern your source data 
carefully. Pay attention to source 
document quality and completeness. 
Collect and curate high quality source 
documents, manage chunking and 
embeddings carefully, maintain vector 
stores or equivalent indexes, and 
rebuild them when source content 
changes. Have the GenAI evaluate your 
RAG inputs before you go live with 
these, it can help you manage your 
input documents for optimal context. 
Always pay attention to proprietary, 
export-controlled, or safety-critical 
information you use and learn how 
the selected GenAI tool manages data 
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storage before giving it your data.
11. Stay current. AI capabilities change 

rapidly. What was impossible six 
months ago may be easy today. Try 
multiple GenAI models and compare 
results. Regularly revisit available mod-
els, tools, best practices, and engineer-
ing use cases. Avoid designing around 
limitations that no longer exist.

12. Choose models based on evidence, 
not hype. Different models perform 
differently on different tasks. Treat LLM 
selection and configuration as an engi-
neering trade, and benchmark before 
standardizing. A smaller, specialized 
model may outperform a larger model 
for a specific engineering problem. 
Cloud-based or open models are easiest 
to use and have the most context, but 
smaller “local” models may be much 
faster and be trained on data closer to 
your needs. Learn how to run a local 
model on your computer, you will learn 
more and it will offer privacy for your 
data. Ask others which models they 
like to use for which tasks. Benchmark 
candidate models against representative 
tasks before standardizing one. Test 
before you commit.

13. Treat deployment and data con-
straints as part of the task. Before 
using AI, consider where the work is 
being done and what data is involved. 
Public cloud, secure cloud, local tools, 
and air-gapped environments create 
different constraints. Privacy, export 
control, proprietary information, cus-
tomer data, and organizational policy 
should shape how the AI is used.

14. Build for change. Models, tools, and 
providers will change faster than your 
systems. Design workflows that allow 
you to swap models, change configu-
rations, update thresholds, and move 
between cloud and secure environments 
without redesigning the entire system. 
Your workflows are your tested and 
stored prompts, along with your RAG. 
Always maintain and use a baseline of 
these but experiment with changes to 
see if you get better results.

15. Understand where AI works—and 
where it doesn’t. AI capabilities ad-
vance unevenly - success on one task 

does not guarantee success on a related 
task. Study model performance – How 
does it fail? Does it fail consistently? 
Can it signal uncertainty? Are failures 
bounded? Deployment decisions should 
be based on reliability, not just bench-
mark scores.

16. Spend more time verifying than gen-
erating. AI can create content quickly. 
Determining whether that content is 
correct remains the difficult part. Before 
scaling, test on small samples, review 
findings, measure false positives and 
false negatives, and validate results. The 
engineer’s role increasingly becomes re-
viewer, verifier, and curator. Generating 
is cheap. Verification and validation are 
valuable. GenAI does not change a sys-
tem engineer’s job, just their workflow

17. Don’t trust confidence estimates 
until you test them. GenAI confidence 
estimates quantify an AI system’s 
belief in the correctness, accuracy, or 
reliability of its output—serving as an 
essential interface for both human-
AI collaboration and automated task 
delegation. GenAI confidence estimates 
express the model’s sense of statistical 
certainty, not measured or calibrated 
probabilities. Because AI generates text 
by predicting the next most likely word 
based on its training, a high confidence 
score may only mean it found a strong 
pattern—even if that pattern is entirely 
incorrect (being “confidently wrong”). 
Training and preference-tuning can 
also encourage sycophancy, where 
models tend to generate outputs that 
conform to or affirm the user’s stated or 
implied beliefs. As a result of these and 
other factors, GenAI systems are often 
more confident than they should be. A 
reported confidence of 90% does not 
mean the answer is correct 90% of the 
time. Measure actual performance, then 
use calibrated confidence estimates to 
automate decisions. Confidence is not 
accuracy.

18. Pair agent reasoning with 
deterministic tools. Use AI agents 
to orchestrate engineering work, not 
to replace engineering tools. GenAI 
is useful for framing problems, 
interpreting ambiguous information, 

comparing alternatives, drafting 
outputs, and explaining results. But 
calculations, simulations, database 
queries, requirements traceability, 
model execution, compliance checks, 
and formal validation should be 
performed by deterministic or governed 
tools. Teach the agent which tools are 
available, when to use them, what inputs 
they require, and how to verify their 
outputs. Build new tools for repeatable 
tasks, connect them through skills, 
rules, hooks, and plugins, and refactor 
workflows so stochastic reasoning is 
paired with deterministic evidence.

19. Design workflows that allow the AI 
to abstain. The best GenAI systems 
know when not to answer. Structure 
your outputs so they contain confidence 
estimates. Instruct (prompt) the GenAI 
to explicitly defer low confidence results 
rather than guessing. Prompt the system 
to flag uncertainty, escalate difficult 
cases, and request human review. If you 
are building an Agentic AI workflow, 
include branches to direct results with 
low estimated confidence to human 
input. Human expertise should be fo-
cused where it creates the most value. A 
trustworthy system knows when to say, 
“I don’t know.”

20. Focus on human-AI teaming and 
continuous improvement. Lastly, AI is 
most effective when it augments human 
expertise rather than replacing it. Mea-
sure your prompt effort, review effort, 
error and falsification rates, why you 
have to reject returned information, and 
where corrective actions improve Ge-
nAI performance. Keep detailed notes 
for yourself or your team. Use those 
measurements to improve prompts, 
workflows, models, and training over 
time. Remember that AI does not 
automatically understand engineering 
assumptions. If a junior engineer would 
need instructions, the AI probably does 
too. The goal is not automation alone—
it is better decisions.

Finally, thank you Barclay Brown for 
your tireless efforts to bridge AI and 
systems engineering. We miss you!  ¡
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INTRODUCTION

  ABSTRACT
The 2020s have been marked by increased attention to data-intensive information systems that maintain consistency with the 
evolving state of physical assets. We call the digital models of the connected physical systems “digital twins” (AIAA Digital 
Engineering Integration Committee 2021), while “digital thread” refers to the foundational framework of protocols, standards, and 
linked representations that maintains contextual meaning and traceability as data crosses tool, discipline, organizational, and lifecycle 
boundaries (AIAA Digital Engineering Integration Committee 2023). The practical and theoretical methods for producing these 
systems make up digital engineering (Griffin 2018), a discipline that formalizes and institutionalizes modeling as a primary, lifecycle-
spanning engineering approach and is characterized by improved data sharing, model interoperability, and effective reuse.

Automated Curation and 
Execution of Engineering 
Models

In this short paper, we document 
perspectives on how metadata, 
or “data about data”, supports the 
knowledge management central to 

implementing and maintaining these digital 
systems. Emphasis on metadata and the 
infrastructure of building data-intensive 
systems is an essential part of realizing 
the “value promise” of digital engineering 
(Schindel 2022). As models and data 
proliferate, the methods for managing them 
and distilling insights from them must 
evolve. We see this as a need which will 
only become more pressing for the rest of 
the 2020s and beyond.

One source of such methods includes the 
field of artificial intelligence (AI). The inter-
section of systems engineering and artificial 
intelligence has long included knowledge 
representation especially via ontologies and 
languages for architecture representation 
and specifications. Now, language model 
research has yielded innovative methods 
and tools for performing digital work 
including AI agent architectures that work 

increasingly independently. Open questions 
remain around how to integrate the prom-
ising technologies into existing workflows, 
including (a) in domains requiring deep 
expertise (such as engineering) and (b) in 
collaboration with humans. Furthermore, 
the contributions of artificial intelligence 
to the structured representations that 
might underpin future digital engineering 
infrastructures extend far beyond natural 
language processing alone. 

From 2020 to 2026, we present devel-
opments in systems engineering literature 
about knowledge management, including 
metadata, integrating this review with 
recent advances in artificial intelligence. 
We present an integrated vision of the role 
of standardized schemas for representing 
knowledge (i.e., ontologies, knowledge 
graphs), data (i.e., metadata schemas), and 
procedures for using them (i.e., application 
program interfaces or “APIs”) designed for 
practitioners, and use that discussion to 
illustrate the key areas of research through 
2030 and beyond.

Jaya Kambhampaty jkambhampaty3@gatech.edu; Olivia Fischer olivia.pinon@asdl.gatech.edu; Dimitri Mavris dimitri.mavris@
aerospace.gatech.edu
Copyright © 2026 by Jaya Kambhampaty, Olivia Fischer, and Dimitri Mavris. Permission granted to INCOSE to publish and use.

THE FUTURE DIGITAL ECOSYSTEM
Visions for what a future digital ecosys-

tem could look like emerged early in the 
2020s, in response to the US Department of 
Defense (DoD) digital engineering strategy 
(United States Department of Defense  
2018). In the Department of the Air Force’s 
Digital Building Code memo (Hunter and 
Calvelli 2021), integrated digital environ-
ments (IDEs) are defined as compilations 
of data, models, and tools for managing 
engineering development. These efforts to 
evolve the development ecosystem centered 
around the idea that these innovations 
would help “realize the value promise of 
digital engineering” (Schindel 2022) by 
supporting automated approaches for 
system development, design, testing, eval-
uation, production, operation, training and 
sustainment (Office of the Under Secretary 
of Defense for Research and Engineering 
2023; Roper 2021) and modernized reviews 
(Blackburn and Kruse 2022).

Digital engineering processes rely on 
models. Modeling and simulation are 
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required to represent real-world physics and 
phenomena in a way that supports digital 
analysis. These models then need to be 
connected to produce integrated analysis of 
some system of interest. In fact, techniques 
that leverage a digital engineering environ-
ment like product line engineering may 
even assume models can be used together 
(Hause and Hummell 2019; Granrath et al. 
2021). However, realizing a digital eco-
system requires formalized engineering 
processes, analytical methods, governance 
structures, and decision frameworks that 
structure how digital artifacts are created, 
validated, controlled, and used across the 
lifecycle. This is made difficult by the vast 
quantities of heterogeneous digital artifacts 
generated by modern engineering enterpris-
es and the challenges associated with defin-
ing interoperability patterns that expose the 
structure and semantics of digital artifacts.

These artifacts span the product lifecycle, 
including parametric computer-aided 
design (CAD) files, finite-element meshes, 
computational fluid dynamics (CFD) input 
decks, material datasheets, test reports, 
maintenance logs, and regulatory submis-
sions. The information embedded in or 
derivable from these artifacts, including 
material properties, boundary conditions, 
dimensional tolerances, design intent, 
and simulation parameters, are essential 
for tasks such as design reuse, traceabili-
ty, automated compliance checking, and 
the construction of digital twins. Yet this 
information is frequently locked inside pro-
prietary file formats or expressed only in 
unstructured natural-language text within 
PDFs and technical reports. It may also be 
scattered across siloed software systems, 
including those for product lifecycle man-
agement, enterprise resource planning, and 
simulation platforms.

Running multiple models in sequence 
relies on structured interfaces and logic to 
exchange this information between them. 
In this paper, we focus on the challenging 
work of building these interfaces and 
that logic. This is one element of digital 
curation, “the active management and en-
hancement of digital information assets for 
current and future use” (National Research 
Council 2015). The conventional approach 
leverages tools including metadata sche-
mas, ontologies and knowledge graphs, and 
APIs. These technologies represent three 
foundational approaches to implement-
ing them. Metadata schemas label data 
or models with information about their 
format or use. APIs define a reusable set 
of components, including data structures, 
endpoints, formats, and procedures that 
support the exchange of data and inte-
gration of multiple tools. Ontologies and 
knowledge graphs are ways of representing 

knowledge in a specific domain to support 
reasoning, either about results or data. 
This includes explicitly encoding rules for 
verifying modeling artifacts (Gregory and 
Salado 2024b). These three technologies 
all represent possible outputs of a curation 
task and are similar in the way that they 
encode reliable knowledge about a model 
or modeling context in reusable ways.

Several reference examples of digital 
engineering ecosystems prototyped 
between 2020 and today illustrate how 
these curation approaches can be applied 
to digitize, integrate, and automate 
engineering processes. Namely, they 
show that high levels of integration are 
characterized by reliance on ontological 
modeling of constituent models and 
semantic web technologies (Hagedorn 
et al. 2020; Ritter et al. 2022; Gregory 
and Salado 2024a, 2024b; Dunbar et al. 
2023). Once models and data repositories 
are integrated, analysis can be run 
automatically (“model execution”). Best 
practice and standardization continue to 
evolve today (Gregory et al. 2025).

A critical challenge remains. Automatic 
execution of modeling work or engineering 
analysis using models depends on effective 
curation of models and data, but perform-
ing this curation is slow and knowledge-in-
tensive. Existing approaches for achieving 
these integrated, automated ecosystems 
tend to be manual. When proposing an 
approach to automate the transition be-
tween functional design and engineering 
processes, Paniagua observes that this is in 
many cases “due to a lack of compatibility 
between the tools” (Paniagua and Caso 
2025). As a result, the curation work must 
include tagging and organization of models 
with their functional purpose and imple-
mentation of interfaces so engineers can 
perform the integration of a more complex 
analytical workflow. Ontology engineering 
is perhaps the most illustrative of the chal-
lenges that remain. While ontologies deliv-
er strong semantic guarantees and enable 
logical reasoning, they impose significant 
costs. Building and maintaining a compre-
hensive engineering ontology requires deep 
domain expertise, substantial manual ef-
fort, and continuous curation as standards, 
tools, and physics models evolve. Critically, 
every time a new simulation tool, material 
class, or physics coupling is introduced, the 
ontology must be extended, a bottleneck 
that directly conflicts with the scalability 
requirements of modern multi-physics, 
multi-tool engineering workflows.

One way to reduce this cost is to 
automate the curation process itself. 
Given a collection of engineering models, 
uncurated, which may be used to perform 
an engineering analysis, we present a 

notional curation procedure to motivate 
our discussion:

1.	 Identify the inputs and outputs of 
those models.

2.	 Determine how those inputs and 
outputs can be connected.

3.	 Implement a method for connecting 
the model inputs to model outputs.

While this procedure is stylized for 
clarity, it produces an artifact structurally 
consistent with the assessment flow 
diagram formalism introduced by Cilli 
(2015) and referenced as part of the 
decision analysis data model (Parnell 2025). 
The subtasks of each step presented here 
may vary based on the context. Step 2, 
for example, will look different based on 
features of the inputs and outputs like units, 
domain, and fidelity. Step 3 may require 
different actions based on if an integration 
is written from scratch or with a modeling 
tool’s existing integrations. However, this 
illustrative example allows us to begin 
defining the areas where new advances in 
artificial intelligence could prove useful. 
A system which can automatically solve 
problems of integration and automation 
would allow engineers to spend less 
time running and connecting tools, and 
more time on questions of validation and 
verification of their outputs.

CURATION AND AI TODAY
Using techniques from artificial intel-

ligence to support engineering work has 
been an interest of the systems engineering 
community as early as 2020 (McDermott et 
al. 2020). In the 2023 update to the Systems 
Engineering Research Center (SERC)’s AI 
and autonomy roadmap, the field had made 
progress on maturing both the capabil-
ities of data collection and curation and 
ontological modeling (McDermott et al. 
2024). At the same time, AI approaches to 
achieving the same goals were rapidly be-
coming possible through advanced natural 
language processing (Ouyang et al. 2022).

In 2026, large language models (LLMs) 
have been used in engineering to produce 
engineering results and act as an assistant 
to a human by generating models and data 
(Zhang et al. 2026; Mandegari et al. 2026; 
Paniagua and Caso 2025). LLM-driven 
architectures have been proposed to gen-
erate several useful engineering artifacts, 
including CAD (X. Li et al. 2024), OV-1 
diagrams (Topcu et al. 2025), and SysML 
(Zhong et al. 2023). This is driven largely 
by rapid advances in large language models, 
statistical models of language which can 
generate correct sequences of code and oth-
er text based on input text sequences that 
they receive (for example, OpenAI 2023; 
Team et al. 2025; Yang et al. 2025; Olmo 
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et al. 2025). However, less focus has been 
given to addressing curation tasks.

Furthermore, these models can achieve 
strong performance on many tasks when 
deployed not as a standalone model, but as 
an LLM system, which incorporates retriev-
al techniques and structured repositories 
of information to improve performance 
on knowledge-intensive tasks, including in 
engineering (Lewis et al. 2021; AlphaCode 
Team 2023; Edge et al. 2025; Huang et al. 
2026). The essential pattern of an LLM 
system is that the LLM may be given access 
to multiple tools for doing or checking 
work programmatically, for example, 
external to the LLM. This has the advantage 
of explicitly encoding the math and logic of 
a problem in code, which can be verified, 
rather than relying on the LLM to map the 
inputs to a correct answer in its weights.

LLMs introduce a fundamentally dif-
ferent technology to the context of model 
curation and execution. Pre-trained on 
enormous text corpora that include tech-
nical manuals, research papers, engineer-
ing standards, and code documentation, 
LLMs can generate useful statements about 
engineering concepts and their relation-
ships. This opens the possibility of engi-
neering structured interfaces to existing 
models with natural-language prompts, 
even bypassing full curation workflows 
(for example, explicit schema definition, 
ontological engineering, API design). It 
remains a research question as to whether 
such approaches can achieve sufficient ac-
curacy, consistency, and scalability to serve 
as practical alternatives to manual curation 
or if they are simply complements.

AI system progress in the LLM literature 
is measured on benchmarks: common sets 
of reference tasks and a way to score the 
performance of a system that attempts to 
solve them. The definition of open, shared 
benchmarks has been a major driver of 
AI system progress (Mohammadi et al. 

2025). The tasks must represent the work 
that an AI system should do, by providing 
a sample of inputs and a way to score that 
system’s generated answers. By examin-
ing the benchmarks that mirror the work 
required of an automatic model curation 
or execution system, we motivate the claim 
that the technology required to achieve 
such a system exists, and that such systems 
can be achieved by the end of the decade. 
We review developments from the AI litera-
ture to substantiate this claim, focusing on 
what tasks modern LLM-based AI systems 
are being designed to complete. We relate 
this to our goal of automatic systems that 
integrate and run engineering tools.

TOWARDS SOLVING THE AUTOMATIC 
CURATION PROBLEM

For the illustrative curation process we 
defined in Figure 1, an example task for 
Step 1 above would be to provide an AI 
system with an engineering model and ask 
it to identify the names of the inputs and 
outputs of that model. Steps 2 and 3 may 
involve example tasks including asking the 
model to look at the inputs and outputs of 
two models (A and B) that are meant to 
be executed in sequence, identify the map 
between the inputs of A and the outputs of 
B, and implement a wrapper in a general 
purpose programming language to make 
the actual connection.

These benchmarks mirror many tasks 
in AI system benchmarks developed since 
2020. Importantly, frontier model per-
formance is increasing across the board 
on such tasks. Identifying the inputs and 
outputs of a model is similar to a highly 
technical question answering task like 
Google-Proof Question Answering (Rein et 
al. 2023). Benchmarks for implementing a 
wrapper around engineering tools are very 
similar to software engineering bench-
marks (for example, SWE-Bench Pro (Deng 
et al. 2025)).

Figure 1. Conceptual diagram of the automatic curation problem. In the automatic curation problem, the interfaces for domain-
specific models and tools are discovered and maintained by an artificially intelligent system.

Despite these similarities, explicit cura-
tion benchmarks do not exist for engineer-
ing artifacts and are underrepresented in 
the AI literature (Di et al. 2026), perhaps 
because of the closeness of the curation 
task to code generation tasks. Despite this 
apparent similarity, it is critical to continue 
evaluating LLM Systems in exactly their 
intended use cases, as there are not strong 
guarantees that the performance will trans-
fer between domains. Since a system that 
can effectively automate curation makes 
integrating tools much easier for practi-
tioners, this is likely to be a growing area of 
research for the rest of the decade.

TOWARDS SOLVING THE AUTOMATIC 
EXECUTION PROBLEM

Earlier, we described an LLM system as 
internally containing an LLM augmented 
with external tools for running explic-
it computations. As these systems have 
incorporated these additional components, 
benchmarks have also grown to reflect 
increasingly complex tasks. Early LLM 
benchmarks, such as MMLU (Hendrycks et 
al. 2021) and HumanEval (Chen et al. 2021) 
focused on limited tasks such as question 
answering or code completion in isolation. 
In these cases, the performance of an LLM 
on a benchmark indicated how many ques-
tions were answered correctly from some 
set. However, new benchmarks, for exam-
ple, Toolathlon, BrowseComp, GDPval (J. 
Li et al. 2026; Wei et al. 2025; Patwardhan et 
al. 2025) demonstrate a substantial increase 
in task complexity, where models perform 
work in increasingly realistic environments 
by getting access to tools. In these cases, 
the benchmark results measure if the LLM 
called tools in the right order and produced 
the correct answer (Figure 2). The analogy 
between this measurement approach and 
the automatic execution of engineering 
models is very strong. Many tools that have 
had years of use through the Internet (for 
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example, Google Calendar) have already 
implemented internal application program-
ming interfaces (APIs). This made the im-
plementation of such benchmarks very fast. 
Substantial work remains to catalog the 
interfaces of engineering tools, especially 
custom tools where interfaces may need to 
be implemented. This work could be greatly 
reduced by a system that successfully im-
plements the automatic curation task.

CONCLUSION
Advanced automation has often relied 

on techniques from artificial intelligence. 
Knowledge-based approaches such as on-
tologies have been used to great success in 
digital engineering ecosystems to integrate 
models and automate analysis. However, 
they have relied on painstaking manual 

Figure 2. Conceptual diagram of the automatic execution problem. In the 
automatic execution problem, an artificially intelligent system implements 
the connections between different modeling tools or environments so they 
can be run in a multi-step process to generate a solution.

curation processes. An examination of 
existing LLM benchmarks finds many tasks 
similar to those that make up curation and 
execution; it seems reasonable to suggest 
that curation and automation can be sub-
stantially more automated before the end of 
this decade.

This cannot be achieved without 
intentional research. While the framework 
exists for producing an automatic 
curation system benchmark, there is 
no standardization or consensus on the 
specific curation tasks and output formats 
that should be included. As we mentioned 
before, metadata, ontologies, and APIs are 
all valid targets for curation task outputs. 
Automatic execution is similar to tool 
use, an area of LLM system research that 
received significant attention through 

the end of 2025 into 2026. Nevertheless, 
collecting sets of problems that specifically 
represent engineering workflows is critical 
for rigorously assessing novel AI systems.

For both tasks, collaboration between 
engineers building these AI systems and 
curation practitioners will help identify 
the subtasks within curation activities 
that are best suited for automation, and 
thus where to start building benchmarks 
from. Examples should cover many 
models, diverse in complexity, language, 
and topic area. Finally, sharing these 
datasets openly amongst the systems 
engineering community is imperative for 
making progress; the prolific literature 
on LLM system benchmarks provides an 
inspirational example.  ¡

REFERENCES
■■ AlphaCode Team. 2023. “AlphaCode 2 Technical Report.” 

White paper, Google DeepMind. https://storage.googleapis.
com/deepmind-media/AlphaCode2/AlphaCode2_Tech_Report.pdf .

■■ American Institute for Aeronautics and Astronautics Digital 
Engineering Integration Committee. 2021. “Digital Twin: 
Definition and Value” White paper, American Institute for 
Aeronautics and Astronautics and Aerospace Industries 
Association. https://aiaa.org/wp-content/uploads/2024/12/
digital-twin-institute-position-paper-december-2020.pdf .

■■ American Institute for Aeronautics and Astronautics Digital 
Engineering Integration Committee. 2023. “Digital Thread: 
Definition, Value, and Reference Model” White paper, 
American Institute for Aeronautics, Astronautics, Aerospace 
Industries Association, and NAFEMS. https://aiaa.org/wp-
content/uploads/2025/04/digital-thread-implementation-paper_
june_2023.pdf .

■■ Anil, Rohan, Sebastian Borgeaud, et al. 2025. “Gemini: 
A Family of Highly Capable Multimodal Models.” 
arXiv:2312.11805. Preprint, arXiv, May 9. DOI:10.48550/
arXiv.2312.11805.

■■ Blackburn, Mark R., and Benjamin Kruse. 2022. “Conducting 
Design Reviews in a Digital Engineering Environment.” 
INSIGHT 25 (4): 42–46. DOI:10.1002/inst.12410.

■■ Chen, Mark, Jerry Tworek, Heewoo Jun, et al. 2021. 
“Evaluating Large Language Models Trained on Code.” 
arXiv:2107.03374. Preprint, arXiv, July 14. DOI:10.48550/
arXiv.2107.03374.

■■ Cilli, M. 2015. Seeking Improved Defense Product Development 
Success Rates Through Innovations to Trade-Off Analysis 
Methods, Dissertation, Stevens Institute of Technology, Nov.

■■ Deng, Xiang, Jeff Da, Edwin Pan, et al. 2025. “SWE-
Bench Pro: Can AI Agents Solve Long-Horizon Software 
Engineering Tasks?” Version 2. Preprint, arXiv. DOI:10.48550/
ARXIV.2509.16941.

■■ Di, Shimin, Xujie Yuan, Hanghui Guo, et al. 2026. 
“ToolRosetta: Bridging Open-Source Repositories and 
Large Language Model Agents through Automated Tool 
Standardization.” arXiv:2603.09290. Version 1. Preprint, arXiv, 
March 10. DOI:10.48550/arXiv.2603.09290.



SP
ECIA

L 
FEA

TU
R

E
JU

N
E  20

26
VOLUM

E 29/ ISSUE 3

36

■■ Dunbar, Daniel, Thomas Hagedorn, Mark Blackburn, et al. 2023. 
“Driving Digital Engineering Integration and Interoperability 
through Semantic Integration of Models with Ontologies.” 
Systems Engineering 26 (4): 365–78. DOI:10.1002/sys.21662.

■■ Edge, Darren, Ha Trinh, Newman Cheng, et al. 2025. “From 
Local to Global: A Graph RAG Approach to Query-Focused 
Summarization.” arXiv:2404.16130. Preprint, arXiv, February 
19. DOI:10.48550/arXiv.2404.16130.

■■ Granrath, Christian, Christopher Kugler, Sebastian Silberg, 
et al. 2021. “Feature-Driven Systems Engineering Procedure 
for Standardized Product-Line Development.” Systems 
Engineering 24 (6): 456–79. DOI:10.1002/sys.21596.

■■ Gregory, Joe, Clarence (Moe) Moreland, James S. Wheaton, 
and Celia Tseng. 2025. “The Need for a Shared Vocabulary of 
Digital Engineering.” INSIGHT 28 (5): 58–61. DOI:10.1002/
inst.70009.

■■ Gregory, Joe, and Alejandro Salado. 2024a. “An Ontology-
Based Digital Test and Evaluation Master Plan (dTEMP) 
Compliant with DoD Policy.” Systems Engineering 27 (6): 
1012–26. DOI:10.1002/sys.21769.

■■ Gregory, Joe, and Alejandro Salado. 2024b. “Towards a 
Systems Engineering Ontology Stack.” INCOSE International 
Symposium 34 (1): 1304–18. DOI:10.1002/iis2.13210.

■■ Griffin, Michael D. 2018. “United States Department 
of Defense Digital Engineering Strategy.” White paper, 
Office of the Deputy Assistant Secretary of Defense 
for Systems Engineering. https://ac.cto.mil/wp-content/
uploads/2019/06/2018-Digital-Engineering-Strategy_Approved_
PrintVersion.pdf .

■■ Hagedorn, Thomas, Mary Bone, Benjamin Kruse, Ian Grosse, 
and Mark Blackburn. 2020. “Knowledge Representation 
with Ontologies and Semantic Web Technologies to 
Promote Augmented and Artificial Intelligence in Systems 
Engineering.” INSIGHT 23 (1): 15–20. DOI:10.1002/inst.12279.

■■ Hause, Matthew, and James Hummell. 2019. “Model-Based 
Product Line Engineering–Enabling Product Families with 
Variants.” INSIGHT 22 (2): 43–48. DOI:10.1002/inst.12245.

■■ Hendrycks, Dan, Collin Burns, Steven Basart, et al. 2021. 
“Measuring Massive Multitask Language Understanding.” 
Paper presented at International Conference on Learning 
Representations. Proceedings of the 9th International 
Conference on Learning Representations, May 3. https://arxiv.
org/abs/2009.03300v3 .

■■ Huang, Yinchien, Tien-Yueh Fung, and Daniel A. DeLaurentis. 
2026. “Addressing Complexity in System of Systems With 
GraphRAG: An AI-Driven Framework for Dynamic Data 
Integration.” Systems Engineering 29 (2): 150–68. DOI:10.1002/
sys.70012.

■■ Hunter, Andrew, and Frank Calvelli. 2021. “Digital Building 
Code for the Transformation of Acquisition and Sustainment.” 
https://guide.dafdto.com/wp-content/uploads/2023/01/Digitial-
Building-Code-2022-Memo-Signature-Final.pdf.

■■ Lewis, Patrick, Ethan Perez, Aleksandra Piktus, et al. 2021. 
“Retrieval-Augmented Generation for Knowledge-Intensive 
NLP Tasks.” arXiv:2005.11401. Preprint, arXiv, April 12. 
DOI:10.48550/arXiv.2005.11401.

■■ Li, Junlong, Wenshuo Zhao, Jian Zhao, et al. 2026. “The 
Tool Decathlon: Benchmarking Language Agents for 
Diverse, Realistic, and Long-Horizon Task Execution.” 
arXiv:2510.25726. Preprint, arXiv, February 26. DOI:10.48550/
arXiv.2510.25726.

■■ Li, Xingang, Yuewan Sun, and Zhenghui Sha. 2024. 
“LLM4CAD: Multimodal Large Language Models for Three-

Dimensional Computer-Aided Design Generation.” Journal of 
Computing and Information Science in Engineering 25 (021005). 
DOI:10.1115/1.4067085.

■■ Mandegari, Siavash, Mayank J. Bhalerao, Janet K. Allen, 
and Farrokh Mistree. 2026. “Generative AI for Interpretable 
Satisficing Solution Design in Manufacturing.” Journal of 
Computing and Information Science in Engineering, March 24, 
1–25. DOI:10.1115/1.4071473.

■■ McDermott, Tom, Dan DeLaurentis, Peter Beling, Mark Black-
burn, and Mary Bone. 2020. “AI4SE and SE4AI: A Research 
Roadmap.” INSIGHT 23 (1): 8–14. DOI:10.1002/inst.12278.

■■ McDermott, Tom, Kara Pepe, and Megan Clifford. 2024. “The 
Updated SERC AI and Autonomy Roadmap 2023.” INCOSE 
International Symposium 34 (1): 1135–48. DOI:10.1002/
iis2.13200.

■■ Mohammadi, Mahmoud, Yipeng Li, Jane Lo, and Wendy 
Yip. 2025. “Evaluation and Benchmarking of LLM 
Agents: A Survey.” Proceedings of the 31st ACM SIGKDD 
Conference on Knowledge Discovery and Data Mining 
V.2 (New York, NY, USA), KDD ’25, August 3, 6129–39. 
DOI:10.1145/3711896.3736570.

■■ National Research Council. 2015. “Preparing the Workforce for 
Digital Curation.” Washington, DC: The National Academies 
Press. DOI:10.17226/18590.

■■ Office of the Under Secretary of Defense for Research 
and Engineering. 2023. DoD Instruction 5000.97 Digital 
Engineering. DoD Instruction 5000.97. U.S. Department of 
Defense. https://www.esd.whs.mil/Portals/54/Documents/DD/
issuances/dodi/500097p.PDF .

■■ Olmo, Team, Allyson Ettinger, Amanda Bertsch, et al. 2025. 
“Olmo 3.” arXiv:2512.13961. Preprint, arXiv, December 15. 
DOI:10.48550/arXiv.2512.13961.

■■ OpenAI. 2023. “GPT-4 Technical Report.” arXiv:2303.08774. 
Preprint, arXiv, March 27. DOI:10.48550/arXiv.2303.08774.

■■ Ouyang, Long, Jeff Wu, Xu Jiang, et al. 2022. “Training 
Language Models to Follow Instructions with Human 
Feedback.” arXiv:2203.02155. Preprint, arXiv, March 4. 
DOI:10.48550/arXiv.2203.02155.

■■ Paniagua, Cristina, and Fernando Labra Caso. 2025. 
“Models2Code: Autonomous Model-Based Generation to 
Expedite the Engineering Process.” Systems Engineering 28 (2): 
224–37. DOI:10.1002/sys.21789.

■■ Parnell, G. S., C. R. Kenley, D. Clark, J. Smith, F. Salvatore, 
C. Nwobodo, and S. Davis. 2025. The Decision Analysis Data 
Model. INSIGHT, 28: 44-53. DOI:10.1002/inst.70011

■■ Patwardhan, Tejal, Rachel Dias, Elizabeth Proehl, et al. 2025. 
“GDPval: Evaluating AI Model Performance on Real-World 
Economically Valuable Tasks.” arXiv:2510.04374. Preprint, 
arXiv, October 5. DOI:10.48550/arXiv.2510.04374.

■■ Rein, David, Betty Li Hou, Asa Cooper Stickland, et al. 2023. 
“GPQA: A Graduate-Level Google-Proof Q&A Benchmark.” 
arXiv:2311.12022. Preprint, arXiv, November 20. DOI:10.48550/
arXiv.2311.12022.

■■ Ritter, Christopher, Jeren Browning, Peter Suyderhoud, et 
al. 2022. “Versatile Test Reactor Open Digital Engineering 
Ecosystem.” INSIGHT 25 (1): 56–60. DOI:10.1002/inst.12374.

■■ Roper, William. 2021. “Bending_the_Spoon: Guidebook for 
Digital Engineering and e-Series.” January 19. https://www.
af.mil/Portals/1/documents/2021SAF/01_Jan/Bending_the_Spoon.
pdf .

■■ Schindel, William D. 2022. “Realizing the Value Promise of 
Digital Engineering: Planning, Implementing, and Evolving the 
Ecosystem.” INSIGHT 25 (1): 42–49. DOI:10.1002/inst.12372.

>  continued on page 42



SP
ECIA

L 
FEA

TU
R

E
JU

N
E  20

26
VOLUM

E 29/ ISSUE 3

37

INTRODUCTION

  ABSTRACT
Digital engineering initiatives depend on trustworthy data lineage and a shared understanding of what enterprise data means. In 
practice, those conditions are often absent. The same concept may be represented in databases, forms, spreadsheets, email, and 
conversation-based exchanges, with different labels, different levels of structure, and different degrees of documentation. Organi-
zations attempting to build a digital thread or expand model-based systems engineering (MBSE) often discover that the limiting 
factor is not tool availability. It is uncertainty about how data actually moves through work and how apparently related elements 
should be interpreted across sources (Ledford 2023; Ledford, Harris, and Purdy 2023; Ledford et al. 2025).
	 That problem is the foundation for data element mapping and analysis (DEMA). DEMA was developed to make hidden data 
work visible by tracing information at the levels of function, vessel, and individual data element. Prior DEMA applications have 
shown that a large share of enterprise data handling remains undocumented and that many exchanges still depend on manual 
transfer rather than integrated digital flow (Ledford 2023; Ledford, Harris, and Purdy 2023). Those findings are important because 
a digital thread is only as reliable as the organization’s understanding of the data relationships it claims to connect.

Trustworthy LLM-Augmented 
Data Reconciliation for 
Deployment-Constrained 
Environments

This article addresses one specific 
bottleneck within that broader 
data element mapping and 
analysis (DEMA) workflow: 

data element reconciliation. Once an 
organization begins cataloging elements 
across heterogeneous sources, it must 
determine which elements describe the 
same underlying concept and which do 
not. That activity is currently performed 
largely through pairwise expert review. 
It yields defensible decisions, but it does 
not scale efficiently when organizations 
uncover hundreds or thousands of element 
references across many vessels.

The purpose of this article is therefore 
narrow and practical. It examines how large 
language models can support reconciliation 

in deployment-constrained systems engi-
neering environments when embedded in 
a disciplined, evidence-based, human-in-
the-loop workflow. Specifically, this paper 
presents DEMA-LLM, a hybrid workflow in 
which LLM-based semantic adjudication, 
deterministic filtering, and explicit policy 
enforcement combine to support data-el-
ement reconciliation at scale. In proof-of-
concept evaluation, the same code base 
supported both cloud and local deployment 
configurations, with quality, cost, and 
review-burden tradeoffs varying systemat-
ically by environment. The central claim is 
not that generative AI can automate DEMA 
end to end; rather, this work argues that AI 
can contribute useful, traceable decision 
support to one difficult systems engineer-

Danny J. O’Leary, and Allison B. Ledford
Copyright © 2026 by Danny J. O’Leary, and Allison B. Ledford. Permission granted to INCOSE to publish and use.

ing task, provided that trustworthiness, 
traceability, and analyst authority remain 
central.

All quantitative results in this article are 
proof-of-concept measurements from syn-
thetic and small real-world test sets (tens 
of pairs); we report them with binomial 
confidence intervals and identify pilot-scale 
validation as the next step.

DEMA AND THE RECONCILIATION 
BOTTLENECK

DEMA is the first methodology to 
holistically uncover the tacit (tribal) 
knowledge of how individual units of 
data (data elements) flow across system 
functions, vessels, and disparate places 
of storage within an enterprise (Ledford 
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2023; Ledford et al. 2024). Previous visual 
mapping techniques, such as value stream 
mapping, integration definition for function 
modeling (IDEF0), data flow diagrams, 
and business process model and notation 
(BPMN), are suitable for evaluating 
functional, document-based, and software-
centric views of data and information and 
do not consider the individual units of data 
that would make up a true digital thread 
(Ledford, Harris, and Purdy 2023). 

DEMA provides a structured way to 
map systems at three levels: 1) function-
al level, 2) data vessel level, and 3) data 
element level. Key DEMA terminology is 
defined in Table 1. Previous applications of 
DEMA have been conducted to architect 
the digital thread in a prototyping organi-
zation (Ledford, Harris, and Purdy 2023) 

and enable model-based systems engineer-
ing for the development of a verification 
and validation process of a modeling and 
simulation environment (Ledford et al. 
2025). Each of the three levels of DEMA 
mappings are created by a series of struc-
tured interviews with subject matter ex-
perts. The final step of DEMA, data element 
level creation, is where a data element level 
view table is created that captures the flow 
of data elements across all system func-
tions, vessels, and places of storage between 
system actors. From the data element 
level view, an improved state data element 
level view can be created with a return on 
investment (ROI) based on the reduction 
of labor hours associated with reduced data 
handling (Ledford 2023).

The potential payoff from the realiza-

tion of the digital thread is immense. An 
improved data architecture created from 
an initial DEMA application was calculated 
to eliminate around $2 million worth of 
labor hours associated with manual data 
handling (Ledford 2024). However, despite 
significant cost savings that can be enabled 
by DEMA, the current DEMA process is 
manual and tedious, resulting in a signifi-
cant barrier to adoption. The key bottleneck 
of the DEMA application process lies in 
the manual mapping and reconciliation of 
interview results. Reconciliation of DEMA 
results becomes necessary when multiple 
stakeholders describe overlapping system 
realities differently. Figure 1 overviews the 
DEMA workflow with manual reconcil-
iation at each of the three DEMA steps. 
The data element layer is especially costly 
because it often uncovers hundreds or 
thousands of elements across many vessels. 
For that reason, this article focuses specifi-
cally on data-element reconciliation as the 
most immediate and tractable opportunity 
for trustworthy LLM support within the 
broader DEMA workflow.

WHY TRADITIONAL APPROACHES FALL 
SHORT

Traditional reconciliation methods 
remain useful, but they do not fully address 
the type of evidence DEMA exposes. Rules-
based matching performs well when names 
are standardized and the problem is largely 
syntactic. Schema-matching and tradi-
tional master data management approach-
es are effective when the task is a clean 

Table 1. Key DEMA terminology and definitions

Term Definition

Functional Area The highest levels by which the functional activities in the 
system can be grouped.

Sub-Functional 
Area

Sub-groupings of the functional activities within the 
functional areas.

Functional 
Activity

The activities in the system that transform data vessel 
inputs into outputs.

Data Vessel The documents, emails, personal notes, drawings, CAD 
files, and any other possible container (i.e., vessel) of data.

Data Element The individual pieces of data contained within data 
vessels such as document titles, dimensions, software 
file inputs, individual requirements, and due dates.

DEM
A STEP 1

DEM
A STEP 2

DEM
A STEP 3

1a. Conduct
Interviews

1b. Manual
Functional Mapping

Manually Identify
Improvements at

Functional Level View

Manually Identify
Improvements at Data

Vessel Level View

Manually Identify
Improvements at Data

Element Level View

1c. Manual Reconciliation
& Verification

2b. Manual Data
Vessel Mapping

2c. Manual Reconciliation
& Verification

3b. Manual Data
Element Listing

3c. Manual Reconciliation
& Verification

2a. Conduct
Interviews

3a. Conduct
Interviews

Figure 1. Manual DEMA application workflow
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database-to-database alignment. Embed-
ding-based similarity can improve lexical 
matching by capturing semantic proximity. 
Each of these approaches contributes value.

The difficulty is that DEMA often reveals 
a more heterogeneous operating environ-
ment. The same concept may appear in a 
structured system field, a spreadsheet cre-
ated for handoff, a request form, a project 
note, an interview transcript, or an email 
exchange. In that setting, reconciliation is 
not simply a matter of comparing strings. 
It requires judging whether the available 
evidence supports semantic equivalence 
despite different wording, vessel types, and 
local usage patterns.

Manual review can make those distinc-
tions, but it is slow, difficult to scale, and 
error-prone. A purely generative approach 
is also insufficient. In systems engineering 
contexts, plausible answers are not enough. 
Recommendations must be reviewable, 
traceable to evidence, and compatible with 
the deployment constraints under which 
the organization operates. From that com-
bination of requirements a hybrid approach 
emerges: deterministic where possible, 
LLM-assisted where necessary, and always 
accountable to analyst review.

WHAT THIS MEANS FOR SYSTEMS 
ENGINEERING PRACTICE

This special issue asks how AI and 
automation in systems engineering have 
progressed across the decade from 2020 to 
2030. DEMA-LLM fits that theme because 
it reflects a shift from broad discussion of 

AI potential to bounded support for specif-
ic engineering tasks. Early AI4SE conversa-
tions often emphasized future possibilities 
such as optimization, autonomy, and broad 
tool transformation. Those conversations 
were valuable, but they were sometimes 
distant from the practical bottlenecks that 
slow systems engineering work on actual 
programs.

Now, generative AI has made a new 
class of problems more tractable: tasks that 
are text-heavy, context-dependent, and 
resistant to purely rules-based automation. 
Data reconciliation is one such problem. It 
is not a peripheral activity. It sits near the 
foundation of digital engineering because 
traceability, integration, and model consis-
tency all depend on reliable interpretation 
of the underlying data.

DEMA-LLM also illustrates a second 
development that is likely to matter even 
more as the decade progresses. Systems 
engineering is not only applying AI to 
engineering work. It is also adapting its 
own methods to govern AI-enabled tools in 
a disciplined way. Evidence, traceability, re-
viewability, and deployment realism are not 
secondary concerns; they are part of what 
makes an AI-enabled capability acceptable 
for practice. Our earlier AI4SE workshop 
framing emphasized the broader direction 
of AI-enhanced DEMA (O’Leary and Led-
ford 2025). The current article presents a 
narrower and more operational view: useful 
AI support emerges when the workflow is 
bounded, inspectable, and aligned with the 
way practitioners actually work.

DEMA-LLM AS A TRUSTWORTHY 
RECONCILIATION AID

A DEMA software platform (DEMA 
Core) has been created to prompt in-
terviewees to answer DEMA interview 
questions and then have the software 
automatically create DEMA mappings 
(thus semi-automating the data collection 
and mapping steps 1a, 1b, 2a, 2b, 3a, and 
3b of the manual DEMA workflow shown 
in Figure 1). DEMA-LLM is designed 
as a recommendation engine within the 
DEMA workflow, not as an autonomous 
reconciliation service. Its purpose is to help 
analysts evaluate candidate data-element 
pairs more efficiently by combining de-
terministic filtering, LLM-based semantic 
interpretation, and explicit policy checks 
(thus semi-automating steps 1c, 2c, and 3c 
of the manual DEMA workflow shown in 
Figure 1). The intended division of labor 
is straightforward: DEMA-LLM recom-
mends, and human analysts working in 
DEMA Core decide. This improved DEMA 
Core and DEMA-LLM workflow is shown 
in Figure 2. Although the broader DEMA 
workflow includes reconciliation at multi-
ple levels, the proof of concept described 
in this article is limited to the data-element 
reconciliation stage.

The DEMA-LLM workflow begins with 
triage. Because the full pairwise com-
parison space grows rapidly as element 
inventories expand, DEMA-LLM first uses 
fast similarity methods to surface promis-
ing matches and assemble candidate pairs 
for adjudication. Those methods include 

DEM
A STEP 1

DEM
A STEP 2

DEM
A STEP 3

1a. Conduct Interviews
(DEMA Core)

AI–Enhanced Analysis of
Functional Level View

AI–Enhanced Analysis of
Data Vessel Level View

AI–Enhanced Analysis of
Data Element Level View

2a. Conduct Interviews
(DEMA Core)

1b. Automated Functional
Mapping (DEMA Core)

2b. Automated Data
Vessel Mapping (DEMA Core)

1c. DEMA–LLM Reconciliation
& Verification

2c. DEMA–LLM Reconciliation
& Verification

3a. Conduct Interviews
(DEMA Core)

3b. Automated Data
Element Mapping (DEMA Core)

3c. DEMA–LLM Reconciliation
& Verification

Figure 2. DEMA-LLM enhanced DEMA application workflow
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lexical similarity, co-occurrence signals, 
and semantic similarity measures. The 
resulting candidate pair records include 
enterprise context such as function or pro-
cess location, vessel and vessel type, actor 
involvement, and traceability to specific 
source rows or occurrences. This evidence 
package is essential because reconciliation 
depends on how an element is used, not 
only on how it is labeled.

The adjudication process then evaluates 
each candidate pair as a three-outcome 
classification problem. The result rec-
ommends one of three actions: treat the 
elements as the same concept, keep them 
separate, or defer the case to analyst review 
when the evidence is insufficient or con-
flicting. That third outcome is important. 
In a forced binary formulation, ambiguity 
is often hidden inside a low-confidence 
negative judgment. Our approach handles 
uncertainty explicitly and operationally.

Each recommendation is delivered as a 
structured review package rather than as 
a free-form answer. DEMA-LLM returns 
a recommendation, a short rationale, 
traceability to the relevant source rows or 
occurrences, and a confidence estimate. 
DEMA Core presents that information 
to the analyst as part of the reconciliation 
workflow, with an interface designed to 
facilitate acceptance, rejection, or fur-
ther review. This design preserves analyst 
authority while reducing the amount of 
manual effort required to examine each 
pair from scratch.

That same separation of concerns puts 
policy enforcement in DEMA Core. Before 
presenting available actions to the analyst, 
DEMA Core verifies that the recommenda-
tion by DEMA-LLM satisfies the evidence 
and threshold requirements for the selected 
operating configuration. It then determines 
whether the case can be offered for analyst 

batch approval or must remain in the 
review queue. The analyst sees not only the 
recommendation and rationale, but also 
the actions that remain permissible under 
policy. This is a key trustworthiness mech-
anism: the model cannot bypass policy 
simply by producing plausible language.

This entire architecture is shaped by 
deployment realities as much as by model 
behavior. It supports a single workflow 
across cloud-connected, secure-cloud, and 
fully air-gapped environments. A modern 
configuration-as-code approach is used 
for deployment settings, allowing choices 
such as model provider and operating 
thresholds to be changed, baselined, and 
version controlled without modifying the 
reconciliation logic. That flexibility matters 
in systems engineering settings where 
organizations may move between commer-
cial, government-approved, and isolated 
environments. It also reinforces the adviso-
ry character of the system: the appropriate 
level of automation, review burden, and 
thresholding depends on the deployment 
context in which the analyst is working.

WHAT THE PROOF OF CONCEPT TAUGHT US
The most important result of the proof 

of concept was not a single performance 
value. It was a clearer understanding of 
what practitioners should expect when they 
apply LLMs to reconciliation work in realis-
tic systems engineering settings.

First, deployment constraints must be 
treated as first-order design parameters. In 
many organizations, the key question is not 
whether an LLM can help in principle, but 
whether the workflow can operate under the 
network, security, and infrastructure con-
ditions that actually exist. Those constraints 
affect not only provider selection, but also 
acceptable thresholds, review burden, and 
the amount of automation that is prudent.

Second, the hybrid pipeline is what 
makes LLM support operationally us-
able. LLMs are valuable for interpreting 
heterogeneous evidence, but their outputs 
are probabilistic and require bounded use, 
policy checks, and analyst oversight. Deter-
ministic triage provides repeatability and 
cost control. LLM adjudication addresses 
the cases where semantic interpretation is 
needed. DEMA Core then applies post-ad-
judication gates before recommendations 
are acted upon. This separation of roles is 
central to adoption because it gives analysts 
a workflow they can inspect and under-
stand.

Third, cross-vessel equivalence requires 
explicit policy support. One of the clearest 
behaviors observed in early work was a ten-
dency to over-separate element pairs drawn 
from different source types. Email-to-data-
base and conversation-to-system compar-
isons were especially affected. In DEMA 
practice, however, vessel differences often 
reflect context rather than contradiction. If 
that policy is not written into the workflow, 
the system will tend to preserve separations 
that analysts would judge to be unneces-
sary.

In an early synthetic-data evaluation, the 
rate of correctly recovering same-concept 
cross-vessel pairs improved from 0 of 12 to 
10 of 12 gold-labeled pairs (95% confidence 
interval 0.55 to 0.95) only after that policy 
was made explicit in the prompts and 
review logic. Despite the small sample size 
and wide confidence interval, the direction 
is unambiguous because zero merges were 
recovered before the rule was encoded. 
Cross-vessel equivalence is one example, 
albeit an important one, of a broader rule. 
Even seemingly obvious foundational 
assumptions must be made explicit if the 
workflow is to behave in a way analysts 
recognize as reasonable.

Fourth, confidence estimates matter 
operationally only if they are calibrated 
and monitored. Large language models are 
known to overstate their confidence when 
asked to estimate it. Since those estimates 
are used to drive merge thresholds and ab-
stention bands, calibration must be part of 
the system design rather than a secondary 
evaluation exercise.

Fifth, the quality gap between cloud 
and local models is real, but it does not 
eliminate the value of local deployment. In 
proof-of-concept tests, a cloud-hosted con-
figuration achieved roughly 90-95 percent 
precision on accepted merge recommenda-
tions at less than $0.04 per decision, while 
one local open-weight configuration was 
closer to 80 percent precision at infrastruc-
ture cost only. Sample sizes are small (tens 
of MERGE decisions per configuration) 
and the corresponding 95% confidence 

Including pair data,
context, occurrences,
and row traceability.

DEMA Core
Reconciliation Input

Surface promising matches
and assemble candidate pairs.

DEMA–LLM
Triage

Same concept
Keep separate
Defer to review

DEMA–LLM
Adjudication

Policy checks
Analyst action

Accept or reject

DEMA Core
Review Workflow

Including recommendation,
rationale, traceability,

and confidence.

DEMA–LLM
Review Package

Figure 3. The DEMA-LLM assisted workflow
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intervals overlap, so these figures are 
directional indicators rather than calibrated 
estimates. For practitioners, the lesson is 
not that one setting is universally prefer-
able. It is that configuration choice must 
be evaluated empirically against the actual 
deployment context, because quality, cost, 
latency, and review burden move together.

Finally, human review remains central. 
Reconciliation is not only a pattern-rec-
ognition task; it is also a governance task. 
Analysts bring knowledge of scope, author-
ity, lifecycle, and local practice that may 
not be visible in the source evidence. The 
role of the model is to improve the first-
pass analysis, provide traceable support 
for a recommendation, and focus human 

attention where it is most needed. In that 
context, deferring ambiguous cases is not 
a weakness. It is part of what makes the 
workflow trustworthy.

A PRACTICAL PILOT PATH FOR 
ORGANIZATIONS

Organizations interested in this type 
of LLM capability should begin with a 
bounded pilot designed to answer opera-
tional questions rather than to demonstrate 
automation for its own sake.

1.	 Select a process area where reconcilia-
tion burden is already visible. Suitable 
pilots have recurring terminology 
mismatches, heterogeneous source ma-

terials, and a review scope that can be 
managed by a small analyst group.

2.	 Operate initially in shadow mode or 
review-assisted mode. The objective at 
this stage is to evaluate recommenda-
tion quality and analyst usability, not to 
transfer authority away from the review 
process.

3.	 Build a reviewed evaluation set before 
expanding scope. A practical starting 
point is 200-500 labeled observations, 
which is enough to compare candidate 
configurations and estimate precision, 
coverage, and calibration with more 
than anecdotal confidence.

4.	 Define a small set of success metrics and 
thresholds in advance. At minimum, 

Table 2. Comparison of commercial cloud, secure cloud, and local air-gapped operating assumptions, including likely model 
quality, review burden, and infrastructure implications

Consideration Cloud-Connected Secure Cloud Air-Gapped/Local

Typical Model Access Commercial APIs Approved cloud APIs Local open-weight models

Expected Quality Highest current quality 
ceiling

Moderate to high, subject to 
approved providers

Lower current quality 
ceiling

Cost Profile Per-decision API cost Usage cost plus approved 
environment overhead

Infrastructure cost only

Review Burden Lowest likely review 
burden

Moderate review burden Highest likely review 
burden

Main Constraint Data-sharing and 
governance limits

Compliance and approved-
service limits

Lower model quality and 
local operations burden

Table 3. Recommended pilot metrics: Precision@MERGE, coverage, expected calibration error, analyst review time per pair, 
usefulness of provided traceability, configuration-specific cost or latency, and deployment feasibility by environment

Metric Why It Matters Early Pilot Use

Precision@MERGE Protects against false merges and 
provides the clearest quality measure for 
accepted merge recommendations.

Treat 80 percent as a minimum floor and 
90 percent as the desired operating point.

Coverage (1–abstain rate) Shows how often the system produces 
recommendations that can move forward 
in the workflow.

Balance against precision; very low 
coverage may leave too much work with 
analysts.

Expected Calibration Error Indicates whether reported confidence 
aligns with observed correctness.

Use a threshold below 0.10 before relying 
on confidence to support routing or 
thresholds.

Analyst Review Time per 
Pair

Measures whether the workflow reduces 
review burden rather than simply shifting it.

Compare review-assisted performance 
against a manual-review baseline.

Usefulness of Provided 
Traceability

Tests whether the rationale and evidence 
package actually helps analysts make 
decisions.

Capture through reviewer feedback, 
acceptance patterns, and override notes.

Configuration-Specific 
Cost or Latency

Shows whether a given configuration is 
practical enough for routine use.

Compare cost per decision and response 
time across cloud, secure-cloud, and local 
options.

Deployment Feasibility by 
Environment

Confirms whether the workflow remains 
usable under real infrastructure and 
security constraints.

Record required adjustments, operational 
constraints, and review burden in each 
environment.
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track Precision@MERGE, coverage 
(1– abstain rate), analyst review effort, 
usefulness of the provided traceability, 
latency or cost by configuration, and 
calibration if confidence is used to 
direct workflow decisions. Our current 
design treats 80 percent precision as a 
minimum floor, 90 percent as the de-
sired operating point, and expected cali-
bration error below 0.10 as the thresh-
old for trusting confidence estimates in 
workflow decisions. These are design 
targets, not measured outcomes; in a 
pilot, report each metric with its sample 
size and a 95% confidence interval, and 
count a target as met only when the 
lower bound clears it.

5.	 Compare deployment contexts honestly 
using the same reviewed set. If com-
mercial cloud access is allowed, it may 
provide the strongest initial operating 
point. If secure-cloud or air-gapped 
deployment is required, run the same 
evaluation through those configura-
tions, tune thresholds for that envi-
ronment, and plan for higher review 
burden if local quality is lower.

6.	 Use analyst decisions to build a reviewed 
corpus over time. That corpus supports 
better calibration, threshold selection, 
later expansion of the pilot scope, and 
gradual improvement in precision, 
coverage, and review burden over time.

The near-term objective should be val-
idation of a trustworthy decision-support 
workflow, not immediate autonomous rec-
onciliation. Even an imperfect pilot can be 
valuable if it clarifies the organization’s data 
conditions, review burden, and deployment 
requirements. A successful pilot, by con-
trast, creates the foundation for measured 
expansion into broader reconciliation use.

CONCLUSION: TOWARD 2030
Data element reconciliation is a useful 

test case for AI in systems engineering be-
cause it sits between strategic digital-engi-
neering ambition and the practical realities 
of enterprise work. It is necessary, labor-in-
tensive, and often shaped by fragmented 
evidence spread across systems, documents, 
and informal exchanges.

DEMA-LLM suggests that LLMs can 
contribute meaningfully to that problem 
today, but only when they are embedded 
in a disciplined workflow: deterministic 
preprocessing, explicit policy, traceable 
evidence, calibrated thresholds, and retained 
analyst authority. The central lesson is 
therefore not about autonomous judgment. 
It is about accountable augmentation.

If the first half of the decade demon-
strated that generative AI could interpret 
messy engineering evidence, the second 
half should determine how to operation-
alize that capability responsibly. By 2030, 

the most useful AI4SE capabilities may 
be those that make difficult engineering 
judgments more reviewable, more scalable, 
and more defensible without removing the 
human accountability on which systems 
engineering depends.  ¡

Note from the Authors
The Interdisciplinary Center for Ad-

vanced Manufacturing Systems (ICAMS) at 
Auburn University has developed software 
that facilitates the DEMA Core interview 
questions, stores the results in a database, 
and transforms the interview results to 
visualizations of the functional level, data 
vessel level, and data element level views. 
ICAMS is currently working to integrate 
the DEMA-LLM into the DEMA software 
to recommend reconciled interview results 
at each of the three steps of DEMA and to 
automatically generate insights and process 
improvements to improve the current 
process as captured by DEMA and generate 
models in SysML v1, with future research 
planned for integration with v2. For more 
information on the DEMA software, please 
reach out to the authors.

Funding Disclosure: This research is 
funded by the Interdisciplinary Center for 
Advanced Manufacturing Systems (ICAMS) 
through the Industrial Base Analysis and 
Sustainment Office of the Office of the 
Secretary of Defense.
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INTRODUCTION

  ABSTRACT
Design space exploration (DSE) is a foundational activity in early-phase systems engineering aimed at identifying promising 
designs through modeling, optimization, and analysis. With the rapid emergence of AI-powered assistants, engineers can now 
delegate increasingly complex DSE tasks, from generating candidate designs to analyzing entire tradespaces. While this delegation 
may improve efficiency and solution quality, it raises an important question: what is lost when engineers offload cognitive effort to 
AI in DSE? This article argues that DSE is not only an optimization process but also an information discovery and learning activity 
through which engineers develop intuition, uncover trade-offs, and build defensible rationales for design decisions. Drawing on 
some of our recent empirical studies, we examine how AI assistance affects both DSE performance and learning, highlighting a 
nuanced relationship between the two. The findings suggest that while AI can enhance DSE outcomes, excessive automation may 
hinder learning, particularly for less experienced engineers. We conclude with implications for designing AI assistants that balance 
performance gains with the need to preserve and enhance human understanding in engineering design.

On (Human) Learning in 
Design Space Exploration 
and the Impact of AI 
Assistants

Design space exploration (DSE), 
also known as tradespace explo-
ration (Ross and Hastings 2005), 
is a cornerstone of early-phase 

systems engineering. In DSE, engineers 
combine performance models, search and 
optimization algorithms, and visualization 
and data mining tools to iteratively explore 
candidate designs with the goal of identify-
ing promising designs for further study. As 
design spaces grow in size and complexity, 
engineers increasingly rely on artificial 
intelligence (AI) to navigate them efficient-
ly without succumbing to information 
overload. This raises an important question: 
are we delegating too much to the AI? 

AI agents powered by foundation 
models and generative AI can now 
support engineers in DSE in a variety of 

ways. They can create designs that meet 
certain requirements, answer questions 
about individual designs or whole design 
spaces, or run several DSE studies in the 
background under different assumptions 
and compare the results. Figure 1 shows 
a snapshot of an example AI agent called 
Daphne, which supports engineers in the 
design of distributed Earth observing 
satellite missions (Viros-i-Martin and 
Selva 2020; Apaza and Selva 2024). In 
that setting, the user defines a hierarchy 
of mission objectives and measurement 
requirements and a catalog of remote 
sensing instruments, and Daphne helps 
design a distributed satellite mission 
carrying some of those instruments in 
different orbits to maximize requirement 
satisfaction while minimizing lifecycle cost.

Daniel Selva, dselva@tamu.edu, Texas A&M University
Copyright © 2026 by Daniel Selva. Permission granted to INCOSE to publish and use.

The DSE task in such systems is truly 
interactive and collaborative. The human 
user and the AI agent can see and build 
upon each other’s designs, generate new 
designs manually or by running optimiza-
tion, design of experiments, or generative 
AI, use sensitivity analysis and data mining 
to find patterns in certain regions of the de-
sign space, and retrieve information from 
databases of components or past designs. 
A large language model provides a natural 
language interface that makes this collabo-
ration much smoother.

As engineers delegate more of the func-
tions of DSE to AI assistants, the question 
arises whether this cognitive offloading 
may have undesirable side effects. We know 
from other domains that delegating cogni-
tive tasks to automation can lead to a loss of 
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knowledge or skill—who can still navigate 
well without digital maps?

To answer this question, we first need a 
deeper understanding of DSE itself before 
examining how AI assistance may affect it. 
In the remainder of this article, we begin 
by framing DSE as a knowledge discovery 
process, where understanding why and 
when a design performs well is as import-
ant as identifying high-performing designs. 
We then interpret this process through the 
lens of learning and discuss how concepts 
from education can be used to measure 
learning in DSE. Next, we examine how 
engineers explore design spaces, focusing 
on how different search strategies influence 
both performance (in terms of design qual-
ity, quantity, and diversity) and learning. 
Building on this foundation, we review 
recent human-subject studies to shed light 
on how AI assistants shape DSE processes 
and outcomes. We conclude with practical 
implications for engineers developing or 
using AI-assisted DSE tools.

DSE IS NOT JUST ABOUT FINDING THE 
OPTIMAL DESIGN

The design automation community has 
long emphasized the goal of DSE as finding 
the optimal or most preferred designs. 
But DSE is also, and perhaps primarily, an 
information discovery task. As engineers 
explore design spaces, they build intuition 
about the structure of the design prob-
lem itself. They develop understanding of 

relationships between design variables, 
objectives, and constraints, dominant 
trade-offs, recurring architectural patterns, 
and families of high-performing solutions.

This information can help engineers 
identify better designs faster, improving 
DSE performance in terms of the quantity, 
quality, and diversity of designs consid-
ered. But its value goes well beyond that. It 
enables engineers to identify shortcomings 
in models and refine the problem formula-
tion. Optimization algorithms are good at 
exploiting weaknesses in our models and 
formulations, including missing physics, 
missing objectives, or missing constraints 
that allow unrealistic performance at no ap-
parent cost. Learning during DSE can also 
help engineers recognize when the design 
space itself needs to be expanded to include 
additional decisions or alternatives. After 
all, what value is there in finding the best 
design in the wrong design space?

Equally important, DSE learning helps 
engineers justify design decisions to stake-
holders and decision makers. It enables the 
development of defensible design rationales 
grounded in an understanding of trade-offs 
and system behavior. Over longer timescales, 
repeated DSE activities can also help engi-
neers build domain knowledge and develop 
reusable heuristics and design guidelines 
that improve future design efforts (Fu, Yang, 
and Wood 2016). We call this process DSE 
learning because it goes beyond simple 
information discovery. Data mining can 

Figure 1. Snapshot of the Daphne AI assistant for designing constellations of Earth observing satellites

identify patterns, but making sense of those 
patterns requires building explanations and 
mental models and then applying them to 
improve performance. That is learning.

Given its importance, DSE learning 
should arguably be treated as a first-class 
objective rather than a byproduct of finding 
good designs. Yet it has received limited 
attention in the systems engineering and 
design automation literature, beyond early 
work by Sim and Duffy (2004) and work 
from the SEAK Lab in the 2018–2023 
timeframe, partially funded by the Systems 
Engineering Research Center. This article 
summarizes the main findings from those 
studies, which show mixed effects of AI 
assistants on DSE outcomes, including both 
performance and learning.

MEASURING DSE LEARNING
One reason DSE learning may have 

received relatively little attention is that it is 
difficult to define and quantify. It is hard to 
improve something that is not measured.

Bang and Selva (2020) proposed and 
compared different approaches to mea-
suring DSE learning. The traditional 
way to measure learning in education is 
through tests. Test items can range from 
multiple-choice questions to complex 
problems and essays. The revised Bloom’s 
taxonomy (Krathwohl 2002) is commonly 
used in education to categorize learning 
goals, progressing from remembering and 
understanding at lower levels to applying, 
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evaluating, and creating at higher levels. A 
common best practice is to assess multiple 
levels of this taxonomy rather than only 
factual recall.

Applying this idea to DSE, Bang and 
Selva proposed different types of test 
questions, including questions about 
designs, such as “Which of these two 
designs is more likely to be on the Pareto 
front?”, and questions about design 
features, such as “Which of these two 
features is more likely to be found among 
designs on the Pareto front?” Results from 
Bang and Selva’s 2020 study with 11 Ph.D.-
level participants showed that most types 
of questions correlated reasonably well 
with one another and with participants’ 
self-assessment of learning, suggesting an 
approach for a principled and consistent 
way of measuring learning in DSE.

HOW DO ENGINEERS LEARN IN DSE?
Human learning is a complex topic with 

many complementary and competing 
theories. One useful way to think about 
learning in a structured setting like DSE is 
through the lens of the scientific method: 
iterative building and testing of hypotheses 
that refine engineers’ beliefs.

Under this view, engineers learn in 
DSE by iteratively forming and testing 
hypotheses about the design space. For 
example, observing similarities among 
non-dominated designs may lead a de-
signer to hypothesize that certain features 
drive performance or cost. The engineer 
can then find and/or create designs with 
and without those features and test the 
hypothesis, leading to updated beliefs and 
new directions for exploration.

WHAT DRIVES SEARCH STRATEGIES IN DSE?
In practice, DSE learning is intertwined 

with other processes where search is driven 
by the engineer’s goals. Broadly speak-
ing, DSE is mediated by a combination 
of performance goals and learning goals. 
Engineers switch between different goals 
and search strategies based on signals 
about progress, uncertainty, and their own 
cognitive state.

DSE search strategies also face a classical 
exploration-versus-exploitation trade-off. 
Basic exploratory strategies, such as random 
search or systematic search similar to frac-
tional factorial enumeration, are often used 
early on. As patterns begin to emerge, more 
structured strategies are adopted and guided 
by more specific learning or performance 
goals. Toward the end of the search, the 
process typically shifts toward exploitation, 
focusing on the most promising regions 
found so far and using local search and 
accumulated knowledge to try to identify the 
best possible designs within those regions.

THE RELATION BETWEEN SEARCH 
STRATEGIES AND DSE OUTCOMES

Several studies show that how engineers 
explore matters as much as how much they 
explore. Search strategies clearly affect both 
performance and learning.

Song and Selva (2023a) found in an 
observational study with graduate stu-
dents that evaluating more designs does 
not necessarily lead to more learning. In 
fact, students who followed a brute-force 
strategy based on evaluating many designs 
with large random moves in the design 
space—what the authors called mindless 
creation—learned less about the problem 
than those who evaluated fewer, more 
deliberate designs, extracted patterns from 
them, and then used those patterns to guide 
subsequent designs.

Interestingly, Song and Selva (2023b) 
found that forcing engineers to include 
periods of structured reflection during DSE 
increased interactions with the AI assis-
tant but did not necessarily improve DSE 
learning. On the other hand, some simple 
interventions targeting engineers’ search 
strategies can be very effective. Chaudhari, 
Suresh Kumar, and Selva (2021) found that 
setting explicit DSE goals aimed at either 
improving learning or improving perfor-
mance led to significant improvements 
in the targeted outcome, at the expense 
of the other. Similarly, Bang et al. (2022) 
showed that engineers who were forced to 
explore the feature space—a space of design 
patterns visualized in precision-recall 
coordinates—learned more than those who 
explored only the traditional design space. 
That increase in learning, however, came at 
a cost in performance.

THE COMPLEX RELATION BETWEEN DSE 
PERFORMANCE AND LEARNING

As engineers learn during DSE, they can 
often use that knowledge immediately to 
find better designs. This suggests a positive 
relationship between DSE performance 
and learning. Chaudhari and Selva (2023) 
did find such a correlation. Bang and Selva 
(2020) found that learning scores measured 
using the approach defined above correlate 
with the ability to create a dominant design 
feature (i.e., a combination of design vari-
ables common among good designs), but 
not necessarily with the ability to synthesize 
optimal designs from scratch. That is plau-
sible: generating high-performing designs 
in complex systems requires understanding 
many interactions among design features, 
often beyond what a human can integrate 
unaided. If engineers could create opti-
mal designs from scratch without models, 
simulations, search, and optimization, DSE 
would not be needed in the first place.

Several studies found a negative correla-

tion between performance and learning 
(Bang et al. 2022; Chaudhari, Suresh Kumar, 
and Selva 2021; Viros-i-Martin 2022). One 
plausible explanation is that, in all of these 
studies, the DSE tasks were fixed in duration 
and relatively short, often between 10 and 
30 minutes. Under the hypothesis-build-
ing-and-testing view of DSE learning, a 
trade-off between performance and learning 
is not surprising in time-limited settings. 
Testing hypotheses often requires evaluating 
designs that are not likely to be optimal, 
simply to improve understanding. Those 
evaluations consume time and attention 
that could otherwise be spent exploiting 
promising regions of the design space.

This phenomenon resembles the classical 
exploration-versus-exploitation trade-off in 
global optimization and machine learning. 
But there is an important difference: DSE 
tasks do not exist in isolation. They are em-
bedded in enterprises and in a continuing 
stream of design problems. Performance 
goals may explore in order to find prom-
ising regions faster. Learning goals may 
explore because engineers do not fully trust 
their models, because they need a convinc-
ing explanation for stakeholders, or because 
they want reusable knowledge for future 
tasks. Those motivations go beyond the 
narrow context of a single DSE run.

THE IMPACT OF AI ASSISTANTS
As AI became more capable, even before 

the appearance of large language models, 
it became clear that engineers would soon 
be teaming with AI agents for DSE. That 
immediately raised a natural question: does 
AI improve DSE outcomes?

An early study with nine JPL engineers 
found that using the AI assistant described 
in the introduction and shown in Figure 
1 to explore a satellite constellation design 
space improved search performance. In 
fact, human-AI teams performed better 
than either humans or AI alone, likely 
due to a synergy between the powerful 
metaheuristics of the AI’s optimization 
algorithms and the expert judgment of the 
engineers guiding the search. However, 
DSE learning, as measured by a test, was 
lower when using the AI assistant (Vi-
ros-i-Martin and Selva 2020). In a differ-
ent study using an AI assistant for a truss 
structure DSE task, Chaudhari and Selva 
(2023) found that increasing the level of 
automation improved DSE performance 
but reduced learning.

These results are consistent with cogni-
tive delegation: as engineers rely more on 
the AI, they may engage less deeply with 
the problem. At the same time, AI agents 
also offer real opportunities to enhance 
learning. They can help engineers follow 
more structured search strategies, sup-
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port hypothesis generation and testing by 
identifying patterns among good designs, 
generate targeted candidate designs, quanti-
fy trade-offs, and retrieve relevant informa-
tion across heterogeneous sources.

For example, Viros-i-Martin and Selva 
(2022a) found that in an AI-assisted satel-
lite constellation DSE task, the more partic-
ipants used the AI assistant, the more they 
learned about the problem. Unfortunately, 
efforts to identify the best roles and func-
tions for the AI agent to play—that is, the 
best functional allocation in the human-AI 
collaboration—have shown that outcomes 
depend strongly on implementation details, 
human factors, and individual differences.

Engineers with different levels of exper-
tise use different DSE strategies and have 
different needs from the AI. What works 
well for one group may not work well for 
another. In a small study with 22 subjects 
spanning different levels of expertise, 
Viros-i-Martin (2022) found that expertise 
strongly shapes how engineers interact with 
the AI assistant and how much they benefit 
from it. Novices appear to benefit from 
increased interaction with the assistant, 
including more explanations, more evalu-
ated designs, and more hypothesis testing. 
Experts, in contrast, may need fewer ex-
planations and fewer hypotheses to achieve 

similar gains. A one-size-fits-all assistant is 
therefore unlikely to be optimal.

IMPROVING AI ASSISTANTS
To improve AI assistants for DSE, it is 

useful to build on what is known from the 
human-agent interaction literature. Figure 2, 
adapted from Viros-i-Martin and Selva 
(2021), illustrates a framework for human-
AI collaborative DSE in which both the 
engineer and the AI assistant are modeled 
as agents jointly working on a DSE task 
using tools such as optimization and data 
mining algorithms. Both agents have goals 
and knowledge about their own state, the 
other agent, and the state of the world, in 
this case the DSE task itself.

Viewed through this lens, improved 
collaborative performance should result 
from better alignment between the 
engineer’s and the AI agent’s goals and 
mental models. There is some empirical 
support for this idea. Viros-i-Martin and 
Selva (2022b) found that adapting the AI 
assistant to the engineer’s explicit DSE 
goals, especially to support hypothesis 
testing, improved learning scores, whereas 
a non-adaptive AI assistant did not. 
Interestingly, the adaptive AI assistant also 
reduced performance, reinforcing the idea 
that performance and learning can be in 
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Figure 2. A framework for Human-AI collaborative DSE, adapted from (Viros-i-Martin and Selva, 2021). The engineer and the AI 
assistant are both agents that make decisions based on their perceptions, goals, state and knowledge.

tension during DSE. In Viros-i-Martin 
(2022), adapting to the engineer’s level of 
expertise did not improve learning, but it 
did improve trust and satisfaction.

This brings up another important 
variable: trust. Trust plays a central role in 
human–AI collaboration because it directly 
shapes how engineers use AI assistants 
in practice. If engineers place too much 
trust in the assistant, they may accept its 
suggestions without sufficient scrutiny, 
reducing engagement with the problem 
and potentially limiting learning. If they 
place too little trust, they may ignore useful 
recommendations, underutilizing the 
capabilities of the AI. Both over-reliance 
and under-reliance can therefore degrade 
joint performance (Lee and See 2004).

In the context of DSE, trust is closely 
linked to the level of automation, the trans-
parency of the assistant, and the engineer’s 
own expertise. For example, highly auto-
mated systems may encourage over-reli-
ance, while more interactive systems that 
expose reasoning or support hypothesis 
testing may promote more appropriate 
levels of trust and engagement. Designing 
AI assistants that calibrate trust appropri-
ately— encouraging effective use without 
discouraging critical thinking —remains an 
important and largely open challenge.
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IMPLICATIONS FOR PRACTITIONERS
The studies discussed here only scratch 

the surface of DSE learning and the impact 
of AI assistants. Most involved relatively 
small samples, and there were important 
differences between graduate students 
and expert practitioners. In addition, 
the DSE tasks were short, typically less 
than one hour, and most studies used AI 
tools developed before the recent wave of 
LLM-based systems. Larger and longer-
term studies with expert practitioners 
using frontier AI models will be needed to 
improve our understanding of these issues.

That said, several practical lessons al-
ready stand out:

1.  AI agents can improve DSE 
performance and can sometimes 

improve learning, but they must be 
carefully designed and implemented. 
Excessive delegation to the AI without 
active countermeasures may reduce 
DSE learning, especially for less 
experienced engineers.

2.  Higher levels of automation are not 
always better. While engineers may 
ask for more automation from AI 
agents, more automation can reduce 
engagement with the problem and 
therefore reduce learning.

3.  Adaptive AI agents are promising, 
especially when they adapt to the 
engineer’s goals and attributes such 
as level of expertise. However, such 
adaptation is difficult to implement 
well because of substantial individual 
differences.

CONCLUSION
As we move toward an era of superhu-

man AI performance in many tasks, we face 
a real conundrum. On one hand, improving 
DSE learning may become more feasible 
than ever with AI agents that have very 
large context windows, strong reasoning 
and planning abilities, and the ability to 
control DSE tools directly. On the other 
hand, one might ask what the point of im-
proving human learning is if fully autono-
mous DSE eventually becomes possible.

In practice, DSE is likely to remain funda-
mentally human-centered for the foreseeable 
future. Ultimately, DSE is not just about 
optimization. It is also, and perhaps primar-
ily, about helping customers, managers, and 
decision makers believe that selected designs 
are understood, justified, and robust.  ¡
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  ABSTRACT 
The paper argues that the growing complexity of distributed 
socio-technical systems exposes a fundamental limitation of 
the STPA methodology. Although STPA transformed safety 
engineering (Leveson 2011; Leveson 2004) by treating safety as 
a control and constraint problem rather than purely a reliability 
problem, it still assumes that hazardous scenarios and the 
constraints needed to prevent them can largely be identified 
during design time. The paper claims that this assumption no 
longer holds in modern adaptive systems (Rasmussen 1997; 
Woods 2015), where operational contexts evolve continuously, 
AI-based components change behavior dynamically, distributed 
actors develop inconsistent interpretations of the operational 
situation, and unexpected interactions emerge during runtime.
	 According to the paper, safety in such environments cannot 
rely only on predefined constraints. Instead, systems must 
continuously validate during runtime whether operational 
assumptions, coordination structures, and safety constraints 
still remain valid under changing conditions. This shifts the 
engineering challenge from specifying static safe behavior 
toward maintaining operational coherence under uncertainty. 
To address this challenge, the paper proposes extending STPA 
into a broader framework called system-theoretic process 
design, (STPD). STPD treats runtime surprise (Woods 2015; 
Dekker 2011) as an inherent property of complex adaptive 
systems (Rasmussen1997; Woods 2015) rather than as an 
exceptional case outside the model. Under this approach, 
systems must be capable of detecting deviations from expected 
operational assumptions, adapting coordination structures, 
managing degraded modes, recovering from anomalies, and 
learning from unforeseen situations while still constraining 
behavior within acceptable operational limits.
	 The paper emphasizes that this extension substantially 
increases analytical complexity. The analysis must address not 
only fixed control loops and predefined unsafe control actions, 
but also adaptive behaviors, runtime transitions, resilience 
mechanisms (Hollnagel, Woods, and Leveson 2006; Woods 
2015), evolving operational contexts, and partially unknown 
future states. Resilience itself introduces additional coupling, 

STPD – Operational 
Design as a Model-Based 
Extension of STPA

Avi Harel, Ergolight
Copyright © 2026 by Avi Harel. Permission granted to INCOSE to publish and use.

variability, coordination overhead, and verification difficulty. 
Consequently, a central tradeoff emerges: systems must 
remain adaptive enough to survive operational surprise while 
simultaneously remaining constrained enough to preserve safety, 
controllability, productivity, and usability.
	 A central criticism presented in the paper concerns the 
scalability limitations of classical STPA. The number of possible 
socio-technical operational states grows exponentially with 
the number of system variables, making exhaustive analysis 
infeasible. The paper also argues that STPA’s constraint-based 
logic requires engineers to identify all hazardous control 
actions explicitly, whereas the original STAMP philosophy 
focused more broadly on constraining the system toward 
correct operation according to an intended operational plan. 
Based on this critique, the paper proposes combining STPA 
with the original STAMP concept of operational guidance. The 
proposed solution proactively defines operational scenarios 
during design time and enforces corresponding system states 
during runtime transitions. The system continuously verifies 
whether ongoing operations remain aligned with the intended 
coordination structure, detects deviations, and activates 
emergency or recovery mechanisms when inconsistencies 
appear. To implement this idea, the paper introduces a generic 
operational model based on a network of interactions. Each 
interaction is defined through protocols between a controller 
and multiple services. Operational constraints are represented 
as scenarios consisting of an external task and the coordinated 
internal states of participating components. Participants may 
initiate additional interactions, thereby forming a dynamic 
interaction network. The model includes both proactive 
coordination mechanisms and reactive anomaly detection and 
response mechanisms.
	 Finally, the paper argues that this modular interaction-
based structure improves the practical application of STPA by 
associating control states with specific interaction participants. 
According to the paper, this association increases traceability 
and helps achieve broader analytical coverage across all stages 
of the STPA process.
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Figure 1. Mode confusion in the Kandahar accident

The paper introduces a transition 
from the STPA approach to the 
system-theoretic process design 
(STPD) approach, where the hier-

archy of constraints relies on a hierarchy of 
components within the system’s operational 
model. In this approach, runtime surpris-
es (Woods 2015; Dekker, 2011) are not 
perceived as external anomalies but rather 
as an inevitable part of complex systems. 
Within this modeling framework, systems 
are required to detect deviations from op-
erational assumptions, adapt coordination 
and control mechanisms, manage degraded 
operational modes, and learn from unex-
pected events—all while maintaining safe 
constraint boundaries.

The article addresses the core dilemma 
of operational flexibility, which is necessary 
to cope with surprises, versus protection 
against operational threats and loss of con-
trol in anomalous situations. The extension 
to STPD significantly increases analysis 
complexity. Instead of dealing solely with 
predefined hazardous control actions, it 
must also contend with changing contexts, 
runtime state transitions, adaptive behav-
ior, and resilience mechanisms (Hollnagel, 
Woods, and Leveson 2006; Woods 2015). 
Furthermore, the very addition of resilience 
manifests as complexity that induces coor-
dination overhead, behavioral variance, and 
tighter coupling between components.

Additionally, the paper analyzes 
the theoretical boundaries of STPA in 
preventing unexpected failures (Safety I). 
These limits stem from the exponential 
growth in the number of possible system 
states and the practical difficulty of 
enumerating all unsafe control actions 
(UCAs). This stands in contrast to the 
original STAMP approach, which suggested 
prioritizing proactive constraint of the 
system toward proper operation according 
to an operational plan (Safety II (Hollnagel 
2014)). The paper proposes to bridge 
STAMP and STPA through the proactive 
design of scenario-compatible system states 
and enforcing these states at runtime.

STPD extends STPA by integrating 
explicit mechanisms for runtime scenario 
coordination, rather than relying solely 
on the static design of the control struc-
ture. Within this framework, a canonical 
scenario representation (CSR) is defined, 
enabling a uniform, formal, and consistent 
description of operational modes and the 
transitions between them. Moreover, STPD 

focuses on enforcing scenario consistency 
across distributed controllers (Leveson 
2011; Hutchins 1995) and components, 
ensuring that the entire system operates 
according to a shared operational under-
standing, even under conditions of uncer-
tainty and dynamic changes.

The methodology also includes state tran-
sition control mechanisms that are aware of 
the scenario’s coordination context, as well 
as capabilities for runtime verification of 
operational coherence among distributed 
controllers (Leveson 2011; Hutchins 1995). 
This is intended to mitigate deviations, 
miscoordination, and degradation into 
hazardous states. Additionally, the system is 
continuously required to verify that oper-
ations align with coordination definitions, 
detect deviations, and activate emergency, 
recovery, and troubleshooting mechanisms.

To implement this approach, a generic 
system operation model is proposed via 
a directed network representation, where 
nodes represent interactions between con-
trollers and services, and the connecting 
lines represent scenarios. An interaction 
is defined through dedicated protocols, 
and scenarios are generated by combining 
external tasks received from the higher ech-
elon, system states, and context variables. 
The operational model allows for both 
automatic discovery and reactive response 
to deviations, as well as the proactive 
initiation of diagnostic and recovery pro-
cesses. Each system component can trigger 
additional interactions, thereby forming 
a dynamic network of controlled interac-
tions. This generic model allows organizing 
the STPA control structure according to 
the models, thereby ensuring that the STPA 
safety constraints analysis addresses all 
conditions in normal operation.

OPERATIONAL BACKGROUND AND SYSTEM 
CHALLENGES

The paper focuses on the central chal-
lenge of operational design in complex 

INTRODUCTION AND CORE METAMORPHOSIS

socio-technical systems—namely, how to 
guarantee both performance/throughput 
and safety/coordination among system 
components at runtime. The starting point 
is the shift from the ‘blame the operator’ 
paradigm to a systemic approach that 
views failure as a result of design flaws and 
structural mismatches between system 
components.

A prime historical example is the 2001 
Kandahar incident (Mode confusion – Kan-
dahar 2001 FFA), where a battery replace-
ment caused a GPS reset. Consequently, 
its operational mode defaulted back to 
navigation mode, and the waypoint shifted 
from the Taliban target’s location to the 
coordinates of the GPS unit itself, as illus-
trated in Figure 1.

The failure stemmed from the design 
allowing a state where the GPS operation-
al mode was mismatched with the active 
operational scenario. In such cases, the 
risk did not arise from a classic hard-
ware or software malfunction, but rather 
from an inconsistent interpretation of the 
scenario across different control layers. 
The challenge lies in the fact that multi-
ple independent units must collectively 
produce consistent behavior, even though 
their information regarding the state and 
intentions of neighboring units is partial 
and occasionally outdated. More examples 
are listed in the Appendix.

In alignment with the STAMP 
approach, safety is not achieved merely 
by reacting to failure triggers, but by 
constraining system operations to remain 
within proper, controlled boundaries. 
In this context, the STPA method is 
introduced, allowing the identification of 
unsafe control actions and the derivation 
of safety constraints early in the design 
phase. STPA provides support for real-
time coordination, synchronization, and 
constraint enforcement in distributed, 
dynamic systems. The problem becomes 
particularly acute when different 
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subsystems hold differing internal 
models of the system state — meaning 
an incompatibility exists between the 
‘process models (Leveson 2011)’ of 
various controllers and the actual reality. 
This condition can lead to operational 
errors, coordination breakdown, and 
systemic failure even when each individual 
component operates ‘correctly’ from its 
local perspective. Although STAMP/STPA 
address process models, feedback, and loss 
of control, the engineering realization of 
runtime coordination among distributed 
controllers (Leveson 2011; Hutchins 1995) 
remains an open challenge.

The paper emphasizes that the com-
plexity of STPA scales rapidly with 
system complexity. As the number of 
control actions, operational modes, and 
interactions increases, an immense number 
of potential unsafe control actions (UCAs) 
is generated. This situation complicates 
generalization, coverage, and prioritization, 
often making the analysis overly expensive 
and cumbersome. To address this, a model-
driven STPA approach is introduced, 
shifting the analysis focus from individual 
control actions to operational states and 
deviations from operational assumptions. 
Instead of manually analyzing every 
possible action, the system examines which 
states deviate from the normal operational 
model, thereby improving generalization 
capabilities and reducing the risk of missing 
hazardous conditions.

Furthermore, the paper proposes a ‘lean’ 
version of STPA for systems where risk is 
not catastrophic but stems primarily from 
interaction and coordination issues—such 
as software systems, smart home devices, or 
office services. This streamlined approach 
focuses primarily on state transitions, 
synchronization logic, and user-service in-
teractions to rapidly identify coordination 
gaps, timing errors, and conflicting state 
assumptions.

The paper also draws an important 
distinction between prevention strategies 
and protection strategies. Prevention aims 
to avoid the creation of hazardous states 
altogether through safety constraints, state 
control, input validation, and resilient 
design. Conversely, protection assumes 
that coordination failures and unfore-
seen conditions will inevitably occur, and 
thus includes mechanisms for detection, 
alerting, transitioning to a safe state, con-
trolled degradation, and recovery. Resilient 
systems must combine both approaches: 
minimizing failure probability while effec-
tively handling coordination loss when it 
occurs in practice.

STPD AS AN EXTENSION OF STPA
This section presents STPD as a systemic 

extension of STAMP/STPA for distributed 
socio-technical systems, where safety and 
efficiency depend not just on component 
integrity, but primarily on maintaining 
consistent coordination among the state 
interpretations of controllers, services, 
and human operators. The core argument 
is that many systemic risks do not stem 
from a single component failure, but rather 
from a deviation from the operational 
coherence envelope—manifesting as a 
state where different components act 
under mismatched understandings of the 
operational scenario. In complex systems, 
partial information, delayed feedback, poor 
synchronization, or normal performance 
variance can cause the system to continue 
operating ‘correctly’ at a local level while 
its global behavior becomes highly 
dangerous. Therefore, the central challenge 
is not just preventing known failures but 
identifying emerging loss of control and 
the collapse of the assumptions supporting 
the original control scheme at runtime. The 
contribution of STPD is not in replacing 
STPA’s control mechanisms, but in adding 
an operational coordination layer that 
manages scenario consistency, transition 
synchronization, interpretation alignment, 
and runtime constraint enforcement.

The text emphasizes that resilient 
systems must be capable of detecting even 
unpredicted situations, such as errors 
in specification, design, and component 
implementation. This requires an explic-
it representation of normal operations, 
including operational plans, constraints, 
process models (Leveson 2011), coordina-
tion rules, and assumptions regarding re-
sources and expected behavior. The system 
cannot merely rely on detecting component 
faults; it must monitor the integrity of the 
operational coherence itself, identifying 
deviations from expected task structures, 
coordination issues among distributed 
process models, breaches of coordination 
protocols, or gaps between expected and 
actual behavior. The proposed approach 
views anomalous situations as semantic 
rather than merely physical phenomena, 
since the earliest indication of a problem 
may be a contradictory interpretation or a 
loss of shared situational awareness. There-
fore, the system must integrate structural 
monitoring, semantic consistency checks, 
uncertainty estimation, and the capability 
to transition to safe backup states when the 
active scenario can no longer be deter-
mined with confidence.

A central concept introduced is the 
unsafe operational state (UOS), where 
controllers or services no longer agree on 
the mission state or operational mode. In 
such a state, even commands normally 
deemed safe can become hazardous 

because inter-unit coordination is lost. 
From this arises the assertion that safety in 
distributed systems depends on consistency 
across the controllers’ process models 
(Leveson 2011). The chapter cites several 
classic examples, such as the Therac-25 
accidents, Three Mile Island (TMI), and 
friendly-fire incidents, to illustrate how 
critical failures are generated by a gap 
between the internal representation of 
the system state and physical reality. In 
these cases, it was not necessary to isolate 
a specific software, hardware, or operator 
fault; instead, the failure cause is attributed 
to different subsystems operating under 
conflicting assumptions regarding the 
operational state. Accordingly, the paper 
interprets many accidents as violations of 
systemic consistency constraints rather 
than isolated local failures.

Based on this, the chapter proposes a 
transition from an exhaustive failure-cause 
analysis model to a scenario-constrained 
situational control (SCSC) model. Instead 
of trying to analyze all possible system 
states—an intractable approach in complex 
systems due to ‘state explosion’—systems 
engineers are required to define a limited 
number of operational scenario classes 
specified in operational documentation. 
Each scenario represents a group of states 
with shared operational meaning and 
constraints, along with permitted transi-
tions and backup rules. At runtime, the 
active scenario is represented via the CSR, 
which serves as a shared reference base for 
interactions between the controller and 
services. This significantly reduces coor-
dination complexity because the system 
is not required to analyze risk across all 
theoretical states, but only to operate within 
a well-defined scenario space. When the 
system encounters an uncertain situation 
that cannot be confidently mapped to one 
of the scenarios, it must transition to a safe 
mode scenario where only conservative, 
safe actions are permitted.

The chapter also defines ‘scenario confu-
sion’, a condition where different compo-
nents within the system operate according 
to different scenarios. Even though each 
component acts ‘correctly’ locally, the dis-
crepancy between them creates a dangerous 
systemic failure.

Consider a system with two elements: a 
controller and a service, enabling them to 
perform two functions, depending on the 
service mode. The service provided should 
comply with the controller scenario. This 
defines normal situation. The operation is 
successful if the service complies with the 
operational scenario and is failure other-
wise. Figure 2 illustrates this condition, in 
which the controller and service operate 
under inconsistent scenarios.
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The figure illustrates a way to enforce 
scenario-mode compliance (green arrows) 
and examples of scenario confusion, when 
the modes divert from those induced by the 
scenarios (broken red lines).

The model shows enforcement mech-
anisms for scenario-mode alignment 
alongside examples of scenario confusion 
where operational modes deviate from 
the scenarios that should dictate them. In 
many historical instances, the scenario was 
never explicitly defined, leaving the control 
dilemma unresolved. In Human Factors 
Engineering (Reason 1990; Dekker 2014) 
(HFE), this is termed a ‘mode error (Sarter 
and Woods 1995; Norman 1981)’. The 
underlying, flawed assumption was that 
the operator must ensure the operational 
mode matches the scenario. In reality, 
this assumption proved incorrect, and the 
system was incapable of self-protection. 
From a systems engineering perspective, 
this constitutes a coordination failure 
between the controller and the service. The 
argument is that most famous ‘mode errors’ 
in HFE are actually systemic coordina-
tion failures resulting from the absence 
of an explicit representation of the active 

scenario. Hence, the scenario must become 
an explicit system variable whose consis-
tency can be verified at runtime. Figure 3 
illustrates how scenarios are defined and 
how they impact the design.

The scenario serves as a shared reference 
point: it represents the mission as defined 
by the system owners and is used both for 
enforcing coordination and for identifying 
unexpected behavior when scenario con-
sistency is compromised. Different compo-
nents may hold a partial or delayed view of 
the state, but their behavior is constrained by 
the scenario available to them at execution 
time. Thus, coordination is achieved through 
consistency of interpretation rather than 
full system-state synchronization. Within 
this framework, the scenario functions as a 
control variable. Maintaining consistency of 
interpretation becomes an explicit control 
objective, and deviations from scenario 
boundaries become detectable states. In this 
manner, scenarios bridge system design and 
actual execution, supporting coordination, 
consistency, and cognitive load management 
in dynamic environments. The proposed 
architecture enforces scenario consistency as 
a system invariant, such that control actions 

Figure 2. Scenario confusion

Figure 3. Scenario-centered design
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are permitted only when valid within the 
active scenario and coordinated across all 
components. When a mismatch is discov-
ered, normal operations are suspended until 
synchronization is restored.

Furthermore, the challenges of tran-
sitions between scenarios are addressed. 
Transitions are considered a critical 
vulnerability point because subsystems 
may temporarily operate under differing 
states or assumptions during the switch. 
The Therac-25 accidents are presented 
as an example where rapid state transi-
tions without synchronization created a 
time window in which the software state, 
hardware state, and operator intent were 
severely misaligned. Therefore, safety 
depends not just on stability within a state, 
but on the ability to rapidly regain coordi-
nated control during a transition. The paper 
underscores the need for risk mitigation 
during synchronization, utilizing monitor-
ing mechanisms for risk indicators such as 
contradictory states, timeouts, or degrading 
sensor trust, alongside anomaly response 
mechanisms that encompass alerts, trouble-
shooting, resilience (Hollnagel, Woods, and 
Leveson 2006; Woods 2015), and recovery. 
Diagnostics and troubleshooting are viewed 
here as proactive systemic activities focused 
on identifying coordination degradation 
before the system manifests hazardous 
behavior. Ultimately, while STPA focuses 
on identifying unsafe control actions within 
control hierarchies, STPD adds a new layer 
of distributed operational coordination and 
runtime coherence management, moving 
the needle from static control constraints 
to engineering operational resilience under 
uncertainty and surprise.

OPERATIONAL MODELING FRAMEWORK
This section details the framework 

for modeling operations in distributed 
socio-technical systems based on scenario 
coordination rather than exhaustive 
state analysis. The framework establishes 
a conceptual hierarchy separating the 
physical system state, local controller 
process models (Leveson 2011), operational 
states, scenarios, and coordinated runtime 
control. At the core of the architecture 
lies the canonical scenario representation 
(CSR), serving as a shared reference point 
for all controllers and services. The CSR 
does not describe the complete system 
state but only the information necessary 
for coordination, synchronization, and 
enforcing operational constraints.

The operational plan is defined as a 
directed network of tasks, constraints, and 
dependencies that restricts the permitted 
behavior of the system. The system state 
represents the objective, full state, whereas 
the controllers’ process models (Leveson 
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2011) are based on partial info and may 
thus be inconsistent. An operational state 
is a mission-relevant interpretation of the 
system state, and a scenario is a bounded 
operational context defining which 
actions and coordinations are allowed. 
The CSR acts as a systemic coordination 
anchor enabling controllers and services 
to maintain a shared interpretation of the 
operational state.

The operational model describes system 
activity as a network of interactions (con-
troller multi-service interaction – CMSI) in 
each of which a single controller oper-
ates in partnership with several services, 
based on a shared CSR. Coordination is 
performed by propagating the CSR among 
components, synchronizing scenario 
transitions, and enforcing coordination 

constraints at runtime.
CSR control specifies how scenarios are 

established, updated, and propagated in the 
CMSI network, governing the way contex-
tual information is maintained and shared. 
Its purpose is to ensure that transitions 
between scenarios remain coherent, that 
dependent interactions are provided with 
updated context, and that coordination is 
preserved across interaction boundaries. 
According to Boy and Narkevicius (2014) 
operational design should proceed from 
outside in. Figure 4 describes a model of 
operational networks, illustrating how an 
external actor triggers a sequence of inter-
actions through passing canonical scenario 
representations.

This figure illustrates a simple network 
with four controller multi-service 

CSRO

Actor

CSR1

CMSI–2

CMSI–3a

CMSI–3b

CMSI–1

Direction of network definition–from outside-in

CMSI – ControllerMulti-ServiceInteraction
CSR – CannonicalScenarioRepresentation

CSR2

A model of operational network

Figure 4. A model of operational network

interactions, in which an external actor 
activates CMSI-1 by a canonical scenario 
representation CSR0, which activates 
CMSI-2 by CSR1, which activates CMSI-
3a and 3b by CSR2. The CSR operates as 
a control layer over the CMSI network. 
Scenario control enables the CSR to 
function as a system-level reference rather 
than a local variable. 

System operation may be modeled as 
a network of interactions, in form of a 
directed graph composed of CMSIs, where 
nodes correspond to interaction contexts 
implemented as CSR, and edges represent 
activation and dependency relationships 
between them. This structure provides a 
way to describe how coordination flows 
and propagates throughout the system. 
Figure 5 illustrates that scenarios should 
enable coordinating the supplier with 
the client task (on the left) and should 
enable coordinating the scenarios with the 
controller (on the right). 

This figure shows a way for transition 
from scenarios to CSR, and the way it con-
trols the interactions. The owner of the in-
teraction defines the scenario based on the 
task and the context and delivers it to the 
controller. Based on the active scenario of 
the interaction (active, available, functional 
...) the controller defines the CSR, a system 
variable used as an anchor for the coordi-
nation and sets the states of the services 
according to assignment rules.

Scenario control enables the CSR to 
function as a system-level reference point 
rather than just a local variable. The article 
highlights that safety failures in distributed 
systems frequently originate from inconsis-
tent operational interpretations (scenario 
confusion), leading locally correct actions 
to produce dangerous global behavior. 

Figure 5. Scenario-driven operation
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Consequently, the safety objective is 
defined as the continuous preservation of 
scenario consistency and inter-component 
coordination.

The CSR is also described as a structural 
invariant. Instead of relying on reactive 
arbitration between components, transi-
tioning to a specific scenario pre-allocates 
permitted and validated states to all partic-
ipating services. This eliminates dangerous 
intermediate states and establishes a ‘struc-
tural normalcy’ where many hazards are 
logically removed from the possible state 
space. The operational framework is driven 
by scenario-based interactions where the 
owner defines the scenario based on the 
task and context, passing it to the control-
ler, which sets the CSR and assigns service 
modes accordingly.

The model focuses particularly on CSR 
transitions and synchronization. During a 
scenario transition, the system is expected 
to temporarily enter a safe mode, propagate 
transition commands to all components, 
await synchronization confirmations, 
and correct timing anomalies. Normal 
operation during transitions is prohibited 
because asynchronous state transitions can 
generate unpredictable behavior.

The paper introduces an extension of 
traditional STPA control loops through the 
CMSI structure. Instead of a single con-
troller acting against a single process, the 
CMSI coordinates multiple services under 
a shared scenario. Additionally, the model 
introduces a feedforward layer where the 
controller evaluates future operational 
alternatives using previews, workload 
assessments, and service simulations. This 
allows for the early identification of actions 

that could create inconsistencies or violate 
scenario constraints.

Figure 6 illustrates how a CMSI module 
can provide feed-forward information for 
optimizing the controller decision.

The figure illustrates a hypothetical 
CMSI module that may be used to coordi-
nate and synchronize the controller and the 
services. Employing agents (implement-
ed by situational twins) this module can 
provide the controller with information 
required for proactive troubleshooting and 
reacting. The framework does not prescribe 
specific prediction methods. Its effec-
tiveness depends on model accuracy and 
computational constraints.

A key element involves handling unpre-
dicted exceptions. The core claim is that 
it is impossible to map all potential UCAs 
in complex systems in advance. Therefore, 
instead of focusing on preventing each 
hazardous action in isolation, the system 
must ensure it remains within a normal, 
coordinated operational envelope. Excep-
tions are identified by comparing actual 
behavior against the behavior expected 
under the active scenario. Deviations may 
appear as synchronization faults, illegal task 
transitions, resource anomalies, timing in-
consistencies, or loss of coherence between 
subsystems.

Many failures occur because the system 
detects anomalous conditions too late, 
provides insufficient recovery support, or 
continues operating after coordination 
has begun to degrade. A generic model of 
exception management outlines how an 
exception evolves through sequential oper-
ational states (Normal operation  Excep-
tional situation  Unexpected operation 

 Failure), identifying the critical points 
where coordinated handling is required to 
prevent escalation. 

Even with structural enforcement 
mechanisms, not all inconsistencies can be 
prevented. Systems operating under uncer-
tainty, incomplete information, or degraded 
conditions may still deviate from expected 
behavior.

Exception management concerns the 
way deviations from expected behavior are 
handled. Within this context, two com-
plementary modes of operation can be 
distinguished. The first is situation control, 
which is continuous in nature. Here, 
operation progresses through ongoing 
regulation relative to the defined scenario, 
with adjustments made as needed to main-
tain consistency. The second is exception 
management in the narrower sense, which 
is event-based. In this mode, attention is fo-
cused on deviations that exceed predefined 
thresholds and therefore require explicit 
corrective action.

Many failures occur because the system 
detects abnormal conditions too late, 
provides insufficient recovery support, or 
continues operating after coordination has 
already degraded. Figure 6 illustrates a con-
ceptual model of exception management.

Figure 7 highlights how an exception 
evolves through successive operational 
conditions and identifies the points at 
which coordinated handling is required to 
prevent escalation. Following an initiating 
event, the system may transition from 
normal operation to an exceptional state. 
If the exception is not properly handled, 
the system may further degrade into 
unexpected operation and ultimately failure.

Figure 6. CMSI operation
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The model of normal operation allows 
for the detection of even unforeseen excep-
tions by defining what constraints must be 
maintained; any violation is interpreted as 
a deviation, shifting the safety focus to run-
time validation of operational consistency.

OPERATIONAL ENGINEERING AND DESIGN 
METHODOLOGY

The engineering framework focuses on 
enforcing operational constraints through 
scenarios, distributed coordination, and 
transition control. Instead of looking at 
isolated components and isolated failures, 
the framework centers on preserving 
total operational consistency and pre-
venting unsafe conditions before they 
emerge. The proposed framework may 
be implemented through a progressive 
top-down design process that begins 
with externally observable operational 
behavior and gradually refines the internal 
control architecture. The sequence reflects 
the principle that operational meaning 
should drive system structure, rather than 
emerging as a byproduct of component 
integration. Figure 8 shows a plan with 
stages of the operational design.

We start with a definition of the system 
functions and features used to get these 
functions, then define the scenarios that 
should constrain the system states, then 
design the situational alignment in the 
CMSI, going down to control actions 
by STPA, and finally design the run-
time reaction to exceptions, comprising 
the detection, alarms, troubleshooting, 
resilience (Hollnagel, Woods, and Leveson 
2006; Woods 2015) and recovery.

Enforcement is based on two comple-

mentary mechanisms: preventing inconsis-
tent scenarios, and detecting/interpreting 
deviations when they appear. The approach 
restricts the set of possible behaviors 
relative to the active operational scenario. 
Within each CMSI, only actions matching 
the scenario are permitted, while inconsis-
tent commands are blocked upfront, reduc-
ing the need for procedural protections and 
human corrective intervention.

In the proposed methodology, the de-
sign process advances ‘outside-in’. First, the 
operational boundary between the system 
and its environment is defined, and only 
then are internal mechanisms examined. 
The analysis focus is on external inter-
actions, services provided, connections 

Figure 7. Exception handling
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A model of exception management with operators, collaborative systems, and 
the operational environment. From these 
external interactions, the operational net-
work is derived, representing the distribut-
ed coordination structure between control-
lers, services, and operational assumptions. 
The AF296 accident demonstrates how 
inconsistent assumptions between pilot 
intent and thrust service states created a 
hazardous coordination structure, even 
though each component independently 
operated reasonably.

Following the definition of external inter-
actions, the operational space is structured 
using scenarios and operational state repre-
sentations. The design includes defining the 
ownership mission, characterizing the oper-
ational context, and deriving relevant con-
troller states. Scenarios minimize ambiguity 
by creating coherent operational narratives, 
while the CSR layer translates these narra-
tives into operational control states. The Air 
France 447 accident illustrates how differing 
interpretations of the same state between 
the autopilot and human pilots created 
coordination gaps that led to inappropriate 
responses during the stall.

The next phase develops the CMSI 
coordination architecture, responsible for 
maintaining interpretation consistency 
across system components. The architec-
ture includes scenario-to-state mapping, 
operational state representations, compo-
nent simulation via digital twins (Grieves 
and Vickers 2017), and mechanisms to 
preserve consistency between distributed 
process models (Leveson 2011). A CMSI 
mismatch arises when operational inter-
pretations become mutually inconsistent 
despite active coordination dependencies. 
The Therac-25 accidents show how valid 
local operational assumptions produced a 

Figure 8. Framework for operational design
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hazardous global state due to a mismatch 
between the radiation controller and the 
physical tray position. The proposed ap-
proach counters this complexity by bound-
ing permitted transitions and commands 
per scenario instead of enumerating all 
possible system states.

Subsequently, the transition control 
architecture is developed to manage 
interaction dynamics and time-dependent 
behavior. This phase includes preview 
mechanisms for early prediction, transition 
constraint analysis, verification of timing 
relationships and action sequences, and 
operational decision support. The emphasis 
shifts from static state evaluation to under-
standing potential future system evolution. 
The Air China Nagoya accident demon-
strates a situation where the automation 
transitioned to TO/GA mode while the 
pilots continued acting under normal land-
ing assumptions. The risk arose not from a 
single fault but from a lack of synchroniza-
tion in the transition between human and 
automated control states, highlighting the 
need to pre-identify hazardous interaction 
sequences, feedback delays, and inconsis-
tent timing conditions.

The theory also addresses troubleshoot-
ing and operational resilience (Hollnagel, 
Woods, and Leveson 2006; Woods 2015). 
Troubleshooting is designed to return the 
system to an acceptable functioning level 
under time pressure and partial informa-
tion, rather than providing an exhaustive 
explanation of the failure. While traditional 
systems relied on heuristics and pattern rec-
ognition, modern systems include backup 
mechanisms, including the reconstruction 
of state sequences, decisions, and interac-
tions that led to the anomaly. The final stage 
involves exception and resilience plan-
ning, assuming that all conditions cannot 
be foreseen. This stage includes alerting 
mechanisms, resilience strategies, STPA 
integration, and converting unsafe control 
conditions into operational defense struc-
tures. The core idea is that the system must 
not only prevent failures but continue oper-
ating in a controlled manner after coordina-
tion loss and recover from it. In summary, 
the chapter presents a hierarchical design 
path where operational intent constrains 
scenarios, scenarios constrain control states, 
and control states constrain system behavior 
and resilience mechanisms.

DISCUSSION AND FUTURE HORIZONS
The text presents an operational safety 

engineering framework that expands STPA 
from static design analysis into runtime co-
ordination. The primary argument is that in 
complex systems, safety does not arise sole-
ly from individual component integrity, but 
from the capacity of controllers, services, 

and operators to maintain a coordinated 
operational interpretation of the system 
state. Thus, many systemic failures are not 
the result of a single faulty component, 
but of a divergence between local process 
models (Leveson 2011), operational as-
sumptions, and differing state perceptions. 
The proposed framework adds a runtime 
scenario coordination mechanism to STPA 
using the CSR, which acts as a shared oper-
ational reference to synchronize distributed 
components. Rather than treating safety 
merely as the prevention of unsafe control 
actions, the system continuously monitors 
whether all participants still share the same 
understanding of the operational situation, 
mission context, and operating conditions. 
This maintains STAMP’s core assumptions 
while expanding the operational aspect into 
dynamic coordination.

The article distinguishes between the 
physical state of the system and its opera-
tional interpretation. Controllers operate 
processes based on local models derived 
from partial observations and delayed feed-
back, whereas scenarios define bounded 
coordination classes containing rules for 
transition, synchronization, and permit-
ted behavior. This approach addresses the 
combinatorial growth of the state space 
in modern systems. Instead of mapping 
every possible combination of states, the 
system operates within a limited number 
of operational scenarios with defined 
constraints, executing an engineering shift 
from exhaustive state enumeration to man-
aging architectural constraints at a higher 
abstraction level.

The framework also alters the concep-
tion of runtime coordination. Instead of 
relying primarily on procedures and human 
coordination, coordination constraints 
are embedded directly into the architec-
ture. The CSR functions as an operational 
invariant against which states and control 
actions are evaluated. Unsafe behavior is 
prevented not just via alerts, but through 
the structural exclusion of inconsistent 
operational configurations. This aligns with 
broad trends in resilient systems design, 
where safety is achieved via pre-bounded 
and pre-controlled operational structures. 
In the human factors domain, the frame-
work views operator errors primarily as 
coordination phenomena rather than per-
sonal cognitive failures. In many accidents, 
operators acted reasonably relative to their 
local information, but the overall system 
lost operational consistency. Therefore, 
engineering responsibility shifts from an 
operator-centric view to designing systems 
that actively maintain consistency relative 
to the scenario and reduce cognitive load. 
Scenarios serve as operational abstractions 
that limit the number of interpretations 

an operator must hold simultaneously. 
However, a central role remains for human 
judgment under conditions of uncertainty 
or degraded functioning.

The paper stresses that complex systems 
will inevitably encounter unpredicted situ-
ations. Therefore, the framework does not 
attempt to guarantee complete correctness 
under every possible condition but rather 
bounds behavior during uncertainty. When 
a scenario-guided consistency breach 
occurs, the system transitions to more 
restricted, safe operational states to prevent 
uncontrolled escalation. Alongside the 
benefits, substantial limitations are noted. 
Successful implementation depends heavily 
on the quality of scenario definitions and 
transition logic precision. Furthermore, 
maintaining CSR consistency across dis-
tributed systems can generate synchroniza-
tion overhead and delays. The framework 
also does not resolve fundamental failures 
such as software bugs, defective sensors, or 
cyber-attacks. Moreover, it remains at an 
architectural level and requires formaliza-
tion of synchronization processes, consis-
tency metrics, validation mechanisms, and 
runtime enforcement protocols.

Looking forward, the connection to 
MBSE (Madni and Sievers 2018; Frieden-
thal et al. 2014) and digital twins (Grieves 
and Vickers 2017) is presented. The 
framework integrates naturally with SysML 
models (Friedenthal et al. 2014), con-
trol structures, runtime monitoring, and 
resilient operational design. The CSR could 
eventually enable a bridge between design 
models and real-time operational super-
vision via scenario-oriented digital twins. 
Digital twins are presented as physical 
simulations for controller decision-making, 
but also as active support mechanisms for 
preserving operational coherence, identify-
ing inconsistencies, and validating scenario 
constraints.

A significant portion of the discussion 
is dedicated to the contribution of large 
language models (Bommasani et al. 2021; 
Weidinger et al. 2022) (LLMs (Bommasani 
et al. 2021)). AI models (Russell and 
Norvig 2021) are presented as supporting 
tools rather than operational authorities. 
In design, they can assist in organizing 
knowledge, identifying latent assumptions, 
generating alternative scenarios, and 
analyzing consistency. In STPA, they 
can assist in identifying unsafe control 
actions and managing the combinatorial 
complexity of hazardous interactions. 
At runtime, LLMs could serve as an 
adaptive interpretation layer that explains 
anomalies, merges information from 
disparate sources, and supports situational 
awareness. However, because their output 
is probabilistic and prone to semantic 
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hallucinations, they cannot replace 
formal models and validated engineering 
constraints. In troubleshooting, LLMs are 
described as semantic correlation engines 
capable of unifying logs, reports, telemetry, 
and procedures into a single interpretative 
space, supporting hypothesis generation 
and operational reconstruction even with 
partial data. Yet, because they relate to 
semantic plausibility rather than causal 
truth, they can produce convincing but 
incorrect narratives. Thus, it is proposed 
to embed them within constraint-based 

diagnostic frameworks, where formal 
models and verification mechanisms 
remain the authoritative components.

The conclusion emphasizes a conceptual 
shift from safety engineering focused on 
individual components toward managing 
the coherence of distributed operational 
interpretations. The primary engineering 
goal becomes maintaining scenario-guided 
consistency and runtime coordination 
under conditions of uncertainty, partial 
observation, and operational changes. The 
proposed theory still requires formalization 

and empirical validation but is presented 
as a scalable architectural direction for 
complex socio-technical systems.  ¡
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APPENDIX — CASE STUDIES
Analysis of well documented accidents indicates that many of 

them involve mismatch between the situation of the controller and 
at least one of the services. 

Source of these cases: https://avi.har-el.com/eng/Articles/index.htm
These studies demonstrate the need to enforce coordinated situa-

tions between the controller and the services.
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INTRODUCTION AND BACKGROUND

  ABSTRACT
Generative AI offers substantial capability in systems engineering processes for multimodal interaction supporting elicitation, 
interpretation, and synthesis. However, large language models (LLMs) remain unreliable for exact quantitative computation as 
they may produce incorrect or hallucinated results when executing mathematical and domain-specific quantitative calculations. 
Systems engineering is pervasively grounded in quantitative models that demand determinism, correctness, and traceable results, 
requirements that probabilistic language models cannot reliably satisfy on their own. A deterministic delegation pattern is 
presented that addresses this limitation by constraining the LLM to input interpretation, assumption documentation, and results 
presentation while assigning all authoritative computation to verified external tools through formally defined API endpoints. 
Identical inputs produce identical results, every output carries full provenance, and users can independently inspect or rerun 
any analysis via a returned source URL. The pattern is demonstrated through application domains for systems engineering cost 
modeling using the Constructive Systems Engineering Cost Model (COSYSMO) and system reliability analysis using fault tree 
and reliability block diagram methods. Examples at increasing levels of complexity show how the assistants translate diverse user 
inputs into complete, reviewable input configurations before invoking the deterministic backend, combining the accessibility of 
conversational AI with the correctness and auditability that engineering decisions require.

Trustworthy AI for 
Quantitative Systems 
Engineering via 
Deterministic Delegation 
to Verified Tools

Raymond Madachy, rjmadach@nps.edu
Copyright © 2026 by Raymond Madachy. Permission granted to INCOSE to publish and use.

Generative AI can substantially 
improve systems engineering 
processes through natural-lan-
guage interaction, multimodal 

interpretation, and automated synthesis 
of technical information. Large language 
models (LLMs) are especially useful for 
elicitation, explanation, summarization, 
and organization of engineering data. 
However, they remain unreliable for exact 
quantitative computation, strict model 
semantics, and domain-specific numerical 
reasoning. Because LLMs generate outputs 
probabilistically, they may produce incor-

rect arithmetic, inconsistent reasoning, or 
fabricated results that appear plausible but 
are not reproducible.  

This limitation is particularly important 
in systems engineering, where decisions are 
grounded in quantitative models for cost, 
schedule, performance, reliability, and risk. 
Engineering analyses require determinism, 
traceability, and independently verifi-
able results. Even small numerical errors 
can undermine confidence, create audit 
concerns, or propagate into poor technical 
and programmatic decisions. At worst, they 
may lead to system failures if not detected 

and fixed. Conversational capability alone 
is therefore insufficient for quantitative 
systems engineering applications.

This article presents a trustworthy 
AI pattern for quantitative systems 
engineering based on deterministic 
delegation. In this approach, the LLM is 
constrained to interpretation, clarification, 
assumption management, orchestration, 
and presentation of results, while all 
authoritative computation is delegated to 
verified external tools through formally 
defined API interfaces. The language 
model does not perform the engineering 
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Figure 1. Custom GPT architecture with API to deterministic tool

System Instructions

Knowledge Base

API Schema

Web Browser

HTTPS

HTTPS
User’s Device

Computational Tool

OpenAI Infrastructure

ChatGPT Server

Custom GPT Host Internet Server

mathematics internally. Instead, it translates 
user intent into structured model inputs, 
invokes deterministic computational 
services, and returns the resulting outputs 
with full provenance.

Many established engineering tools and 
models are difficult to use directly because 
they require specialized terminology, 
structured parameterization, and detailed 
procedural knowledge. An AI assistant can 
reduce this barrier by helping users express 
problems in ordinary language, identify 
missing information, organize assump-
tions, normalize terminology, and present 
reviewable inputs and outputs. Determin-
istic backend tools then ensure that the 
actual calculations remain reproducible, 
validated, and independently verifiable. 
Separating these responsibilities is therefore 
central to the approach: the LLM handles 
interpretation and communication while 
verified tools perform all computation, 
guaranteeing that engineering decisions 
rest on methods whose behavior is defined, 
repeatable, and independently verifiable.

Under deterministic delegation, identical 
inputs produce identical outputs. Each anal-
ysis can also return complete provenance 
information including interpreted inputs, 
assumptions, model versions, API requests, 
and source URLs that allow users to inde-
pendently inspect or rerun the analysis. This 
preserves the strengths of conversational 
AI while bounding hallucination risk away 
from the computation itself.

The paper demonstrates the pattern in 
two representative quantitative systems en-
gineering domains: system reliability analy-
sis and systems engineering cost modeling. 
The reliability examples range from simple 
closed-form parallel redundancy calcula-
tions to structured reliability block diagram 
(RBD) analyses generated from narrative 
mission descriptions. In each case, the as-
sistant supports problem framing, parame-
ter elicitation, and interpretation of results, 

while deterministic backend reliability tools 
perform the authoritative computations 
and generate the visualizations.

The second application domain is systems 
engineering cost estimation using the Con-
structive Systems Engineering Cost Model 
(COSYSMO) [1]. Here the assistant trans-
lates project descriptions into normalized 
COSYSMO parameters, applies defaults and 
assumptions where appropriate, presents re-
viewable input configurations, and invokes 
a verified external estimator. The returned 
effort, schedule, and cost results are exact 
outputs from the deterministic COSYSMO 
implementation, accompanied by traceable 
provenance and direct links to the populat-
ed estimation tool.

SYSTEM ARCHITECTURE AND DESIGN
The demonstrated assistants are imple-

mented as custom GPTs using the OpenAI 
platform [6] [7] [8], although the determin-
istic delegation pattern is not specific to any 
particular LLM provider or deployment 
architecture. Equivalent implementations 
could be constructed using other founda-
tion models, orchestration frameworks, 
agent architectures, or locally hosted 
environments, provided that conversational 
interaction remains separated from deter-
ministic computations.

The demonstrated architecture consists 
of a user interaction layer, an AI mediation 
layer, and external deterministic computa-
tional services, as shown in the deployment 
model in Figure 1. The GPT mediates 
communication between the user and the 
quantitative backend, translating conversa-
tional inputs into structured model param-
eters and presenting the returned results in 
a user-oriented form.

The separation of responsibilities be-
tween the AI component and the computa-
tional service is central to the deterministic 
delegation pattern. The GPT supports 
elicitation, clarification, normalization of 

terminology, assumption management, and 
explanation of results, but it does not per-
form authoritative quantitative computa-
tion internally. All engineering calculations 
are executed by independently validated 
external tools whose behavior is determin-
istic and reproducible.

The external quantitative services are 
exposed through formally defined APIs. 
The services provide authoritative quanti-
tative computation through reproducible 
interfaces. Each invocation may also return 
provenance information including inter-
preted inputs, model version, generated 
request, and a verifiable source URL that 
allows users to independently inspect or re-
run the analysis directly within the external 
tool environment.

The AI mediation layer is configured 
through control artifacts including system 
instructions, a domain knowledge base, 
and formally defined API schemas. The 
instructions govern assistant behavior and 
operational constraints, the knowledge base 
provides supplementary contextual infor-
mation, and the schemas define permitted 
tool interfaces, input parameters, and 
returned outputs. Together, these artifacts 
constrain assistant behavior and ensure 
that quantitative requests are routed only 
through approved deterministic services.

All communication between components 
occurs over HTTPS. The computational 
services are hosted independently from the 
AI assistant, preserving separation between 
conversational interaction and determin-
istic model execution. This architecture 
improves reproducibility, auditability, 
regression testing, and governance while 
allowing conversational AI to simplify 
interaction with otherwise specialized 
engineering tools.

Although the examples in this paper 
focus on system reliability analysis and 
systems engineering cost estimation, the 
architecture generalizes to other quanti-
tative systems engineering domains. The 
overall process remains unchanged while 
the domain knowledge, instructions, 
API schemas, and deterministic backend 
services are adapted to the target analytical 
method.

Operational Sequence
Figure 2 illustrates the interaction 

sequence between the user, the assistant, 
and the external computational service. 
The process begins when the user provides 
engineering information such as system 
descriptions, project characteristics, re-
quirements, reliability parameters, or other 
quantitative inputs. The assistant interprets 
the request, normalizes terminology into 
structured model parameters, identifies 
missing information, applies defaults where 
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Figure 2. Operational sequence model
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appropriate, and presents a reviewable 
input summary for confirmation. This 
iterative elicitation process allows assump-
tions and parameter interpretations to be 
inspected before computation occurs.

After confirmation, the assistant con-
structs an encoded API request according 
to the associated schema and submits it to 
the computational service, typically as an 
HTTPS GET request with parameterized 
inputs. The external service performs the 
authoritative computation and returns out-
puts in structured formats such as JSON or 
HTML together with provenance informa-
tion and a verifiable source URL.

The assistant parses the returned 
outputs and presents them in a user-ori-
ented form suitable for interpretation and 
decision support. Returned results may 
include numerical outputs, tables, graph-
ics, model artifacts, assumptions, and 
hyperlinks to the populated external tool 
environment. Users may independently 
inspect, modify, or rerun the analysis 
outside the conversational environment, 
providing an additional mechanism for 
verification and auditability.

The interaction sequence intentional-
ly constrains the LLM to interpretation, 
orchestration, and presentation responsibil-
ities while preserving quantitative com-
putation within validated external tools. 
This separation reduces hallucination risk 
in numerical analysis while retaining the 
accessibility and flexibility of conversational 
interaction.

Instructions
Each assistant is governed by explicit 

written instructions that define operational 
behavior, interaction style, permissible as-
sumptions, required tool usage, and output 
formatting. The instructions constrain how 
the assistant interprets requests, collects 
inputs, invokes external services, and pres-
ents returned results. They also explicitly 
prohibit internal quantitative computation 
when authoritative tools are available.

The instructions for these example 
assistants are written in Markdown 
to support hierarchical organization, 
readability by both humans and machines, 
and structured operational logic. They 
complement the API schema by governing 

behavioral logic rather than interface 
structure. Whereas the schema defines 
the allowable inputs and outputs of an 
external service, the instructions govern 
how the assistant reduces user requests 
into required parameters, determines when 
clarification is needed, applies defaults or 
assumptions, invokes named operations, 
and formats outputs for review.

The instructions also establish 
operational boundaries intended to 
improve trustworthiness and consistency. 
Examples include transparent disclosure of 
assumptions, mandatory tool invocation 
for quantitative analysis, constraints 
on unsupported reasoning paths, and 
prescribed provenance presentation in 
returned results. Representative instruction 
excerpts are provided in later examples.

API Schemas
The API schemas define the formal 

interface between the assistant and 
the external quantitative services. The 
demonstrated assistants use OpenAPI 3.1 
specifications written in YAML to describe 
available endpoints, named operations, 
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required parameters, returned outputs, and parameter constraints 
for each computational tool.

Each field is explicitly typed and validated so the assistant can 
construct well-formed requests and reliably interpret returned 
outputs. Named operation identifiers provide a stable mapping 
between assistant instructions and the corresponding service invo-
cation. The schemas therefore function both as interface contracts 
and as constraints on tool usage.

This structured interface definition improves reproducibility 
and interoperability while reducing ambiguity in how the assistant 
accesses external computational services. Because the schemas are 
both machine-readable and human-readable, they also support 
inspection, maintenance, extension to additional tools, and inte-
gration into broader digital engineering environments. Examples 
of instruction sets and corresponding API schemas are provided 
in the following sections.

SYSTEM RELIABILITY ANALYSIS
System reliability analysis is well suited to deterministic 

delegation because reliability models require exact probabilistic 
computation, explicit structural assumptions, and reproducible 
results. Reliability methods are commonly used to evaluate system 
reliability, identify vulnerable structures, and compare alternative 
architectures under failure assumptions. Common representations 
such as closed-form reliability equations, fault trees, and reliabil-
ity block diagrams (RBDs) support quantitative reasoning about 
system failure and redundancy, but they also require disciplined 
parameterization and mathematically consistent evaluation.

Generative AI can assist by interpreting system descriptions, 
organizing model structure, identifying missing parameters, and 
explaining results, while validated reliability solvers perform the 
computation. The examples below illustrate increasing levels of 
reliability modeling complexity. The first uses a simple parallel 
redundancy fault tree calculator to reduce a natural-language 
request into the required quantitative inputs for deterministic 
evaluation. The second extends the approach to structured reli-
ability block diagram (RBD) modeling generated from a narrative 
mission description.

Examples
The first reliability example demonstrates direct deterministic 

evaluation of a simple parallel system. The user requests the sys-
tem reliability of a two-component redundant system over a fixed 
mission duration, providing only the essential quantities needed 
for calculation. The assistant reduces the request to the required 
reliability parameters, invokes the external reliability calculator 
tool [2], and returns the exact component reliability, overall sys-
tem reliability, system failure probability, fault-tree visualization, 
and verifiable source URL.

For a component with constant failure rate, reliability over 
mission time is given by:

Where
Ri is the reliability of the i th component 
t is the mission time (hours)
θi is the MTBF of the i th component as the mean time be-
tween failures (hours)

For m identical components operating in parallel, the overall 
system reliability is:

Where
Rsys is the system reliability
Ri  is the reliability of the i th  component
m is the number of identical components

R i  (t) = e -t/θi

R sys (t) = 1– (1– R i (t))m

## Processing
Reduce all reliability requests to these three parameters:
- mtbf
- mission_time
- redundancy

If any missing parameter can be reasonably estimated, state 
that it is assumed.
If required parameters cannot be confidently estimated, ask 
only for the missing ones.

Use the named schema operation `ReliabilityCalculate` 
to invoke the external tool with the following inputs. Do not 
compute internally.

```json
{
  “mtbf”: ...,
  “mission_time”: ...,
  “redundancy”: ...
}
```
## Outputs
After the tool returns, summarize:
- component reliability
- system reliability
- system failure probability

Also include:
- the exact calculation source URL
- the returned fault tree rendered in a fenced `svg` block

The instruction set and API schema together operationalize 
deterministic delegation by constraining both assistant behavior 
and allowable computational interfaces. The instructions excerpt 
in Listing 1 shows how user requests are reduced to the required 
quantitative parameters while prohibiting internal computation. 
Missing values may be estimated when reasonable with assump-
tions stated explicitly. The instructions also require direct invo-
cation of the named schema operation ReliabilityCalculate and 
prescribe inclusion of the calculation source URL and returned 
SVG fault tree visualization in the output.

Listing 1. GPT instructions excerpt

The API schema in Listing 2 defines the formal interface between 
the assistant and the external reliability service. Written in OpenAPI 
3.1 YAML, it specifies the server endpoint, referenced operation 
identifier, and typed query parameters for mtbf, mission_time, 
and redundancy. The schema constrains request construction to 
valid parameter combinations and ensures reproducible invocation 
of the external reliability model. The same delegation pattern can 
be generalized to other quantitative tools by adapting the operation 
identifiers, input parameters, and output formatting rules.

The user prompt for this simple three component parallel sys-
tem is shown below, and the resulting assistant output is illustrated 
in Figure 3.

Estimate the 5 day reliability of a triple-redundant marine 
power plant built from Caterpillar diesel generator sets.
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Listing 2. API schema example

openapi: 3.1.0
servers:
  - url: https://se-lib.org/online/
paths:
  /reliability.py:
    get:
      operationId: ReliabilityCalculate
      parameters:
        - in: query
          name: mtbf
          description: Mean Time Between Failures in hours.
          required: true
          schema:
            type: number
            minimum: 0
        - in: query
          name: mission_time
          description: Mission time in hours
          required: true
          schema:
            type: number
            minimum: 0
        - in: query
          name: redundancy
          description: the number of identical components 
operating in parallel (integer ≥ 1)
          required: true
          schema:
            type: number
            minimum: 1

Figure 3. AI output for parallel component system reliability

System Failure
p=0.000197

Component  1  Fails
p=0.058235

Component  2  Fails
p=0.058235

Component  2  Fails
p=0.058235

AND

Calculation source

Assuming Caterpillar-class industrial diesel generator sets with a default MTBF of 2,000
hours, a 120-hour (5-day) mission, and three active-redundant generators operating in 
parallel the system reliability is 99.98%. The 2,000 hour MTBF is a conservative engineer-
ing estimate derived from publicly available emergency diesel generator realiability
studies and adjusted to reflect marine operating conditions.

•  Component reliability: 0.941765 (94.18%)
•  System reliability: 0.999803 (99.98%)
•  System failure probability: 0.000197 (0.02%)

Figure 4. Reliability analyzer tool with AI inputs

Calculate

System Failure
p=0.000197

Component  1  Fails
p=0.058235

Component  2  Fails
p=0.058235

Component  2  Fails
p=0.058235

AND

This tool computes system reliability using an exponential (constant failure rate) model.
Component reliability is R = e-t/MTBF. Optional redundancy assumes m identical components
in parallel: Rsystem = 1– (1–Rcomponent)m

Parallel Component Reliability Analyzer

MTBF (hours): 200
Mission time t (hours): 120
Redundancy (parallel m ≥ 1): 3

Results
Component reliability Rcomponent = 0.941765 (94.18%)
System reliability Rsystem = 0.999803 (99.98%)
System failure probability Fsystem = 0.000197 (0.02%)

R sys (t) = f (τ )  where

e -t/θi or ri

f (τ )
N

i =1

(1– f (τ ))
N

i =1
1–

τ = Block i

τ = Series

τ = Parallel

The returned result includes a source URL with the input 
parameters populated in the external reliability tool. Users can 
independently verify the calculation, modify parameters, and 
rerun the analysis directly within the tool environment. Figure 4 
shows the corresponding endpoint tool state, which reproduces 
the same reliability results and fault-tree visualization returned 
through the assistant.

The next reliability example extends the approach from direct 
scalar reliability computation to structured system modeling from 
a narrative mission description. Instead of supplying only a few 
numerical inputs, the user describes a combat system mission 
architecture with redundant sensing, command-and-engagement 
control function, and launch functions. The assistant translates the 
narrative description into a structured reliability block diagram 
(RBD), organizes the component MTBF values into a valid RBD 
model representation, and submits the resulting structure to the 
backend reliability tool [3] for deterministic evaluation.

The RBD evaluation framework is represented as a recursive 
function over the system structure. Each node corresponds to 
either a component block, a series structure in which all child 
elements must succeed, or a parallel structure in which at least 
one redundant path must survive. System reliability is computed 
recursively from the component level upward through the overall 
architecture in the following equation.

Where
Rsys(t) is the overall system reliability at mission time t
f (τ) is the recursive reliability evaluation function applied to 
node τ
τ represents either a component block, series structure, or 
parallel structure within the RBD
τi is the i-th child node of structure τ
ri is the mean time between failures (MTBF) of component i
N is a directly specified reliability value for component  is the 
number of child nodes within the series or parallel structure

At the leaf level, reliability may be specified directly or derived 
from an exponential constant-failure-rate model using component 
MTBF and mission duration. Series structures require all child 
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Figure 5. AI output for system reliability and reliability block diagram

Calculation source

Search Radar
MTBF=700 h
R=0.983003

EO/IR Sensor
MTBF=900 h
R=0.986755

Fire Control B
MTBF=1000 h
R=0.988072

Fire Control A
MTBF=1000 h
R=0.988072

R_sys(12 h)=0.999234

Combat
Processor A

MTBF=1200 h
R=0.990050

Combat
Processor B

MTBF=1200 h
R=0.990050

Launcher B
MTBF=300 h
R=0.960789

Launcher A
MTBF=400 h
R=0.970446

Launcher C
MTBF=200 h
R=0.941765

I modeled the combat system as a three-stage series 
RBD for a 12-hour mission: a redundant detection group, a 
redundant command-and-engagement-control group with 
two parallel processing paths, and a three-way redundant 
launcher group. Using the specified MTBF values and 
assuming independent failures within each redundancy 
group, the backend tool computed an overall mission 
reliability of Rsys(12h)=0.999234. The corresponding mission 
failure probability is 0.000766.

This result indicates a highly resilient architecture for the 
stated mission duration. The high mission reliability is 
driven by redundancy at each major functional stage, which 
substantially reduces vulnerability to any single component 
failure. The diagram below shows the exact series-parallel 
structure evaluated by the backend reliability tool and the 
component-level reliabilities used in the calculation.

EMi 
N

i =1
Effort = A · Size B ·  

subnetworks to succeed simultaneously, so their reliabilities multi-
ply. Parallel structures fail only if all redundant paths fail, making 
overall reliability the complement of the product of individual 
failure probabilities. For the combat-system example that follows, 
the resulting architecture consists of parallel redundancy across 
major mission functions with series-connected elements within 
individual branches, evaluated deterministically from the specified 
MTBF values by the backend reliability tool.

The user request is shown below. The resulting system reliability 
and the generated reliability block diagram are shown in Figure 5.

Create and evaluate a reliability block diagram for a combat 
system mission that lasts 12 hours. Detection should succeed 
if either the search radar or the EO/IR sensor is available. The 
command-and-engagement-control function should be mod-
eled with two redundant processing paths: one path is Combat 
Processor A in series with Fire Control A, and the backup 
path is Combat Processor B in series with Fire Control B. The 
weapon-launch function should succeed if either Launcher A 
or Launcher B or Launcher C is available. Use MTBF values 
of 700 hours for Search Radar, 900 for EO/IR Sensor, 1200 for 
each Combat Processor, 1000 for each Fire Control compo-
nent, and the Launchers with respective MTBFs of 400, 300 
and 200 hours. Send the model to the backend reliability tool, 
compute the mission reliability, and return both the visualiza-
tion and the final quantitative result.

These reliability analyses demonstrate the deterministic delega-
tion pattern across increasing levels of modeling complexity, from 
direct closed-form reliability computation to AI-assisted con-
struction of structured reliability models from narrative system 
descriptions with deterministic backend evaluation.

SYSTEMS ENGINEERING COST MODELING APPLICATION
Systems engineering cost modeling combines formal quantita-

tive estimation with the ambiguity common to real projects. Users 
may know some cost drivers well and others only approximately, 
or may provide organizational and operational context rather than 
the exact parameters expected by a cost model. Generative AI 
can help bridge this gap by eliciting inputs in ordinary language, 
organizing them into complete parameter sets, documenting 
assumptions, and presenting reviewable configurations before 
computation occurs. The quantitative calculation itself, however, 
should remain outside the language model.

COSYSMO provides a validated method for estimating systems 
engineering effort, schedule, and cost from project size and cost 
driver information [1]. The model estimates overall labor effort 
and allocates it across activities and lifecycle phases. Its primary 
inputs are the effective size of the work to be performed together 
with project factors that influence effort. The high-level effort 
relationship expresses effort as a function of system size, a scale 
exponent, and effort multipliers.

Where
Effort is in Person-Months (PM)
A is a constant derived from historical project data
Size is a sum of weighted Requirements, Interfaces, 
Algorithms and Scenarios
B is an exponent for the diseconomy of scale
EMi is an effort multiplier for the i th cost driver. The 
geometric product of N multipliers is an overall Effort 
Adjustment Factor (EAF) applied to the nominal effort.

The size term is further decomposed into weighted counts of 
requirements, interfaces, algorithms, and operational scenarios 
evaluated by difficulty level, providing the formal basis for the 
deterministic estimate produced by the external COSYSMO tool.
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Figure 6. AI cost estimate output

Parameter
System Requirements (Nominal)
System Requirements (Difficult)
Interfaces (Nominal)
Critical Algorithms (Nominal)
Operational Scenarios (Nominal)
Requirements Understanding
Architecture Understanding
Level of Service Requirements
Migration Complexity
Technology Risk
Documentation
Diversity of Installations/Platforms
Recursive Levels in Design
Stakeholder Team Cohesion
Personnel/Team Capability
Personnel Experience Continuity
Process Capability
Multisite Coordination
Tool Support
AI Usage
Cost per PM

Value Rationale/Assumption
250 Medium-scale C41 system with typical function and performance requirements.
180 Complex, high-criticality and interface-heavy requirements.
40 Moderate integration with networks and external systems.
15 Includes moderate algorithmic complexity such as fusion, encryption, and routing.
20 Representative set of use cases across operational contexts.
High Stakeholders have strong domain knowledge and clear mission definition.
High Assumed experienced with Navy reference architectures.
High Demands high availability, cybersecurity, and reliability.
Nominal Evolutionary upgrades to existing systems.
High Emerging AI/ML, 5G, and cyber-resilient components.
Nominal Baseline SE documentation per Navy standards.
High Deployed across shore, shipboard, and joint environnments.
Nominal Standard layered architecture, limited recursion.
High Strong Navy– contractor collaboration.
High Experienced syystems engineers with C41 expertise.
Nominal Some turnover expected over the program lifecycle.
High Mature systems engineering processes.
Nominal Primary co-located teams.
Nominal Standard SE tools used.
Nominal Some automation support, not a primary project driver.
$20,000 Typical DoD/Navy SE labor cost.

Input Category
System Size

Cost Drivers

Other
Labor Rate

Estimate

Effort 107.9 Person-Months
Schedule 7.0 Months
Cost $2,157,130
Total Size 1611 Equivalent Nominal Requirements

Phase/Activity Conceptualize Develop Operational Test Transition
Acquisition and Supply 1.1 2.2 0.5 0.3
Technical Management 5.4 9.7 6.5 4.3
System Design 12.9 15.1 6.5 3.2
Product Realization 2.7 6.5 6.5 5.4
Produce Evaluation 7.5 10.8 16.2 6.5

16 PM

32 PM
18 PM

Technical Management

Acquisition and Supply

Product EvaluationProduct Realization

System Design

8 PM

33 PM

Effort by Activity

Size =  ∑
k

j =1
( ωeΦ ef + ωnΦ n,j + ωd Φ d,j )

Where
k is the number of requirements, interfaces, algorithms and 
scenarios
we ,wn , and wd are the weights for easy, nominal, and difficult 
complexity levels
Φx,j is the quantity associated with size driver  at complexity 
level x

The COSYSMO assistant [6] uses instructions and API schemas 
adapted to the COSYSMO parameter set and the softwarecost.org 

estimation service. After the interpreted inputs are confirmed, the 
assistant constructs a validated request to the external estimator, 
retrieves the returned results, and presents the outputs with full 
provenance and traceability.

The following example demonstrates deterministic delegation 
for a representative Navy C4I project requiring broader narrative 
interpretation, parameter normalization, assumption manage-
ment, and structured preparation of tool-ready COSYSMO inputs 
before deterministic evaluation.

Example
A detailed naval domain example is shown in Figures 6 and 7. 

Rather than providing only direct COSYSMO inputs, the user 
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Calculate

This tool computes systems engineering effort and schedule with COSYSMO. This version incorporates the new cost factor AI Usage with provisional 
effort multipliers

Constructive Systems Engineering Cost Model (COSYSMO) with AI Usage

 System Size

 Cost Factors

 Labor Rate

System Requirements 0 250 180
System Interfaces 0 40 0
Critical Algorithms 0 15 0
Operational Scenarios 0 20 0

Easy Nominal Difficult

Nominal

High

Nominal

High

High

High

High

High

Nominal

High

Nominal

Nominal

High

Nominal

Nominal

Requirements Understanding

Architecture Understanding

Level of Service Requirements

Migration Complexity

Technology Risk

Cost per Person–Month (Dollars) 20000

AI Usage

Personnel Experience/
Continuity
Process Capability

Multisite Coordination

Tool Support

Documentation Match to Lifecycle Needs
Number and Diversity of Installations/
Platforms
Recursive Levels in the Design

Stakeholder Team Cohesion

Personnel/Team Capability

Figure 7. COSYSMO estimator tool with AI inputs

describes a representative Navy C4I system 
with multiple technical features, interfaces, 
and operational considerations. The assis-
tant translates the narrative into structured 
COSYSMO size and cost-driver parameters, 
documents assumptions, and presents the 
resulting configuration for review before 
deterministic evaluation.  The prompt is:

What is the estimated systems engi-
neering effort for a representative Navy 
C4I project with 250 nominal require-
ments and 180 difficult requirements? 
Apply a realistic Navy C4I profile for 
the cost driver ratings.

The interpreted project characteris-
tics are summarized in Figure 6 with the 
estimate. The table shows how the GPT 
translated the narrative project description 
into a complete, realistic, reviewable, tool-
ready input set. Presenting the normalized 
inputs in this form gives the user a clear 
opportunity to verify all assumptions before 
computation, which is especially important 
when estimates depend heavily on interpre-
tation, assumptions, and project framing. 
After confirmation, the structured request 
is submitted to the external COSYSMO es-
timator and returns the deterministic effort, 
schedule, cost, and activity-distribution re-
sults with full provenance. The calculation 
source link leads to the tool populated with 
the inputs for verification and revision [4] 
per Figure 7 (not shown are the identical 
outputs). Note that ‘with AI Usage’ in the 
tool name refers to a new cost factor for 
AI-assisted processes [9], not to the tool 
itself being called by AI.

Results and Discussion
Across the cost and reliability exam-

ples, the deterministic delegation pattern 
produced correct, reproducible tool outputs 
while preserving a natural conversational 
interaction process. In the reliability ex-
amples, the assistant reduced user requests 
into quantitative parameters or structured 
model representations, invoked external 
reliability tools, and returned exact results 
with visualizations and source URLs. In 
the COSYSMO examples, the assistant 
translated partial project descriptions into 
complete, reviewable parameter sets and 
returned effort, schedule, cost, and activi-
ty-distribution results with full provenance. 
In all cases, the assistant contributed pri-
marily through interpretation, parameter 
organization, assumption management, 
and results presentation, while authoritative 
computation remained within validated 
external tools.

The examples also demonstrate in-
creasing levels of modeling complexity. In 
simpler cases, the assistant functions as a 
guided interface that converts natural-lan-
guage requests into valid model inputs and 
returns exact results in interpretable form. 
In the more complex C4I cost estimation 
and combat-system reliability examples, the 
assistant further reduces modeling burden 
by translating narrative descriptions into 
structured, tool-ready configurations that 
would otherwise require substantial manual 
effort and specialized tool familiarity.

A consistent benefit across the applica-
tions is improved transparency and veri-
fiability. The assistant exposes interpreted 
inputs and assumptions, returns structured 

outputs, and provides direct links allowing 
users to independently inspect, rerun, or 
refine analyses within the external tool en-
vironments. This improves auditability and 
user confidence while bounding hallucina-
tion risk to interpretation and elicitation 
rather than numerical computation itself.

Another practical advantage is trace-
ability. Structured interaction between 
the assistant and backend tools simplifies 
logging inputs, preserving assumptions, 
comparing analyses, and performing 
regression testing. For organizations that 
must review estimates, audit analyses, or 
maintain a digital thread, these capabilities 
are central to acceptance and governance. 
The assistants intentionally preserve de-
tailed interpreted inputs and assumptions 
rather than aggressively summarizing them, 
since reviewability and parameter transpar-
ency are central to trustworthy quantitative 
engineering analysis.

The examples demonstrate that trust-
worthy conversational AI in quantitative 
systems engineering depends not only on 
validated computational tools, but also on 
accurate parameter elicitation, transparent 
assumptions, constrained tool usage, and 
faithful provenance presentation. When 
these elements are combined, deterministic 
delegation provides a practical and gov-
ernable approach for integrating conver-
sational AI into quantitative engineering 
processes.

CONCLUSIONS AND FUTURE WORK
Large language models provide substan-

tial capability for natural-language interac-
tion, input elicitation, and interpretation of 
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engineering results, but they remain unre-
liable for exact quantitative computation. 
Quantitative systems engineering applica-
tions require determinism, reproducibility, 
traceability, and independently verifiable 
results that probabilistic language models 
alone cannot consistently guarantee.

The deterministic delegation pattern 
presented in this paper addresses this 
limitation by constraining the LLM 
to interpretation, orchestration, and 
presentation responsibilities while 
assigning authoritative computation to 
verified external tools through formally 
defined API interfaces. The resulting 
architecture preserves the accessibility 
and flexibility of conversational AI while 
ensuring that engineering calculations 
remain reproducible, auditable, and 
independently verifiable.

The reliability and COSYSMO examples 
demonstrate the pattern across increasing 
levels of modeling complexity, ranging 
from direct scalar calculations to structured 
model construction from narrative system 
descriptions. Across these examples, the 
assistant contributes primarily by reduc-

ing friction between realistic engineering 
problem descriptions and valid, tool-ready 
analyses, while validated backend services 
ensure computational correctness.

Beyond correctness, deterministic 
delegation provides broader systems 
engineering benefits including improved 
auditability, governance, regression testing, 
interoperability within the digital engi-
neering thread, and reduced cognitive 
burden for users who are not specialists in 
quantitative modeling methods. Structured 
provenance, constrained tool invocation, 
and independently reproducible analyses 
also improve organizational trust and 
acceptance of conversational AI within 
engineering environments.

The demonstrated implementations use 
custom GPTs with external API-connected 
computational tools, but the delegation 
pattern generalizes to other LLM platforms, 
orchestration frameworks, and quantitative 
engineering domains. Future work will 
extend the approach to additional systems 
engineering applications, expanded mul-
timodal input interpretation, AI-assisted 
project risk assessment augmenting the 

expert COSYSMO method [5], and auto-
mated verification methods for validating 
equivalence of delegated computations 
across structured input conditions. Ongo-
ing work is also consolidating the separate 
system reliability analysis capabilities into 
a more general-purpose reliability assess-
ment environment with an AI front end to 
deterministic tools.

Looking toward 2030, generative AI 
will become increasingly embedded 
in systems engineering processes and 
digital engineering environments. As 
model capabilities continue to advance, 
deterministic delegation provides a 
scalable governance foundation for 
combining natural-language interaction 
with reproducible quantitative analysis. 
Constraining probabilistic AI systems 
to interpretation and orchestration roles 
while preserving validated computational 
backends can enable broader adoption 
of trustworthy AI across the systems 
engineering lifecycle without sacrificing 
the determinism, traceability, transparency, 
or auditability required for engineering 
decision making.  ¡
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1. INTRODUCTION:  A DECADE OF TRANSFORMATION

  ABSTRACT
This article contributes a systems engineering perspective on trust in AI-enabled systems by synthesizing results from the 
Trusted AI Challenge. The Systems Engineering Research Center (SERC), with the U.S. Army DEVCOM Armaments Center at 
Picatinny Arsenal New Jersey, organized and conducted this student challenge across three academic semesters with six student/ 
faculty teams. The challenge highlighted a broader evolution in systems engineering—from managing deterministic systems to 
architecting adaptive, human-centered systems in which trust must be continuously engineered and sustained. The challenge 
demonstrated engineering trust in AI is not solely a computer science problem—it is fundamentally a systems engineering 
challenge. By requiring teams to balance safety, explainability, and performance in partially observable, adversarial environments, 
the challenge catalyzed the development of actionable systems engineering methods.

Engineering Trust in 
AI-Enabled Systems: 
Lessons from the 
Trusted AI Challenge

Looking back across the decade from 
2020 to 2030, the role of artificial 
intelligence (AI) in complex systems 
has fundamentally shifted. Early in 

the decade, AI primarily functioned as a 
supporting analytical capability— providing 
performance advantages while leaving 
final operational authority to human 
operators. Today, AI-enabled systems are 
deeply embedded across critical domains 
such as transportation, infrastructure, 
healthcare, and national security. These 
systems no longer simply inform decisions; 
they increasingly select and execute actions 
autonomously in real time.

As AI has transitioned toward autono-
mous decision-making and action-taking, 
the consequences of system behavior have 

grown significantly. AI-enabled systems 
now directly influence safety, mission out-
comes, and human decision-making. For 
systems engineering practitioners, this shift 
introduces a fundamental challenge: ensur-
ing that these systems behave not only with 
high performance, but also with reliability, 
transparency, and appropriateness under 
conditions of uncertainty.

At the center of this challenge is trust. 
Trust characterizes the relationship be-
tween users and systems, reflecting users’ 
confidence that the system will behave 
reliably— even when operating conditions 
differ from those anticipated during devel-
opment (Choung, David, and Ross 2023). 
In practice, trust is neither simple nor 
static. It is shaped by system transparency, 
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predictability, and the degree to which 
system behavior remains aligned with user 
expectations over time.

Failures in trust can introduce significant 
operational risk. These risks generally man-
ifest in two ways (Passi and Vorvoreanu 
2022). In one case, users may distrust ca-
pable systems, leading to under-utilization 
and reduced mission effectiveness. In the 
other, users may over-trust systems, result-
ing in complacency and reduced oversight. 
Early studies in human–automation inter-
action illustrated this paradox. For exam-
ple, participants in a simulated emergency 
evacuation scenario followed an unreliable 
robotic guide, ignoring clearly marked exits 
in favor of incorrect instructions (Robinette 
et al. 2016). Such behaviors highlight how 
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misaligned trust can persist even in the 
presence of contradictory evidence.

For AI-enabled systems, these risks 
are amplified. Over-reliance can lead to 
bypassed safeguards, erosion of situational 
awareness, and unnoticed divergence be-
tween human intent and system behavior—
potentially persisting until a failure event 
occurs. As a result, trust cannot be treated 
as an emergent byproduct of performance; 
it must be intentionally engineered.

Traditional systems engineering provides 
a strong foundation for addressing these 
challenges through structured require-
ments, lifecycle processes, and disciplined 
integration. However, AI introduces 
characteristics that strain these approaches, 
including non-deterministic behavior, de-
pendence on data quality, and the need for 
continuous validation as systems encounter 
new environments.

To explore how systems engineering 
practices must evolve in response, U.S. 
Army DEVCOM Armaments Center at 
Picatinny Arsenal (New Jersey, USA) spon-
sored a targeted research effort through 
the Systems Engineering Research Center 
(SERC). This effort took the form of the 
trusted AI challenge — a multi-university, 
student-oriented competition designed 
to examine how trust can be engineered 
into AI-enabled systems. By examining 
the methodologies and outcomes of this 
challenge, we can observe how systems 
engineering methods have advanced to 
address the rapid growth of AI-enabled 
systems over the past decade.

This article contributes a systems 
engineering perspective on trust in 
AI-enabled systems by synthesizing 
results from the trusted AI Challenge 
(SERC 2025). It highlights how systems 
engineering practices have evolved 
across lifecycle processes, human-AI 
architecture, validation infrastructure, 
and workforce development, and 
identifies emerging patterns that are 
likely to shape the discipline through 
2030 and beyond. Taken together, these 
advancements reflect a broader evolution 
in systems engineering—from managing 
deterministic systems to architecting 
adaptive, human-centered systems 
in which trust must be continuously 
engineered and sustained.

The challenge also highlighted the 
importance of supporting infrastructure. 
Developing and validating AI-enabled 
systems requires both physical and digital 
capabilities that extend beyond traditional 
engineering environments. These include:

■■ Dedicated hardware and simulation 
testbeds for evaluating system behavior

■■ Robust data pipelines to support 
training, monitoring, and validation

■■ Model-based systems engineering 
(MBSE) platforms capable of integrat-
ing system telemetry and AI outputs

■■ Governance frameworks that define 
accountability, traceability, and 
oversight for AI-driven decisions.

Together, these capabilities enable not 
only system development, but also the 
continuous validation and monitoring 
required to sustain trust over time.

2.  THE CRUCIBLE OF INNOVATION: 
OPERATION SAFE PASSAGE

Rather than examining trust in isolation, 
the trusted AI challenge engaged six 
student teams from SERC consortium 
universities in a shared, simulated mission 
scenario known as Operation Safe Passage 
(OSP). In this scenario, teams were 
tasked with designing AI-enabled control 
architectures capable of guiding troops 
safely through mine-laden terrain using a 
combination of autonomous and semi-
autonomous agents. The emphasis was not 
only on performance, but on developing 
system designs that could be trusted under 
uncertain and evolving conditions.

The scenario required coordination 
across three primary system elements as 
depicted in Figure 1:

■■ Unmanned Aerial Vehicles 

(UAVs): Provided aerial reconnaissance 
and generated environmental estimates 
of potential mine locations through 
active sensing.

■■ Mine Detection Systems: A hybrid 
configuration combining an AI-based 
estimator with a human subject matter 
expert (SME). The reliability of both 
varied dynamically based on terrain, 
visibility, and weather conditions.

■■ Unmanned Ground Vehicles 
(UGVs): Executed navigation and 
hazard mitigation, physically clearing 
identified threats to establish a safe path 
for human troops.

A defining constraint of the challenge 
was that the core mine detection subsys-
tems were provided “as-is,” with no oppor-
tunity for modification or retraining by the 
teams. Because these subsystems had been 
trained under conditions that did not fully 
align with the simulated mission environ-
ment, teams faced inherent and unavoid-
able uncertainty in their performance. This 
constraint reflects real-world integration 
challenges, where systems engineers must 
often incorporate imperfect, externally 
developed or commercial-off-the-shelf 
(COTS) AI components. As a result, 
teams could not rely on improving model 
accuracy to build trust. Instead, trust had to 

Command and Control

WAN

Passage
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Passage
Point

Passage
Point
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Point
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Safe Passage Area
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Figure 1. Overview of Operation Safe Passage. The scenario illustrates a distributed, 
multi-agent system in which trust must be established across sensing, decision-
making, and execution under uncertainty.
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be engineered at the system level through 
architectural decisions — specifically how 
information was fused and presented, how 
decision logic accounted for uncertainty, 
and how roles were allocated between hu-
man operators and AI components.

To promote iterative systems engineer-
ing development, the challenge progressed 
through three phases of increasing realism 
and operational fidelity:

■■ Phase I – Conceptual Design: Teams 
were introduced to the scenario using 
abstract placeholder data. The focus 
was on defining trust requirements, 
architectural concepts, and validation 
strategies without immediate 
implementation constraints. The table 
of Phase I accuracy inputs provided 
to teams are shown in Figure 2. The 
rows and columns corresponded to 
location-specific accuracy assessments. 
This table allowed students to reason 
about uncertainty and trust before full 
simulation implementation.

■■ Phase II – Simulation-Based Imple-
mentation: Teams transitioned to a 
generalized simulation environment, 
enabling interactive control of UAV and 
UGV agents, access to environmental 
data, and evaluation of system behavior. 
This phase emphasized translating trust 
concepts into executable methods.

■■ Phase III – Operational Realism: The 
scenario introduced additional sensing 
capabilities and increased mission 
stakes, including explicit lethality. 
Teams were required to demonstrate 
coordination, robustness, and real-
time risk management under more 
demanding conditions.

Together, these elements created a 
controlled but sufficiently complex envi-
ronment in which trust had to be actively 
engineered rather than assumed.

3.  EVALUATING TRUST: A SYSTEMS 
ENGINEERING JUDGING METHODOLOGY

To assess how effectively teams en-
gineered trust into their systems, the 
challenge employed a judging methodology 
grounded in systems engineering practice. 
Following the final white paper submissions 
and presentations, a panel of seven judges 
evaluated each team’s approach. The panel 
was intentionally composed with strong 
representation from industry and sponsor 
organizations to emphasize practical appli-
cability alongside academic perspectives.

Evaluation was conducted using a 
7-point Likert scale across twelve positively 
framed criteria aligned with key dimen-
sions of AI-enabled systems engineering. 
Collectively, these criteria provide a concise 
snapshot of what the systems engineering 
community prioritized in developing trust-
worthy AI systems during this period:

1.	 Effectiveness of systems engineering 
activities and artifacts in building 
trust

2.	 Adequacy of infrastructure for 
validating trust

3.	 Identification of key workforce skills 
for an integrated product team (IPT)

4.	 Methods for integrating additional 
sensing to improve trust

5.	 Adaptation of system design to 
account for damage, lethality, or 
degraded conditions

6.	 Development of useful design 
patterns for AI-enabled systems

7.	 Approaches to risk-based monitoring 
and management

8.	 Use of quantitative methods to assure 
system performance

9.	 Identification of best practices
10.	Introduction of novel approaches
11.	Feasibility of proposed future 

development stages
12.	Clarity and transferability of systems 

engineering methods.

To improve robustness and mitigate 
outlier effects, the scoring process mirrored 
methods used the trimmed mean method, 
wherein the highest and lowest scores for 
each team are removed prior to aggrega-
tion. This approach reinforced consistency 
across evaluations while preserving com-
parative distinctions between teams.

More importantly, the evaluation 
framework did more than rank 
performance —it revealed which systems 
engineering practices were most effective 
in operationalizing trust. The strongest 
approaches were those that made trust 
explicit across the system lifecycle, treated 
human-AI teaming as an architectural 
decision, connected autonomous behavior 
to measurable risk and confidence 
indicators, and validated system 
performance across varied operational 
conditions. These priorities organize 
the discussion that follows. Section 
4.1 examines trust-integrated lifecycle 
engineering through the extension of the 
systems engineering V-model. Section 4.2 
discusses human-AI teaming architectures 
and the allocation of authority between 
human and machine decision-makers. 
Section 4.3 focuses on reinforcement 
learning approaches strengthened 
by interpretable risk monitoring and 
trust metrics. Section 4.4 addresses the 
expansion of validation infrastructure 
through simulation, Monte Carlo analysis, 
auditable logs, and continuous monitoring. 
Together, these findings show that trust was 
no longer treated as an implicit outcome 
of performance, but as a measurable 
and engineerable system attribute. The 
workforce implications of applying these 
practices are then addressed in Section 5.

4.  SYSTEMS ENGINEERING ADVANCEMENTS: 
INNOVATIONS FROM THE 2020S

The diverse approaches developed 
independently by the six participating 

Figure 2. Prediction accuracy placeholders used in Phase I to represent varying environmental conditions and system reliability. 
These abstract inputs enabled teams to reason about trust, uncertainty, and system performance prior to full implementation.

Row Index
Column Index 1 2 3 4 5 6 7 8 9 10

1 0.95 0.95 0.95 0.73 0.95 0.95 0.73 0.94 0.95 0.96
2 0.95 0.95 0.95 0.70 0.95 0.73 0.73 0.95 0.96 0.96
3 0.95 0.95 0.94 0.72 0.70 0.72 0.56 0.95 0.96 0.96
4 0.95 0.56 0.95 0.70 0.68 0.56 0.57 0.95 0.95 0.96
5 0.56 0.57 0.68 0.62 0.94 0.57 0.95 0.96 0.94 0.96
6 0.57 0.57 0.68 0.64 0.94 0.57 0.95 0.96 0.95 0.96
7 0.96 0.57 0.70 0.65 0.94 0.56 0.57 0.95 0.95 0.96
8 0.96 0.96 0.68 0.65 0.94 0.56 0.57 0.94 0.96 0.96
9 0.96 0.96 0.69 0.67 0.70 0.56 0.56 0.96 0.96 0.95
10 0.95 0.96 0.72 0.95 0.72 0.56 0.56 0.96 0.96 0.95

AI Performance Table (% Accuracy)
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universities illustrate how systems 
engineering processes, tools, and human-
systems integration evolved over the 
decade to address AI-driven uncertainty. 
While teams operated independently 
and in parallel, several common themes 
emerged that reflect broader shifts in 
systems engineering practice for AI-
enabled systems.

4.1 Reimagining the Systems Engineering 
V-Model for Trust Lifecycle Integration

A key realization of the 2020s is that trust 
cannot be treated as an afterthought—it 
must be engineered as an explicit sys-
tem-level attribute from the earliest stages 
of development. Several teams incorporat-
ed trust directly into system requirements, 
including mechanisms for detecting and 
responding to trust degradation during 
operation.

Virginia Tech addressed this challenge 
by extending the traditional systems 
engineering V-model as shown in Figure 3 
to embed trust considerations through-
out the lifecycle, emphasizing the role of 
the effectiveness of systems engineering 
activities and artifacts in building trust. 
Their approach integrated human-systems 

elements directly into the workflow, includ-
ing trust-specific requirement specification, 
participatory design workshops, scenar-
io-based trust calibration, and human-in-
the-loop verification.

By formalizing activities such as contin-
uous trust monitoring, feedback loops, 
and structured trust repair protocols, this 
approach ensured traceability between early 
design decisions and validation outcomes. 
In addition, the architecture incorporated 
dynamic role allocation between humans 
and AI, balancing computational efficiency 
with human judgment.

This extension of the V-model reflects 
a broader shift: lifecycle processes are 
no longer sufficient if they focus only on 
performance and functionality— trust must 
be explicitly engineered, verified, and main-
tained across all phases.

4.2 Architecting Human – AI Teaming as a 
Core Discipline

As AI capabilities matured, systems en-
gineering focus shifted from simple human 
oversight toward sophisticated human–AI 
teaming. The allocation of authority be-
tween human and machine is no longer a 

user interface consideration—it is a founda-
tional architectural decision that directly 
shapes system behavior.

George Washington University (GWU) 
developed a structured human–AI archi-
tecture framework to formalize this design 
space. GWU’s framework is summarized 
in Figure 4, which organizes alternative 
control structures according to responsibil-
ity, initiative, and access.

Their framework categorizes control re-
lationships based on which actor— human, 
AI, or both — is required to complete the 
control loop. It further differentiates archi-
tectures based on initiative (who acts first) 
and control access (direct versus indirect).

Through simulation-based evaluation, 
GWU demonstrated that seemingly minor 
changes in authority allocation — such as 
shifting from human-over-the-loop to hu-
man-along-the-loop configurations — can 
produce significantly different operational 
outcomes and trust characteristics.

Purdue University independently 
explored dynamic authority allocation 
through comparative architecture anal-
ysis. Recognizing that both human and 
AI performance varied across environ-
mental conditions, Purdue developed a 

Modified and provided with the permissionn of Kevinn Forsberg from
Forsberg, Mooz “Proceedings of the First Annnual NCOSE Conference,” 1990, and

Forsberg, Mooz, Cottemann “Visualizing Project Management,” ©2000 by John Wiley & Sons, Inc.
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Figure 3. Extension of the systems engineering V-model to incorporate trust across the lifecycle of AI-enabled systems. 
Traditional SE activities are augmented with trust-specific elements—including participatory design, trust requirements 
specification, continuous trust monitoring, and human-in-the-loop verification—ensuring that trust is engineered, validated, and 
maintained alongside system performance.
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reward-based exploration strategy using a 
multi-armed bandit framework, drawing 
on the systems engineering “V” illus-
trated in Figure 5. A multi-armed bandit 
framework is a sequential decision strategy 
in which a system repeatedly chooses 
among alternative options, or “arms,” while 

balancing exploration of less-tested choices 
against exploitation of choices that have 
performed well in prior trials. This ap-
proach allowed the system to dynamically 
test and select control configurations based 
on observed performance.

Their results produced actionable 
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Figure 4. Human–AI architecture framework illustrating alternative control relationships between human operators and 
AI systems. The framework formalizes authority allocation based on control responsibility, initiative, and access, enabling 
systematic evaluation of how different human–AI configurations influence system behavior and trust.

heuristics for authority allocation. 
For example, human estimators were 
favored in complex terrains such as 
rocky or swampy environments, while 
AI components were prioritized in more 
predictable conditions such as sandy or 
wooded terrain. These findings underscore 
the need for flexible system architectures 
capable of adapting human–AI roles in 
response to environmental context.

4.3 Reinforcement Learning Integrated 
with Risk Monitoring

Reinforcement learning (RL) emerged as 
a dominant approach for decision-making 
under uncertainty across the challenge. RL 
enables systems to adapt through environ-
mental feedback, learning from rewards 
and penalties in dynamic environments. 
However, RL alone presents challenges 
for trusted systems engineering because 
learned policies can be difficult to interpret. 
An RL policy may select effective actions 
without providing a readily understand-
able rationale for why a specific action 
was chosen in a specific state. This opacity 
complicates verification, operator trust cal-
ibration, and risk assessment, particularly 
in safety-critical settings where users must 
understand not only what the system did, 
but why it did it.

The University of Virginia (UVA), one of 
the top-performing teams, addressed this 

Systems Engineering Activities in Our Approach

Requirements

Analysis and
Architecture

Acceptance
Tests

Design

Verification

Validation

Verification

Integration Tests

Unit, Model, and
Subsystem tests

Coding, Prototyping
and Engineering model

School of Mechanical Engineering, Purdue University

Figure 5. Dynamic human–AI role allocation framework based on environmental 
conditions and observed subsystem performance. By leveraging a reward-
based exploration strategy, the system adapts authority between human and AI 
components, demonstrating the need for flexible architectures that respond to 
context-dependent reliability.



SP
ECIA

L 
FEA

TU
R

E
JU

N
E  20

26
VOLUM

E 29/ ISSUE 3

72

limitation by tightly integrating RL with 
explainable statistical models and real-time 
risk monitoring. UVA defined trust in AI in 
terms of reliability, confidence, and consis-
tency of behavior, underscored in Figure 6.

To operationalize this definition, 
UVA designed a reward function that 
incorporated distance to goal, scanning 
behavior, and hazard encounters, while 
being governed by explicitly defined 
trust metrics such as accuracy avoidance 
ratio (AAR) and surrounding scan 
confidence (SSC). These metrics translated 
operational trust requirements into 
measurable system behaviors, allowing 
the RL policy to balance tunable tradeoffs 
between speed, safety, and confidence. 
AAR measured the percentage of UGV 

Figure 6. Operational definition of trust used to guide reinforcement learning and 
system behavior. Trust is characterized in terms of reliability, confidence, and 
behavioral consistency, providing a foundation for integrating measurable trust 
metrics into decision-making processes.

moves into low-accuracy cells, defined as 
cells where mine detection accuracy fell 
below 50 percent. A lower AAR indicated 
that the system was successfully avoiding 
areas where the underlying detector was 
unreliable. SSC measured the average 
predicted accuracy of cells scanned around 
the UGV, providing a local measure of how 
well the system understood the reliability 
of mine detection in the UGV’s immediate 
operating area. The effect of UVA’s 
reinforcement-learning-based control 
policy is illustrated in Figure 7.

Similarly, Old Dominion University 
(ODU) focused on improving transparency 
in AI decision-making. Their approach cen-
tered on a modular simulation framework 
that generated explicit confidence scores 

based on statistical analysis and terrain-de-
pendent performance adjustments. Confi-
dence scores are a proxy for transparency 
and explainability, but not sufficient by 
themselves. By providing visualization tools 
that exposed the AI’s internal confidence 
prior to action execution combined with 
the terrain context, ODU reduced the risk 
of automated overconfidence and improved 
operator trust.

These approaches demonstrate a broader 
trend: high-performing AI systems must 
be coupled with interpretable metrics and 
monitoring mechanisms to support trust in 
operational contexts.

4.4 The Expansion of Validation 
Infrastructure

Traditional validation methods are in-
sufficient for AI-enabled systems operating 
in uncertain and dynamic environments. 
The 2020s saw a significant shift toward 
advanced simulation-based validation and 
digital engineering ecosystems.

Stevens Institute demonstrated the 
effectiveness of this approach through their 
Silverfish Safe Passage System. Their archi-
tecture combined advanced path planning 
algorithms with large-scale Monte Carlo 
simulation to evaluate performance across 
thousands of randomized scenarios.

This approach enabled empirical 
validation of AI performance relative to 
human-only baselines, demonstrating 
improved efficiency and resilience under 
high-risk conditions. More importantly, it 
provided a scalable method for evaluating 
system behavior across a wide range of 
operational contexts.

Stevens also emphasized that trust 
validation requires more than perfor-
mance testing. Their system incorporated 
transparent, auditable logs that allowed 
human operators to review AI decisions 
post-mission, reinforcing accountability 
and supporting trust in system behavior.

Collectively, these approaches reflect a 
major shift in systems engineering practice: 
validation is no longer a static activity, but 
an ongoing, data-driven process supported 
by simulation, digital twins, and continuous 
monitoring.

5.  SHAPING THE MODERN SYSTEMS 
ENGINEERING WORKFORCE

As systems engineering practices 
evolved to address AI-enabled systems, the 
required workforce competencies evolved 
in parallel. Developing, integrating, and 
sustaining these systems at scale demands a 
diverse integrated product team (IPT) with 
expertise that was traditionally distributed 
across separate disciplines.

The trusted AI challenge highlighted that 
the modern systems engineer must possess 

Figure 7. Comparison of navigation trajectories using baseline and reinforcement 
learning-based control policies. Reinforcement learning, when combined with trust-
aware metrics and real-time risk monitoring, enables improved path efficiency while 
maintaining safety and user confidence under uncertainty.

[1] Department of the Army, “Apd 6–22: Army leadership and the profession,” Jul 2019. [Online]. Available: https://irp.fas.org/doddir/army/adp6_22.pdf
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not only technical depth, but also cogni-
tive agility and cross-disciplinary fluency. 
Teams that performed well were those 
that effectively integrated expertise across 
domains, combining traditional systems 
engineering with capabilities in machine 
learning, data analysis, human factors, and 
risk management. UVA’s approach provides 
a concrete example of this integration. 
Their AAR and SSC metrics required 
the team to translate operational safety 
expectations into RL reward requirements, 
then map those requirements back to 
measurable system behaviors that could 
be interpreted by operators and evaluated 
during simulation. Their approach required 
more than model development alone but 
was based in the ability to connect AI 
behavior, statistical confidence, operational 
risk, and systems engineering artifacts into 
a coherent trust argument.

Both UVA and ODU emphasized that 
effective teams must blend:

■■ Systems engineers responsible for 
architecture, integration, and lifecycle 
management

■■ AI/ML engineers and data scientists 
responsible for model development 
and performance analysis

■■ Human factors specialists to design 
effective human–AI interaction and 
support trust calibration

■■ Risk analysts to evaluate uncertainty, 
failure modes, and operational 
tradeoffs.

UVA’s view of workforce readiness for 
trusted AI-enabled systems is summarized 
in Figure 8.

This shift reflects a broader change in 
the role of the systems engineer—from 
coordinating well-defined subsystems to 

orchestrating adaptive, data-driven, and 
human-centered systems. In this context, 
the systems engineer serves not only as an 
integrator, but also as a translator across 
disciplines, ensuring alignment between 
algorithmic behavior, human expectations, 
and mission objectives.

Ultimately, the evolution of the work-
force reflects the broader transformation of 
systems engineering itself. As AI-enabled 
systems become more complex and adap-
tive, success depends not only on technical 
innovation, but on the ability of multidis-
ciplinary teams to collaboratively engineer, 
evaluate, and sustain trust throughout the 
system lifecycle.

6.  LOOKING AHEAD: IMPLICATIONS FOR 2030 
AND BEYOND

The progression of the trusted AI chal-
lenge provides a useful microcosm of how 
systems engineering has evolved over the 
past decade. By enabling multiple teams to 
explore diverse approaches in parallel, the 
competition demonstrated that structured, 
phased experimentation can generate a 
richer and more transferable set of design 
patterns than isolated efforts. This model 
reflects a broader shift in the discipline to-
ward collaborative exploration and iterative 
learning in the face of rapidly advancing 
technologies.

Looking ahead to 2030 and beyond, sev-
eral key implications for systems engineer-
ing practice have emerged:

1.	 Trust Engineering as a Standard 
Lifecycle Activity 
Trust is no longer an implicit out-
come of system performance —it 
must be explicitly engineered. This 
includes defining trust requirements, 

Figure 8. Workforce readiness and skill requirements for developing trusted AI-
enabled systems, from UVA team. Effective AI-enabled systems require integrated 
teams that combine traditional systems engineering with expertise in AI/ML, human 
factors, and risk management.

integrating trust considerations into 
system architecture, and maintaining 
trust through continuous runtime 
monitoring and feedback across tech-
nical and operational domains.

2.	 Human–AI Teaming as a Core 
Competency 
Human operators remain essential, 
providing contextual judgment and 
oversight that AI systems cannot 
fully replicate. Designing effective 
human–AI collaboration — including 
authority allocation, information 
flow, and dynamic role adaptation 
—  has become a central architectural 
responsibility.

3.	 Validation Through Digital 
Ecosystems 
Traditional testing approaches are 
insufficient for AI-enabled systems 
operating under uncertainty. The 
increasing reliance on simulation-
based environments, digital twins, 
and scenario-driven validation 
reflects the need to evaluate system 
behavior across a wide range of 
conditions that may be impractical or 
unsafe to replicate physically. This is 
especially critical for human-system 
concerns such as human-in-the-loop, 
human-on-the-loop, and related 
human-system interactions.

4.	 Systematic Risk Management for 
AI-Enabled Systems 
Managing risk in AI-enabled systems 
requires structured, lifecycle-
integrated approaches. Frameworks 
such as the NIST Artificial Intelligence 
Risk Management Framework (AI 
RMF) provide a foundation for 
identifying, analyzing, and mitigating 
risks (NIST 2023). In practice, this 
includes implementing real-time 
anomaly detection, monitoring 
trust degradation, and establishing 
recovery mechanisms to ensure 
resilience under adverse conditions.

The trusted AI challenge also reinforced 
a broader conclusion: engineering trust 
in AI is not solely a computer science 
problem—it is fundamentally a systems 
engineering challenge. By requiring teams 
to balance safety, explainability, and perfor-
mance in partially observable, adversarial 
environments, the challenge catalyzed the 
development of actionable systems engi-
neering methods.

As AI-enabled systems continue to 
expand their autonomous footprint, the 
margin for operational error continues to 
shrink. Systems engineers remain the criti-
cal bridge between advanced computational 
capabilities and safe, effective real-world 
operation. The methodologies that emerged 

Developing and sustaining AI-enabled systems at a large scale requires a combination of
infrastructure and workforce at an increasing demand but can leverage existing resources
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over the past decade—including trust-inte-
grated lifecycle models, dynamic human–AI 
architecture frameworks, and reinforcement 
learning approaches augmented with risk 
monitoring — provide a foundation for en-
suring that the autonomous systems of the 
future are not only highly capable, but also 
appropriately trusted.

Taken together, these developments 
signal a defining shift for the discipline: 
systems engineering is no longer solely 
about integrating components — it is about 
integrating intelligence, uncertainty, and 
human judgment into cohesive, trust-
worthy operational systems.  ¡
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INTRODUCTION & MOTIVATION

Designing Human-AI 
Architectural Robustness 
to Inherently Brittle AI

Environmental uncertainty is a 
reality of complex system design. 
Significant attention has been paid 
to architecting traditional systems 

that are either robust, meaning that they 
sustain value despite changes during op-
erations, or changeable, meaning they can 
change to maintain value in new environ-
ments (Fricke and Schulz 2005). With the 
rise of AI-enabled systems (AIES), many of 
the principles developed around robustness 
and changeability in traditional complex 
engineered systems must be reevaluated 
because the ways in which AIES fail and the 
mechanisms to mitigate the impact of those 
failures are inherently different. To that 
end, this work models how changes to scale 
and environment might affect humans and 
AI differently and shows that the ways in 
which humans and AI are paired together 
can have significant effects on how robust a 
system is to different types of change. These 
findings have implications for the way that 
humans and AI are partnered together, 
how models of human integration need to 

change for human-AI systems to deal with 
issues of scale, and the technical measures 
that could be deployed to help AIES deal 
with changes in the operating environment.

LITERATURE REVIEW
New Kinds of Brittleness  

Machine learning approaches that have 
enabled modern advanced AI systems, like 
computer vision systems, are known to be 
brittle to natural variation, new environ-
ments, and adversarial manipulation. 
Natural variation occurs when observed 
data in deployment does not match train-
ing and testing data. This might occur if 
training data was not representative of the 
population of interest, if the population 
itself changes, or if data collection methods 
change. Many types of frontier AI models 
experience significant performance losses 
when dealing with natural variation (Taori 
et al. 2020; Koh et al. 2021). The issues that 
natural variation pose to machine learning 
are also applicable if AIES are deployed to 
new environments, especially if the new 

Aditya Singh, asingh25@gwu.edu; and Zoe Szajnfarber, zszajnfa@gwu.edu | The George Washington University
Copyright © 2026 by Aditya Singh and Zoe Szajnfarber. Permission granted to INCOSE to publish and use.

environment does not closely match the en-
vironment the model was originally trained 
for (Hendrycks et al. 2021). This means that 
the data used to train the model should 
closely match the data the model uses 
during deployment, rather than assuming 
that a model can perform the same type 
of task in different environments. Adver-
sarial changes occur when other parties 
attempt to trick AI systems. A variety of 
adversarial techniques have been shown to 
trick computer vision and large language 
model systems (Wei et al. 2024; Souly et al. 
2025). Models that score well on internal 
testing and benchmark evaluation often see 
extreme performance drops in deployment 
due to natural variation, being deployed to 
new environments, or adversarial manipu-
lation (Yu et al. 2022; Bolocan et al. 2025). 
Regardless of the reason that models see 
performance drops, the inherent brittleness 
of AIES can render systems inoperable in 
the face of such change and requires human 
operators to step in and deal with issues 
that AIES cannot address.

  ABSTRACT
Machine learning based systems have made impressive advances in recent years, but they are still brittle, often failing when 
encountering new and unexpected changes to the operating environment. Humans are often partnered with AI-enabled systems 
to negate this brittleness, but human operators may struggle with changes to the scale of the operating environment, as cognitive 
fatigue can decrease the effectiveness of human oversight. Through a simulation of a notional minefield traversal system, we show 
how humans and AI are integrated together affects system outcomes. We propose that evaluations of human-AI systems should 
consider different human-AI integration architectures and that AI-enabled systems should also deploy continuous monitoring to 
detect shifts in the operating environment which may cause AI system performance to faulter. Finally, system design should enable 
human operators to have sufficient situational awareness, which may require scaling up the number of human operators available.
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Architecture as a Potential Means for 
Mitigating Brittleness

In prior work, we outlined how there 
are many ways humans and AI can partner 
together, defining human-AI architecture 
as the task allocation and relationship 
between humans and AI (Singh and Szajn-
farber 2025). Few studies have tested how 
different human-AI architectures respond 
to change. One study compared two 
types of human-AI collaboration against 
a human-only baseline for UAV traversal 
(Griner 2012). In the human-only system, 
the UAV followed a path using waypoints 
set by the human. The first human-AI 
collaboration architecture allowed humans 
to work with an algorithm to generate paths 
by setting general way areas that the UAV 
should pass through. The second collab-
oration architecture had the algorithm 

generate the path automatically but allowed 
the human to edit waypoints (Griner 2012). 
The first architecture performed the worst 
in a variety of environments. The second 
architecture showed similar performance to 
the baseline but improved as the diffi-
culty and complexity of the environment 
increased (Griner 2012). In another study, 
AI alone performed better than both 
humans alone and a human-AI team on 
detecting fake reviews (Cabrera et al. 2023). 
However, the same architecture performed 
better than both humans and AI alone on 
a bird classification task, suggesting that 
architecture performance is dependent on 
the task (Cabrera et al. 2023). These two 
studies highlight the importance of testing 
human-AI architectures across both scale 
and environmental shift challenges. Some 
authors have suggested that AI models be 

tested for their ability to deal with changes 
in the operating environment (Koh et al. 
2021; Hendrycks and Dietterich 2019). We 
extend these calls by pushing for human-AI 
architectures, rather than just the models 
themselves, to be tested for their ability to 
respond to changes in the environment.

METHODOLOGY
Simulation Structure

Leveraging a simulation developed as 
part of a Systems Engineering Research 
Council challenge sponsored by the U.S. 
Army Armaments DEVCOM Center 
(Meno et al. 2025; Beling et al. 2024), 
we test how 21 human-AI architectures 
respond to changes in the operating envi-
ronment of a notional unmanned minefield 
traversal system. In our notional system, 
humans or AI can predict whether the road 

Table 1. Classification architectures

Architecture Description

Human Only Human makes a prediction and outputs the classification. 

AI Only AI makes a prediction and outputs the classification.

Human-AI Team Based on an initial screening for terrain type, if terrain is {grassy, rocky} human makes 
prediction and outputs classification; if terrain is {swampy, sandy, wooded} AI makes prediction 
and outputs classification.

Human Approver AI makes prediction and reports confidence in classification; Human assesses if confidence 
meets or exceeds human’s dynamic threshold to accept. If threshold is met, human approves 
classification; if not, the human redoes the classification task themselves and reports their 
classification.

AI-along-the-loop Human classifies and assesses their own confidence. If their confidence in their classification 
is below the static threshold value, they delegate to AI. If they both disagree, the classification 
made at a higher confidence level is used. 

Human-along-
the-loop

AI classifies prediction and assesses its own confidence. If its confidence is below static 
threshold, it delegates prediction to a human expert. If they both disagree, the classification 
made at a higher confidence level is used.

AI-on-the-loop Both human and AI make a prediction. In cases of disagreement, if AI’s confidence is 5%+ 
higher than the human’s confidence, the AI classification is reported; otherwise, the Human’s is 
reported.

Table 2. Routing architectures

Architecture Routing

AI Only
Expected traversal time of each road is calculated, and the system selects the lowest expected 
traversal time road that still makes progress towards the end node.
E [TTravel ]= TTraverse *Cclear + (TTraverse+Tclear)*(1- Cclear)

Human Selector
System ranks available roads based on safety (classified as clear at highest confidence) and 
progress towards the end goal and combines the ranks into a total rank. The human selector 
selects the top combined rank road and selects the safest road if there is a tie.

Executive 
Command

Executive command models the ability to change AI Only routing behavior dynamically. It uses 
AI Only as its baseline, but if an IED is encountered, it enters cautious mode in which the system 
selects the highest confidence clear road that still makes progress towards the end node. If the 
traversal is taking twice as long as expected (calculated based of the expected time of human 
classification and traversal for the initial optimistic path), it enters bold mode where it selects 
the maximum progress making road among clear roads.



SP
ECIA

L 
FEA

TU
R

E
JU

N
E  20

26
VOLUM

E 29/ ISSUE 3

77

ahead is clear or has a mine present. The 
different architectures for this classification 
task are described in Table 1. The system 
generates an optimistic path, which is the 
shortest route from the current node to the 
end node assuming there are no mines. We 
initially only classify roads on the optimis-
tic path. If roads are classified as not being 
clear, we classify every adjacent road to the 
node we are at, and three different archi-
tectures are modeled to determine different 
ways of how humans and AI would decide 
which alternative road to take as described 
in Table 2. An overview of the simulation 
is presented in Figure 1. Note that if an 
IED is hit, the penalty is additional time 
to dismantle rather than mission failure or 
vehicle loss.

DESIGN OF EXPERIMENTS
The goal of this work is to assess how 

different human-AI architectures respond 
to changes in environment (where humans 
tend to be more robust) and scale (where 
AI tends to be more robust). These dimen-
sions of change are operationalized here 
in terms of the three variables that define 
the environment of the simulation: IED 
density, map size, and terrain composition. 

IED density is a measure of the fraction of 
edges where a mine is present. Map size 
is a count of the number of nodes in the 
network, with links being available between 
all nodes, including diagonal connections. 
Map size and IED density change the scale 
of the problem but do not change its funda-
mental underlying nature. 

Mechanisms of Human and AI Degradation
We expect that humans would struggle 

to cope with changes to scale as longer or 
more difficult missions might cognitively 
burden humans, degrading their perfor-
mance over time. Terrain composition 
changes the underlying challenge for both 

Figure 1. Simulation overview

human and AI classifiers, but we expect 
that humans are better able to deal with a 
variety of environments. We modeled the 
human and AI’s classification accuracy 
based on terrain type, as shown in Table 3, 
to reflect humans being less variable in 
their performance both within a given 
environment and across environments, 
while AI was far more variable both within 
an environment and across environments. 
This is meant to model AIES’ ability to 
operate above human level performance 
in narrow circumstances while being quite 
brittle to even minor shifts within the 
environment and being brittle to changes 
in environment. 

Table 3. Classification performance bounds

AI Accuracy Range Human Accuracy Range

Wooded 55-75% 65-75%

Grassy 65-75% 75-85%

Swampy 60-70% 65-70%

Sandy 80-85% 70-80%

Rocky 55-75% 70-85%
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In real deployments of human-AI 
systems where human behavior affects 
system outcomes, we might expect humans 
to succumb to fatigue and have their 
vigilance fall as the scale of the problem 
increases (Warm et al. 2008; Wohleber 
et al. 2019). Fatigue might arise because 
humans are cognitively overloaded with 
tasks or because they are bored (Desmond 
and Hancock 2000). Both causes of fatigue 
present challenges to how humans can deal 
with issues of scale. Fatigue and drop offs in 
vigilance should not be taken as guaranteed 
as there is a body of science dedicated to 
assisting humans in maintaining vigilance 
and situational awareness (Hancock 2026), 
but the aim of this paper is to show that 
fatigue can degrade human-AI architecture 
performance even when the technical spec-
ifications and interaction patterns remain 
fixed. To model how human fatigue might 
manifest, we modeled a slight degradation 
of human accuracy by dropping the lower 
end of the human accuracy range by 0.3% 
and the upper range by 0.2% with every de-
cision the human makes, making them less 
accurate and more varied as time goes on. 
This equates to a 0.5% cumulative penalty 
per decision, but the total penalty is capped 

at 35%. Additionally, we modeled humans 
being more willing to delegate to AI or to 
approve AI classification as time goes on by 
decreasing the relevant thresholds by 0.5% 
with every human decision made, signal-
ing the desire to offload more cognition as 
vigilance falls. Together, the simulation cap-
tures the potential brittleness of AIES and 
the cognitive limitations that humans face.

Changes in Scale : To model changes in 
scale, we varied the map size and enabled 
human vigilance and attention decaying over 
time. We present six map sizes with 25% IED 
density throughout: 5x5, 7x7, 9x9, 11x11, 
13x13, 15x15. We conducted 5000 runs 
per environment. This experiment seeks to 
understand if the shifts in performance and 
risk we expect to see as map size increases 
occur uniformly across architectures. 

Changes in Environment: To model 
changes in the nature of the environment, 
we tested uniform terrain maps for each 
terrain type, meaning the maps were entire-
ly wooded, sandy, grassy, swampy, or rocky, 
along with the mixed terrain baseline map. 
The goal of this experiment is to study how 
changes in the underlying environment 
affect the performance and risk profile of 
the human-AI architectures. 

Table 4. Difference in differences testing across terrain

Grassy Rocky Sandy Swampy Wooded

 Time  IED Time  IED Time  IED Time  IED Time  IED

Pairs that are 
Statistically Significant 
and have at least a 
small effect size

135 
(64.3%)

71
(33.8%)

135 
(64.3%)

92
(43.8%)

161 
(76.7%)

146
(69.5%)

137 
(65.2%)

26
(12.4%)

52 
(24.8%)

38
(18.1%)

RESULTS
Effect of Changes to Scale

Figure 2 plots the traversal time and IEDs 
hit across the various map sizes for each 
architecture. In the smaller map sizes, there 
is a tight clustering of architectures in terms 
of IEDs hit. The primary tradeoff is that 
while humans are slow at classifying, they 
should be more reliable and less variable in 
their performance. Meanwhile, AI is fast but 
more varied in its performance. However, as 
map sizes increase and humans grow more 
fatigued, Human Only, indicated in blue, 
and Human Approver, indicated in purple, 
classification architectures see their risk 
profiles worsen, while AI Only classification 
architecture, indicated in red, remains 
steady in how it is affected by increases in 
map size. While Human Only and Human 
Approver classification architectures 
proved to be sensitive to changes in human 
performance, Human-AI Team was fairly 
robust to changes in map size, and the 
remaining three classification architectures 
were not nearly as sensitive as Human Only 
and Human Approver. These results show 
that how humans and AI are partnered 
together can mitigate or exacerbate human 
fatigue. Our simple model of human fatigue 
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Figure 2.  IEDs hit across map size



SP
ECIA

L 
FEA

TU
R

E
JU

N
E  20

26
VOLUM

E 29/ ISSUE 3

79

and attention decay did not include humans 
slowing down or being unavailable, which 
would worsen how negatively changes in 
scale affect human operators.

Effect of Changes to the Nature of Problem
Changing the terrain composition of 

the map changes the underlying nature of 
the problem given how different classi-
fication accuracy is across terrains. We 
wanted to test whether or not differences 
in human-AI architecture led to differenc-
es in how system risk and performance 
changed when the nature of the environ-
ment changed. We found that architectures 
responded differently to changes in terrain 
composition. Table 4 shows the results 
of a Welch’s t-test used to determine the 
difference in differences for each architec-
ture going from the mixed terrain map to a 
single terrain map, tested at the 0.01 level of 
significance with Bonferroni corrections. In 
all but the wooded terrain, at least 60% of 
pairs had statistically significant difference 
in differences in traversal time with at least 
a small effect size as measured by Cohen’s 
d. In all but the swampy and wooded cases, 
at least a third of pairs had statistically 
significant difference in differences in IEDs 
encountered with at least a small effect size 
as measured by Cohen’s d. Figure 3 shows 
the performance and risk of each architec-
ture across the five single terrain maps and 
the mixed terrain map.

Human Only and AI-along-the-loop 
classification architectures were the most ro-
bust in terms of differences in performance 
and risk across the single terrain maps, 
while Human-along-the-loop and Human 
Approver architectures were the most sen-
sitive. Human-AI Team architectures which 
achieve high performance and risk mitiga-
tion by delegating classification to which-
ever classifier has a comparative advantage, 
were highly variable to environmental shift, 
because there were no multi-terrain maps 
that they could apply their comparative ad-
vantage logic to. By collapsing environments 
to be the same terrain, the effectiveness of 
Human-AI Team was eliminated.

The human-AI architectures that 
dominate in one terrain type may not be 
the optimal choice in another terrain, 
and we found that the architectures that 
were the most robust, Human Only and 
AI-along-the-loop, were not the ones that 
were the universally the fastest or safest 
across terrains. Instead, different human-AI 
architectures created tradeoffs in terms of 
specializing in one type of environment 
versus being robust to a variety of envi-
ronments. This means that the choice of 
which human-AI architecture to select is 
highly dependent on the expected operat-
ing environment. If the expected operating 

environment is well-understood ahead of 
time, designers may be able to deploy the 
optimal human-AI architecture for that 
environment, but if there is uncertainty in 
the potential operating environments, de-
signers may choose to deploy a human-AI 
architecture that is more robust to a variety 
of environments.

DISCUSSION & CONCLUSION
We set out to understand how different 

human-AI architectures responded to 
changes in the environment. We modeled 
one case of scale change and one case 
of change in the nature of the problem. 
We found that human-AI architectures 
responded differently to the types change 
imposed, in a more complex way than a 
‘humans are better at, machines are better 
at’ framework might predict. Architectures 
that rely on humans doing the classification 
or oversight struggled to deal with in-
creased scale as human cognition declined. 
Conversely, architectures that rely on AI 
doing the classification were generally the 
least robust in terms of IEDs encountered 
when switching environments. Surprising-
ly, some architectures that are intended to 
leverage the strengths of both humans and 
AI, like Human-along-the-loop were the 
least robust in terms of performance and 
risk when environments where changed. In 
total, we found that different architectures 
that rely more heavily on humans vs. AI 
respond differently to different changes. To 
understand how to address this issue, we 
discuss the role of human-AI architecture 
in dealing with changes to the environment, 
the technical measures being deployed to 
address AIES brittleness, and the actions 
needed to mitigate human fatigue.

Human-AI Architecture as a Response to 
AI Fragility

Analyzing both scale and nature changes, 
we show that certain human-AI archi-
tectures may be better suited to some 
environments than others. This creates the 
opportunity for either system robustness or 
system changeability. For example, higher 
fidelity versions of the type of modeling 
and simulation shown in this paper may 
reveal that one architecture, such as a 
Human-AI Team, yields acceptable perfor-
mance across a range of expected operating 
conditions even if it is not dominant in any. 
Such a human-AI architecture would create 
a relatively robust system, even if the model 
itself sees its performance change signifi-
cantly. In the inverse situation, human-AI 
architecture changes are likely to be far 
easier to implement than changes to an 
AI model. If pre-deployment testing and 
evaluation of different human-AI archi-
tectures can reveal which architectures or 

family of architectures is likely to perform 
best in different operating environments, 
human-AI architecture could change to 
match the environment. This may enable 
a system to be changeable even if the AI 
model itself is not.

Learning how to better partner hu-
mans and AI together may create better 
long-term outcomes faster than research 
on improving AI model robustness or 
changeability can deliver on its own. There 
is currently not well-developed theory or 
empirical analysis to draw on to understand 
the facilitators or limitations of how human 
operators can easily switch architectures 
to match environments. Early longitudinal 
studies seem to suggest that users of LLMs 
match different interaction patterns with 
associated desired outcomes, seemingly 
using intuitive knowledge of the system’s 
capabilities developed over time (Ammari 
et al. 2026; Long et al. 2024). LLMs provide 
both a wide range of capability through 
their use of software tools and adaptability 
through their ability to take in feedback 
through natural language. Developing 
systems that are broadly capable and easily 
adaptable by end users may be key design 
features of AI-enabled systems that can 
change human-AI architectures quickly and 
effectively in the field.

Continuous Monitoring 
The findings that architectures’ per-

formance and risk shift greatly when 
environments shift signifies a need to test 
human-AI architectures across expected 
operating environments to discover any po-
tential tradeoffs between robustness across 
environments and specialization within en-
vironments in the manner that this testbed 
does. Additionally, the simulation results 
support that idea that shifts in context need 
to trigger retest. Context shifts may not be 
as readily detectable as switching operating 
environments. Subtle changes in the popu-
lation of interest over time can change how 
AI models perform without such changes 
being obvious to users. There is ongoing 
research around how to monitor shifts that 
cause performance loss in machine learning 
AIES (Koh et al. 2021; Koch et al. 2024; 
Hendrycks and Dietterich 2019), but these 
methods are not yet fully mature and may 
struggle to identify all relevant shifts that 
can degrade AIES performance. Machine 
learning vulnerability to adversarial ma-
nipulation is also especially concerning in 
safety critical domains like transportation 
and defense. These issues are why humans 
should remain partnered with AI systems 
for the foreseeable future and are also why 
some form of environmental monitoring 
is vital to guard against AIES brittleness. 
In our simulation, the clearest analogous 
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case to this is testing for some of the terrain 
types and then deploying the system to 
a terrain type not originally tested for. 
Identifying shifts was relatively easy in our 
model, but across a variety of systems, work 
should be done to identify parameters that 
might shift during deployment to under-
stand what changes might need to trigger 
re-test. If those parameters shift during 
deployment, the performance-risk profile 
of a system may degrade significantly.

Situational Awareness & Scaling Up
Along with testing for context shifts, test 

and evaluation should include analysis of 
how well human operators can perform 
oversight tasks if facing an edge case 
scenario. Human operators face tremendous 
difficulties in maintaining vigilance when 
asked to oversee or partner with AIES 
for extended periods of time. Lessons 
from automation suggest that situational 
awareness of the task at hand and of the 
capabilities of the system are crucial for 
human operators to perform the way we 
expect them to (Endsley 2023). AIES may 
pose new challenges due to their more 

opaque and stochastic nature. We modeled 
a case of perfect human and AI calibration 
where confidence was exactly equal to 
accuracy. Even in this idealized case, we saw 
that human-AI architectures often struggle 
to cope with changes in environment. In the 
real world, AI models are often convincingly 
wrong, over projecting confidence even 
when presented with nonsensical problems 
(Nguyen et al. 2015). Large language 
models, for example, have been shown 
to present falsified reasoning to users 
(Scheurer et al. 2024) and high performance 
on benchmarks might be due to spurious 
correlation or reward hacking (DeGrave et 
al. 2021), which may lull users into a false 
sense of security. Proper training on how 
the relevant AIES operate and can fail will 
be vital for helping humans calibrate their 
expectations of the AIES they are intended 
to oversee and partner with.

Additionally, new staffing models that 
ensure there are enough situationally aware 
human operators available for increases in 
scale should be explored when deploying 
AIES in safety critical contexts. For exam-
ple, Waymo has remote support staff that 

can help guide the vehicle out of problems 
it cannot solve on its own. This oversight 
structure has fewer humans than vehicles, 
which is typically not an issue since every 
vehicle does not need assistance at any giv-
en moment. However, if the large portions 
of the fleet experience issues, as was the 
case when power outages in San Francisco 
stalled many Waymo vehicles, some surge 
staffing or other mechanism may need to 
be in place to handle such issues (Roy and 
Roy 2025; Cummings et al. 2025). In our 
simulation, we assumed that there is always 
a human available to delegate to, but this 
assumption may not hold in deployment. 
For many of these human-AI architectures 
to be successful, a certain level of human 
availability must be guaranteed when 
inherently brittle AIES fail and fallback to 
their human operators. Understanding the 
tradeoffs of different potential human-AI 
architectures, deploying environment 
monitoring, and ensuring human operator 
availability and alertness can help designers 
take advantage of the tremendous poten-
tial of AIES while being prepared for such 
systems to fail.  ¡
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INTRODUCTION

  ABSTRACT
Spaceflight exposes humans to a uniquely harsh operating environment, producing highly individualized physiological responses 
that existing monitoring and countermeasure paradigms have limited struggle to predict or control. This challenge is compounded 
by small sample sizes, limited observability, fragmented evidence, and shifting baselines, creating a discordant epistemic environment 
where conventional data-driven, mechanistic, and hybrid models’ methods are not well-suited. Resolving this gap is becoming 
increasingly urgent: the expanding scope, duration, and population diversity of human spaceflight missions have outpaced the 
predictive and personalization capability of space medicine now. This article proposes the astronaut digital twin (ADT), a biodigital 
twin architecture designed to help address three coupled problem classes: inference of physiological state under partial observability, 
reconciliation of heterogeneous evidence within a causal framework, and individualized countermeasure control under uncertainty. 
The ADT integrates systems physiology models, digital populations, and individualized digital twins within a Bayesian, constraint-
based architecture that continuously updates state estimates and generates uncertainty-bounded, mechanistically interpretable 
recommendations. By formalizing expert knowledge into a testable human–machine co-learning system, the ADT is intended to 
enable a transition in space medicine from reactive monitoring toward predictive, personalized decision support. It also serves as 
a structured hypothesis engine for countermeasure development across diverse physiological profiles. More broadly, the ADT is 
positioned to engage with open SE4AI questions centered around interpretable reasoning, predictable and diagnosable behavior, and 
model validity under changing deployment conditions. Although developed for astronaut health, the architecture has the potential 
to generalize to other high-consequence domains characterized by sparse data, population diversity, and non-stationary baselines, 
suggesting its potential as a reference framework for trustworthy AI systems in complex operational environments.

A Systems Architecture for 
Data-Constrained Environments: 
Leveraging the Astronaut Digital 
Twin to Improve Spaceflight 
Adaptation in Humans

Spaceflight is one of the harshest 
operating environments humans 
have entered, exposing individuals 
simultaneously to numerous 

spaceflight hazards. The space-associated 
stressors, collectively called spaceflight risks, 
have significant effects on fluid regulation, 
muscle mass, bone density, cardiovascular 
function, neurovestibular control, circadian 
alignment, immune function, and behavioral 

performance, among others (Antonsen 
et al. 2022a; Antonsen et al. 2023). Over 
time, these multiple perturbations interact, 
amplify, and compound differently across 
individuals. While generalities apply, each 
individual responds differently to the space 
environment and to the countermeasures 
applied, with no strong predictive capacity 
to determine who will best respond to which 
approach (Schmidt and Goodwin 2013).

Caleb Schmidt, cmschmidt@patternanalysis.org; and Steve Simske, steve.simske@colostate.edu
Copyright © 2026 by Caleb Schmidt and Steve Simske. Permission granted to INCOSE to publish and use.

A central challenge is how to rapidly 
and effectively move beyond the model 
of monitoring astronauts and deploying 
broad countermeasure packages toward 
a paradigm of precisely and preemptive-
ly engineering astronaut health through 
personalized countermeasures (Carnell 
2021). The operational objective is to 
assess each individual’s spaceflight risk and 
performance potential profile in order to 
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optimize adaptation, transforming poor 
responders into good responders and good 
responders into optimal performers, as 
shown in Figure 1.

Achieving success in this paradigm of 
personalized medicine in space depends on 
efficacious and targeted countermeasures 
(Sishc et al. 2022). Thus, a second challenge 
is the realization of those countermeasures, 
which, in turn, requires the rapid develop-
ment and deployment of a diverse arsenal 
capable of addressing the most complex 
challenges in the environment. As we enter 
an era of increasingly routine and explo-
ration-class human spaceflight, this need 
becomes increasingly urgent. Missions 
are getting longer, more autonomous, and 
more physiologically demanding, while 
the growth of commercial spaceflight is 
broadening the diversity of the astronaut 
population beyond a historically small and 
highly selected cohort (Shelhamer et al. 
2023).

Digital twin technologies have demon-
strated broad utility across diverse 
applications in industry, defense, and other 

technically complex domains (Iranshahi et 
al. 2025). They are digital representations 
of a target entity with data connections that 
enable convergence between the physical 
and digital states at an appropriate rate of 
synchronization (ISO and IEC 2023). A 
special class of digital twins, called biodig-
ital twins, offers a unique set of attributes 
purpose-built for biologically complex 
systems (Funk et al. 2026). This paper 
advances the position that the astronaut 
digital twin (ADT), as a biodigital twin 
implementation, offers a comprehensive 
and robust architecture for addressing the 
needs described above in the spaceflight 
community.

Importantly, the ADT is defined as 
an AI system in the formal sense via its 
integration of probabilistic inference 
engines, computational systems models, 
and Bayesian updating to continuously 
synthesize heterogeneous data and generate 
personalized, actionable countermeasure 
recommendations. This architecture satis-
fies consensus definitions of AI systems as 
machine learning-based systems that pro-

Figure 1.  Shifting the spaceflight adaptation curve. Response trajectories for two 
theoretical adaptation phenotypes, Good Adapter (green) and Poor Adapter (red), 
are plotted across three mission phases: Pre-Flight Normal (baseline), In-Flight 
Adaptation, and Post-Flight Renormalization. Both trajectories originate at a 
common pre-flight baseline. During the in-flight adaptation window (shaded 
region), physiological response diverges between phenotypes, with the Poor Adapter 
exhibiting a pronounced decline relative to baseline. Countermeasures (upward arrow) 
applied during this window differentially modulate each trajectory. Following mission 
completion, the Good Adapter recovers to or exceeds baseline, while the Poor Adapter 
stabilizes at a persistently reduced level, indicating incomplete renormalization. The 
y-axis represents a generalized index of physiological response to spaceflight; the 
x-axis represents mission trajectory as a continuous temporal dimension.

cess inputs to produce outputs influencing 
real or virtual environments (OECD 2024; 
ISO and IEC 2022). Critically, it places the 
ADT squarely within the SE4AI discourse 
concerning ensuring trustworthy AI, 
maintaining robust operation under partial 
observability, and supporting lifecycle 
adaptability (SERC-UARC 2026). Further, 
this framing of grounding the ADT in 
established AI system architecture means 
its methodology is not narrowly bound to 
space medicine, the same architectural logic 
applies wherever real-time, evidence-driven 
decision support is required under data 
constraint and uncertainty.

THE CHALLENGE OF ACCURATELY MODELING 
HUMAN BIOLOGY IN SPACE

Space medicine is a rigorous, well-devel-
oped field with noteworthy achievement 
and an outstanding safety record in a harsh 
operating environment that significantly 
affects the normal human functions (Hurly 
2025). Translating the ambition of per-
sonalized spaceflight medicine that can 
engineer better adaptation to space into 
operational reality runs into two tightly 
coupled problems that current methods 
have not resolved.

First, even though the empirical foun-
dation of space medicine rests on a broad 
and mature field, research remains difficult, 
fragmented, and heterogeneous (Sibonga 
and Spector 2024; Kunitskaya et al. 2022). 
Publications are substantial but often lim-
ited in scope and interoperability, internal 
physiological states are not always directly 
observable during flight (Alkhoury et al. 
2025), individual baselines diverge substan-
tially, and countermeasure decisions must 
be made under sustained uncertainty with 
high operational consequence (Antonsen 
et al. 2022b). While there continues to be 
important progress in understanding how 
human biology responds to the space envi-
ronment, especially at the multi-omic, mo-
lecular level (Garrett-Bakelman et al. 2019; 
Jones et al. 2024), a significant gap persists 
in our ability to move from observation and 
general countermeasures to engineering as-
tronaut health in a way that rapidly iterates 
and adapts interventions in the field.

Second, the field of space medicine is 
comprised of highly trained subject matter 
experts (SMEs) with extensive real-world 
operational experience who guide assess-
ment and intervention decisions. This 
expertise is extraordinarily difficult to 
transfer, reflecting a rare and highly devel-
oped body of knowledge that takes years to 
acquire and presents a steep learning curve 
for scaling across the discipline (Schmidt 
2026). Moreover, the current expert model 
lacks a rigorous mathematical framework 
for predicting responses to assessment data 
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or for forecasting how those responses will 
change when countermeasures are applied.

Given these limitations, accomplishing 
both objectives requires computational 
approaches that act as systems integrators 
of myriad data forms, yielding a deep and 
accurate quantification of physiological 
state, continuous updating of that state 
across the mission life cycle, and the ability 
to apply the right countermeasures at 
the right time to steer the human system 
toward better adaptation (Saccenti 2021; 
Siddiqui et al. 2026). Such a computational 
approach must be designed not only to 

encode individual SME knowledge but also 
to capture and redistribute the collective 
expertise of the spaceflight medicine com-
munity, functioning as a flight surgeon level 
reasoning partner in critical conditions and 
enabling scalable, community level decision 
support under uncertainty.

THE TIERED CONSTRAINT LANDSCAPE IN 
SPACE MEDICINE

The gap between the urgent need and the 
ground state reality in spaceflight medicine 
is not incidental but structural, shaped by 
four-tiered categories of compounding 

Table 1. Tiered constraint landscape in space medicine with generalized constraints (Afshinnekoo et al. 2020; Van Puyvelde 
2025; Rahimzadeh et al. 2023)

Constraint Category Spaceflight-specific Constraint Generalized Constraint

T1: Constraints on the 
Subjects of Study

The astronaut population is small, unrepresentative, 
and insufficient for conventional data-driven methods

Data scarcity and distributional 
non-representativeness

Individual variability in stress response causes 
substantial signal divergence across subjects

High inter-subject 
heterogeneity/non-ergodicity

Simultaneous exposure to the spaceflight hazards 
of microgravity, radiation, isolation, confinement, 
altered circadian cues, and increasing distance from 
Earth creates nonlinear hazard interactions that resist 
causal attribution

Strongly coupled, nonlinear, 
multi-factor interactions

T2: Constraints on 
Observation Capability

Critical biological variables are latent and must be 
inferred from sparse, heterogeneous proxies under 
uncertainty

Partial observability and latent 
state inference

Imaging and invasive procedures are prohibited or 
severely restricted, narrowing the observable state 
space

Sensing and instrumentation 
constraints

T3: Constraints on the 
Evidence Base

Critical operational knowledge is concentrated in 
SMEs and not encoded in formal predictive systems, 
limiting the reproducibility, scalability, and quantitative 
testability of the evidence base

Tacit knowledge bottleneck 
and knowledge formalization 
gap

Continuously shifting mission conditions render 
prior baselines inadequate for characterizing future 
physiological states

Non-stationarity and domain 
shift

Ethical and regulatory constraints on experimental 
design restrict precisely the study designs most 
capable of generating strong evidence, so knowledge 
accumulates slowly and asymmetrically

Restricted intervention space 
and limited ground truth 
generation

T4: Constraints on 
Intervention and Action

Due to the fundamental shift in the response of the 
human physiological system, the evidence base of 
many countermeasures have different space profile 
when applied to the same system. For instance, 
spaceflight alters drug metabolism, absorption, and 
distribution in poorly characterized ways, destabilizing 
the pharmacological counterfactuals clinicians rely on

Model invalidation under 
context shift / intervention 
uncertainty

Limited ability to safely test interventions in situ High-cost, high-risk action 
space

Institutional pressures and fragmented communica-
tion between operational and scientific communities 
add systemic filtering on top of the constraints above 
(out of scope)

Sociotechnical coupling and 
information degradation

constraints on: T1) subjects of study, T2) 
observation capability, T3) the evidence 
base, and T4) intervention and action (Af-
shinnekoo et al. 2020; Van Puyvelde 2025; 
Rahimzadeh et al. 2023). These constraints 
are shown in Table 1 along with generalized 
constraints.

Collectively, these constraints constitute 
a discordant epistemic environment. That 
is, one requiring an architectural response 
equal to its complexity. Some constraints 
are inherent to space medicine and difficult 
to change, while others endure because cur-
rent computational systems are insufficient 



SP
ECIA

L 
FEA

TU
R

E
JU

N
E  20

26
VOLUM

E 29/ ISSUE 3

86

to address the problem’s scope and scale 
and find it difficult to integrate diverse, 
sparse data streams across the mission 
lifecycle. The ADT is designed to address 
the latter directly.

WHY MANY ARCHITECTURES FAIL IN THIS 
ENVIRONMENT

The T1–T4 constraints define a discor-
dant epistemic environment requiring prin-
cipled inference under partial observability, 
heterogeneous evidence reconciliation 
within a causal framework, and uncertain-
ty-bounded control decisions auditable by 
human operators. No existing architectural 
class satisfies all three, especially when they 
are rendered in the context of complex 
mission operational parameters (i.e., design 
reference missions or DRM: a notional, 
end‑to‑end mission scenario that defines 
the environment, objectives, and sequence 
of operations).

Purely data-driven systems learn surface 
correlations but have no native representa-
tion of the mechanistic underpinnings of 
physiological states that define astronaut 
health risk (Nam et al. 2024; Shojaee et al. 
2025). They are fragile under distribution 
shift and find it hard to support counterfac-
tual reasoning, which is the foundation of 
individualized countermeasure selection. 
The T1 constraint is independently dis-
qualifying: the corpus of data that has been 
gathered from the astronaut population 
is too small and fragmented to constitute 
a robust training distribution from which 
most data-driven systems can generalize 
with confidence (Afshinnekoo et al. 2020).

Purely mechanistic models encode causal 
biology explicitly and support scenario 
simulation, but they operate with fixed 
parameters calibrated to canonical subjects 
(Ramakrishnan et al. 2022; Thiele et al. 
2013). They produce point predictions rath-
er than individualized, uncertainty-aware 
state estimates and have no principled 
mechanism for assimilating sparse, 
time-evolving observations as an astronaut 
progresses through a mission. A model that 
cannot sequentially revise its internal state, 
especially under the T2 and T3 constraints, 
is not fully fit to the challenges in space-
flight medicine.

Hybrid data-driven, mechanistic systems 
improve predictive performance and 
sometimes quantify uncertainty, but they 
stop short of solving the full problem set 
(Arrieta et al. 2020). Evidence integra-
tion remains ad hoc rather than causally 
grounded, and they rarely embed the full 
operational stack space medicine requires: 
continuous calibration, decomposed veri-
fication of inference and control modules, 
and interpretable recommendations that 
support human-machine teaming.

THE CORE PROBLEMS THE ADT MUST SOLVE
The T1–T4 constraints don’t just diag-

nose the gaps in spaceflight medicine, they 
define the three coupled problem classes 
any credible computational solution must 
solve: inference, reconciliation, and control.

The inference problem is estimating 
internal physiological state when the 
variables that matter are exceedingly hard 
to observe in-flight, if at all (Goswami 
2026; NASA 2023). The ADT must infer 
bone remodeling balance, musculoskeletal 
degradation, and cardiovascular adaptation 
from incomplete, delayed, noisy proxies, 
within a context of varying ground-truth 
at decision time (Hardy et al. 2025). A 
credible solution must therefore maintain a 
continuously updated, uncertainty-quanti-
fied representation of an astronaut’s physi-
ological state. It must be one that improves 
as observations accumulate rather than 
degrading as mission conditions shift away 
from prior baselines.

The reconciliation problem is integrating 
heterogeneous, incomplete, and sometimes 
conflicting evidence into a single coher-
ent causal representation when no single 
dataset is sufficient. Space medicine data 
are scattered across in-flight physiological 
sensors, multi-omic profiles, imaging and 
densitometry, endocrine and biochemical 
assays, behavioral and neurocognitive 
assessments, nutritional and exercise logs, 
analog environment studies (bed rest, head-
down tilt, isolated confinement), animal 
models, and terrestrial clinical studies, 
each describing only part of the underlying 
biology (Krittanawong et al. 2022). A valid 
approach needs to go beyond data fusion 
by testing evidence against causal mech-
anisms, capturing population differences, 
integrating data continuously, and adapting 
to new findings.

The control problem is translating un-
certain state estimates into individualized, 
auditable countermeasure decisions. The 
system must determine which astronaut is 
drifting toward adverse adaptation, which 
countermeasure to intensify, add, or remove, 
and how different combinations of exercise, 
nutrition, and drug therapeutics are likely to 
affect a specific person at a specific mission 
phase, all under sustained uncertainty, tight 
timelines, human-in-the-loop authority, 
and increasing autonomy as communica-
tion latency grows (Antonson et al. 2023). 
Critically, because the relevant population 
is too small and unrepresentative to support 
conventional cohort extrapolation, and 
because N-of-1 inference is unavailable (it 
requires crossover designs and repeated 
within-person measurements spaceflight 
lack), any solution must produce individu-
alized predictions without relying on either 
statistical framework (Duan et al. 2022).

THE ADT BIODIGITAL TWIN ARCHITECTURE
The ADT is an implementation of a 

mature biodigital twin platform whose 
architecture has emerged from decades of 
convergent work across systems physiology, 
computational medicine, translational 
science, and systems engineering (Funk 
et al. 2026). Its three additive layers, the 
systems physiology model, the digital 
population, and the digital twin each map 
onto the inference, reconciliation, and 
control requirements established above, 
with constraint logic embedded across all 
three. Together, they produce a system 
in which physiological implausibility is 
rejected at the level of governing equations, 
Bayesian inference operates over a 
biologically constrained hypothesis space, 
and every output is traceable to a named 
assumption or data input.

The systems physiology model addresses 
the causal representation requirement 
of the inference and reconciliation 
problems. Built on systems of nonlinear 
differential equations that represent 
multi-scale feedback loops from the 
cellular level through whole-astronaut 
functional performance, it encodes the 
physics-informed dynamic equilibrium 
of the human system and its responses 
to nutritional, utilization, perfusion, and 
environmental perturbations such as 
microgravity. Model behavior is rigorously 
validated against high-quality clinical data 
from both Earth and space, establishing 
the mechanistic envelope within which all 
downstream inference is bounded.

The digital population addresses the 
reconciliation problem’s requirement for 
cross-context evidence integration and 
the control problem’s requirement for 
individualized inference without cohort 
extrapolation (Ippolito et al. 2024). By 
generating variants in systems physiology 
model parameters to create a high-dimen-
sional hypothesis space, constrained by 
population data and calibrated until the 
generated population reproduces chosen 
validation statistics, this layer serves as an 
evidence integrator that captures inter-in-
dividual variability while keeping every 
hypothesis within biological possibility. The 
small-N generalization problem is struc-
turally reframed: rather than extrapolating 
from population averages, the ADT ranks 
physiological state hypotheses for a specific 
individual against this constrained prior.

The digital twin closes the inference loop. 
It uses the probability-weighted hypotheses 
from the digital population as a Bayesian 
prior, then refines it continuously using an 
individual astronaut’s data, with each up-
dated state serving as the prior for the next 
inference cycle. This satisfies the inference 
problem’s requirement for a continuously 
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updating, non-degrading state representa-
tion, because sequential Bayesian updating 
allows prior states to evolve with the astro-
naut rather than anchoring to launch-day 
baselines that mission conditions have 
changed. Operationally, this enables assess-
ment of the current and evolving physio-
logical state, simulation of counterfactual 
countermeasure scenarios, and genera-
tion of uncertainty-bounded forecasts to 
support countermeasure control, including 
selection and timing.

A useful analogy for this process is 
that of a hurricane forecast, which maps 
cleanly onto the three-layer architecture 
(Arachchige et al. 2025). Just as a forecast 
system encodes governing atmospheric 
physics, generates an ensemble of 
probability-weighted trajectories, and 
narrows its cone as new observations arrive, 
the ADT encodes governing biology and 
populates a constrained hypothesis space 
through the digital population. It then 
continuously sharpens its physiological 
trajectory as individual astronaut data 
are ingested. In both cases, implausible 
states are rejected not because the output 
looks wrong, but because it violates the 
underlying equations.

Constraint logic is the architectural 
property that binds the three ADT layers 
into a coherent response to the inference, 
reconciliation, and control problems. Be-
cause physiologically implausible trajecto-
ries are rejected at the level of governing 
equations rather than filtered post hoc, 
anomalous outputs can be traced to a 
named assumption, parameter boundary, 
or data input. This makes the system diag-
nosable by design and distinguishes it from 
a high-dimensional statistical model. Funk 
et al. describe this as a testable architecture 
grounded in homeostasis, where the ability 
to expose knowledge gaps is a first-class ar-
chitectural feature rather than a debugging 
convenience (Funk et al. 2026).

Importantly, the ADT can incorporate 
virtual countermeasures by linking specific 
interventions to mechanistic parameters 
or nodes within the digital twin platform 
and using counterfactual test how different 
actions, doses, durations, and frequencies 
may affect an individual astronaut over 
time (Ippolito et al. 2024). As evidence-
based countermeasures, such as exercise, 
nutrition, and drug methods, accumulate, 
the ADT evaluates and ranks combinations 
of interventions for a given astronaut, 
then updates those predictions through 
a closed-loop learning process informed 
by observed responses rather than trial-
and-error alone. This approach enables 
adaptive optimization of countermeasure 
strategies and supports early alerts when 
the preferred intervention profile changes.

TRUST AND MODULARITY IN THE ADT
The ADT’s trustworthiness depends on 

both its internal constraint logic and its 
external verification and validation process 
(Viceconti 2021). Constraint logic ensures 
that output remains physiologically coher-
ent, while the V&V lifecycle ensures that 
each layer of the architecture is tested, cal-
ibrated, and updated against evidence over 
time. In this sense, architectural validity 
and lifecycle assurance are complementary 
rather than redundant.

Developed as an agile lifecycle digital 
twin, the ADT is iteratively refined from 
concept through operational deployment 
via the SME-validated integration of space 
research and mission data (Gadkar et al 
2016). This agile methodology is necessi-
tated by the fact that the system of interest 
(i.e., the human system) was realized 
through biological evolution, rather than 
specification-first design, and, as such, it 
forces reconstruction from observed data 
and continuous updating as new evidence 
is acquired. Verification and validation 
are therefore distributed across the ADT 
lifecycle rather than confined to a single 
end-stage review. Each new data-ingestion 
event is another test of model adequacy. If 
posterior estimates diverge from obser-
vation beyond uncertainty bounds, the 
model must be revised. In this way, model 
inadequacy becomes visible during active 
development or deployment rather than 
remaining hidden inside an opaque model. 
These discrepancies then drive updating, 
retesting, and revalidation.

The architecture is intentionally modular. 
Musculoskeletal adaptation, bone remod-
eling, cardiovascular deconditioning, radi-
ation effects, and behavioral performance 
must each be built as separate submodules 
with clear interfaces to the full system. This 
lets verification evidence accumulate by 
domain without forcing full-system revali-
dation every time one module is updated.

HUMAN-MACHINE CO-LEARNING IN THE ADT
The ADT promises to help reframe 

expert knowledge from concentrated, 
individually held operational judgment into 
explicit, computable, and continuously test-
able model structure. Flight surgeons and 
domain experts determine which mech-
anistic relationships are modeled, what 
population data is used for supporting vari-
ability and validation, and how counter-
measures are represented. Their experience 
is not external input to the architecture, 
rather, it is the architecture. This means 
that all data is always considered within the 
context of how it was acquired and how it 
relates to the larger system, allowing SME 
expertise to flow through the architecture 
as it converts it to physiological hypotheses, 

intervention strategies, and expected re-
sponses that can be quantitatively evaluated 
and iteratively refined.

When fully realized within the param-
eters of a DRM or reference mission, the 
ADT extends this formalization into an 
operational decision support capability that 
complements rather than supplants clinical 
authority. This capability allows the flight 
surgeon’s role to shift into the domain of 
personalized medicine and precision health 
engineering. The ADT continuously infers 
physiological state from heterogeneous data 
streams and assesses forward risk trajec-
tories, absorbing the otherwise intractable 
burden of signal integration (Schmidt et 
al. 2025). Outputs are generated through 
real-time Bayesian updating across a 
digital population of probability-weighted 
physiological hypotheses, ensuring each 
recommendation reflects an individual’s 
biological dynamics rather than popula-
tion-average extrapolation. Every output 
is mechanistically traceable, bounded 
within a validated physiological envelope, 
and accompanied by explicit uncertainty 
quantification, enabling the flight sur-
geon to interrogate, override, or act with 
confidence while offloading inferential 
workload without relinquishing clinical 
authority. Additionally, layering agentic AI 
onto the digital twin stack further extends 
accessibility, streamlining interrogation of 
complex dynamics and generating highly 
context-aware visual outputs.

HYPOTHESIS GENERATION, FILTERING, AND 
COUNTERMEASURE DEVELOPMENT

Beyond individual clinical decision 
support, the ADT functions as a hypoth-
esis engine for countermeasure discovery, 
filtering, and refinement. Because the 
digital population encodes a high-dimen-
sional, biologically constrained parameter 
space spanning the known inter-individual 
variability, the system can be interrogated 
in silico across that space to systematically 
evaluate biological questions of interest or 
novel countermeasure strategies. For ex-
ample, candidate countermeasures, such as 
nutritional, drug-based, exercise-based, or 
combinatorial approaches, can be deployed 
across thousands of simulated physio-
logical variants simultaneously, enabling 
rapid identification of strategies that are 
robust across heterogeneous adaptation 
profiles as well as those that are effective 
only within specific subpopulations. This 
capability introduces an explicit filtering 
layer in which mechanistic plausibility and 
population-level consistency determine 
which interventions advance to empirical 
testing. In contrast to the current para-
digm, where countermeasure development 
is slow, sample-limited, and operationally 
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constrained by small astronaut cohorts 
(Wang et al. 2022), the ADT promises the 
capability of a high-throughput, iterative 
screening pipeline that compresses the 
cycle between hypothesis generation and 
validation significantly. This function is not 
ancillary to the ADT’s clinical role, it is a 
primary mechanism by which the system 
advances both operational readiness and 
the scientific foundation of space medicine.

ADT ALIGNMENT, TRANSFERABILITY, AND 
CONTRIBUTION TO SE4AI OPEN QUESTIONS

The SERC SE4AI roadmap identifies three 
pretendant open research concerns: interpre-
table reasoning for human-machine team-
ing, predictable and diagnosable behavior 
in safety-critical settings, and model validity 
under changing deployment conditions 
(SERC-UARC 2026). The ADT addresses all 
three by design: (1) every recommendation 
traces to SME-validated priors and data in-
puts, giving operators a probability-weighted 
argument rather than an unexplained out-
put; (2) biological and physical laws encoded 
as hard constraints bound predictions within 
a certified physiological envelope; and (3) 
continuous Bayesian updating keeps the 
twin calibrated throughout the mission, 
adapting to new data rather than anchoring 

to invalidated launch-state baselines. As 
such, the architectural considerations of the 
ADT may have the potential to serve as a 
reference implementation for SE4AI systems 
more broadly, with direct applicability to any 
domain requiring interpretable reasoning, 
bounded behavior, and adaptive validity 
under non-stationary conditions.

CONCLUSION
Spaceflight medicine presents a uniquely 

discordant epistemic environment, defined 
by small and unrepresentative populations, 
constrained observables, fragmentary 
evidence, and high-consequence decisions 
under sustained uncertainty. Within this 
setting, the ADT’s three-layer biodigital 
twin architecture is best understood not as 
a replacement for existing computational 
approaches, but as a structured attempt to 
address a class of problems that conventional 
data-driven, mechanistic, and hybrid meth-
ods each only partially resolve under these 
constraints. By grounding causal represen-
tation in systems physiology, integrating 
heterogeneous evidence through a biolog-
ically constrained hypothesis space, and 
applying sequential Bayesian inference to 
generate individualized, uncertainty-bound-
ed countermeasure recommendations, 

the ADT provides a unified framework 
for approaching the coupled problems of 
inference, reconciliation, and control. These 
capabilities are designed to be interpreta-
ble, diagnosable, and adaptable across the 
mission lifecycle, though their effectiveness 
depends on verification, calibration, opera-
tional testing, and continued validation.

The broader significance of this work 
extends beyond the astronaut domain. The 
same coupled problem classes of partial 
observability, heterogeneous evidence inte-
gration, and individualized control under 
small-N conditions arise in other high-con-
sequence settings. Spaceflight concentrates 
these challenges in a form that is tractable 
for formal analysis, making it a useful 
testbed for exploring what trustworthy 
AI systems may achieve under genuinely 
discordant data conditions. While the archi-
tectural principles developed here are likely 
transferable, their applicability will depend 
on the presence of sufficiently stable under-
lying system dynamics and the availability 
of mechanistically meaningful constraints. 
As such, the ADT should be viewed not as a 
general solution, but as a reference architec-
ture that helps define both the opportunities 
and the open questions for SE4AI systems in 
comparable operational environments.  ¡
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INTRODUCTION

From Models to Systems: 
The Evolution of T&E 
for Artificial Intelligence 
from 2020 to 2030

In 2020, the systems engineering 
community was still working through 
a basic but consequential realization: 
machine learning models were no 

longer just analytical aids on the side of 
engineering practice. They were becoming 
system functions. If a perception model, 
recommender, planner, or classifier could 
materially affect mission performance, 
safety, or human decision making, then it 
had to be treated as an engineered ele-
ment inside the system of interest. That 
meant test and evaluation (T&E) could 
no longer remain focused only on con-
ventional software correctness, hardware 
certification, and subsystem verification. It 
had to confront a new type of component: 
one whose behavior depended on data, 
training, operating context, and probabilis-

tic performance rather than only explicit, 
deterministic logic. That realization was 
already visible in the March 2020 INCOSE 
INSIGHT special issue on AI and Systems 
Engineering (McDermott et al. 2020; 
Freeman 2020; Cody et al. 2020; Collopy et 
al. 2020) and in the first Systems Engineer-
ing Research Center (SERC) AI4SE/SE4AI 
workshop (SERC 2020), both of which 
framed the moment as a transformation in 
systems engineering methods, procedures, 
and tools for systems with embedded AI. 

Five years later, by 2025, the question 
had changed. The problem was no longer 
simply how to engineer a system with an 
AI component embedded inside it. AI 
capabilities had become more general, more 
pervasive, and more entangled with human 
organizations, operational environments, 
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and digital engineering infrastructure. 
Foundation-model-era AI was not merely 
another subsystem (Bommasani et al. 
2021). It was increasingly a mediating 
capability that shaped interfaces, 
workflows, trust relationships, and patterns 
of adaptation across larger socio-technical 
systems. The SERC workshop sequence 
from 2022 through 2025 shows this 
progression clearly: AI had to be tested in 
system context; digital twins and lifecycle 
evidence became more important; trust, 
human-AI teaming, adaptive T&E, and 
resilience became central concerns; and 
by 2025 workshop participants were 
discussing cognitive assistants, generative 
tools, autonomous test generation, 
model-based systems engineering (MBSE) 
integration, and the formalization of trust 

  ABSTRACT
Test and evaluation (T&E) for artificial intelligence is entering a new phase. In 2020, the central challenge was to treat machine 
learning models as system functions rather than as ordinary software components. By 2025, that view had expanded: AI-enabled 
systems had to be evaluated in operational, organizational, and lifecycle context, with attention to trust, adaptation, resilience, and 
human-AI teaming. Looking toward 2030, an even larger shift is emerging. AI is no longer only part of the delivered capability; it 
is increasingly part of the engineering machinery that produces requirements, code, tests, models, documentation, and assurance 
evidence. This article traces that progression from model-centric assurance to lifecycle-centered assurance and, ultimately, to T&E 
for AI-generated systems. It argues that future assurance will depend not only on testing delivered systems, but also on evaluating 
the provenance, governance, and stability of the generative pipelines that create and modify them.
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and governance as system properties (SERC 
2022; SERC 2023; SERC 2024; SERC 2025).

Looking toward 2030, the next shift 
is now visible. We are moving from 
AI-enabled systems to AI-generated 
systems. In the first regime, AI is part of 
the delivered operational capability. In the 
second, AI is also part of the productive 
machinery that creates the system artifacts 
themselves: requirements drafts, software 
modules, interface logic, test cases, mission 
threads, models, documentation, and 
perhaps even binaries. That shift changes 
what T&E must evaluate. It is no longer 
enough to test the delivered system 
alone. We must also assess the generative 
processes, model chains, evidence 
structures, and governance mechanisms 
by which the system was produced and 
may continue to change (NIST 2023). This 
is where the SERC roadmaps’ emphasis 
on digitalization, lifecycle adaptation, 
trust, and engineering velocity becomes 
especially important (McDermott et al. 
2020; McDermott 2025).

In this article, we trace the progress of 
AI and automation in systems engineer-
ing across the decade from 2020 to 2030, 
depicted in Figure 1. Two definitions help 
clarify this progression. An AI-enabled 
system is a system whose operational capa-
bility depends materially on one or more AI 
components, but whose requirements, ar-
chitecture, interfaces, implementation base-
line, and assurance case are still primarily 
produced through conventional human-led 
engineering processes. An AI-generated 
system is a system in which AI is used not 
only as an operational component, but also 
as a productive mechanism for creating 
or modifying system artifacts themselves. 
In this second regime, the T&E burden 
expands: the enterprise must evaluate the 
system’s behavior, the provenance and 
control of generated artifacts, the stability 
of the generation pipeline, and the validity 
of evidence assembled across an evolving 
digital thread. This distinction is not a 
statutory one; it is a systems-engineering 
abstraction proposed here to make sense of 
a decade-long shift that is already visible in 
SERC’s workshop themes and in broader 
generative-AI practice.

This distinction can also be understood 
as a change in the relationship between 
AI4SE and SE4AI. Traditionally, AI4SE has 
referred to the use of AI to improve systems 
engineering activities, while SE4AI has 
referred to the use of systems engineering 
methods to develop, assure, and govern 
AI-enabled systems. Generative AI makes 
this relationship more recursive. AI4SE no 
longer merely supports the engineering 
process from the outside. It becomes defin-
ing of the engineered system.

Otherwise put, in AI-generated systems, 
the generative process itself becomes part of 
the system of interest. T&E must therefore 
evaluate not only AI components and their 
operational behavior, but also the AI-
enabled production machinery that creates, 
modifies, and justifies system artifacts over 
time. In this sense, the SE4AI problem 
area, including T&E for AI, must be 
reconsidered because AI4SE is beginning 
to reshape the very objects that SE4AI is 
meant to assure.

2020: AI AS A SPECIAL KIND OF SOFTWARE 
INSIDE THE SYSTEM

The 2020 baseline now looks almost sim-
ple by comparison. At that point, the major 
conceptual task for systems engineering 
was to absorb AI into the system lifecycle 
without pretending it behaved like ordi-
nary software. The March 2020 INSIGHT 
special issue gathered that challenge into a 
coherent agenda (McDermott et al. 2020; 
Freeman 2020; Cody et al. 2020; Collopy 
et al. 2020). The issue framed “AI4SE” and 
“SE4AI” as dual transformations: using AI 
to improve systems engineering practice, 
and evolving systems engineering so that 
systems with embedded AI could be engi-
neered to be fit for purpose and to avoid 
unintended harm. The inaugural SERC 
workshop in 2020 echoed that view and 
established a roadmap whose long-term 
outcome was human-machine co-learning, 
signaling early that AI would strain lifecy-
cle models built around static baselines and 
fixed design assumptions (SERC 2020).

For T&E, the immediate implication 
was straightforward but demanding. If a 
machine learning model could perform a 
system function, then evidence of suit-
ability could no longer be derived solely 
from source inspection, deterministic 
requirements satisfaction, or regression 
testing in the familiar software sense. Laura 
Freeman’s 2020 INSIGHT article on T&E 
for AI argued that AI systems still require 
testable, repeatable, auditable decisions, 

but that the methods for establishing such 
evidence must broaden to include data 
dependencies, probabilistic performance, 
novel failure modes, and evaluation across 
broader operating envelopes (Freeman 
2020). Around the same time, SERC work-
shop materials and related presentations 
highlighted challenges such as continuous 
learning, uncertainty in configuration 
management, the need for new analysis 
and certification approaches for training 
datasets, and the role of enabling sensors 
and context in shaping system behavior 
(SERC 2020).

This first phase can therefore be de-
scribed as the era in which systems engi-
neering learned to say: this is not merely 
software. It is a new kind of software-linked 
capability whose behavior cannot be fully 
understood apart from data, training, 
interfaces, users, and context. That was 
the first major contribution of the SERC 
community from 2020 onward: to force a 
systems-level interpretation of AI before 
the rest of the engineering enterprise had 
fully adjusted to it.

2021–2023: FROM COMPONENT ASSURANCE 
TO LIFECYCLE ADAPTATION

The second stage of the decade was a 
broadening of scope. In 2021, the second 
SERC AI4SE/SE4AI workshop explicitly 
tied the roadmap to a future in which 
humans and machines co-adapt under 
dynamic operational conditions (SERC 
2021). The workshop framing emphasized 
that systems engineering would have to 
prepare for worlds in which trust, teaming, 
adaptation, and lifecycle evolution are not 
edge cases but normal conditions. Even 
the 2020 report, in its roadmap discussion, 
had already suggested that T&E processes 
would have to adapt to co-learning envi
ronments and that trust would become 
critical in joint human-machine decision 
settings. By 2021, that direction was 
no longer speculative; it had become a 
research agenda.

2025: AI-enabled system as
socio-technical system

• Human-AI teaming
• Digital twins
• Trust
• Lifecycle adaption
• Resilience

2030: AI-generated system

• Generated requirements
• Generated code
• Gennerated tests
• Digital thread
• Governance of
  generation pipeline

2020: AI as model/function
inside a system

• Model behavior
• Data dependence
• Probabilistic failure
• Operating envelope

Figure 1. Evolution of the T&E object from model-centric assurance in 2020, to 
system- and lifecycle-centric assurance by 2025, to pipeline- and provenance-aware 
assurance for AI-generated systems by 2030
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The 2022 workshop sharpened the 
point in especially useful language: AI 
is a system. That formulation matters. It 
marked an evolution from “AI is a special 
component” to “AI behavior must be 
understood in the context of larger system 
structure and guardrails.” The 2022 report 
states that mitigating AI uncertainty and 
guarding against emergent events must 
begin from the start of system design and 
be shared by designers, requirement setters, 
and systems engineers (SERC 2022). It 
also argues that testing of AI needs to be 
done in the context of a system and that 
digital twins are becoming indispensable 
for managing the lifecycle of AI systems 
because they support real-time learning, 
testing, refinement, and trust building. 
This is a decisive shift from isolated model 
validation toward model-based, lifecycle-
centered system assurance.

By 2023, the center of gravity had moved 
again. The workshop report and updated 
roadmap emphasized robust testing in 
dynamic environments, dataset quality, 
explainability, trust metrics, infrastructure 
standardization, active learning, and 
adaptive systems (SERC 2023). The updated 
roadmap included themes such as T&E 
as a continuum, lifecycle adaptation and 
trust, AI system architecting, standards 
of trust, AI risk analysis, AI specification, 
and human-AI team testbeds (McDermott 
et al. 2023). In parallel, SERC-affiliated 
research on T&E with explainable AI 
and counterfactuals showed how the 
community was moving beyond aggregate 
accuracy and into methods for identifying 
performance envelopes, exposing hidden 
decision structure, and probing responses 
to unmodeled uncertainty (Freeman et 
al. 2022; Cody et al. 2022; Seif et al. 2024; 
Gregory and Salado 2024; Chandrasekaran 
et al. 2024). The message was that T&E for 
AI could not be reduced to benchmark 
scores; it required richer forms of system 
identification and evidence.

This 2021–2023 period is therefore 
best understood as the moment when the 
community stopped asking only whether 
AI components were accurate enough and 
started asking whether larger AI-enabled 
systems could be trusted, adapted, and 
governed over time. The object of assurance 
expanded from the model to the lifecycle.

2024–2025: AI-ENABLED SYSTEMS AS SOCIO-
TECHNICAL SYSTEMS

The present state, as reflected in the 
2024 and 2025 SERC workshop reports, 
is one in which AI-enabled systems are 
clearly treated as socio-technical systems 
embedded in digital ecosystems rather 
than as isolated technical artifacts (SERC 
2024; SERC 2025). The 2024 report 

emphasizes that AI-enabled systems 
are multidisciplinary, that reliability 
in critical situations is essential, that 
explainability and measurement of trust 
remain active priorities, and that T&E 
should be understood as a continuous 
activity aimed at predicting performance in 
evolving environments rather than simply 
validating fixed requirements. The 2025 
report goes further by discussing cognitive 
assistants, generative models accelerating 
systems-model development, AI and 
MBSE integration, ontology-enabled 
digital ecosystems, and autonomous test 
generation. It also frames governance, 
trustworthiness, and resilience as 
properties that must be formalized and 
managed across the lifecycle.

That evolution supports a stronger 
claim: by 2025, systems engineers are 
increasingly dealing with AI not just as a 
subsystem, but as a relational property of 
complex systems of systems. AI mediates 
how humans interact with data, each other, 
and the world; how models are updated; 
how digital threads are maintained; how 
evidence is produced; and how system 
behavior changes under shifting context. In 
such a setting, the engineering problem is 
not simply to certify a model artifact. It is 
to manage a network of functions, interfac-
es, data pipelines, decision rights, opera-
tional assumptions, and trust relationships 
that collectively determine performance 
(Shadab et al. 2023; Shadab et al. 2024). 
This is why resilience, continuous T&E, and 
digital engineering appear so persistently 
in the SERC research: they are not optional 
enhancements but responses to the fact that 
the assurance object has become dynamic 
and distributed (McDermott 2025; Sand-
man et al. 2025).

2030: THE RISE OF AI-GENERATED SYSTEMS
The next five years are likely to intensify 

this trajectory. The most important 
conceptual shift for T&E may be the 
transition from AI-enabled systems to 
AI-generated systems. The reason is simple: 
generative AI is increasingly being applied 
to the production of engineering artifacts 
themselves. This is not simply an extension 
of engineering automation. It changes the 
object of assurance. In conventional AI4SE, 
AI may accelerate or improve engineering 
work while the resulting artifacts remain 
the primary objects of configuration 
management and T&E. In AI-generated 
systems, however, the artifacts may be 
continuously produced, revised, and 
recombined by AI-enabled processes. The 
T&E problem therefore expands from 
evaluating only products to evaluating 
product-generating processes.

SERC-related 2025 workshop material 

described cognitive assistants and gener-
ative models as accelerants for lifecycle 
functions such as language generation, 
project tracking, model development, and 
traceability. Related presentations also 
pointed to agentic architectures for lifecycle 
traceability and to digital-thread concepts 
that connect concept, requirements, design, 
implementation, test, operations, and 
retirement using context-aware automation 
(SERC 2025). Outside the SERC corpus, 
current system-card practice for frontier 
models further indicates that generative AI 
now arrives with system-level safety evalua-
tions, operational constraints, and gover-
nance scaffolding rather than lightweight 
product descriptions (Hurst et al. 2024; 
Anthropic 2025).

When AI helps produce software, tests, 
models, and even executable artifacts, 
T&E inherits a more difficult problem. 
The enterprise must evaluate not only the 
delivered artifact, but the confidence one 
should place in the artifact-generation 
process. Was the generated requirement 
traceable? Did the generated code preserve 
assumptions from the architecture? Did 
the generated test set meaningfully span 
the operational envelope, or merely restate 
nominal behavior? Did a model-driven 
assistant produce evidence that is structur-
ally complete but epistemically thin? These 
are not speculative questions. They are the 
logical extension of the same issues the 
SERC community has been raising since 
2020: data quality, lifecycle adaptation, 
trust calibration, model governance, and 
continuous assessment. The difference is 
that by 2030 those issues will attach not 
only to deployed AI components but to 
the engineering machinery that builds the 
system in the first place.

In that environment, “AI-enabled” may 
become too weak a label. If AI is ubiquitous 
in design environments, code generation, 
model construction, evidence manage-
ment, and operational adaptation, then 
many future systems will be AI-generated 
whether or not their end-user functionality 
is branded as “AI.” This matters because 
current policy and acquisition structures 
were largely shaped for programs in which 
system artifacts, baselines, and evidence 
products change more slowly than the gen-
erative pipelines now emerging. Recent U.S. 
Title 10 language already points toward a 
need for more rapid, dynamic, and iterative 
requirements processes for software, arti-
ficial intelligence, and data, and it refer-
ences automated approaches for testing, 
evaluation, and deployment throughout 
acquisition and sustainment processes (U.S. 
Congress 2020). That direction is import-
ant, however, the deeper issue is whether 
the T&E enterprise can preserve rigor 
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when the system under test and the process 
producing it are both adaptive.

FROM MODEL CARDS TO SYSTEM MODELS
One of the clearest technical implications 

of this decade-long shift concerns 
documentation and evidence. In the late 
2010s, model cards were proposed as 
short documents accompanying trained 
machine learning models, intended to 
summarize use cases, evaluation context, 
and performance characteristics (Mitchell 
et al. 2019). That was an important step 
toward transparency. But the model card 
abstraction now appears insufficient 
for many high-consequence systems. 
Modern practice already admits this in 
the renaming from “model” to “system” 
card for frontier models. System cards 
for frontier models have grown into 
lengthy technical documents covering 
capabilities, limitations, safety mitigations, 
evaluation methods, deployment controls, 
and sometimes third-party assessments 
(Hurst et al. 2024; Anthropic 2025). This 
expansion reflects the fact that the object 
being documented is no longer just a 
model in isolation. It is a system operating 
within a broader technical and governance 
context. Yet, system cards are still in the 
form of extensive model cards, not system 
models in the systems engineering sense, 
and they push the limits of the model card 
paradigm (Mitchell et al. 2019).

For systems engineering, the lesson is not 
simply that model cards need to be longer. 
The lesson is that AI evidence should 
increasingly be organized under a model-
based engineering paradigm, depicted 

in Figure 2. AI capabilities must be 
represented in functional, structural, and 
behavioral terms; tied to inputs, outputs, 
interfaces, relationships, constraints, 
and operating envelopes; and connected 
to the other systems, humans, and data 
infrastructures on which performance 
depends (Cody et al. 2020; Cody and 
Beling 2023). In other words, evidence 
of AI performance must migrate from 
an artifact-centric reporting style to a 
system-evidence architecture embedded 
in MBSE and digital engineering (Arndt et 
al. 2025). SERC research strongly supports 
this move through its repeated emphasis 
on digital twins, AI system architecting, 
model governance, system context, and 
interoperable digital ecosystems.

That transition will reshape how evidence 
is developed, presented, and preserved. 
Instead of asking for a single “card” that 
describes a model, T&E will increasingly 
need linked evidence products: operation-
ally grounded performance envelopes, data 
provenance and curation records, interface 
contracts, adaptation logic, mission-level 
measures, trust calibration results, testbed 
outcomes, and digital-thread traceability 
across lifecycle stages. This is not a rejection 
of model cards; it is their absorption into a 
systems engineering worldview. What mod-
el cards were trying to do for standalone 
models, MBSE-style evidence frameworks 
will need to do for AI-generated systems.

CONCLUSION
From 2020 to 2030, T&E of AI can be 

read as a story of expanding assurance 
scope. In 2020, the community had to learn 

how to treat machine learning models as 
system functions and to incorporate them 
into the engineering and T&E process as a 
special kind of software-linked component. 
By 2025, the community had learned that 
this was not enough: AI had to be treated in 
system context, across lifecycle adaptation, 
human-AI teaming, governance, resilience, 
and digital engineering ecosystems. By 
2030, the next step is likely to be even more 
disruptive. As AI becomes a productive 
force in the creation and modification of 
system artifacts themselves, T&E will have 
to address not only AI-enabled systems but 
AI-generated systems: systems in which the 
generative processes that produce require-
ments, code, tests, models, evidence, and 
updates become part of the lifecycle being 
assured. That will require continuous T&E, 
stronger model-based evidence structures, 
lifecycle-aware governance, and a concept 
of engineering velocity that is disciplined 
rather than merely accelerated.

Seen this way, the SERC community’s 
contribution across the decade is not only 
a sequence of workshop topics or publica-
tions. It is a conceptual progression. First, it 
helped the systems engineering enterprise 
recognize AI as an engineered object inside 
the system. Then it helped reconceive 
AI-enabled systems as dynamic socio-tech-
nical systems requiring trust, adaptation, 
and continuous evidence. The task ahead 
is to complete the next transition: to build 
a T&E enterprise capable of assuring 
systems whose functions, evidence, and 
even component artifacts may increasingly 
be generated by AI. That is the frontier on 
which systems engineering now stands.  ¡

Model Card

AI components and data assets

Digital thread/MBSE environment

Operational context/mission

System functional, structural, and behavioral views

MBSE-based
system evidence

Evidence products: performance envelopes,
provenance, interfaces, trust calibration, test results

Figure 2. Conceptual transition from stand-alone model reporting toward model-based system evidence, in which AI 
performance is preserved across functional, structural, behavioral, and lifecycle views
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S ystems engineers integrating AI into 
operational settings need better ways to 
think about delegation, oversight, and 
accountability. Command-and-control 

theory offers a practical framework — one that 
changes what you actually design, not just 
how you document it.

Organizations deploying AI are increas-
ingly serious about governance. Respon-
sible AI principles, human-in-the-loop 
requirements, model cards, and bias testing 
represent genuine attempts to address 
the consequences of integrating AI into 
operational environments. Even the most 
thoughtful governance efforts, though, tend 
to focus on a second-order question: how 
to manage this technology safely and ethi-
cally. The first-order question runs deeper: 
how should decision-making authority be 
structured in systems that include both hu-
man and artificial actors. Decision-making 
authority encompasses not just who gets to 
decide what, but how those decision-mak-
ers interact with each other and what 
information flows among them.

When this structural question is ad-
dressed clearly, the technology governance 
questions become more tractable. When 
it remains implicit, even sophisticated AI 
governance can miss the most import-
ant organizational changes.  The system 
that needs to be designed here is not the 

AI model or the platform it runs on; it is 
the organizational structure of authority, 
interaction, and information within which 
the technology operates. Our community is 
well-aligned to design at that level, but only 
if we recognize that the design problem 
in front of us is organizational rather than 
purely technical.

AI governance discussions have pro-
duced a wide range of useful tools, and 
many organizations are applying them 
seriously. Still, most focus on properties of 
the model or controls around its use. They 
are less effective at addressing the design 
question that underlies successful imple-
mentation: how should decision rights, 
interactions, and information flows be 
structured in a system that includes both 
human and artificial actors? A model card 
tells you what the model can do. It does not 
tell you who should be allowed to act on 
its outputs, under what conditions, or what 
happens when those conditions change.

Command and control (C2) is at its 
core a way of thinking about this prob-
lem — how decision-making is organized 
in complex, dynamic, high-stakes environ-
ments. Alberts and Hayes (2006) describe 
a C2 approach along three dimensions: the 
allocation of decision rights among actors, 
the patterns of interaction among those 
actors, and the distribution of information 

across the enterprise. Change any of those, 
and you change how the organization sens-
es, decides, and acts. For systems engineers, 
that three-part framework is useful well 
beyond national security command struc-
tures: it provides a practical way to think 
about collective decision-making in any 
complex sociotechnical system.

The U.S. national security community 
learned this lesson once already. When 
networked communications transformed 
military operations in the late 1990s, the 
most important effect went well beyond 
enabling existing command structures 
to move faster. It was that entirely new 
structures of coordination and authority 
became viable — structures that could not 
have functioned without shared situational 
awareness and distributed information 
(Cebrowski and Garstka 1998). The lesson 
was not about technical communications 
networks per se. It was that technology can 
expand the space of organizational designs, 
and that institutions need frameworks to 
navigate that expanded space deliberately 
rather than stumbling into or reacting to it 
(Alberts et al. 2010).

The AI challenge is structurally similar. 
AI does not simply make existing decision 
processes faster; it changes where deci-
sions can be made, by whom, and on what 
informational basis. When an AI-enabled 
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system is integrated into an operational 
environment — whether in healthcare, 
logistics, finance, defense, or engineering 
activities — we are making a design choice 
about command and control, whether we 
recognize it or not. We are deciding how 
decision rights are allocated among human 
and machine actors, how those actors inter-
act, and what information each has access 
to. The technology is new, but the underly-
ing systems question is not.

Every consequential AI deployment 
embeds a command-and-control 
design choice. The question is whether 
you make that choice deliberately.

This reframing has immediate practical 
implications. Discussions of AI auton-
omy often collapse into a binary: either 
a human is in the loop or the system is 
autonomous. Authority is rarely structured 
so simply. Between full manual control and 
unconstrained autonomy lies a wide design 
space: systems in which humans approve, 
monitor, override, set intent, handle 
exceptions, or retain decision authority 
only for specific classes of action. The real 
question is not whether delegation occurs. 
It is how delegation is structured so that 
performance remains aligned with intent 
as conditions change.

Conditions do change, and when they 
do, the allocation of decision authority 
between human and AI actors may need 
to shift. A C2 structure for an AI-enabled 
system is not something you configure once 
and leave in place. It is a dynamic design 
that must account for transitions — mo-
ments when authority needs to move, 
when interaction patterns need to change, 
or when information flows need to be 
redirected. Those transitions are themselves 
decisions, and they need to be part of the 
system’s design from the start. An organiza-
tion that expects its people to reallocate de-
cision authority under operational pressure, 
but has never practiced doing so, is in the 
same position as a military unit whose mis-
sion rehearsal leaves out the hard parts: the 
rehearsal builds false confidence precisely 
where real confidence is most needed.

Consider an example: A maintenance 
enterprise uses AI to prioritize inspections 
and repairs across a distributed fleet. A 
conventional responsible-AI review would 
begin with the model: is it accurate, fair, 
documented, and tested for the intended 
use? Those are necessary questions, but 
they are not enough. A C2 approach asks 
a different set of questions and produces 
different design choices. First, decision 
rights: the AI recommends a prioritized 
repair sequence, but a fleet manager retains 
authority to override when operational 

commitments conflict with model-
optimal sequencing–and those overrides 
are logged, not because the manager is 
untrusted, but because the pattern of 
overrides is itself a signal about where 
the model’s operating assumptions may 
be breaking down. Second, interaction 
pattern: rather than a simple approve/
reject interface, the system is designed 
so that when model confidence drops 
below a threshold, the interaction shifts 
from monitoring to active approval — the 
human is brought into the loop precisely 
when the AI’s basis for recommendation 
weakens. That transition — from monitoring 
to active approval — is exactly the kind 
of reallocation that needs to be designed 
explicitly and rehearsed, so that when it 
happens under operational pressure, the 
people involved know what is expected 
of them and why. Third, information 
distribution: maintenance technicians see 
not just the recommendation but the key 
factors driving it, so they can flag cases 
where local conditions (a part that has 
been running hot, a known environmental 
exposure) are not reflected in the model’s 
inputs. Each of these is a design choice that 
a responsible-AI checklist would not surface 
but that a C2 framework makes explicit.

The same logic applies to AI-enabled 
systems more broadly. The right question 
is not ‘autonomous or supervised?’ but 
‘what command-and-control structure fits 
this system, in this operational context, at 
this level of consequence and uncertainty?’ 
Some decisions should be delegated 
aggressively because AI can act at the 
necessary speed or scale. Others should 
remain with human decision-makers 
not because AI is technically incapable, 
but because the accountability structure, 
ethical burden, or operational context 
requires a human to own the decision. 
For practitioners, that is a systems design 
problem, not just a policy overlay.

A C2 perspective also reframes what or-
ganizations mean when they say they need 
to ‘trust’ an AI system. In most governance 
discussions, trust collapses into one of two 
things: a feeling of general confidence that 
the system works, or a technical judg-
ment that the system has been adequately 
trained, tested, and validated. Both matter, 
but neither is the real question. Wheth-
er an AI system is technically ready for 
a given role is a technical question with 
technical answers. Whether the organiza-
tion should delegate that role to the AI is a 
command-and-control question. The first 
informs the second but does not answer it. 
Organizations already make this distinction 
for human decision-makers. A surgeon 
may be fully trained and credentialed, but 
the hospital still decides what procedures 

that surgeon is authorized to perform 
independently, which require a second 
opinion, and what triggers a review. The 
same structural logic applies to AI. What 
decisions is the system trusted to make, 
and under what conditions? What evidence 
supports that judgment, and what happens 
when the evidence changes? Trust, framed 
this way, is not a sentiment to be cultivat-
ed or a technical threshold to be cleared. 
It is an organizational decision about the 
allocation of authority, one that should be 
specified, bounded, monitored, and, when 
necessary, revoked.

None of this eliminates the technical 
challenges. AI systems do fail in ways 
that differ from human failure: they can 
be confidently wrong, brittle outside 
their training or testing conditions, and 
difficult to interpret when they fail. Those 
differences matter and require serious 
technical attention, but do not solve the 
underlying governance problem. The 
practical challenge is still how to structure 
authority, accountability, and information 
flow in systems that include both human 
and artificial decision-makers. Our 
natural instinct is to reach for the tools 
we know — requirements, verification 
procedures, architecture frameworks, and 
others — and those tools will be needed. 
But they address the wrong level of the 
problem if the organizational decision-
making structure has not been designed 
first. That is exactly where a C2 framework 
is useful — and where a purely model-
centric governance approach falls short.

For systems engineers, the most useful 
way to think about human-AI teaming is not 
as a choice between human and machine, 
or even between supervised and unsuper-
vised operation. It is as a question of system 
design: what decision rights should be 
assigned to which actors, how should those 
actors interact, what information should 
each have, and how should performance 
and accountability be monitored over time? 
Command-and-control theory does not 
answer those questions automatically. It does 
provide a disciplined way to ask them — and 
a way to recognize when an organization’s 
current answers are inconsistent, incom-
plete, or no longer appropriate for the 
operational conditions it faces. At a moment 
when many organizations are rushing to 
operationalize AI, that is more than a useful 
starting point. It may be the most important 
design discipline they are missing.

THREE QUESTIONS FOR PRACTITIONERS 
DESIGNING AI-ENABLED SYSTEMS
•	 What decision rights are being delegated, 

and which remain with humans — and 
under what conditions should that 
allocation shift?
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•	 What interaction pattern governs the 
human-AI relationship: approval, mon-
itoring, exception handling, override, or 
intent-setting - and how does it adapt 
when model confidence or operational 
conditions change?

•	 What information does each actor have, 
and where could information asymmetry 
create brittle or unsafe behavior — or 
mask a degradation in system perfor-
mance?  ¡
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