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Career Path

HARM                                                          Preventing Harm                                        



Cyber Security – Security in “Cyberspace”, a term 
coined by author William Gibson

“Cyberspace. A consensual hallucination experienced daily by 
billions of legitimate operators, in every nation, by children being 
taught mathematical concepts... A graphic representation of data 
abstracted from banks of every computer in the human system. 
Unthinkable complexity. Lines of light ranged in the nonspace of 
the mind, clusters and constellations of data. Like city lights, 
receding...” 
― William Gibson, Neuromancer (1984)

http://www.goodreads.com/author/show/9226.William_Gibson
http://www.goodreads.com/work/quotes/909457


Medical Device Cyber Security

Med Device Regulations (e.g. 
US FDA)

Privacy Regs
(e.g. US HIPAA, EU GDPR) National Security

(e.g. US Dept of Homeland Security)

Protecting medical devices and device data flows from 
threats to their integrity, confidentiality, and availability, 
where such threats could create risks to the safety and 
privacy of patients, and the ability of the healthcare 
provider to provide patient care.  



BloombergBusinessweek
15 August 2013

Safety Risk



Medscape  15 October 2018

Note: US Data

Privacy Risk



The Guardian – 12 May 2017

Availability Risk (+ safety risk + privacy risk)



Understanding Security Risk Management



A New Perspective on Risk

Safety Risk Management: 
Protecting people from malfunctioning devices

Security Risk Management: 
Protecting devices from malfunctioning people
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FDA Quality System Regulation – 21 CFR Part 820
Current good manufacturing practice (CGMP) requirements are set forth in this quality 
system regulation…The requirements in this section are intended to ensure that finished 
devices will be safe and effective and otherwise in compliance with the Federal Food, 
Drug, and Cosmetic Act…

Quality System = Safe and Effective Devices with minimal risk to patient harm



US FDA Involvement – 03 August 2015



Medtronic Defibrillator Vulnerability
TechCrunch  - 22 March 2019

Homeland Security has issued a warning for a set of critical-rated 
vulnerabilities in Medtronic defibrillators that put the devices at risk of 
manipulation.

…Most modern devices come with wireless or radio-based technology to 
allow patients to monitor their conditions and their doctors to adjust 
settings without having to carry out an invasive surgery.

But the government-issued alert warned that Medtronic’s proprietary radio 
communications protocol, known as Conexus, wasn’t encrypted and did not 
require authentication, allowing a nearby attacker with radio-intercepting 
hardware to modify data on an affected defibrillator.

Homeland Security gave the alert a 9.3 out of 10 rating, describing it as 
requiring “low skill level” to exploit.

https://crunchbase.com/organization/medtronic
https://ics-cert.us-cert.gov/advisories/ICSMA-19-080-01
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What is Quality



Quality Defined

Quality means the totality of features and characteristics that bear on the ability of 
the device to satisfy fitness for use, including safety and performance.
Quality (business) ... Consumers may focus on the specification quality of 
a product/service, or how it compares to competitors in the marketplace. Producers 
might measure the conformance quality, or degree to which the product/service was 
produced correctly.
The group of features and characteristics of a saleable good which determine its 
desirability and which can be controlled by a manufacturer to meet certain basic 
requirements. Most businesses that produce goods for sale have a product quality or 
assurance department that monitors outgoing products for consumer acceptability.
The extent to which a product meets its specifications.



Quality Gurus

W. Edwards Deming
Statistical Process Control built upon the work of Walter Shewhart
Deming’s 14 Principles led to “Total Quality Management”
“Improve constantly and forever the system of production and service”
“If you can’t describe what you do as a process, you don’t know what you are doing.”
"It is not enough to do your best; you must know what to do, and then do your best.“

Joseph Juran
Quality Management: Planning, Control, Improvement
Management speaks the language of money
The “Pareto Principle”



The Toyota Production System

1



Six Sigma
Six Sigma - for Process Improvement (developed by Motorola)
Six Sigma is an organizational structure that concentrates on continuous improvement…to 
achieve goals and objectives set by the organization…keeping costs and defect rate at a 
minimal point.
Six Sigma success is based on five key principles: Focus on customer requirements, 
understanding sources of variation, eliminating variation, and continually improving the 
process.
“Six sigma quality"  = 3.4 defects per million opportunities (DPMO). 

Design for Six Sigma - for Product Design Improvement (developed by Texas Instruments)
Determining the needs of customers and the business, and driving those needs into the 
product solution…gaining a deep insight into customer needs and using these to inform 
every design decision and trade-off.
DFSS seeks to avoid manufacturing/service process problems by designing products such 
that they are aligned with process capabilities, to increase product and service effectiveness 
in the eyes of the customer.

Steve Abrahamson, BSME, MBA, CEM, CSSBB, CSSMBB
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Quality in a Regulated Industry
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FDA Quality System Regulation – 21 CFR Part 820
Current good manufacturing practice (CGMP) requirements are set forth in this quality 
system regulation…The requirements in this section are intended to ensure that finished 
devices will be safe and effective and otherwise in compliance with the Federal Food, 
Drug, and Cosmetic Act…

Quality System = Safe and Effective Devices with minimal risk to patient harm



Sections in the FDA Quality System Regulation
Design Controls
Document Controls
Purchasing Controls
Identification and Traceability
Production Processes and Controls
Acceptance Activities
Non-Conforming Product
Labeling and Packaging Control
Handling, Storage, Distribution, and Installation
Records (including Complaint files)
Servicing 
Statistical Techniques

Relevant to 
Good Cyber Practices
(GCP) ?



Key Cyber Interfaces with the Med Device QMS

Pre-Market:
• Design Inputs
• Risk Management
• V&V

Post Market:
• Surveillance

Implications of Agile?

Enough?



FDA Cybersecurity Guidance – Premarket
(02 October 2014)

The need for effective cybersecurity to assure medical 
device functionality and safety has become more 
important with the increasing use of wireless, Internet-
and network- connected devices, and the frequent 
electronic exchange of medical device-related health 
information. This guidance has been developed by the 
FDA to assist industry by identifying issues related to 
cybersecurity that manufacturers should consider in the 
design and development of their medical devices as well 
as in preparing premarket submissions for those devices. 



FDA Cybersecurity Guidance – Postmarket
(28 December 2016)

A growing number of medical devices are designed to be 
networked to facilitate patient care. Networked medical devices, 
like other networked computer systems, incorporate software 
that may be vulnerable to cybersecurity threats. The exploitation 
of vulnerabilities may represent a risk to health and typically 
requires continual maintenance throughout the product life cycle 
to assure an adequate degree of protection against such exploits. 
Proactively addressing cybersecurity risks in medical devices 
reduces the overall risk to health. 
This guidance clarifies FDA’s postmarket recommendations and 
emphasizes that manufacturers should monitor, identify, and 
address cybersecurity vulnerabilities and exploits as part of their 
postmarket management of medical devices. 
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Revisiting Total Quality and Security



Product Cyber Security: What Customers Want

Built-in Product Security
• Security Control Features
• Hardened Devices / Free of Vulnerabilities

Security Awareness within Contract
• Data Transparency
• Defined Roles and Obligations

Operational Support Plan
• Enable and Support Secure Operation 
• S/W Updates and Patches for Vulnerabilities
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Trust



Security and Trust

Trust is the firm belief in the reliability, truth, ability, or strength of 
someone or something.
"relations have to be built on trust"

Quality is about Trust

Security is about Zero Trust

Security must be considered part of Quality to establish Trust between 
Health Delivery Organizations and Medical Device Manufacturers



From FDA DRAFT Guidance:
Content of Premarket Submissions for Management of Cybersecurity in 
Medical Devices

A “Trustworthy Device” 
works as intended, and is 
designed for security
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Root Cause Analysis
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Root Cause Analysis - Example

Factory Employee 
Injured

Employee 
slipped/fell to floor

Oil on floor next to 
machine

Floor slippery 
when wet

Machine leaking oil
Machine not 
maintainedFloor hard

Employee stepped 
next to machine

Adverse Event...          Caused by…                 Caused by…                   Caused by… 

Note: Consider Action and Conditions - easier to fix conditions than to control actions!

Potential Preventive Action

Employee 
operating machine

Co
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s 
   

   
  A
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io

n

Action

Conditions
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Scenario
• Hospital Operations are Shut Down Due to a Ransomware Attack
• All file on devices and in network storage are encrypted
• Malicious Threat Actors demand payment for key
• Hospital is forced to cease patient care operations until resolution 
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Root Cause Analysis – Actions and Conditions

Hospital Cannot 
Provide Patient 

Care

Files on devices 
encrypted

Malware within 
hospital network

Hospital employee 
downloaded 

malware

Employee opened 
email attachment

Flat network 
IT + OT

Vulnerability in 
device OS

Hospital does not 
have encryption 

key

Adverse Event...          Caused by…                   Caused by…                     Caused by…

Devices rely on 
“electronic” files

Devices connected 
to network

Device “use cases” 
involve network 

connectivity

Attachment had 
malware

Action

Conditions

Attached files not 
screened prior to 

opening

1

2

Potential Preventive Action
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Vulnerability in Devices

Vulnerability in 
devices

Defect 
(vulnerability) not 

patched

Patch not 
approved by 

manufacturer

Patch not available 
(some devices)

Available and 
approved patches 

not applied

OS design defect

Vulnerabilities and 
patches not 
monitored

or

or

or

OS not supported 
(EOL)

Ineffective patch 
support from 
manufacturer 

Adverse Event...            Caused by…                                  Caused by…

1
Action

Conditions

Potential Preventive Action

Ineffective patch 
management by 

HDO

Ineffective:
• Process
• Documentation
• Communication
• Asset Management
• Resource Allocation
• Etc.

Device useful life > 
s/w support life
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Attachment had Malware

Attachment had 
malware

2

Threat Actor 
created/sent 

malware

Actor motivated by 
financial gain / 

malicious intent

Low likelihood of 
consequences

Evil exists!

Adverse Event...          Caused by…                   Caused by…

Action

Conditions

Potential Preventive Action ?
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05 April 2018

…a majority of security professionals in the healthcare and pharmaceutical industries admit that they have had a data 
breach because of an unpatched vulnerability for which a patch was available.

This was one startling finding of a survey of nearly 3,000 security professionals across industries and countries by the 
Ponemon Institute on behalf of ServiceNow. 

A full 77 percent of respondents said that their organizations do not have enough staff to patch vulnerabilities in a timely 
manner, while 60 percent said they would hire more staff to help with patching in the next 12 months.

However, adding cybersecurity staff may not always be possible…According to nonprofit IT advocacy group ISACA, the global 
shortage of cybersecurity professionals will reach 2 million by 2019.
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Finding Solutions



A Quality Approach for Med Device Cyber Security

1. Consider user needs that include cyber security

2. Broaden risk management to cyber mis-use

3. Design devices to support security throughout the useful life of the device

4. Anticipate the need for routine security updates to deployed devices

5. Consider multiple stakeholders and regulators with different requirements

6. Develop a “systems” view of patient care impact

Implement a structured process within Design engineering for Privacy and Security

Consider life cycle support during design, and implement strong patching processes

Transparency and Collaboration to Implement Solutions



Quality and Medical Device Cyber Security

Traditional:
Conformance to specifications
Meeting the needs of the customer

Regulatory:
Managing risks to patient care and safety

As designed

As used
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China Healthcare IoT Conference – Interest in Security!
(Steve in Shanghai / Wuxi - 20 October 2018)
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Discussion


