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Enterprise Risk Management (ERM) F~
>4

Framework Program Elements
Strategy
Statement of purpose and approach to managing opportunity/risk in the context of a SoS
ERM Plan
Plan to establish the operating scope, process, tools, documentation, & roles/responsibilities
Process Framework

Overall process structure to systematically and consistently identify, analyze, and manage
enterprise level opportunities/risks

Integration

Interaction with other key enterprise systems/processes such as the IMS and EA
Governance

The policies and mechanisms to render decisions regarding enterprise level opportunities/risks

Products & Tools

A suite of products and tools to enable effective analysis and management of enterprise
opportunities/risks.

Workforce & Training

Courseware Objective measures of practitioner competencies or skills coupled with role based
training decision makers, practitioners and affected stakeholders

Deployment

Phased roll out to ensure that the participating organizations & functions achieve an appropriate

level of of maturity to improve their overall performance. |N1C20JSu$y|§021%10



Enterprise Risk Management Framework
Benefits

Consistency across the SoS community
(Shared) Knowledge database — Single authoritative source

(Shared) Understanding of the problem space and actions being
taken

Credibility based on shared objective decision criteria

Efficiency in consolidated risk treatment, documentation, and
reporting

Compliance with specific regulations and standards, both present
and emerging.
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Increasing Uncertainty

Enterprise Risk Management Framework I@E
Spans the Full Life Cycle G

Level of Uncertainty
(Life Cycle Phase Dependent)

(External) Acceptance

Initial |
Investment
Decision

Final
Investment
Decision

Investment Activities

Basic
Research

Applied Research/System |
Development :

Stage in Life Cycle

Prototyping, Demos and other
Risk Reduction Activities

Operations

Initial Time
Deployment

Acquisition and Implementation

Activities

Increasing Degrée of Maturity? -_—)
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Enterprise Risk Management Framework S

Risk: A future situation or circumstance which creates uncertainties about achieving NextGen objectives. Wm

Opportunity: A future situation or circumstance with a realistic (non-zero nor 100 percent) likelihood/probability
of occurring and which may create a favorable outcome toward advancing enterprise objectives

Program Execution
Planning
Operational Experience

4

Enterprise Risk How Are Things Going?

Identif M t Pl
: y AMABETEN ™ Monitor and Track
Risk/ Results
el iy (Mgmt Visibility)
What Can Go Analyze
Wrong? Risk/
Or Opportunit
What Can PP Y Risk Board
Improve an How Big Is the Select ‘Dec:s:on
Outcome? Risk or Approach

Opportunity?
How Can You Reduce Implement
the Risk and/or Decision
Maximize the
Outcome? Are all the necessary

elements in place for
execution ?



Enterprise Risk Management oo

Governance

Enterprise Risk Board

Execute (chaired by Lead Integrator)

- Risks * Decisions
» Status Reporting

« Priorities « PrioritiessSop 10 Lead
(Recommended) Rigks’ & Integrator

Enterprise Risk Provided
Management Function Structure
/ Risks Opportunitiex

Proposed Risks }' Opportunities

Modernization
‘ Programs ' %SOS Partners I

‘ Operational Outside
programs Stakeholders
» Implementation
‘ SOS Portfolios * Planning ‘ Other BeneficiariesJ
* Lessons Learned
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Enterprise Risk Board (ERB)

Board review to consider:

* Risks
New, High (Red), and Changed

Includes analysis, proposed mitigations and execution OPR
Standardized reporting format

= Recommended Priorities

Provides basis for guidance on Enterprise priorities
Based on criteria established by Risk Board

= Status Reporting
Overall Enterprise Risk Profile
Mitigation execution meftrics
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Enterprise Risk Management Function

Jo=

* Risks
» Status Reporting
* Priorities

* Decisions
Status &
Metrics

Enterprise Risk Management Function
-
. . Risk Manager
Enterprise Risk Mgmt M

Master Repository
Enterprise Risk Enterprise Opportunity
Review Group Review Group
.

=>)
-

ERM Portal
/ Risks Opportunitie

Proposed Risks }' Opportunities

ERM
Portal

( Status )

Metrics
Priorities
\Results/,
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Three Pillars - Tailoring Traditional Risk ncose

Categories to the Enterprise

Program Health
(Solution Development)

Programmatic
Implementation

Schedule & Progress
Resources & Cost
System Performance

Organization

Choice driven
by (singular)
Root Cause

Business Factors
(NextGen Operation)

SoS (External)
Capabilities Acceptance
SoS Performance Environment

Enablers Harmonization

Technolo
9y Social/Economic
Integration
drat Equity
Operational
Considerations Stakeholder & User

Satisfaction
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Likelihood

Consequence

Risk Analysis Criteria and Grid

What is the Likelihood the risk will happen? |:>

Level | Likelihood Existing Infrastructure, Concepts & Processes D
' Near ... Cannot achieve Enterprise objectives and/or
E Certainty |concepts required. (>90% chance it WILL happen) C
D Highly |...Major changes to Enterprise objectives and/or|
Likely  [concepts required. (>2/3 chance it WILL happen)
C Likel ... Changes required to Enterprise objectives B
rkely and/or concepts (~50% chance it WILL happen)
B Low ...Some Enterprise objectives / concept changes A
Likelihood |may be required. (<1/3 chance it WILL happen)
A Not Likely ...Easily achieve Enterprise objectives and/or 1 2 3
concepts. (<10% chance it WILL happen)
Given the risk is realized, what would be the magnitude of the impact?
Level SoS Capability Implementation Acceptance

1 — No impact 1o
Enterprise success

Minimal Impact Minimal Impact

Minimal Impact

2 — Minor impact
to Enterprise success

same approach retained

Minor capability shortfall,
variance < 1%,

Implementation baseline

Minor variance from
Stakeholder objectives

3 — Limited impacM|

to Enterprise success

[oderate capability short- fall,

alternatives available

,Implementation baseline
variance> 1% & =5%

Requires modification
to support objectives

4 —Enterprise success
could be jeopardized

Unacceptable capability
but alternatives available

Implementation baseline
variance > 5% & =10%

Requires major changes
to support objectives

5 —Enterprise success
in doubt

Unacceptable capability and

NO alternatives exist variance > 10%

Implementation baseline

No longer compatible
with objectives

/\
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Enterprise Risk Summary Profile

Status as of xx-xx-2011

(Risk Trends

©

o

o
—
[
—
i

Jul-01  Aug-01 Sep-01 Oct-01 Nov-01 Dec-01 Jan-02 Feb-02

H High OMedium BlLow

Risk data is to reported on a MONTHLY basis
with a minimum of 6 months data is required.

Risk Summary Likelihood Consequence
Total Active SoS Risks 53 A = Notlikely Minimal or no impact

1
. . o . B = Low likelihood 2 = Minor, able to maintain same approach
Risks with Approved Mltlgatlon Plans 25 C = Likely 3 Moderate shortfalls, workaround exists
4
5

New Risks Pending 14 D = Highly likely Unacceptable, workaround exists
E = Near certainty Unacceptable, no alternative exists

Compiled by Enterprise ERM Office



Staged Deployment

'_E ------ (—j Vf — Management Application Suite
.Earned Value
! P ! Integrated Master Schedule (IMS) Management
LU i nd Visibility System
N go% Reporting Services ﬁ
R 4 4
Q[?\Qo/
DN . .
Q) \9\ Opportunity Risk Metrics =y Performance
Data Data Measurement System
Requirements: @
. (Futur b S
- (_ . y.t_u._.e). - Decisions &
Risks’/ ERM Master Actions Data
Requirements i Pror_)osed
Repository _ _Risks | ___ __  Sources
6 .2 Enterprise Risk Opportunities
o @ %o® Application Suite (Phase 2)
' Program ',/.5o? ~r
; ! @\'\. O'OOS
. Deployment ;| \ /%pofl 0%
__(Future) ___ \ “Sks ey
Growth Risks | . _Risks, Actions,
| T =i Reports, etc
' Other Partners
. (Future) | Legend:
----------------- ' Initial - [ ] <=
Future - [___:—= —»
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Enterprise Risk Management
Growth Capabilities

Integration with Program Risk efforts
Integration with Partners’ Risk efforts

Pursuit of potential Enterprise Investment
Opportunities

Opportunity Management

» Risk and Opportunity will be managed through the

same framework.

> For example, any Acceleration Initiative should be managed as

an opportunity

» Opportunity Benefits

» Opportunity Costs

> Risks associated with Acceleration
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