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Motivation
NCO
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» Incidents from 2005 to 2009 (FDA 2010a) }

— 56,000 reports of adverse events
— 87 Class Il Infusion Pump Recalls
— 14 Class | Recalls

» FDA begins initiative in April 2010 to improve Infusion
Pumps (FDA 2010a)
— Establish additional requirements
— Proactively facilitate improvements
— Increase user awareness

» One Additional Requirement: ASSURANCE CASE for
the system (FDA 2010b)

— Assurance Case: “Formal method for demonstrating the validity of
a claim by providing a convincing argument together with supporting
evidence. It is a way to structure arguments to help ensure that top-

level claims are credible and supported.”
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Background

» Assurance cases are arguments

— Attempt to assure that a claim is

valid based on verifiable data

» Toulmin model of argument structure

DATA

Since WARRANT

» So, QUALIFIER, CLAIM

Unless REBUTTAL

On account of BACKING
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Background

> Kelly (1998) codifies structure

and evaluation of safety case Goal
(Claim)

— Amalgamation of:
» Goal Structuringing Notation (GSN)

Argumentation Logic ( A?rtritnigxt forstification
Traceability Matrices J ' (Backing)

Warrant)
Bayesian Belief Networks
Semantic Networks

> Weinstock (2009) extends GSN Bsoul 4.< Context )
safety case to medical device

— Generic Infusion Pump (GIP) example

» Chapman (2010) presents FDA'’s Evidence
new infusion pump guidance (Data)

(S
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Safety Case Structure

Claim: Device is
safe from electrical
shock

Argument: Compliance
with applicable clauses
of IEC 60601-1
minimizes risk of injury
from electrical shock

Claim: Device i Claim: Device is
Claim: Device is aim: LDevice IS safe from
safe from contact safg from_ insufficient
with live parts elxoek:slve pabertvt creepage and
eakage curren clearance
Argument: Argument Argument:
Compliance with Compliance with Compliance with
IEC 60601-1, IEC 60601-1, IEC 60801-1,
Clause 5.9.2 Clause 8.7 Clause 8.9
minimizes risk minimizes risk minimizes risk
of injury from of injury from of injury from
electrical shock electrical shock electrical shock

[

Claim: Device is
compliant with IEC
60601-1, Clause
592

[

?

Claim: Device is
compliant with IEC
60601-1, Clause
87

4

[

Claim: Device is
compliant with IEC
60601-1, Clause
89

f
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Safety Trace Matrix Structure

Interlnatlonalﬁy_‘pOS|um

Hazard Cause Required Risk In-links at In-links at In-links at In-links at depth
Control depth 1 depth 2 depth 3 4
2 Overdose 2.1 Deviceis | 2.1.1 D: Software PR35 SRS86 SWTP191 SWTR15
overfilled monitors delivered | The device The device Verify Verification of
dose and ends shall deliver shall monitor | delivered dose monitor
delivery when the target dose | the delivered | volume is accuracy
proper dose volume to drug volume within +0.4%
delivered [HA107 within £0.5% | with an of reported
accuracy of volume SWTR16
+0.4%. Verification of
SRS87 motor shut-down
The device SWTP202 time
shall terminate | Verify piston
drug delivery [ velocity is 0
within 100ms | mm/sec within
of reaching the | 100ms of
target volume. | receiving shut-
down signal
from motor
controller
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“Translated” Safety Case

Claim: Device is
safe

f

Claim: Software
monitors delivered
dose and ends
delivery when
proper dose

delivered

Argument:
Identified safety
hazards are
controlled

i

Claim: Device is
safe from electrical
shock

Argument:
Maximum dose
error within £0.5%
is acceptable for
target population

Claim: Device is
safe from
overdose

f

Claim: Software

controls dose error

to within £0.5%

Argument:
Sources of
overdose hazard
are controlled

Argument:
Combination of
10.4% monitoring
accuracy and
100ms shut-down
time controls dose
error to within
0.5%

Claim: Device is
safe from
overdose due to
overfill

3

[

T

Claim: Software
monitors dose
volume 1o within
+0.4%

Argument:
Hazards resulting
from overfill errors

are controlled

f
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Claim: Software
shuts down
delivery system
within 100ms

Verification of
motor shut-

User Needs document
specifies acceptable error
(UN3T7)

Test Report #TR6605-014
demonstrates feasibility




Manufacturer’s Challenge

» Capturing arguments, justifications, assumptions
— “Write it down!? Isn’t it obvious?”

» Integration into existing processes and tools?
— DOORS-to-Visio
— SysML

» Deployment of new tools?
— Adelard ASCE

— CET GSNCaseMaker
— Atego GSN modeler

» Level of detail required
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Regulator’s Challenge .
INCOSE

» Providing manufacturers with: (Weinstock, 2009) }

— A process definition that includes
» How much evidence is enough
= How the evidence is used
= Evidence ownership (may contain trade secrets)

= How to submit both the assurance case and the evidence
supporting it
— Assurance of fair evaluation of submissions by manufacturers
that use assurance cases vs. those that do not

» Forced adoption may create industry backlash
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Laying the Groundwork .
I@C\OSE

Ibymp

» Guidance for Industry and FDA Staff: Total Product Ls?”
Cycle: Infusion Pump — Premarket Notification [510(k)]
Submissions (Draft Guidance, April 23, 2010)

» Public Meetings with FDA, Industry and the public
» Presentations of Richard Chapman, FDA

— Establishing regulatory expectations

» Presentations of Pat Baird, Baxter
— AdvaMed Assurance Case Template
— AAMI Working Group to write Assurance Case TIR

» ISO 15026-2: Systems and software assurance — Part 2:
Assurance Case
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