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Overview 
•  Smart Grid overview 
•  Smart Grid Systems & Security 
•  Smart Grid logical interfaces from NIST IR 

7628  
•  System Analysis 
•  Incorporating Security Analysis with 

Systems Engineering process 
•  Summary 
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Smart Grid Overview 
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Smart Grid Systems & Security 
•  Conceptually Security is Simple.  

– Confidentiality , Integrity, Availability  
•  Authentication, Authorization, Encryption, Digital 

Signature, etc.  
•  Smart Grid System comprises of  

– Sub systems that interfaces across Various 
logical and physical boundaries 

– Sub Systems & Components deployed in the 
field, customer premise, control center, etc.  

– Various vendors involved for any given Sub 
System or System ( HW, SW, Communication 
network, etc.)  
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Logical Interfaces from NIST IR 7628 
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Security Overview 

Challenges 
•  As seen on logical interface 

diagram, almost every 
component or sub system is 
integrated with another.  

•  Security vulnerability/weakness 
in one part of the system could 
cause potential damage to Grid 
reliability.  

•  Various Industry & Regulatory 
Standards ( NIST, IEC, ISA, 
NERC, etc.)  

–  Not enough technical details to 
facilitate Implementations across 
components, Sub Systems and 
Interfaces.  

Impacts 

•  Outages = unhappy 
customers/Consumers 

•  Reliability = additional 
fees for Utilities 

© General Electric Company. All Rights Reserved. This material may not be copied or distributed in whole or in part, without prior 
permission of the copyright owner. 
 



Model Based Systems Engineering 
Approach to Security Engineering 

•  Provides a method for tracing security standards to 
system requirements 

•  First level of filter to extract applicable standard needs  
•  Security requirements can be decomposed to various 

level of detail for multiple iteration systems engineering 
•  Security requirement objects are reusable for similar 

projects in the same industry and security class 
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Process 

1.  Build out the Security Functional 
Requirements 

2.  Classify Security Requirements into 
classes (Authentication, Authorization, 
Encryption, Digital Signature, etc.) 

3.  During project Functional Analysis, 
associate Security Requirement class 
objects with System Functions 

4.  Query the model to extract all Security 
Requirements as needed 
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Step 1.  Build out of Security 
Functional Requirements 

•  Security requirements 
come from multiple 
sources (Industry 
Standards, Regulatory 
Agencies, Internal 
Corporate Standards) 

•  Derive security 
requirements to fill gaps 

•  Derive interoperability 
security requirements 
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Security Code Analysis: 

Regulatory	
Compliance	

Industry	
Standard	

Internal	
Policy	

Security	Func8onal	Requirements	

Derive	technical	requirements	to	meet	
func8onal	needs	

Integrate	interoperability	standards	with	
technical	requirements	

Generate	internal	security	codes	for	each	
func8onal	block	



Step 2.  Classify Security 
Requirements into classes 

•  Create high level 
security classes 

•  Associate appropriate 
Security Requirements 
to the classes 

•  Continue to build out 
and draw associations 
as new security 
requirements as added 
to model 
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Step 3.  Associate Security Requirement 
class objects with System Functions 

During project Requirements-
Functional analysis, associate the 
Security Requirement classes to 

the system functions 
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Step 4. Query the model 
•  Database modeling systems allow for custom queries 
•  Query all applicable Security Requirements by Function, 

Security Class, Project, etc. 
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Conclusions 
•  Construction of a security model – 

incorporate standards, regulation and 
policy 

•  Incorporate the security model with project 
model of interest 

•  Traceability enable searchable platform to 
identify project requirements to industry 
standards to security requirements 
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