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Cyber-Physical Systems (CPS) INCOLE
. . Avionics N /4
in Our Life Today...
Automotive
Transportation

(Air traffic control)
( il !

¥

g i

Telecommunications

Factory
automation

Buildings | :'' “

Power generation
and distribution




...and in the Future
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INSTRUMENTED INTERCONNECTED INTELLIGENT

- " IBM Smart Planet Initiative

TerraSwarm Research Center

“Enriched” input and output devices on (and in) the body
and in the surrounding environment enable real-life interaction
between humans and cyberspace
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Methodology and Tools: The Challenge of MC‘E‘“gE
Combining Heterogeneous Worlds tecmigies oot

scale to highly
“Let’s Get Physical: Computer Science Meets Systems”, ETAPS Workshop, 2014| complex or

adaptable systems
p y 7

Design process ( / - | [':':':‘T Virtual

Z;ﬁ:::;ges Kj ost % A Integratlon Verification
OpnmlzamyA Architecture

system and

largely ignores .

complexity — f

undesired and

multi-mode Ize/Powe

interactions 7 Kfpt'm'zam"

Component Component
Design Testing

Need a rigorous framework that:
- enables design-space exploration across
different domains in a scalable way
- integrates design techniques and tools
from multiple disciplines
Physical system (plant) Embedded syskem - enables early detection of requirement
(computation) inconsistencies 7

Networking

Verilog




The iCyPhy Approach:
Platform-Based Design With Contracts

Application Space: System Specification

Performance

Contracts
Behavioral
and Extra-Functional Models

Controllers

Implementation Space: Platform Library
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Running Example: Electric Power System INCOSE
7 « 1) A N4
in “More-Electric” Aircraft

o Components: generators
& &) ? .......... 9 .......... o ° '
T T = oads, buses, contactors,
e transformers, rectifiers,...

: | o Design architecture and

L e O control under safety,

: L it L . ope .

5 T T | reliability and real-time

N e L T e i :

TR T = performance requirements
wo) ] [T ]

i [ LvDCESS Bus 1 I—Hr‘—l L\/JD:ZESSE:_Z | |

fed—= T T == o Typical requirement:

‘— woceuss  JHh{_Lwoceuse  f—— o o

---------------------------- A critical bus shall be

Single Line Diagram modified from unpowered for more than

Honeywell Patent

70 ms with probability
smaller than 107°

“A Contract-Based Methodology for Aircraft Electric Power System
Design,” IEEE Access, 2014



Outline

e Background on contracts

o Structure of the methodology
@ Requirement formalization

o Library generation
@ Mapping specifications to implementations

o Design examples
o Aircraft electric power system
o Aircraft air management system
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INCO}E
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Why Contracts?

Contracts are Assume-Guarantee o
oairs Assumptions | Guarantees

— Component properties are
guaranteed under a set of
assumptions on the
environment .

— Global properties of systems are [
derived based on local
properties of the components

System Design

. Raclet Sangiovanni ‘12
enzinger _

Software Engineering and Verification ]
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Assume/Guarantee (A/G) Contracts
— ( variables: { Inpus:  z,y
| Divide: X/y ]7-—> outputs: =z
o Cr: 9 types: z,y,z € R

An implementation M satisfies
acontractif MNACG

An environment E satisfies a
contractif EC A

(A, G) is compatible iff A
(A, G) is consistent iff G

assumptions: y # 0

(  guarantees: z =uzx/y

Set V=1U O of variables
Set A of assumptions
Set G of guarantees

4 )
Composition
G=G, NG,

\. .




Assume/Guarantee (A/G) Contracts

( . inputs: .,
— o variables: { Pt \ oy
Divide: x /y -— outputs: =z
Cy ot 4 types: z,y,z € R

assumptions:  y #= 0
guarantees: =z

. )
Refinement
A A
G, G, p ,AZ G,
[ [ I I
— N o) -
Conjunction
A=A UA,
\G =G, NG, y
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Contracts for Formalizing, Analyzing NCOSE
[ [ 14’\;
and Propagating Requirements
— e e Structure and formalize
;:F;zl;zghty = RRRR EEEEEEE — e Component/Environment
3. Performance w = a e Functional/Safety/Timing
4. Cost (e.g. e S S B S
energy, weight,...) - .
- ( Conjunction: ]
Requirements isfy?
Refinement:
isfy”? Replace? Composition:
Compatible?
et etz £) £ 7]
torque inertia spring inerti
/\(D:‘ J.=J_ 1; ;‘ J_=J. ‘ :
My = —r M, | 1
&

Physical system Embedded system Controller



Horizontal and Vertical Contracts

o Horizontal contracts deal with components at the same level
of abstraction

o A component can express assumptions and guarantees w.r.t.
another level of abstraction [Nuzzo, et al., IEEE Sensors J. ‘12]

7

/Continuous Leveé

Assumptions

Reaction time

Resource usage

\.

Discrete Level\
Assumptions

Need to show consistency between
Discrete and Continuous levels

Actuation delay

Worst case
execution time

Sensor accuracy)

J

12



The Structure of the Methodology > 4

i Top-level Requirements

Domain-Specific (System Contract)
Language/Patterns
C.'A,syn CVC,syn Cver/sim

Static/ _ .
Extra-functional Architecture Design

(e.g. Reliability,
Energy, Cost)

—
—

Continuous Time
and Hybrid

System
Architecture

Control Algorithm

Component and Lower-level Requirements
Contract Library (System Architecture and Control Algorithm)

13



Electrical Power Distribution System

Methodology and Tools

O{E=1Ac=0A(xc <T.,,)) —
(Oc=0AOzc =z +0)},
O{(c=1Ac=0A(xc >T.,.)) —

Top-level Requirements

Language/

(OC =1V Oxc =xc + 5)} , Patterns CA,syn CC,syn Cver/sim
Z MY > Z M Z M > Z M
D[n,oo)(O[o,tmm](l VDc( ) — Vd |< €)) A St_ﬁ ; Architecture
ald Design System

Extra-functional Architecture

Discrete Event el RifE
Hybrid and Control
Design

Continuous Verification and Simulation-Based

Time Design Space Exploration
and Hybrid

Component

and Contract

. Lower-level Requirements
Library

-QQ ¢

T T
[ HVACBusI H }—~| HVACBusZ H H HVAC Bus 3 H }—{ HVACBu54 ]

I T '1 T
- - RY Ry
HVDC Bus 1 M 1 HVDC Bus 2

) S— S i

ACT ;; ACT

= [ vacBust H |—‘4 WACBus2 | =
'

: T i
—P——{ ACEsSBws3 H LVACESS Bus4__|—————

= .__.__.__...._._.._L_ .................. i .................. -

-
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Capturing and Formalizing Requirements (.

as Contracts

1. No AC bus shall be simultaneously

Specificat

if systen
then do

PPN B AP IS AN Ar | — II

—}

By

INCOSE

-' ‘\!’
Vv g 51.9#

Mixed Integer-Linear
Contracts

(e.g. Steady-state,
Topological)

Linear Temporal Logic
[Pnueli’77] Contracts
(e.g. Safety)

Name Environment Variables
eps_contract ghl_
gh2_
System Specification gh3_
if system is sensing ghl_then do gcl_ rhl_
if system is sensing gh3_ then do gc3_ th2_
if system is sensing ghl_and gh3_ then do ((not gc2_) and (not c1_) and (not c2_))
if system sensed not gh1_ then do countl_ T Add R
if system activated countl_and sensed not ghl_then do gc2_and c1_and not c2_ ‘ﬁ gimove
if system sensed not gh3_ then do count2_
if system activated count2_ and sensed not gh3_then do gc2_and not c1_and c2_ System Variables
always ¢5_and c6_ rel
if system is sensing rh1_and rh2_ then do not ¢3_and not c4_ rc2_
do rcl_if and only if system is sensing rh1_ cou_ntl y
do rc2_ if and only if system is sensing rh2_ coumz'
if system sensed (not rh1_) or (not rh2_) then do count3_ count3_
if system activated count3_ and sensed (not rh1_) or (not rh2_) then do ¢3_and c4_ -
— — in Specifi
| Add Edit Remove | Add Domaln peCI c
- Language:
| Compatibility | | Synthesize | | Reset | | O
Activity monitor
noparallel(G,,)
essbus(B,)
——— e

failEvents(10°.,G_,R,)

disconnect(G,R )




Electrical Power Distribution System
Methodology and Tools: Architecture

Of{(c=1ANc=0A(zc <T., . ) — e
(Oc=0A0Ozc =xc +9)}, Domain-Specific Top-level Requirements
Of{(c=1Ac=0A(xc >T.,.,)) — Language/

Patterns

C CC,syn Cver/sim

A,syn

(Oc=1V Oxc =zc +96)},

nzl M2 nzl i "Zl M= "Zl M Interconnection Power
Oiri.00) (Q10,tmae) (| Vo (t) = Va [< €)) A static/ Architecture z:b M > "z':b A F|0V\.’/
Extra-functional Design e = = Electrical
Reliability

n

r=PF)=P <U FL.>

Discrete Event Component
Hybrid and Control

Design i

Verification and Simulation-Based

Minimize COSt, Con_ltinuous e o .
Weight, number of ond :_’I‘;‘,ebrid esign Space Exploration
components subject
to connectivity Component '
(electrical,...) and an Li%‘l’r::;ad Lower-level Requirements Component Attributes:
reliabilit 'constraints - Reliability (Fault models)
y - Cost
- Type (function/role in
[DATE’15] system)

16



ARCHEX: Harnessing the Complexity & \
of Symbolic Reliability Computations =~ 2%#€X

ILP Modulo Reliability (MR)

IBM ILOG
CPLEX
e
Integer-Linear

Program

ILP With Approximate Reliability (AR)

~ /MATLAB
‘ '

Initial Recohﬁgurable Approximate
Template Reliability Algebra

Exact Reliability F|n§I Architecture
’ Analysis ——
' X7

ILP-IVIR: Combines ILP solver ILP-AR: Generates monolithic ILP
with exact reliability analysis instances (eager), albeit of a larger size

(lazy) — Computes linear symbolic
zy rolianhilitvs canctraintc in Olynomlal

- M Generate in a few minutes power system

B 'Er;c architectures with up to 50 graph nodes

Integer-Linear

IBM ILOG Program
CPLEX

tical

17



Electrical Power Distribution System
Methodology and Tools: Control

O{@E=1Ac=0A(xc <T.,,)) —
(Oc=0AOzc =zc+9)},
O{(é=1Ac=0A(x¢c >T,,.)) —
(Oc=1VOxc =xc+90)},

Top-level Requirements

Domain-Specific
Language/
Patterns

CA CC,syn Cver/s‘im

’syn

static/ Architecture
tatic . s

ystem
Extra-functional Design Architecture

Nioad

Nree Nrec Ndch

Z MY > Z M, Z M > Z M

i=1 i=1 i=1 i=1 A
Otr.00) (Q10,tmaal (| Vo (t) = Vi [< €))

Continuous
Time
and Hybrid

Component
and Contract
Library

Lower-level Requirements

18



Control Synthesis from Temporal Logic NCOsE
Contracts e

G,

O (e;=1) (P., > li,)
{Ae=n prz S DA{ﬁAM

Power Flow No Paralleling AC sources Centralized and
} distributed

controllers for
different topologies:

i,jEG CNEPL_]’

4-113 states, 0.5-2 s

@ iuLip
TL Specification
& Architecture

Control Synthesis

Environment Assumptions: T 7 77 )
LTL Behavi Possible Failure Configurations 1
A ehavioral /
C Models Es ={ep|T' € h(rs)} i i
Architecture - g d RS )

19



Electrical Power Distribution System 22
Methodology and Tools: Control W

(Oc=0AOxc =xc+6)}, Top-level Requirements
Of{(c=1Ac=0A(xc >T.,.,)) —

(Oc=1VOxc =xc+90)},

Language/
Patterns

;‘g
CA,syn CC, G i o ’ 55

syn ver/sim

Nioad Ndcb

Nrec Nrec

1yrd 1l vsrd 1rdd
PRV N Vi N Vi N P
i=1 i=1 i=1 i=1

|
. A A g 1 M\ \
Oirs.00) (Q10,tmael (| Ve (t) = Vi |< €)) — Architecture
P Syst
Extra-functional Design Arcl‘mlisteec:::re

BPCU Reaction Time (s)

Continuous
Time
and Hybrid

Component
and Contract

. Lower-level Requirements
Library

20
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Control Design: Monitoring STL Contracts

Real-Time Performance Requirement MATIAR
SIMULINK
D[Oatmaa;]_'(|VLD2<t) - Vd| < (5) /

BREACH 1 Toolbox
[Verimag]

- 1 1 1
0 0.05 01 0.15 0.2 0.25

LR2 Health Status

O [ ]
0 0.05 0.1 0.15 0.2 0.25

w
[=}

= : ; :
o 20ff T . | TRRUTURRUURRURRRRPRR | ISR SRR . -
E’ H
g 10 —' I . s _tmax=70ms :
N 0 ;
(=]

DCLZ - -10 i 1 1 i ]

0 0.05 0.1 0.15 0.2 0.25
Time [s]

Real-time requirement violation at the DC bus due to a two-
generator fault followed by a rectifier fault (worst case scenario)

21



Control Design: INCOSE

1?’3252’3 ‘

Optimizing Real-Time Performance s

min C(FL,T, ﬂ.) Model/Formula 0.025
ReK,TeT,mell Parameters |
(
S, K) = |
\3:( ’ ) 0 Behavioral Model } .
S.t. _
( .
S |: Ps (T, 71') Vs s.t. s I: (peJ § 0015
\ STL Contracts ,
" 0.01 |
m2\,.“,~~-" ‘H.‘”,,é“' " m'é-nA“.';-u_>mu oo |
L 5 10 15 20 25

[
=
(A

BPCU Reaction Time (S)

3
a
qg* 0.1+ Contactor OpeniClose Delay (ms)
:g 0084 “ Controller reaction times and contactor
gool delays in the blue region satisfy the
an requirement

BPCU Reaction Time (<) e Contactor Delay (ms) ~4 hours for a 13x13 point grid

Duration of the violation
of the DC bus requirement

22
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Aircraft Air Management System Nt

T o Pressurization

Elz‘)fnotf ud\{d\n bl” Cold Air and Air

el Conditioning Kit

T.| P | EW Valvel - o w, T, PoWi [ mx | T Po, W Qpass, AQ o Va|Ve 1 COﬂtFOlS

— { Fork——"; p — { Mixer | = [ Cabin | .
I the flow rate into
S the system
Tow B e Valve 2 controls

o Design architecture and control
to

@ Supply desired pressure and fresh air

to cabin at comfortable temperature
and humidity

o Beresilient to faults, e.g. freezing or
warping of components

fraction of inflow
that is cooled in
the heat
exchanger (HX)
by the cold mass
flow

23



Air Management System
Methodology and Tools

Q[0,15min)291 < T, < 298

(Cmat == Al — D[O,oo)Tcomp < 450K)
(Cimat == steel = Ojg, o) Teomp < 800K)

T.[P Valve 1
w7 lw

&

Actuators Control

VM
(and pilot)

Ojo,00) Tz > 273

I Receding]

State

Horizon

A

Supervisory|

Estimation

Control

Sensors

Static/
Extra-functional

Continuous
Time
and Hybrid

Component
and Contract
Library

Top-level Requirements

MU[]ELI[A
Design
-~

Lower-level Requirements

D=4mm, HXW=0.4m’

Cold Cabin/
Frozen Heat
Exchanger

CC,syn CverAs‘im

Length [m]

Hot Cabin

System 01

Architecture

Ambient Flow Rate [kg/s] 24

D=2mm

Frozen Heat
Exchanger

Length [m]
Hot Cabin

Safe Region

0.1
4 0.25 0.75

6.5 min for 1251 configurations on an Intel
Xeon 3.59GHz with 24GB RAM

24



Moving Forward: Towards an Integrated "{995
P

Framework for System Design

o Presented methodology for complex
CPS design

o Meet-in-the middle process (platform-based
design)

e Compositional and hierarchical (A/G contracts)

@ Two examples of industrial relevance

o Next steps

@ More tools for “usable” requirement
formalization

@ More scalable contract analysis algorithms

@ Improved control synthesis algorithms for
optimality, scalability and support for richer
specification languages

Y
""71 "%

Reliability
Aity/sis

NG
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