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Some Definitions 

•  Resilience of an engineered system can be thought of 
as the capability of the system to anticipate, survive and 
recover from being stressed by a threat situation. 

•  A resilient system is one which is designed to respond 
to threat conditions in a predictable manner, normally 
involving gracefulness of the amount and kind of 
degradation that occurs as a result of threat events. 

•  Or is it? …. 
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Some Definitions of Resilience 

•  The Oxford English Dictionary (OED) [6, p. 1807] defines 
“resilience” as “the act of rebounding or springing back.”  

•  Hollnagel et al [6] regard resilience as starting with 
detection of an impending threat and proceeding through 
recovery. In contrast Richards [11] regards resilience as 
limited to the recovery phase whilst the original threat 
encounter is covered under the rubric “survivability”, 
following definitions accepted by US DoD . But others 
place a heavy emphasis on the causes and prevention of 
accidents [8, 12, 13]. 



Some More Defintions 

•  Haimes et al [4] provide: “the degree of insensitivity of 
systems performance to errors in the assumptions of 
design parameters and variations in the operational.  
This second view is concerned with the capacity of the 
system to adapt to real environmental or operating 
conditions that differ from the design assumptions.  



Aspects of 
Resilience 



Dimensions of 
Resilience 



•  Very many definitions exist and they differ in 
–  The ability to anticipate and minimise threats 
–  Whether the threats are limited to external threats 
–  What level of stress the threats represent compared to design 

values 
–  What constitutes recovery 
–  Tolerable levels of system degradation 
–  Time required to recover 

•  One could write papers on how best to define resilience! 
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The Challenge of Defining Resilience 



Some Thoughts 

•  Let’s assert that the system starts in the nominal 
operating state 

•   When the system encounters a threat event beyond its 
design limits it may transition to partially functional states 
and sometimes to completely non-functional states 

•  The transitions between these states are dependent on 
the type and magnitude of the threat event, the resilience 
of the system as determined by its design, and the 
decisions and actions undertaken by its operators, and 
the conditions including thresholds that trigger 
transitions. 

•  If the system can be repaired it can also transition back 
to the nominal state. 
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Items Needed to Define Resilience 

•  Current operating state of the system 
•  The other possible states of the system 
•  The threats that are to be considered 
•  The events that trigger state transitions 
•  The state to which the system is expected to transition 

for a given event 
•  States to which the system should not transition  
•  Maximum length of duration in new state(s) 
•  Stochastic definitions of most of the above 
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Experiential Approach to Model Design 

•  Model: a Mealy sequential automata that comprises: 
–  A set of states with defined system capability values 
–  A set of transitions between states 
–  A set of pre-defined state-transition triggers 
–   and produces outputs based on any inputs which exceed 

transition thresholds. 

•  Model is asynchronous and stays in current state until a 
state-transition trigger is received. 

•  Model populated from a set of resilience case studies 

•  See paper for description of states and transitions 
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Refined to become A Formal Definition of 
Resilience 

•  A formal Mealy state machine is defined as a 5-tuple 
〈𝑄,𝐸,𝐹,𝑁,𝑊〉, where: 
–  𝑄={ ​𝑞↓1 , ​𝑞↓2 ,⋯ ​,𝑞↓|𝑄| } is the set of discrete internal states selected to 

define the possible states of the system. 
–  𝐸={ ​𝑒↓1 , ​𝑒↓2 ,⋯ ​,𝑒↓|𝐸| } is the set of events that can cause state 

transitions in the system; 
–  𝐹={ ​𝑓↓1 , ​𝑓↓2 ,⋯ ​,𝑓↓|𝐹| } is the set of functional capability levels that 

might be exhibited by the system; 
–  N is the function that relates every pair of elements (​𝑒↓𝑡 , ​𝑞↓𝑡 ) from E 

and Q to the next state qt+1, i.e. the state transitions; 
–  W is the function that relates every pair of elements (​𝑒↓𝑡 , ​𝑞↓𝑡 ) to an 

element in F, i.e. ft+1; and 
–  |𝑄|,  |𝐸|,  |𝐹| are the number of elements in Q, E, and F respectively. 
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Constructing a Model for a Specific System  

•  Enumerate the events that need to be considered, E 
•  Decide the number of system functionality levels F and hence 

the number of states Q 
•  Complete the tables that holds N and W 
•  (These would be expected to be a subset of the generic model) 

•  Add any additional elements and transitions necessary to 
capture key information. 
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Example: Resilience States for a Electricity 
Generation and Distribution System 
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Example: State Transition Table for an Electricity 
Generation and Distribution System 
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Example: State Machine Diagram for the 
Resilience of a Smart Phone 



Conclusion 

•  A generic resilience model has been described. 
•  Model can inform specifiers, designers, operators and 

regulators of a particular system by providing clear 
identification of the resilience-related issues. 

•  Enables better specification of resilience characteristics, eg  
–  Events that need to be considered along with magnitude and extent 
–  Conditions around repair, such as repair times 
–  Internal threats such as potential obsolescence of components 

•  Such a specification of the desired outcomes of resilience 
usefully informs system design and T&E 



Questions? 
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