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Aims of the research S

!I' .5‘:'
to explore the parallels between o6 o Iﬁg’m
biological systems and engineered systems ok

July 18- 21, 2016

using the Systems Tree — a map of systems thinking concepts

Patterns in biology, engineering in the mind of systemists

www.incose.org/symp2016 3



Content of the talk

solutions in defence and security

Architectural parallels between biological and engineered
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An emerging Similarity, Exploring trade-
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thinking & used autonomous-
acting in modelling adaptive systems
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Reflection
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Architectural parallels between biological and engineered
solutions in defence and security
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1

An emerging framework for
systems thinking & acting

www.incose.org/symp2016



Systems Thinking W

| INCOSE

Edmburgh UK

System Thinking is what you have to do whenyou | »*"*"
are faced with the inexplicable*
It changes your attitude about your thinking.

L . The problem

@ is not the
problem.
The problem

is your
‘ attitude about

the problem.

Do you
understand?

Captain Jack Sparrow

*unaccountable, unexplainable, incomprehensible, unfathomable, impenetrable, insoluble, unsolvable,
baffling, puzzling, perplexing, mystifying, bewildering, mysterious, strange, weird, abstruse, enigmatic, beyond
comprehension, beyond understanding.../...

www.incose.org/symp2016 6



When faced with chaos and complexity

Unknown “What”

The perceiver lacks the mental
models to comprehend the Patterns
behaviour of these system

Structures Limited “How” Analysis can be

used to explain how these
systems behave as they do

Systems Biology

Complex Complicated

Enabling congtrainte
Loogely coupled
probe-sense-respond
Emergent Practice

Governing conetraints
Tightly coupled
sense-analyse-respond
Good Practice

New theories

and concepts

Chaotic Obvioug

Lacking constraint
De-coupled

act-sense-respond
Novel Practice

Tightly congtrained

No degrees of freedom
sense-categorise-respond

Becet Practice

*

Estabiished

Science is inadequate to Leaps common wisdom
predict why these systems of faith Systems that everyone

behave as they do apparently understands

www.incose.org/symp2016

Edinburgh, UK
July 18- 21, 2016



Without system science, we remain
alsystemists

"It is the function of science
to discover the existence of a
general reign of order in
% nature and to find the causes
governing this order. And this
refers in equal measure to the
relations of man - social and
political - and to the entire
universe as a whole."

Dmitri Mendeleev

SYMBOLS OF THE ALCHEMISTS AND
THEIR SIGNIFICATIONS.

Water. Water.

Aﬁc'—vwv

Lead. Tin. Iron. Golad. Copper.  Mercury. Silver, h

’5‘21«303§c

Antimony. Arsenic. Aqua Vite. Borax. To Purify.

Cinnabar. Caput Mortuum. An OlL Saltpeter. Magnet.

%%@%ﬁmA
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“Until recently, most of systems
thinking could be best characterized
as descriptive, faith-based, anti-
reductionist approaches... we argue
that we are on the cusp of
appearance of a more testable
“science” of systems.” — Luke
Friendshuh and Len Troncale 2012.
Presented summer 2012 at the
International Society for Systems
Sciences



Candidate elemental framework
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Systemists consider
these systemic
mental models

when interacting with
any situation

analogous to

Chemists considering
chemical elements
when interacting with
chemical substances

Edinburgh, UK
July 18- 21, 2016
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Imagine facing the challenge to build our biological F\

defence and security system ivln2
A . ,/
Over reaction o6 ,gg,s;
Infringement of rights Intolerance Smburgh, UK
and liberty
Internal Threat External Threat 1
Autoimmune problem Allergic Reaction
(Hashimoto's Thyroiditis, Rheumatoid (food sensitivities, allergies, eczema,
Arthritis, Lupus, Inflammatory bowel asthma, sinusitis)
disease, Type 1 Diabetes) .
Immune Over-reaction External

Balanced Immune System = Optimal Effectiveness

Could we learn
something by
exploring this?
Insurrection lllegal Immigration

www.incose.org/symp2016 Under reaction



Architectural parallels between biological and engineered
solutions in defence and security

s

26 INCOSE

Edi b ghUK
July 20

2

Similarity, analogy & metaphor used in modelling

www.incose.org/symp2016
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Our method for exploring

Helicopter Pilot’s
Handbook

) oS
Wy
26 | 'INCost

Edinburgh, UK
July 18- 21, 2016

Extent of relation sharing =

o

Extent of attribute sharing —

Embrace complexity and gather Data

Perceive Similarities

Try to make sense of it with Analogy and Metaphor

Formulate the big picture and attack Anomaly

Change viewpoint & Consider new and additional perspectives
Validate impressions with experts

WWW.INcose.org/syn

IPZUI0 12



s

Architectural parallels between biological and engineered 25 o '"°°SE

Ed b gh UK
solutions in defence and security N

3

Exploring trade-off in complex distributed-
autonomous- adaptive systems

www.incose.org/symp2016 13



Perceived similarities to explore

Biological system

concepts [
1 . I
. Scenarios of
Operational enemies
scenarios attacking the

human body

s Fixed defences

——

q Lo
rriers of protect™®
Lines of defenc®

Security Control _Adaptive Defences

Security policy,
Information, Assets,
Intelligence, Control

Management

Adaptive
immunity

www.incose.org/symp2016

1 1

1! Systems Tree

1!

1 1 Stakeholders |

1
Needs/Rqmt | Context
Emergence |

Circumstances

Components |
| - Structure
|
|

Hierarchy

Boundaries

Togethernesd

Integrity

State

p— -
| Behaviour

Dynamics

Patterns

I Influence = Relationshipq

Network

"y
26 | INcosE

Edinburgh, UK
July 18- 21, 2016
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The three pilars of Defence in Depth (& Breadth ?) F\

Barriers
Physical protection
systems

www.incose.org/symp2016

i

Edmburgh UK
July 18- 21, 2016

Levels of protection
INCOSE
Arrangement of barriers
and lines of defence
according to protection
goals

Should one level fail,

the subsequent level
comes into play.

Lines of defence
Structural & organizational
means

15



Physical barriers of protection

e

| — |
el

s & @\

1st physical barrier
skin

2n4d physical barrier

epithelial tissue

—
S

reinforced 2" physical barrier

rib cage, skull

3rd physical barrier
Blood-Organ Barrier

www.incose.org/symp2016

26 INCOSE

Edinburgh, UK
July 18 - 21, 2016
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Lines of Defence ﬁf\

Structural means (Innate & adaptive) 26 INcose

Edmburgh UK

detection & active protection systems, human/organism
interfaces etc.

<

ﬂhcare sy @

Organisational means (Innate & ada@
safety instructions, procedures, etc.

www.incose.org/symp2016 17




Lines of defence S

PPy
Concepts of Biology-1st Canadian Edition 2015, Charles Molnar and Jane Gair !g:a-.. o , v
Vertebrate Immunity 2@ ' /INCOSE
Innate Immune System Adaptive Immune System Felinburgh, 916
Physical Barriers Internal Defenses
» Skin, hair, cilia « Inflammatory response + Antibodies and the humoral immune response
+ Mucus membranes » Complement proteins + Cell-mediated immune response
* Mucus and chemical secretions * Phagocytic cells + Memory response
« Digestive enzymes in mouth « Natural killer (NK) cells
+ Stomach acid

First line Second line Third line

When you identify a new concept...
typically someone else has most
likely already had the same thought

www.incose.org/symp2016 18




DSS response forces

26 ' /INCOSE

The various cells in the
Innate immune
system are analogous

Bone Marrow

Hematopoietic

to civil servants. Fire
fighters, waste
disposal, healthcare,
police.

Macrophages &
Dendritic Cells in
particular provide

Cells

[ 4
RBC S

Platelet (#8.=

)
=)

Myeloid Progenitor Cell @4/ ~ ’a Lymphoid Progenitor Cell

Natural
Killer Ce

¥

/

L

Hematopoietic Stem Cell

[y N\

Edinburgh, UK
July 18- 21, 2016

The Adaptive Immune
system works on acquired
intelligence

T cells mature in the
Thymus,

intelligence to the Neutrophil 5% B atraining & proving area
Adaptive Immune Eosinophil ’@ J' j inmlphocyt:s Lymphocyte | in friend/foe detection,
. * Helper cells
System. Basophil J@ /. Regulatory cells @ where only the top 2% of
et L endritit . Cytotoxic cells ¥ h i
Y Lo y S the candidates pass.
. .. M t '
During incidents onocyt &) % Cel S
neutrophils are N B B cell activity is antibody
Innate Antibodies

usually the first on
the scene.

www.incose.org/symp2016

Macrophage /

\ Adaptive

mediated. They are
supported in threat
recognition by T cells.

19




26 INCOSE
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Levels of protections

Objective Essential means
. 1 Intrinsic resistance
Level I / i Abnormal — = of the body
operation &
KControl & detection failure Innate & adaptive
Tzwall of failures immunity. Health

supplement & good diet

X
. D Innate & adaptive immunity.
ontrol within the Medical support necessary
IR design basis (repair) to control the damages
Control of severe cond. Innate & adaptive
Level 4 prevention of threat immunity. Medical support
progression, mitigation necessary to target specific
of damages v threats
Mitioati . f Off site emergency
itigation o N I !
IPAVZINN  cmergency situation Emergency response provided by

Jv hospital emergency

support

www.incose.org/symp2016

w v
26 s ',N_cps_..f

Edinburgh, UK
July 18 - 21, 2016
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The Defence and Security System functions...

Defend & secure the human body 26 ruc INCOSE
Edinburgh, UK
| | | | | | | July 18 - :91 2016
Buicld'&tthmJ Provide Communicate
sustain the
I . security to Control and i
unique identity he h v with different Command Build the Ada.pt to the
of the human the human survey actors memory environment
body body
Establish the individual Provide intelligence service Acquire a target Build the DSS assets
"Self" identity Search pathogens Respond (react) (drive out, Maintain the DSS
Distinguish the "Self" Identify internal tumours, spies, attack, fight, kill) assets
and the "non-Self" terrorists Repair the DSS assets
Indicate and alert the key actors R b
Collaborate with different actors ememuer
Recognize
Respond differently the second time compared to the firsttime

Secure areas inthe human body

Manage the human ho:lr:,r a[:;:ts which contribute to Collaborate with different actors
e
. L . . Ensure that information receives an appropriate level of
Provide passive immunity from a nursing motherto an tecti
infant protection

Manage information security within the human body

Prevent damage in the human body

www.incose.org/symp2016 22



The Defence and Security System architecture

u n v " A m "

. - . “ " M \ - . f " , R .;.r
[ 1 1 1 1 U 1 1 1 e
Facility Security Systems (Includes Innate Responses) | Response systems (Lymphatic system / Adaptive Security | Endocrine system (Organisational | Peripheral Nervous System (T 2 6 .o INCOSE
Systems| Management Systems) Systems) el lsyrmy
Edinburgh, UK
_ _ _ July 18 - 21, 2016
Perimeter Defence Systems Interior Defence | Primary lymphoid Secondary lpnphoid organ: Ariz of the Endrocrine Spsten Astonomnz Som:
Systems oIgans
Epithelia | Mucosa i tik Tyaph i Gosad | Adresal |Thyroid | Stomach | Parasympathetic | Sympathetic|  Som
Tissues, | wndother |Commensa SL:L::Z Lll:li:n Bone | e Illoldzs Lynph Re*”t:;ge (HRG) | (W) [HPT] (HPS] | (Restor Digest) [Fi.l;htc-r el
$kall,  |Excretions | ] Warrer | o) [n-:u_e Yessels Appendi RN (0] | (Strezs) | (fection| [Hunger) Flight] | Moru
Cy Support | [Myeloid [Matures |Tonsils, Spleen Lhits [N, |
vertebral | from | Bielogical . |[Matures B Y| (Includes 1
. [Compleme | progesit o | TCells] | Peyer's BadT
column and | Epithetial | Support Cells) Diwcts)
Ribs Tisrae ut System) | or cells) patches Cells)
1
Functions provided by the systems
i i i
Ta provide different phygical barriers of protection X
To provide chemical barriers of protection X
To provide biological barriers of protection [commensal L
To provide a protective coating for the mucous surkaces X
Ta recruit agents of immune responze X X X X X X X X X
| i
WWW.INCOSE.Org/symp£u.lo
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Defence and Security spans our systems of f\
systems — Reconsidering our previous model d'-,',u,

INCOSE

Edmburgh UK
July 18- 21, 2016

waisAs aAnsasiq
wajsAs A1033.49x3
wa)sAs Alojejnain)
wajsAs ananpoaday i
waisAs uopesdsay
wd3sAg Jejnasniy
waisAs e13f3ys )

waisAs Alejuawingdau)

" (anndepe) wayshs aneyduwiy

w
(=g
-
o
-
1]
aa,
o
=
@
=
)
o
m
=
1]
3
-
[«)
=
v
—
>
=

Facility Security System (incorporates Innate Responses)

Nervous System

www.incose.org/symp2016 24



DSS functions, actors & roles
Cenvironment >

The
Defence &
Security
System

commands & reacts
immediately to

collaborates and
communicates with

Q\"l | N f
ety
26

Edinburgh, UK

July 18 - 21, 2016

defends and
secures the

in order to
recognize &

respond
specifically to

provides controls &
| strategy surveys
decisions
provides builds &
systems security to _sustains the
commard the identity of the
Tactical response to
response opportunities or Strategic
commanders threats Command System
which is the
I Central Nervous
Operations | oré]na?'\ri]sagtei}on Tactical System for the threaten the
managers & resources Command System

I

Organisational
Management System

which is the Peripheral
Nervous System for the
which is the Endocrine
system for the
which is the Lymphatic
System for the

Military
Response
Units

professional
respond to
invasion

Response System

Civilian - -
Service provide services to
support

Facility
Security System

to threats to the

provides Innate Reponses

% provide the
assets for the

www.incose.org/symp2016

Human
Body

DSS functions, actors and roles 25

INCOSE



Many factors can throw our defence and

security off balance

Personal Factors_ |
/ Young & old _ Injuryt
—_ neoplet >

. Hypersensitivity — |4 ——— SpleenremovaIT L|festy|e
Inherited B :
Fact Autoimmune — T Thymus removaIT '\ actors
o disorderst —

Overnutntlon or under
nourishment?t

Female sex hormones are

RISK TO

immunostimulators | WEAKEN THE oot
DSS Alcoholism? W
Male sex hormenes N — /J /1)
seemto be —__|__ Sleepdeprivation? t?sds_"’f _
immunosuppressive]  —__ ¢ Shlftwork ' / lodiversity
& = //
\ Disturbance of [ mfectlonT
natural dark & light

——

cyclest

Environmental Factors

RS AR TR AR e

Edmburgh UK
July 18 - 21, 2016

Understanding these
Influences
might give us some insight
Into
how our DSS functions
and the
compromises it takes

26



Old thinking used to be that Immune Cell phenotype

(observable characteristics) once set was fixed... h‘ -w

26 INCOSE
Edmburgh UK
July 18 - 21, 2016

omcsr (A B1 B2 Macrophage activation and

AP T e B~ B\ polarization - Fernando Oneissi
N;;\; S R <« regs  =r L0 , .
~ 2@ (. “337 Martinez et al. 2008

B cell subsets in atherosclerosis,
Heather Perry et al. 2012

..but this has
changed,

especially in the
last 5 years...

The Role of T Cells in
Type 1 Diabetes. By
David Wagner 2011.

www.incose.org/symp2016
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But compromise across capabllities oy
comes at a cost that is exploitable

Allergen hypersensitivity Edinburgh, UK
Tissue malfunction. July 18 - 21, 2016
Wounds that wont heal.

Asthrma, COPD, Allergic Rhinitis, Hay fever, food

allergies Angiotensin and Systems Thinking:

Wrapping Your Mind Around the Big
Picture. Gary R Smith. Ochsner J. 2013

[\
Antigen Presentation
Immune Besponse
. ERIL-2 Ws IL-10 @

Cell Stress IGF-1
Wound Response CE:“.-!_E:?Et Growth Response
& AT1 Vs MAS QD S ——— &» GFR. Vs RAR @
Spiralling Tissue stress Unrestrained cellular arowth
Wounds that wont heal. Rapid replication and cell longevity.
Immune Suppression Immune Suppression. Weight gain.

Poor recognition of wounds

Cancer, bacterial and fungal diseases,

"autoimmune diseases’, neurodegenerative Wiral diseases, cushing’s syndrome,
disorders, heart disease. "benign” tumors, leukaemia.

www.incose.org/symp2016 28



The DSS

The Defence
& Security
System

provides
capabilities which
must balance
performance across
these attributes

processes for
identifying
threats and
recruifing
responses ans
supported by
civilian units and
services ofthe

IS a com

Facility
Security

processes
for
identifving
potential
newthreats
are
supported

by the

processes br
identifving
threats and
recruiting
responses ans
supported by
militany units and
services ofthe

is first
enabled by
miliany units
ofthe
mothers

e

anticipatory

depends
upon the
combined

inteligence
sendces of
the

B

lex adaptive system

Adaptive
Features Cluster

to threats and depends ona is achieved
opportunities record of throeugh
arises from threats and continuous
infomation parnership training and
processed within arrangements evolution of
the held inthe the

is stimulated
when systemic

infectonis
detected by the

key
capabilities

iz enabled br
the extema
barriers ofthe

modulated
systemically
through the
control ofthe

responses are

responses

through

Peripheral

Sy stem

ernvous

Features Cluster

Innate

WWW.INCOSE.Org/sympzulo

E ndocrine
System

accelerated

stimulation by
the

responsesto
hostile

are

environments are -
triggered by pain in order to be
registered in the efficient and
effective for
the whole
tral
Hervous
System
Human
Body

is observed
by the civilian
units ofthe

iz observed

y the
military units
ofthe

iz zensed by

i= recognised
through

consciouness
wathin the

Central
Nervous
Sy stemn

to the emvimnmental

context is provided
through systems
thinking within the

Identity
Features
Cluster

Peripheral
Hervous
System

Central
Hervous
Sy stem

26 INCQSE

Edinburgh, UK

July 18 - 21, 2016
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Architectural parallels between biological and engineered
solutions in defence and security

s

26 INCOSE

Edi b ghUK
July 20

A

Defence & Security System
In the context of Influenza

www.incose.org/symp2016
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DSS Scenario — Influenza — a viral challenge f/\

LAy
Viruses hijack living cells is order to replicate g iesslediiacs ooy [ ,ﬁ’

——Dea rom all cause:
|-|'|u-=h::<'z-|.n.eauvr:ss .:.l incidence rate 5 AT INCOSE
15 300 W= 1l 5y
3-5days ) Edmburgh UK
10 200
\ July - 21, 2016
1-2da (}( Full symptoms; fever that 6-8days 9-21days
Infectio£ - 500 quickly. sWeaiin iredness; dry chesty tiredness
0 L muscle aches and general e mnrr‘y o= B s chosty 5 10
sym toms\ JEEERios, fatigue and diticHEN difficult sley ing cough
s \ sleeping; d\estycoughand SCCEE g

y

The last big UK flu outbreak occurred in 1999/2000,
when 22,000 people died, whichis 10 times the
average for a winter flu season.

2N2 H2N2
* > 20—100MH1N1 *‘—V ,, H1iN1

Inflammation, our response... is what kills us

*IH3N8| | H3N2 <0.3 ik

1915 \19‘25 ‘ 1955, 1965 - 1975 1985 1995 2005 2010 201

Viral mutationis frequent, with new annual outbreaks

Pandemic

\—_" .

1889 1900 2009 1
Russian Old Hong Kong Pandemic Other scenarios
influenza influenza influenza influenza influenza .

H2N2 H3N8 H2N2 H3N2 H1N1 exp|0red include

Source: European Centre for Disease Prevention and Control (ECDC) 2009 =)
Reproduced and adapted (2009) with permission of Dr Masato Tashiro, Director, Center for influenza Virus Research, National | Cancer SepSIS an
Infectious Diseases (NIID), Japan. ]

pre-eclampsia
www.incose.org/symp2016



Agent / State Interactions for Influenza progression

State

Agent Population

’

Virus enters Virus enters

secretions such the cells that
as the phlegm comprise the
and saliva perimeter
‘ barrier -

way the hard
coded cellular
several days defence
before \
pthoms

State to virus -

\
Enters the
lining of the
respiratory
tmr;'

www.incose.org/symp2016

evading in some

Healthy adults begon shedding the
fhy virus within a day or so ofter
they were exposed, with a sharp
increase to peak shedding on the

secord day., followed by a ropid
decline. Average duration of
shedding is about 5. Children, the
elderly, those with chronic

1l and promised

hosts may shed for longer. While
someone is shedding the virus,

they are oble to spread it to other
people.

4

Person -
asymptomatic
Controlled Perso N
J: symptomatic .

’ ’. -’ < ' N L .
.’ Lf“is‘: damage weak immune R“"‘ k
o” response Ts

'

'

Rest, adaptive

Person - immunity
- eventuall
Prolonged sk conld
¥ :I::sg: kicks in
>’ b
release Process and : P
. attempt to ’ .
. \
clear c %
. Seconda y
% ba(?ern:ly THosplicl
ou reat t
Detect infection due o men
. infected cells fo immune o
and virus suppression s
antigens \ ’
i ' ¥t Bacteria
‘ \ ! 4 becomes

.= systemic

\ .
Informs
v Person -
‘ Pnemonia
Y

It is thought that many
people are asymptomatic as
the toxins, ond
debris is contained by the
Innate immune system, If
the virus becomes more
systemic then the
probability of symptoms
and further complicotions
greatly increases.

Emergency
treatment
\
\
\

'
'

Septic shock
and multiple
organ
dysfunction

'

Person -
Deceased

Wy

</INCOSE

Edinburgh, UK
July 18 - 21, 2016
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Agent / State Interactions for Influenza progression

State

Agent Population
A
Virus enters
secretions such
as the phlegm
and saliva

State to virus -

several days
before
pthoms

\
Enters the
lining of the
respiratory
troct
\

WWvwv.111ILUSE. UL YIDYITIPLAULU

‘\
Virus ent@s
the cells ¥
comprise #
perimetel
barrier -
evading in so
way the han
coded celluld
defence

t

Healthy adults begon shedding the
flu virus within o day or so ofter
they were exposed, with a sharp
increase to peak shedding on the

secord day, followed by o rapid
decline. Average duration of
shedding is about 5. Children, the
elderly. those with chronic
[ and P sed
hosts may shed for longer. While
someone is shedding the virus,

they are able to spread it to ot

Detect
infected cells
~  and virus
antigens

jontrolled

’

," Cause damy

Process and
attempt to
clear

\

A

Person -
asymptomatic

Person -
symptomatic

weak Bmune
respamse

-
S

\
ondary
ficterial

ik ction due

0 Immune

ppression

. systemic then the
N probobility of symptoms
AN and further complications
S~ 3 greatly increases.
Rest ¥
Rest, adaptive Person -
immunity Recovered
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Failures of the DSS leading to death S
W'y %
Failure 3: Virus “budding” fro ..\ =. ALtonomous CNS 26 | 'NCOsE

i i . . Edinburgh, UK
releases toxins that cause infl ;6|5 pegin to fail, system NSEr et
I diverts the attention of facility

. starts to crash (severe sepsis)
promotes

Energy needed to ‘
respond to a threat

Strategic
response growth signals )
, that counteract Failure 6:
Whole body L F_allure cell death Healthcare
response Virus e - t
: Toll-Lik triggers VSIS
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Architectural parallels between biological and engineered 26
solutions in defence and security

S}

Reflections on the exploration
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Reflections on the exploration — DSS Capabilitie&

self-respectful 26  NCOsE
Sy 18-, 2016
To reach a compromise
in order to be
efficient & effective
while sustaining the body.
( adaptability anticipatory )
. — — 7/24/
To balance without resting divergent polarities W

Attack limit damage
non-specific response specific response only when needed

quick reaction thoughtful response based on memory
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Reflections on the exploration

!“-1.
What could be a benefit for industry to learn more about |Nc05|:
this DSS? Edmburgh UK

July 18 - 21, 2016

= This full autonomous distributed system could inspire

researches in authority sharing f:,f-_:*"fi._,;“
= Atrade-off across attack, repair, learning and cost ~ _“-_* £ 3% =2
could also inspire investigations in industry. R STee N
Fields of investigation for us for the next months N

What are the different DSS information networks interconnected in a
response to a threat taking into account the topology of the human body.
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Reflections on the exploration oy

26 nnucl INCOSE
Edinburgh, UK
July 18 - 21, 2016

How System Thinking could help to solve the
current dilemma of vaccine

A big picture of
stock and flows combined with
end-to-end dynamics combined with
a quotation of expressed need and risks factors

could help for understanding this difficult dilemma
that young parents are confronted with as well as

e I d e rly p e 0 p I e . Pathways to understandi‘r‘\.g ._‘_)

« Exploring the branches of the Systems Landscape »
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Thank you for your attention
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