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 Imagine that you are designing a next-generation 26 INCOSE

ISR system, and that this "Need” statement is given ==
to you by a potential customer:

— ‘I don’t want human operators ‘in-the-loop’... What | want is
humans ‘on-the-loop’, with the system telling human operators to
pay attention where the really important stuff is happening.”
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— “I don’t want human operators ‘in-the-loop’... What | want is
humans ‘on-the-loop’, with the system telling human operators to
pay attention where the really important stuff is happening.”

* Is this a valid request for ISR systems in general?

 Ifitis not valid in general, what determines whether a
specific ISR system could be automated in this fashion?
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* Provide a framework for thinking about, and
provide an associated measure to help more

quickly assess, the appropriateness of
automation in various ISR system operations
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automated successfully to humans “on-the-loop”.

Iron Dom
Fixed Tasking Operationally
& Targets Adaptive
Fully Automated |« E ; i , — Human In-the-Loop
Limited Context Situationally Aware
& Inputs Film-based

Satellites
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* Not all can be, though, at least for the foreseeable future.

— Mobile systems, for example, allow (and often require) on-the-fly
Processing and Exploitation of incoming data.

Iron Dome Human
- - i Ballistic i -
Fixed Tasking i Missile Defense g Operationally
& Targets ; Adaptive
Fully Automated |«= 3 : 5 ~$ Human In-the-Loop
Limited Context Situationally Aware
& Inputs Film-based Unmanned
Satellites Air Vehicles
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* Not all can be, though, at least for the foreseeable future.

— Alow Understanding-to-Data Ratio (UDR) of operation
requires on-the-fly clarification and sense-making of data in the
early phases of TCPED.

Understanding

Knowledge

Information

Data

(Ackoff 1989)
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* Not all can be, though, at least for the foreseeable future.

— Alow Understanding-to-Data Ratio (UDR) of operation
requires on-the-fly clarification and sense-making of data in the
early phases of TCPED.

Understanding

Knowledge

Measures of Sensor Data:
Richness, Diversity, Entropy,
etc.

Information

Data

(Ackoff 1989)
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* Not all can be, though, at least for the foreseeable future.

— Alow Understanding-to-Data Ratio (UDR) of operation
requires on-the-fly clarification and sense-making of data in the
early phases of TCPED.

Measures of Understanding:
Well-defined targets?
Signature target characteristic?
Limited set of targets?
(Richness, Diversity?)

Etc.

Understanding

Knowledge

Information

Data

(Ackoff 1989)
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* Not all can be, though, at least for the foreseeable future.

— Alow Understanding-to-Data Ratio (UDR) of operation
requires on-the-fly clarification and sense-making of data in the
early phases of TCPED.
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— Three alternatives considered:
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* Video Camera Suite ’

* Proximity Sensors ﬁ
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Limited Context Situationally Aware
& Inputs
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- Residential Security: 3 alternatives ~ *%.....

1. Security Guard

-Very little problem definition needed

- A
Fixed Tasking Operationally '
& Targets Adaptive
Fully Automated [« P Human In-the-Loop

Limited Context Situationally Aware
& Inputs
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* Residential Security: 3 alternatives

1.

Fixed Tasking
& Targets

Fully Automated

<

Security Guard

Guard

Operationally
Adaptive

Limited Context
& Inputs
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* Residential Security: 3 alternatives

2. Video Camera Suite

Fixed Tasking
& Targets

Fully Automated

<

Cameras

Operationally
Adaptive

>

Limited Context
& Inputs
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* Residential Security: 3 alternatives

2. Video Camera Suite

-A bit more problem definition needed

Fixed Tasking
& Targets

Cameras

Operationally
Adaptive

Fully Automated [«

Limited Context
& Inputs
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3. Proximity Sensors

Sensors
Fixed Tasking i Operationally
& Targets 5 Adaptive
Fully Automated [ == Human In-the-Loop
Limited Context Situationally Aware
& Inputs
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Where is automation most appropriate?
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- Residential Security: 3 alternatives ~ *%.....

Beginning on the left and traversing to the right
requires problem definition at the start.

Sensors
Fixed Tasking i Operationally
& Targets 5 Adaptive
Fully Automated [ == Human In-the-Loop

Limited Context Situationally Aware
& Inputs
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On an existing or continuing program, you might
find yourself squarely herej

Sensors é
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of operation requires on-the-fly clarification and

contribution to understanding.

 UDR can be a useful indicator in determining the
appropriateness of automation for alternative system

operations.
Iron Dome Human
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* Alow Understanding-to-Data Ratio (UDR) 25\.. eose
of operation requires on-the-fly clarification and et

contribution to understanding.

 UDR can be a useful indicator in determining the
appropriateness of automation for alternative system

Traits of High UDR Operations Traits of Low UDR Operations

-Limited set of questions and targets -Unbounded set of questions and targets
-Clearly defined questions and targets -lll-defined, evolving questions and targets
-Many assumptions about implications of data -Assumptions/implications questioned
-Designed to infer limited set of outcomes -Exploratory and explanatory

-Limited, specific data collects -“Big” data (i.e., streaming HD video)
-Limited, specific operating contexts -Variety of operating contexts
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The paper is intended in part to provide an
initial collection of references if interested.

Feedback welcome!
— maschaf@sandia.qov
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