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Design technology (foundations, methods,
tools) for:

« Systems of Systems (SoS)
» Cyber-Physical Systems (CPS)

We focus on model-based design:

« Models as a basis for collaborative
development

« Machine-assisted analysis of models as a
means of assessing system dependability
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Dependability q_\

The dependability of a system is its ability to 26, ot

Ed nburgh UK

deliver service that can justifiably be trusted

Availability
Reliability
Safety
Confidentiality
Integrity
Maintainability

Dependability Faults
and —1— Threats ~E Errors
Security Failures

Fault Prevention

Fault Tolerance
— Means

Fault Removal

Fault Forecasting

— Aftributes

A. Avizienis, et al., "Basic Concepts and Taxonomy of Dependable and Secure Computing," IEEE Trans. Dependable
and Secure Computing 1(1):11-33, Jan.-Mar 2004.
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Dependability and SoSs >
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« Operational and Managerial Independence 26 2N
— The relationship between CS behaviours or services may not s e-3
be known to the engineer
» Distribution
— Communication failures and trustworthiness of networks
— Time-lags, bandwidth and synchronisation issues
« Evolution
— Need to re-evaluate conformance properties after evolutions
« Emergence

— So0S-level properties must be verifiable from SoS composition
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Land Open Systems Architecture

* Ops rooms that are not integrated.

« 24 different types of battery on the dismounted soldier.

» Electro-Magnetic incompatibilities.

» Bases that are not designed for simple facilities
management.

www.incose.org/symp2016
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Land Open System Architecture
(LOSA) — an approach to ensure the
delivery of integrated, interoperable,
agile force elements across the Land

Domain in UK MOD.

/ Land Open Systems Technical Architecture \

Common Open Interface (Land)

[ (corw)
Generic Generic Generic
Vehicle Base Soldier
Architecture Architecture Architecture
(GVA) (GBA) (GSA)

ry
v
Def Stan 23-14

>

and Joining Rules

Def Stan 23-09 Def Stan 23-13 Def Stan 23-12
GVA GBA GSA
x 7y

LOSA and COI(L) J L
Defence Standards, Joint Service Publication J

( Other Domains: \

Maritime

Air

Joint Enablers:

«C4ISR

*Weapons

+Logistics

Training

Coalition and NGOs

Civil Emergency Services
OGDs

External Standards
and Rules




Purpose of the Study s

\ .v/
To establish the feasibility of a pragmatic method of enabling 26 = '"C°SE

Edinbur gh UK

the assessment of security, safety and reliability s 18-21.20
dependencies within a given SoS within the LOSA context.

The method should

* enable an understanding stakeholder roles

» allow modelling of power, not just digital phenomena
« demonstrate ability to analyse properties

« allow modelling of “what-if” scenarios
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The Approach s
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« Use design time model-based techniques ZGEdmbu,gh,uK
 Use state of the art in SoS and CPS engineering

— Completed EU projects on SoS and embedded
systems

— New EU project on CPS

COMPASS &pDESTECS
INTO-CPS =2
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LOSA SoS Feasibility Example q'\

‘ INCOSE
Local Protection - ur
Dismounted Ll Brigade HQ Rt iﬁj\ A
. Vehicle HQ
Soldier - Py ~

Company HQ
A

Patrol Dismounted
Battle Group Soldier ‘
HQ A
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Military Vehicle <"

Local Protection
Mounted Soldier‘




LOSA SoS Feasibility Example >

Local Protection
Dismounted
Soldier ‘

Local Protection
Mounted Soldier‘

Military Vehicle "9

Patrol Dismounted
Soldier ‘

www.incose.org/symp2016
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defined with
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constituents
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Representative Dependability Properties

« Simple scenario is defined to analyse example

behaviour

« Representative dependability properties identified

Availability
Availability
Reliability
Reliability
Safety

www.incose.org/symp2016

What should we expect a function is not available?
Functionality available if power below a threshold?
What happens if a message is lost?

What happens if there are faults with power supplies?

Can we distinguish between safe and unsafe states?

26 IN(/:OSE

Edinburgh, UK
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Architectural Modelling @,\
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« SoSs present significant engineering challenges 26 - INCosE
— Can we justifiably rely on CS behaviour? e a0

— Bound behaviours that can be relied upon without over-constraining
— Promote desirable and limit undesirable emergent behaviours

*  Modelling patterns used to define SoS structure and behaviour
— Part of SoS Patterns work ongoing in INCOSE SoS Working Group

aaaaaaaaaaaaaaaaaaaaa - 508 Boundary Environment
=
e
l g
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The Interface Contract Pattern 7~
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U S e In te ,’fa Ce Con tra Ct ICSDV Feasibility Example_IG SoS Defintion, — ! mmmmmmmmmmmmmmmmmmmmmmmmmmmmm . COSE
pattern to define the = 26 NC
: ] [ : July 18 - 21, 2016

behavior provided by and
required by CSs
Collection of viewpoints
for modelling and defining
the contracts of a SoS

Structural Views
L/“““’ - - /\"“X

Soldier_IC.

—  Structure: contract definition, — ~ —— —
composition and =S W/ st g
ICPDV Soldier_IC protocol / (

conformance P — :FLFJ )

— Behaviour: contract protocols r - . . FF
-+, Behavioural Views =

and scenarios R

Defined and implemented | " ||| " fj"
as a SysML profile —

mmmmmmmmmmmmmm
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Modelling Power in ICs s

Existing pattern allows only
representation of digital
phenomena
— Stakeholder meetings highlighted
need for modelling power (and in
future water, and other physical
flows)
Extend IC pattern to model:
— ldentify power inputs/outputs
—  Flow of power between CSs

— Behavioural constraints based on
physical properties

www.incose.org/symp2016

ICIV Interface Contract Identificatior,

Identify Power 1/O

| ] .'&/

\
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ICConnV Feasibility Example Connections

<<<<<<<<<<< defned So>
Feasibility Example_IC

Flow of Power

In?Lmyld?mhiComm(i, myld, m)

Power
Behaviours

hhhhh

l {GSA >=9V and <=36V and <5A l

,
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Dependability Properties

Availability
Reliability
Safety

Continuous properties

www.incose.org/symp2016

Can model the behaviour when a function is not
available, and analyse the outcome using
behavioural views

Can model messages being lost and analyse the
outcome behavioural views

We distinguish transitions that lead to unsafe
states using protocol definition views

Can model power as a continuous variable and
include in transition guards

26 INCOSE

Edinburgh, UK

July 18 - 21, 2016
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Formal Modelling oy

Y
« CML (COMPASS Modelling Language) developed 26 ool
for modelling SoSs

— Based on well-established formal languages with
mathematical semantics

« Can model data, functionality, event ordering and
communication

* Range of formal analysis techniques

* Proof of concept tools developed for translating
models from SysML into CML

www.incose.org/symp2016 19



Analysing the Model s

process Soldier_IC = mid,otherid,vid : 200 . \ [} J
b — ' 2@ ' INCOSE

begin .. : y
Edinburgh, UK

actions
Messageln = July 18 - 21, 2016

hiComm_in?i.myId?m ->
(hiComm(i, myId, m);
NewMessage(m))

ICPDV Soldier_IC protocol

[ B

hiComm_in7imyla?mhiCommfi, myld, m)

Message In

New
Message

is_AiGisarm)]

[s_Order(m)]

{is_Coords(m)]

Inform P:
Request

I scanfteq_inim

NewMessage = m : Msg @
[is_Order(m)] & IncomingOrder(m)

-ength(); Leader

SendCs*/; FlushStateQ);

1 & Undecided

Incoming
Order

[{(0.¢) not in set unsafeLocs)]
del i - Img := recordimage(o.c)

Location
Clear

/(del 8 : AbCisar := createAICear(c.) @
Comm_nlmyldividia)

1
is_Coords(m)] & ScanRequest(m) |

[1
[is_AllClear(m)] & InformPatrol(m)

@ SymphonyZ
1':1t -> MessageIn Symphony Tool Platform

* Analyse scenario emergent

Tdclo : Order := createOrder(s <) @ hiComm_in.myld.otherldlo ->
{dcl'sb : Standby := creaisStandby(c) @ hComm_in.myld.vidlsb

miCommimytvidim

process Patrol = ..

process DismountedSoldier = .. behaviour

process Vehicle = .. « Simulate execution of model
process MountedSoldier = .. « Model Checking and theorem
process FeasibilityExample_IC = .. proving available

www.incose.org/symp2016 20



Dependability Properties

Availability

Reliability

Safety

Continuous properties

www.incose.org/symp2016

We can explore the consequences of functional
interfaces not being available using simulations

We can simulate lost messages and explore
consequences

We can use invariants to describe safe and
unsafe states, and use analysis tools to find out
whether the system ever enters the unsafe
states

We can model power fluctuations as discrete
state changes, but not as continuous variables

26 INCOSE

Edinburgh, UK

July 18 - 21, 2016
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Fault Modelling

Use the Fault Modelling
Architectural Framework
(FMAF)
Prompts SoS engineer to
consider impact of faults at
early design stages
Views & concepts for
designing fault-tolerant SoSs
—  Structure: faults and failure
modes; fault tolerance
structures; recovery
procedures
— Behaviour: fault activation;

erroneous behaviour;
recovery strategies

www.incose.org/symp2016
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Dependability Properties

Availability
Reliability
Safety

Continuous properties
(e.g. power)

www.incose.org/symp2016

We can investigate causes and consequences of
functional interfaces not being available

We can investigate causes and consequences of
lost messages

We can compare the effects of actions in safe
and unsafe states

We can model power fluctuations as discrete
state changes, and investigate consequences of
these fluctuations

26 INCOSE

Edinburgh, UK
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Co-modelling Software and Physics

* Discrete-event (DE), e.g. VDM-
RT

* Insimulation, only represent
points in time at which the
state changes

* Good abstractions for software

* Less suited for physical system
modelling

Co-model

s

2@ " INCOSE

Continuous-time (CT), e.g.
differential equations

Edinburgh, UK
July 18 - 21, 2016

In simulation, the state changes
continuously through time
Good abstractions for physical
system disciplines

Poor software modelling
support

DE Co-prodel
Model Int ce

www.incose.org/symp2016
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Co-modelling the LOSA SoS s

DE Model in VDM-RT 2@ ' INCOSE

Class MountedSoldier Edinburgh, UK

types July 18 - 21, 2016
public SoldierType = <Scan>|<Mapping>

instance variables

public battery: [BatteryChargeController] := nil; - -
public scanFunction: [ScanFunctionController] := nil; o e In -SIm
public mappingFunction: [MapFunctionController] := nil;

public gpsFunction: [GPSUnitController] := ni

public radioFunction: [RadioUnitController] : Model_Constants
PibLic meiype © SotdierType; o-mode
public totalPower : real := 0.0;
perations | nte rf ace St _—

public MountedSoldier: SoldierType ==> MountedSoldier “
MountedSoldier(tp) == »
¢ . s : —

nsType i= tp; I?Ionltzred \{ar‘lahles . Vehicle_IC —|

battery new BatteryChargeController(); mon}tor‘e real msiCurrentPower;

gpsFunction := new GPSUnitController(); monitored real ms2CurrentPower;

radioFunction := new RadioUnitController(); —

cases msType: o i -- Controlled variables

<Scan> > scanfunction := new ScanFunctionController(), controlled real msiBatteryExpectedPower;

<Mapping> -> mappingFunction := new MapFunctionController()

end; controlled real mslScanExpectedPower;
bH controlled real ms1GPSExpectedPower;

controlled real mslRadioExpectedPower;
public updatePowerUsage : () ==> ()
updatePowerUsage() == let now = time/1e9 in controlled real ms2BatteryExpectedPower;
controlled real ms2MappingExpectedPower;

cases msType: controlled real ms2GPSExpectedPower;

<Scan>  -> scanSoldierScenario(now), controlled real ms2RadioExpectedPower;

<Mapping> -> mapSoldierScenario(now) . )

end; d
by \

[ DU a” p
p N
\

—-Scenario for Soldier_IC \\éiﬂ,ﬂ‘i
private scanSoldierScenario: real ==> () \
scanSoldierScenario(t) == T R e

if(t > 0 and t <= 1) then
C

www.incose.org/symp2016 27
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Co-simulation (@
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* Co-simulation results

e (Can analyse the flow of current from the vehicle depending upon the
behaviour of soldiers

e Use as basis for decision making

Vehicle Total Current Out Vehicle Current to MS1
40 18

= flow = MSoldier_IC 1
1

s = MSoldier_IC 2
14
0
12
25
10
20
8
15
’ u “ “
4

5

\

ned Cost

000000

Combi

2500 % RTE LS Ll i

0 0 _
0 2 4 B 8 10 12 14 0 2 4 5 8 10 12 14 Thermal Conductivity (lower = better insulation)

time {s} time {s} -o-10 Weeks 35 Weeks

John Fitzgerald J., Gamble C., Payne R., Larsen P.G., Basagiannis S., Mady A.E. “Collaborative Model-
based SYstems Engineering for Cyber-PhgsncaI Systems, with a Building Automation Case Study” In
INCOSE International Symposium (IS 2016)
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Dependability Properties

Continuous properties We can model power as a continuously
changing variable, and observe fluctuations
over time

Discrete-Continuous We can explore the interaction and

Interaction dependencies between discrete and continuous

aspects of combined models

www.incose.org/symp2016
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Edinburgh, UK
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Conclusions and Assessment

Project purpose was “... to [establish the feasibility of] a
pragmatic method of enabling the assessment of
security, safety and reliability dependencies within a
given system of systems within the LOSA context.”

Assessment: a pragmatic method of assessing security,
safety and reliability dependences of an SoS in the
LOSA context is feasible, although the different
elements are at different levels of maturity.

www.incose.org/symp2016
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Conclusions and Assessment 2

* Interface Contracts 26
— Useful for model consistency checking and as a communication tool 18- 2016

 Formal modelling

— Provide the most confidence of satisfaction of properties, but integration
with some established modelling techniques (e.g., SysML) is vital

* Fault Modelling

— May have value in identifying and managing causal chains leading to
potential system and SoS failures

« Co-modelling

— Potential to aid analysis and assessment of cross-domain dependability
properties (integration of continuous domains).

s

INCOSE
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Recommendations for Further Work

1. Compare methods with potential alternatives along
cost, cost-effectiveness and usability dimensions

2. Assess potential to integrate with relevant engineering
processes and to input to future standards

3. SoS and CPS requirements modelling
— including requirements that span DE and CT models

4. Place results obtained from analyses (formal, semi-
formal and co-simulation) w.r.t. safety cases

www.incose.org/symp2016
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