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Where do failures occur in the 
system? 

•  Many years ago…Component failures 
•  This is the reason for MIL-HDBK-217f, 

and other component-based methods 
•  Suppliers are getting better 

– Failure rates: Factor of 1000 better over 17 
year period 

•  Since components make up the system, 
where do failures occur? 
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Where do failures occur in the 
system? 

•  Connections 
•  Reliable components connected 

unreliably = unreliable system 
•  There are many more connections in a 

system than components, so they are 
critical to get right during design. 

•  This motivates investigating the 
connectivity of the system 
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Constraints of modern design 

•  Have you ever heard? 
–  Feel free to deliver the system late, or 
–  We’re hoping to relax the requirement of the next 

generation system. 
•  Modern systems are developed on shorter 

schedules, smaller budgets…and, the systems 
are being expected to do more 

•  Modern systems are highly connected and 
therefore have a high degree of failure 
propagation potential 

•  Where’s the opportunity to make big changes? 
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Introduction 
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What is being solved? 

Research Question: 
How can failure propagation be quantified 

during the early stages of complex 
systems design? 

6 



Approaches that already exist 

•  Most research is concerned with identifying 
propagation pathways, identifying/quantifying 
risk, etc. 

•  Also most research is only applicable once 
components have been selected. 
–  The progression of decisions during design reduce 

the system’s flexibility to maneuver throughout the 
design space 

•  This work uses the system’s functional 
architecture, and network theory, to investigate 
the connectivity of a system, and then to 
propose a failure propagation metric. 7 



How do failures propagate? 
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Function Failure Propagation Potential 
Methodology (FFPPM) 
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•  Function Failure Propagation Potential 
Methodology (FFPPM) 

•  1) Functional Block Diagrams (FBDs) 
are expressed as graphs 

•  2) Identify functional failure modes 
•  3) Identify failure’s effected variables 
•  4) Update the graph with failures 
•  5) Quantifying Graph Failure 

Propagation Potential 



Function Failure Propagation Potential 
Methodology (FFPPM) 

•  FFPPM begins with a functional block diagram (FBD) 
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Function Failure Propagation Potential 
Methodology (FFPPM) 

•  1) FBDs are expressed as graphs 
•  The FBD needs to be quantifiable using methods in 

network science 
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Nominal connections 
have values of 1 



Function Failure Propagation Potential 
Methodology (FFPPM) 

•  2) Identify functional failure modes 
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•  Remember that the 
physical architecture 
does not yet exist 

•  Past research, 
FFRDM, connections 
functions to failure 
modes 

•  FFRDM includes 
failure rates, not just 
occurrences 



Function Failure Propagation Potential 
Methodology (FFPPM) 

•  3) Identify failure’s effected variables 
•  The Functional Basis Naming Taxonomy is used to 

determine the variables affected in a propagation path. 
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How do failures propagate? 
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•  Forward propagation: This propagation is in the 
direction of the flow (e.g., SW command not sent, 
inadvertent software command, no flow due to failed 
pump, etc.) 



How do failures propagate? 
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•  Backward propagation: Failure propagates against the 
nominal direction of the material, energy, and signal flows 
(e.g., pressure from valve stuck closed). 

•  Uncoupled boundary propagation: failure propagates 
between functions that were not intended to interact (e.g., 
shrapnel or debris from explosion, heat, vibration, etc.) 



Function Failure Propagation Potential 
Methodology (FFPPM) 

•  3) Identify failure’s effected variables (continued) 
•  The variables that a failure mode effects should first be 

determined, then these are traced throughout the 
system 
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Function Failure Propagation Potential 
Methodology (FFPPM) 
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Function Failure Propagation Potential 
Methodology (FFPPM) 

•  4) Update the graph with failures 
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Step 1       to    Step 4 



Function Failure Propagation Potential 
Methodology (FFPPM) 

•  5) Quantifying Graph Failure Propagation Potential 
•  Quantifications use the following; 

–  (1) the number of paths between functions i and j. 
–  (2) the reachability between functions i and j, and 
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Function Failure Propagation Potential 
Methodology (FFPPM) 

•  5) Quantifying Graph Failure Propagation Potential 
•  The figure below shows the total number of paths 

between two nodes (i.e., functions) 
–  Highly connected nodes represent more paths (expected) 
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Function Failure Propagation Potential 
Methodology (FFPPM) 

•  5) Quantifying Graph Failure Propagation Potential 
•  A cell Xi, j in R(G) represents the number of “steps” 

required to traverse the graph from function i to j 
•  Note that fractions are used because the previous 

matrix was not whole numbers 
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Function Failure Propagation Potential 
Methodology (FFPPM) 

•  5) Quantifying Graph Failure Propagation Potential 
•  How does R(G) quantify relative to other graphs 

(theoretically) 
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Function Failure Propagation Potential 
Methodology (FFPPM) 

•  5) Quantifying Graph Failure Propagation Potential 
•  Why are both metrics necessary? 
•  There are many paths between function 2 and 8, e.g., 

[2 5 8], [2 4 8], [2 4 7 8], […] 
•  The first metric captures the connection between 

function 2 and 8, it quantifies this with a value of 2 
since the shortest path between these is 2 steps. 

•  In the event that function 5 has failed, one of the 
shortest paths are eliminated.  
–  Other paths will propagate the failure. e.g., [2 4 8], and [2 4 7 

8] 

•  Thus, the metrics address different aspects of the 
failure propagation potential. 
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Limitations of the work 

•  This work… 
– says nothing about the severity or timing of 

the failure 
–  is derived based on historical data, which 

has (as always) uncertainty 
– assumes the FBD precedes the physical 

architecture 
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Summary of this work 

•  Due to how systems are being designed, 
the FFPPM has been developed to 
quantify failure propagation. 

•  The method is specific to early design 
when no physical architecture has been 
developed. 

•  The importance of the method is in being 
used to develop metrics – thus steer the 
design. 
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Future development of this work 

•  Since not all connections in the FBD are 
equally used during the system’s 
operation, this work will move toward a 
more rigorous determination of the initial 
connection weights. 

•  The inclusion of failure severity will also 
be included. 

26 



Thanks for your time 

QUESTIONS 
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