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What is a Cyber-Physical System? @

INTO-CPS

1]

* Systems of interacting systems <\
— Computing elements
— Physical elements ' ~Y
— Human interactions

AAAAAAAAA
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 Complex, networked character
* Distributed control
* Error detection and recovery
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Our position in a nutshell

We advocate:

e Cyber-Physical Systems Engineering
— The product is a system: software is not the end!

e Multidisciplinary collaborative modelling

* (Co-) simulation as well as verification

— Promotes Design Space Exploration
— Entails well-founded co-simulation orchestration

Our approach:

e Co-simulation of multiple Discrete Event and
Continuous Time models

* A tool chain —not single tools
— Requirements and Architectural models (in SysML)
— Traceability support through development

e FMlI interfaces constituent models

 Semantic foundations in Unifying Theories of
Programming
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A New Toolchain for CPS Design =

Design Space Exploration
Test Automation

Feedback MiL
Requnrements k \‘ Co-Simulation
k' Heterogeneous Testing
SysML - FMI Systems Models
Model Generation
: k_y Code /
HIL / SiL Hardware

Simulation

Strong Traceability
Configuration Management

- Horizon 2020 >
Programme
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The INTO-CPS Tool Chain =

INTO-CPS
@) exports Model Descriptions

Modelio

imports
configures

()
= % OM | %

INTO.'C.PS Overture 20-sim OpenModelica RT-Tester
Application
code export oracle
* Configure / launch configure
— Co-simulation [[ FMU ][ FMU ][ FMU ][ FMU ][ FMU ][ FMU ] [ FMU ]
— Design Space Exploration
— Model Checking co-simulate it
— Test Automation anet COE (Co-simulation Orchestration Engine) &
* View Results ' &
* Traceability gather generates 20-sim 4C
Result | 1t |
ult Lt

Traceability Daemon
Horizon 2020 6
Programme
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INTO-CPS SysML CPS Profile T -2*

INTO-CPS

 Three-tank Water Tank : INTO-CPS technology
— Design architecture using INTO-CPS profile

CorthéstomselH g ramr eHdag rdma

e COOMNECS@dsdfehreen the

= | difflespstesngsysteeapomuiing o

ttregrtimtee FVICO oo ms.the
multi-model

o instance : Water Tank System @
<<POComponet_Physica> %
4 tank1 : WaterTanks1
Tank1
a = {BIc fmu)}, {Blockinstance.guid({dcd729ec423a4a0d-8030-4c42a840al bba})} @
<<Unif
{o} T ow
wRate  pipe:FlowRate pe. Inflow —
. FlowRate ) tank2 : WaterTanks2 !

{Blockinstance.path(threewatertank2.fmu)},
{Blockinstance.guid({25941611-1350-4ca2-8fe8-85d9193c1
\!; ' 41a))
1 : Tank @%‘ ’ >4
: FlowRate

: FlowRate : FIuwRaleH{‘

_»@E 12 : Tank2 E%WE—H[H_»éE B:Tanks [

i 4200-82.
33333333 )1
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Test Automation
INTO-CPS

e Based on RT Tester tool suite

e Status:

— Test sets generated from XMI import (from Modelio)
— Test procedures are generated as FMUs, connected to
Co-simulation

* Outlook:
— Identify SuT in SysML profile, e e — el

Name verdict Status
° = &0 REQ-002 [ | NOT TESTED @ IN WORK
T TC-TURN_INDICATION-BCS-0004 M pass (v) @ INWORK
C O n n e C O e S u O I I l a O n T TC-TURN_INDICATION-BCSPAIRS-0001 [M] PASS (M) @ IN WORK
™| TC-TURN_INDICATION-BCSPAIRS-0004 [ PASS (M) @ IN WORK

€| TC-TURN_INDICATION-BCSPAIRS-0007 [ 1 NOT TESTED O SUBMITTED
[T¢| TC-TURN_INDICATION-HITR-0003 [ NOT TESTED O SUBMITTED

— Connect SysML requirements T T T

1 Test Procedure | 2 Test Case ‘ 3Requirement

¢ TC-TURN_INDICATION-TR-0006 [ PSS (M) @ IN WORK

= B8 REQ-003 [H pass @ IN WORK

. | TC-TURN_INDICATION-UD-0003 [ Pass () @ IN WORK
with LTL formulas i
| TC-TURN_INDICATION-UD-0001 [ Pass () @ IN WORK

= B REQ-005 [] NOT TESTED @ IN WORK

| TC-TURN_INDICATION-BCS-0002 [ Pass () @ IN WORK
™| TC-TURN_INDICATION-BCSPAIRS-0004 [M PASS (M) @ IN WORK
T¢| TC-TURN_INDICATION-BCSPAIRS-000S [M] PASS (M) @ IN WORK
</ TC-TURN_INDICATION-BCSPAIRS-0006 [M] PASS (M) @ IN WORK
T TC-TURN_INDICATION-HITR-0001 M Pass (M) @ INWORK
™| TC-TURN_INDICATION-MCDC-0001  [Ml PASS (M) @ IN WORK
™| TC-TURN_INDICATION-MCDC-0002 [ | NOT TESTED O SUBMITTED

TC-TURN_INDICATION-MCDC-0003 PASS (M) ¢ 1IN WORK
€| TC-TURN_INDICATION-MCDC-0004 IE‘ PASS (M) Q IN WORK
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(- 2
Hardware-in-the-Loop (HiL) and Code Generation (_f>o
INTO-CPS

DE CT CT
Model Model Model

L

ock-up Interface ]

-Horizon 2020 J
Programme
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Traceability & Provenance

http://projects.au.dk/into-cps/

=

INTO-CPS

Goal: Ensure tracing between requirements,

models, results, code
* Keep track of changes
e Uses OSLC / Prov-N standards

Modeling / Simulation tool

ma&@

INTO CPS COE

Traceability plug-in

(-
=
INTO-CPS
Application

Traceability manager

$

Repository / Database

10
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INTO-CPS

Structure

2. How we support Design Space Exploration (DSE)

12
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INTO-CPS

Line Follower Robot

Wheels and servo motors
 Small robot with:
e Two wheels with servos

e Two wheel encoders .,\

e Two infrared sensors

e Goal:
e Use the sensors to follow the line
e Handle a single sensor failure >

Example path

Wheel encoder

Infrared sensors

- Horizon 2020 13
Programme
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Design Space - Parameters

Design parameters have numeric or
token values that define some
property of the CPS

Parameters can define physical or
cyber properties

Multiplying the potential number of
values for each parameter defines
the architecture’s design space.

Line follow robot has 9 positions for
each sensor -> 81 potential designs

We may want constraints on
parameters to yield only sensible
combinations

http://projects.au.dk/into-cps/
(- ) k
()
Lo

INTO-CPS

14
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INTO-CPS

Design Space - Architecture

e Designs that differ in more
than just parameter values

. 000006 000 06000
* Architectures may share

some parameters 000000 0000000

e Line follow robot could
have different numbersof eeee o e ee0e e o0eoe
sensors

15
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INTO-CPS

Design Space - Scenarios

e Scenarios describe the
environment around the CPS

* Designs may be optimised for
particular scenarios

* Need diversity in testing
scenarios

e Scenarios can help assess
different requirements

* This affects both simulation
models and objective scripts

16
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All Results @

INTO-CPS

" Horizon 2020 17

Programme
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VHAA"I

Objectives

—

-Horizon 2020
Programme

Live graphs and raw results are good for
debugging CPS design and understanding

behaviour

They are not so good for automatically
comparing two or more designs

Need measures that characterise behaviour of
the modelled system.

We call these ‘objectives’ and they process the
raw simulation data to output measures that
allow direct comparison of results.

For the line follower we have cross track error
and lap time

http://projects.au.dk/into-cps/

INTO-CPS

18



INtegrated TOolchain for Cyber-Physical Systems http://projects.au.dk/into-cps/

Objective Evaluation

£ INTO-CPS
A N\. /\ Map
7 \ (scenario data)

/ P N

Raw data: ' 7 Robot track
5\ / (simulation results)

§§—‘==-~/l\/

i Cross track error Lap time
- Mid point
. . pa \\
Objective . I 1>~ e
. « // ! ~ o // o
evaluation: N N
@ Desired path <—> Cross Track Error Start/Stop
— — — Actual Path
{
v "lapTime": 23.410000000001048,
Object-,'ve "maxCrossTrackError": 0.11212158578971308,
"meanCrossTrackError": 0.014968210731969004,
values: "meanSpeed": 0.05307078947255971

}
Horizon 2020 19
Programme
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Ranking and Trade-off

INTO-CPS

Weighted additive method | Ve = w/v/“(x,") + wv)"(x%) + ... + w, v (x,%)

Trade-off preferences order.
well understood: { o ) .
. . s;“={g;’: g .., g} score s;“= w;
Enumeration and scoring 520 =117 @2 gl score s,%= y;

S ...
a __ n, n, ny. a__ _.
s, ={g" @ .., g} score s, = z,

}
) 35 ) hd
£
‘5
2 30}
Trade off preferences Pareto analysis
Not well understood: 251
20}

15 I | 1 1 1
—0.02 0.00 0.02 0.04 0.06 0.08
meanCrossTrackError

Horizon 2020 20

-Programme
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INTO-CPS

Search Algorithms

Open Loop: Exhaustive search:

* Pro: simulates all combinations and so the global optimum
will be found

* Con: attempts to simulate all combinations and so may not
complete in a realistic time

Closed Loop: Genetic Search, Simulated Annealing:

* Pro: makes use of ranking information and iteration to
attempt to home in on better designs

e Con: Generally includes random elements so not repeatable
and may find local rather than global optimum

21
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Pareto Front

20

http://projects.au.dk/into-cps/
[
LO

INTO-CPS

15 ;
—0.02 0.00

- Horizon 2020
Programme

0.02

0.04 0.06 0.08
meanCrossTrackError

22
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Pareto Front (Speed vs Error) ~ T—=

23
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DSE in SysML - Parameters

INTO-CPS

Parameter definitions Mapped to

- P Parameter FMU instance
DSE object * Type instances

*  List of values parameters\

<<Parameter>> <<DSEAnalysis>>
s1.X DSE_Example

+ values : Real [1..*] ™ 181X
values : Real = [0.01, 0.03]

N
N
.
~
~.

<<Parameter>>

s1Y ™ :S1Y D™
values : Real =[0.07, 0.13]

X Ifjposition_x: Real
> If_position_y : Real

+ values : Real [1..*]

<<DSEAnalysis>> | |

DSE_Example
<<Parameter>> E : 82 X
H> Ss.
s2 X values : Real =[-0.01-0.03] | o sensor2 : Sensor [
~~~~ 3 -
+ values : Real [1..%] «reference>> [ If_position_x : Real
LBy If_position_y : Real
_E :s2y LT <<reference>>
<<Parameter>> values : Real =[0.07, 0.13]
S2_Y

+ values : Real [1..%]

Parameters definition Mapping to Multi-model

24
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DSE in SysML - Objectives =
INTO-CPS

Objective definiti ' '
. JISC ve defnnitions Objective Variable inputs

. «  Script file instances MappEd to FMU
DSE object «  List of required data instance OUtpUt\S

<<ExternalScript>> <<DSEAnalysis>>
meanSpeed 02 DSE_Example
{ py)}
0.1 +p1:string t’ p3 [
ms : meanSpeed |
esult |
‘ p1: string = step-size r__]i’ﬁ
e e
<<ExternalScript>> IJ;' . - e
lapTime “soo_ <<reference>>  “~._
/ 0..1 {ExternalScri oy)} p2 Ip : lapTime | \~\ ‘‘‘‘‘‘‘ . bot_x
+p1 : string h 3 1 : string = time p2- o
1 i p p1: g p2 g e body :
+p4 : string : string = studentMaj A (&
<<DSEAnalysis>> result \;I | P4 9 P H—‘ p3 <<reipgeaeeRR>> TS, T 7
DSE_Example T N
---- -;.4:::_ o
T ol et
result «exermaisecripe> | ||| e | . <<(ETERREOSS —— 31:‘
1 maxCrossTrackError max : maxCrossTrackError | ________________ =% — robot_y
rossTrackError.py)} p1 r__"r)”] —————— 7/' ‘‘‘‘‘‘‘‘‘
h p2| | 00 07 L - <<{eference>> gl
_pz" o~ <<reference>> -~
0..1 | g
P et reference>>
mean : meanCrossTrackError | o o
<<ExternalScript>> P L7
meanCrossTrackError IJ;' D pi,/’
ross oY)} p1 IJ;]’ ,pfz
0.1 h P2
result ‘;‘ |

Objectives definition Mapping to Multi-model

25
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DSE in SysML - Ranking =

INTO-CPS

Objective IDs Weighting defines preference:
* -1=Ilower preferred
+1 = higher values preferred

Description B

weight = -1.0 /

<<DSEAnalysis>> | e

DSE_Example ..

b oz .

\r mean : meanCross TrackError

...................................... e X

weight =-1.0

Ranking defines what to include in Pareto analysis

26
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DSE in SysML =

INTO-CPS

Additional view in DSE profile for scenario sweeping

3 Scenarios

/

DSEScenarioView - LFR Scenarios

<<DSEBaseScenario>>
BaseScenario

scenarioFMUs : / V\EaCh may deﬁne:

[sensor1 : Sensor,
s Sl " FMUs —these change
DSE obiect <] [{Body)codystarte =2 which fmu is used for
objec :
J \ <<DSEScenarior> part of the multi-model

Scenario 1

scenarioFMUReplacements : //'-_ Pa ram ete rva I ues — Set
<<DSE Analysis>> P [sensor1 : SensorScenario2, .
DSE Analysis 1 sensor2 : SensorScenario2]
navsis scenarioParameterReplacem/ S pe C I ﬁ C pa ra m Ete rs fo r
i ['{Body}.body.startX" = 17, .
: "{Body).body.startY" = 20] FMU instances
' objectiveConstraints : "" . . .
| [ J —
.. T Objective constraints
‘ Scenario 2 .
, : used to defined
May also need to consider the scenarlofMSU Replascemen_t 33: . .
simulation end time and step [22228:2 SZ::g:SgZ::::gSi / dacce pta nce cC I’Ite ria
sizes? scenarioParameterReplacements : .. .
['{Body}.body.startX" = 22, S peC|ﬁ c to a scenario
"{Body}.body.startY" = 122]

objectiveConstraints : "lapTime < 25"

27
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INTO-CPS

Structure

3. Working towards DSE guidance

28
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Measurement of closed loop

INTO-CPS
Run exhaustive search to Run multiple genetic
obtain ground truth and searches using exhaustive Compute results metrics
objective measures results lookup for speed

QUANTITY OF ITEM 2

* Cost

» e Accuracy

e Generational distance

QUANTITY OF ITEM 2

QUANTITY OF ITEM 1

QUANTITY OF ITEM 2

QUANTITY OF ITEM 1

- Horizon 2020 29
Programme
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INTO-CPS

Measurement of closed loop

Cost of search : the number
simulations run as a
proportion of exhaustive
simulations run.

Here genetic search performed
7 simulations and the
exhaustive 27 simulations

QUANTITY OF ITEM 2

K

QUANTITY OF ITEM 1

\ 4

S Horizon 2020 30

Programme
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QUANTITY OF ITEM 2

Measurement of closed loop

K

QUANTITY OF ITEM 1

http://projects.au.dk/into-cps/
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L
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INTO-CPS

Accuracy : Probability a result
in a genetic non-dominated set
can be found in the exhaustive
Pareto front

Here 2 of the 3 genetic NDS
results are found on the
exhaustive Pareto front

31
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INTO-CPS

Measurement of closed loop

Generational Distance : the
mean distance between
genetic non-dominated set
and the exhaustive Pareto
front

Combines both the number
of results not on pareto front
and their distance from the
front, we need to reconsider
Its use

QUANTITY OF ITEM 2

32
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INTO-CPS

Measurement of closed loop

Exhaustive range
Genetic NDS range
= === Accurate genetic range

Coverage : the range of
results returned by a genetic
search as a proportion of the
exhaustive range.

Could consider the whole
non-dominated set or just
the accurate range.

QUANTITY OF ITEM 2

QUANTITY OF ITEM 1

33
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INTO-CPS

Measurement of closed Loop

c Cost of Exploration Accuracy of Result
o
E 0.8
g_ 04 0.6 > \
S . 04 y
S N | =
© o1l b 0.2
B 0 0
E 81-p1l 216- 625- 891- 81-p3 216- 625- 891- N N N N > > > >
pL  pl  pl p3 p3  p3 & m\,“"Q @"Q @\”Q & ,&’Q Q,ff’Q q)%\’/Q
T % 25% —10 =——10% 25%
0.8 \
0.4 0.6 “
0.3 -
c 0 k '\_\ 0.4 % \<
S - 0.2
‘5 0.1 0
-g '8 ’ 81-pl 216- 625- 891- 81-p3 216- 625- 891 PGP Y T P R
£ -g T e 3 e p3 S AR A A
& S — — 10 1l 7> 10
Brief summary from a very small initial study:
* As design space size increases, genetic becomes more efficient (Good)
* Accuracy decreases as design space size increases (Not so good)
Naming : "<design space size> - <variant of genetic algorithm>"
P1 =initial population randomly spread over design space 2
2:’0’;‘;';3;’:" P3 =initial population evenly distributed over design space.
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Structure

4. Future directions and getting involved

35
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INTO-CPS

Future Directions - Search

* Modifications to genetic search
— Initial population
e Current: randomly generated

* Future: allow structured initial population to evenly cover design
space or follow user preferences

— Parent selection:
e Current: random selection influenced by ranking
* Future: allow parent selection to be also influenced by location
and grouping in designs space and/or objective space

* Add a simulated annealing search algorithm

* Allow architecture and scenario sweeping with results
presented in a sensible manner

36
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Future Directions - Cloud L?;)

INTO-CPS

* DSE can require much CPU time, even with genetic search
 DSE may be democratised by supporting the use of cloud resources

* Making used of HTCondor we have automated much of the process
already and aim to automate the remainder over the summer

https://research.cs.wisc.edu/htcondor/

Start DSE L FMUs/objective scrlpts
. Batch of model conﬁgs

1 config per node

Request progress Request progress

<
<

DSE Loop

Fetch Results + objectives Result + objectives

-
~

Present results

S Horizon 2020
Programme

37



INtegrated TOolchain for Cyber-Physical Systems

Future Directions - Cloud

e Users are charged for both cpu
time and data transferrec

* Organisations may have different
goals in terms of design cost,
time and diversity

* We aim to provide guidance on
how to employ cloud parallelism
to meet organisational needs

http://projects.au.dk/into-cps/
(- 2
L
LO

INTO-CPS

Generation (time)

Generation (time)

Cloud-based DSE

[ﬂﬂ]:EEEEEE
EERE- FEENEENENE

EREE

trade-offs

N

offspring

o
=
wn

S
=
>

S

ERE”~

11

3
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INTO-CPS

INTO-CPS association - purpose

 Maintain and develop further software that was
created in the project

 Enable the widespread use of the software through
open source licenses

* Promote its usage in academic and industrial settings

* Allow members to steer direction of development and
incorporate software into products

e Kick-off meeting 14th November, Aarhus, Denmark




INtegrated TOolchain for Cyber-Physical Systems

INTO-CPS association - technology

SysML profile

=  Abstract modelling of CPS

= Builds on top of the Modelio tool
(Open Source)

= Export of configurations for multi-
models and DSE

= Traceability support

INTO-CPS application

= User Interface for setting up and
executing Co-Simulation runs

" |ntegrates many elements of the
INTO-CPS tool chain

Horizon 2020

mProgramme

http://projects.au.dk/into-cps/

=

S
INTO-CPS

Co-Simulation Orchestration engine

= FMI 2.0 compliant master algorithm
= Supports Windows, Linux, Mac

= Parallelization support

Design Space Exploration tools

= Algorithms for defining DSE runs and
ranking the results

= Uses DSE configurations from
Modelio

= |ntegrates well with the INTO-CPS
application
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INTO-CPS

Thank you for your attention
IFG page:
http://projects.au.dk/into-cps/industry/industry-follower-group/
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