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Cybersecurity is EVERYONE’s Job

INS\GH

Systems Security
Engineering: \Whose Job
s It Anyway?

Parri Nejib, porr sefibénge com; and Denam Bayer, downm beyer#lmeo.com

= ABSTRALCT
This articic deltvers 3 lock 2t current and evolving pollcy, geidance, and standards surmounding secur iy activities in the sysiems
engineering Itfecycle. Emphasis i placed on systems socurity enginecring (SSE) and how ppiication of systems cngiscering
concepls and processes In an agfle manner (agfic systems cnginecring) throughout Sie Iacycke is the way 1o deal with the dyzamic
and diverse world of cyber threats Lo 2 system (Dove 2014). This paper & 2 follow-on %0 "Respoase o Cyber Securty Demands
for Agiity™ (Noyi-Eeyer 2014) published in the Inlermational Counctl on Systems Esgiscering (INCOSE) INSIGHT 1 2014
The focus of that research was bringing afiention 10 Cyber saoarity and the tmportance of other discipiings Lowards coatrbuting
%0 secure sysiems. Since that tme many of Swese domains have farther devedoped thetr ows standards, procosses, and geidance
iz B¢ 2rea of cyber securty. What we roquire sow i 2 way 10 take these domain-focusad concepts and integrate Sem inlo and
across 2 systems 1ecycie. The best way to achiewe this & a5 part of the sysiems engineerng function. Designing aad buliding
sooure systems roquins 2 seamiss Integration of security into sysiems cangncering processes and agfic methodologies adopted
%0 constantly revis®, roovaluate, and re-design as part of 2 risk management process. The framework that will be dscussed In
this paper will focus o taking carmently evolving guidance 11 SSE and breaking that down 1nfo products and lools for systems
engineers Lo casily determing e rofationship and value between SSE and sysiems esginoering. In adantion, quick reference guides
will further enhance and esabie successfal development and Inlegration of SSE artiacts inlo systems engineerng art¥acts Oae
of the companion pleces seeded In the existing SSE documentation 1s 2 mapping of work prodecis/artifacts gencraled durng the
nical processes and the respossihic and contributing parties. Critical 1o the sucoss of the now guidance, sach 2
the National Institute of Sandards and Technalogy (NIST) Spectal Peblication (SP) B00- 160, Sysiems Seczrity Engiacering, 52
Clear accouniab ity and acceptance of 2ll discipiines on thetr contrfdutioss and Infucnce towands deveioping 2 sooere sysiem. We
an 5SE roics and respoasbiliies framework concept for cossidenation. The framework 5 an Implementation ool to be
usod Zlong with existing guidance in the area of SSE and sysicms esginoering (o Clearly demonstrate that program prolection &=
zot the responsibity of any one person or dscipiing, i & the responsibiity of 2 entire ieam of ndividials planning, devdoping,
deploying, operting & manianing (O&M), and retiring 2 system. S5E 5 (he “glue” St dinds 20l of this together during the
systems engincering Mecyck o exdance system socerity.

Integrating cybersecurity into the SE process is
critical to ensuring a secure design

Recent paper published
in INCOSE Insight
Journal, July 2016
Volume 19/ ISSUE 2

2

Approved For Public Release #17-1081 Unlimited Distribution, Dated 5/22/17



INCOSE SSE/SE Roles & Responsibilities Q\

Framework - Origins

* Nejib/Beyer papers on agile security and SSE July
2014 and 2016, INCOSE Insight Journals

« Suggested project during INCOSE IS 2014 SSE
working group session

* Timely with new SSE guidance and documents
coming out from NIST and OSD (SE)

— New specialty SSE section in INCOSE SE Handbook
v4

* Need an easy reference responsibility framework
to map out relationship between SSE/SE

— Understandable by both SEs and SSEs
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W )
Approach s
* Research applicable publlshed Standards and
Guidance
— NIST 800-160 These all had major updates mid
_ SO 15288 — 2015and 2016

— INCOSE SE Handbook™

« Work focused on taking SSE activities, tasks and
deliverables/artifacts and developing framework that
can be used across domains and clearly defines
crigcglEartifact roles and & responsibilities within SSE
an

« Make it clear to SEs how to integrate SSE products
into related SE products and the value in doing so to
manage overall program/system design and risk

The systems security engineering discipline provides the security

perspective to the systems engineering processes, activities, tasks, products,
and artifacts, with emphasis on system security risk management.

08/09/17 4
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Project Goals

* Integrate artifact roles & responsibilities
framework into current INCOSE specialty
engineering section on SSE — Chapter 10

* Develop framework so that it can easily
be adopted into NIST SP 800-160 and
ISO 15288

08/09/17
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Systems Engineering Life Cycle Processes

Recursive, Iterative, Concurrent, Parallel, Sequenced Execution
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* Supply
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Project
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Source: ISO/IEC/IEEE 15288: 2015
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INCOSE SE Handbook & NIST SP 800-160 organized by
Processes and associated Activities and Tasks
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ID PROCESS ID PROCESS

AQ | Acquisition MS | Measurement &
AR | Architecture Definition OP | Operation " :
BA Business or Mission Analysis PA | Project Assessment and Control ]
CcM Configuration Management PL Project Planning

DE Design Definition PM | Portfolio Management

DM Decision Management QA | Quality Assurance

DS Disposal QM | Quality Management

HR Human Resource Management RM | Risk Management

IF Infrastructure Management SA | System Analysis

IM Information Management SN | Stakeholder Needs and Requirements Definition

IN Integration SP | Supply

IP Implementation SR System Requirements Definition

KM Knowledge Management TR | Transition

LM Life Cycle Model Management VA | Validation

MA Maintenance VE | Verification

NIST 800-160 broken down by
ISO 15288:2015/INCOSE SE

processes — expressed in

security activities and tasks

E Iimplementation

Pl PREPARE FOR THE SECURITY ASPECTS OF IMPLEMENTATION

w Develop the security aspects of the Implementation strategy.

P12 dentfy constraints from the security aspects of the Implementation strategy and technology on the

system requirements, architecture, design, or implementation techniques.

w13 dentfy, plan for, and obtain access to enablng systems or services to support the security aspects of
mplementation.
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Example Process Breakout W

Implementation (IP) Process Breakout

Purpose * Realize the security aspects of all system element
* Results in a system element that satisfies specified system security
requirements, architecture, and design

e  Security aspects of the implementation strategy are developed

e  Security aspects of implementation that constrain the requirements,
architecture, or design are identified

e Security system element

* System elements securely packaged and stored

e Enabling systems or services needed for security aspects of implantation

e Traceability of security aspects of implemented system elements

Activities and * |P-1 Prepare for the security aspects of implementation
Tasks o IP11-13
* |P-2 Perform the security aspects of implementation
o IP21-24
IP-3 Manage results of the security aspects of implementation
o IP3.1-33

Security strategy, plan, traceability, requirements, design, architecture, secure
system elements, assurance evidence, assurance results and anomalies
report

G S LB Responsible: Systems Security Engineer (SSE)
Supporting Roles

Supporting: Program Manager (PM), Chief Engineer (CE), Systems Engineer
(SE), Systems Architect (SA), and Test Engineer (TE)
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Roles & Responsibi

ities Framework
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