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2. May require 
combination of 
models/processes, 

with such 
models/processes 
supplementing & 
complementing 
each other…

1. Hard to solve with 
single analytical 

method…

3. Manual integration 
often cumbersome & 

error-prone…

Complex inference problems…

Inference = deriving conclusion from facts or premises (Merriam-Webster). 2



Need tools!
Tools 

(and processes/methods)
are needed

multi-model 
integration…

Model-Based 
Engineering 
framework 

& tools/methods

to streamline 
and support

Therefore, 
we developed

to support design, 
integration, execution, 

and analysis.

3Name of the tool: Semantic Testbed for Inference Enterprise Modeling (STIEM)



Definitions
Insider Threat:
• Individual(s) who….

– Is current/former employee, 
contractor, or other business 
partner

– Has/had authorized access to 
organization’s network, system, 
data 

– Intentionally or unintentionally 
exceeds/misuses access, to neg-
atively affect confidentiality, 
integrity, availability of 
organization’s information or 
information systems

Inference Enterprise:
• Collection of…

– Data, tools, algorithms that 
organization employs to address 
some inference task

• We view it as both manual & 
automated process…
– But we’re specifically concerned 

with its automated portion

4

[CERT, 2012]



Inference Enterprise Model

Inference Enterprise Model: represents/evaluates/predicts performance of Inference Enterprise. 5

Alert, miss/hit, etc.

Apply algorithms to 
down-select 

“persons of interest” 
for investigation

Monitor 
activities of 
population

Apply algorithms which 
identify indicators and 
detectors associated 
with potential threat

Inference Enterprise operation

Population Modeling 
(understanding) and 
Synthesis/Simulation

Fusion&Down-Select
(may involve complex 
machine learning)

Performance 
evaluation
Precision, Recall, False 
Positive Rate, etc.

Inference Enterprise Model



Semantic Testbed for Inference Enterprise Modeling
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Sensitivity Analysis of Whole System PerformanceMulti-Model Integration Workflow

Parallel/Distributed Execution

Model integration architecture implemented on top of COTS, 
Phoenix Integration's ModelCenter® (www.phoenix-int.com)

ModelCenter®



ModelCenter®

Model Integration Architecture of STIEM

7MBSE framework for simple integration of components using various software platforms.
Provides variety of tools/methods for analysis/simulation models.



II

III

I

IV

Case study & application of 
insider threat inference 

enterprise multi-modeling: 
workflows & software are managed 
in STIEM to represent & simulate & 

analyze different 
assumptions/scenarios.

Automatic wrapper 
generator: 

translate software interface 
specification to format compatible 

with STIEM/ModelCenter®

Repository of reusable 
software components: 
reconstruction of data from summary 
statistics; machine-learning and 
inference components like Neural 
Networks, Decision Trees, Naive Bayes 
Models, Random Forests, Hidden 
Markov Models, Support Vector 
Machines, etc.

Platform-independent 
distributed & asynchronous 
execution: 
efficient use of computational resource; 
reduce overhead of synchronization & 
process monitoring.

Contributions

8



Interface Specification Form

Information in this form is used for generating application wrappers. 9



Distributed execution

10

ModelCenter®AnalysisServer®

AnalysisServer®

AnalysisServer®
SSH

SFTP

Telnet

Orchestration 
& monitoring

Distributed execution 
environment natively 

supported by ModelCenter®

(proprietary).

We added quick support for 
open-standard protocols. 

Uses same format of interface 
specification form.



Asynchronous calls

Useful when models take long time to finish execution. 11

Wrappers written in a 
way to return 

immediately (opens 
background 

command/process)

Polling workflow asks
for results later, 

repeatedly.



Examples (results)

*Data is not real. It’s just for illustration purposes. 12

Predicting performance of Insider Threat Detection system



Examples (results)

13*Data is not real. It’s just for illustration purposes.

Using ModelCenter ® built-in plot tool for analyzing how recall/precision changes when virtual count 
parameters of Dirichlet distribution are changed.

Recall Precision



Examples (results)
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Borderline threshold

Using ModelCenter ® built-in 3D 
plot tool for analyzing how 
Coverage (Certainty Interval 
Calibration—CIC) changes when 
virtual counts of Dirichlet
distribution and threshold of 
judgements/beliefs in SME data 
are changed.

*Data is not real. It’s just for illustration purposes.



Examples (results)

15*Data is not real. It’s just for illustration purposes.

Multi-scale plot of how 
some performance scores 
change when merging 
results from two models 
and changing weights.



Examples (results)
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Using ModelCenter ® built-in 
simulation/optimization tool to find 

configuration with best performance metrics.

*Data is not real. It’s just for illustration purposes.



Concluding remarks
• STIEM is a model-based engineering framework that 

provides wide variety of tools & methods, storing them as 
reusable components and creating multi-modeling workflows 
with different data sources.
– Suitable for designing, integrating and executing/orchestrating 

software components with distinct and visible input and output 
interfaces (e.g. input/output files).

• This approach is useful to a broad set of areas that involve 
multiple analysis models
– Examples may include defense/national security, homeland 

security, intelligence analysis, information security, etc.
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This work is part of…

• Scientific Advances to 
Continuous Insider Threat 
Evaluation (SCITE)

• Objective of the project: 
– evaluate, understand, and 

improve  performance of 
automated threat detection 
system

www.iarpa.gov/index.php/research-programs/scite 18



Our team
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Innovative Decisions, Inc. George Mason University

Human Resources Research Organization PsyberAnalytix LLC

Dr. Yung Mei Leong, 
Consultant

§ Lead organization; 
§ Bayesian modeling
§ Monte Carlo modeling
§ Psychological modeling

§ Ensemble model 
aggregation § Bayesian reasoning

§ Ontology development
§ System architectures
§ Multi-modeling

§ Bayesian models
§ Multi-model Integration

§ Quantitative psychology/ 
statistical model 
development

§ Insider threat subject 
matter expertise

§ Quantitative psychology 
and performance 
evaluation

§ Human behavior 
modeling 

§ Cybersecurity/Info 
Analysis R&D

Many thanks to the team.



Ongoing/future work: semi-automatic 
workflow generation

We thank Mr. James Lee & Dr. Abbas Zaidi (GMU) for assistance with this method. 20
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Thank you for your attention.
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