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Voting System Security in the News
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Why MBSE for Voting System Security?
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• MBSE provides a clear and self-consistent specification 

of EVS requirements, hardware, software, process and 

logistics

• MBSE allows for the systematic definition of failure 

modes for security analysis

• MBSE provides a framework for connecting multiple 

models in different software tools and building a 

unified roadmap of the system



Model Architecture
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Electronic Voting System Structure
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Electronic Voting System Use Cases
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Electronic Voting System Use Cases
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Electronic Voting System Use Cases
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Model Architecture - Requirements
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Electronic Voting System Requirements
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Populated from Requirements Management Repository (Jama) by Syndeia (Intercax)



Electronic Voting System Requirements
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Electronic Voting System Requirements
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Populated from Requirements Management Repository (Jama) by Syndeia (Intercax)



Model Architecture – Hardware, Software and Logistics
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• SysML [MagicDraw]

Use Cases

Other Tools

Requirements

Structure
Hardware

Structure
Software

Behavior
Logistics

FMEA
Security

Requirements 
Management 

[Jama]

Mechanical & 
Electrical CAD

[NX]

Software 
Configuration 

[GitHub]

Issue 
Management

[JIRA]

S
y
n
d
e
i
a



Electronic Voting System Operations
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Electronic Voting System Operations
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Electronic Voting System Software

• DRE Software functions are linked to GitHub-managed software files by Syndeia
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Electronic Voting System Software

• DRE Software functions are linked to GitHub-managed software files by Syndeia
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Electronic Voting System Software

• DRE Software functions are linked to GitHub-managed software files by Syndeia
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Electronic Voting System Hardware
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Model Architecture – FMEA and Project Management

20Copyright 2018 Intercax. All rights reserved. 

• SysML [MagicDraw]
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Failure Mode and Effect Analysis
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• Failure modes are identified by stepping through the behaviors and structure



Failure Mode and Effect Analysis
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• Failure modes are connected to JIRA issues for tracking mitigation action



Graphs
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Graph Theory drives social networks like Facebook and LinkedIn
Systems engineering needs to take advantage of the same capabilities
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Syndeia Graphs
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Graph Queries on the Total System Model

25Copyright 2018 Intercax. All rights reserved. 

Show 
Everything

230 nodes

517 edges

Elements:
• SysML
• Jama
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• GitHub
• NX



Graph Queries on the Total System Model

Show all Jama requirements Show all “Satisfied” Jama requirements
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Graph Queries on the Total System Model

Show all JIRA issues connected to GitHub file 
“StoreVoteItem”

Show all GitHub files connected to use case 
“Steal Votes DRE”
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Why MBSE for Voting System Security?
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• MBSE provides a clear and self-consistent specification 

of EVS requirements, hardware, software, process and 

logistics

• MBSE allows for the systematic definition of failure 

modes for security analysis

• MBSE provides a framework for connecting multiple 

models in different software tools and building a 

unified roadmap of the system



To Learn More about Syndeia, 

• Check out our website for product info and video 
demonstrations at www.intercax.com/syndeia

• Schedule a web demo with Intercax – contact us at 
info@intercax.com

• Request an evaluation license – set up an account and 
submit your request at www.intercax.com/help
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http://www.intercax.com/syndeia
mailto:info@intercax.com
http://www.intercax.com/help
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Appendix



Intercax Snapshot
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• Born: Georgia Tech spin-off 2008
• Location: Perimeter Center, Atlanta; 

Pune IT Park, Pune, India
• Focus: Software for MBSE
• Syndeia - PLM/CAD/CAE/ALM 

Integration with SysML
• SysML parametric solvers 

(ParaMagic, Melody, ParaSolver, 
Solvea)

• Training and Custom Development
• 4000+ students since 2008

• Customers
• Aerospace, Automotive, Defense, 

others



Benefits – Communication and Change Management
s
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• Syndeia can enhance 
communication between 
departments, navigate 
across system data for 
design reviews, and support 
failure and safety analysis.
• Have any requirements 

impacting my design 
changed since time A?

• Where is the test data for 
design variant B?

• What was the total product 
configuration on date C?
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Electronic Voting System Operations
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