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Resilience Engineering ('The Vision’) ten sy

 Develop new insights into the
engineering of complex systems

Develop new immersive techniques,
technologies and tools to support virtual
engineering and MBSE for resilience
engineering

Develop “Architects Cockpit” for
engineering resilience in systems of
systems

 Develop executable reference
architectures for engineering
information systems of systems




Resilience Definition

\ .
“The dynamic ability of a SoS to re-adjust when faced with change or disruption, at both the SoS
and constituent system level, and to continue to provide operational capacity at a certain level
Resilience is a combination of ilities, Scalamu/' T
depending on context /‘ -
Challenge is how can these ilities (attributes) T . O ety « )
be modelled and evaluated in a SoS Hainiainablity .\ s s
architecture representation? - ——a _ Satety
Systematically approach the design phases / \§ A\railability
of development and to migrate architectural Testabilty @ _ Reliability
models into executable models to analyse e | \
the behaviours and performance levels of CS - Sustainability |
and SOS allke Predictability ' .'Learnang
@ versatility

llities Network
Adaptation from (de Weck, Rhodes, & Ross, 2012)
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Why is Resilience Engineering Research Important? N

OiliGas
‘\T“‘:‘:i:‘_"'“—“"‘__“"ﬁx Compressor Station Power Power

- Manage Uncertainty and Dynamicity e o PR WG T

Fuel/Supply

Communicatlons

* Proactive vs Reactive Approach to Risk o)

Transport

« Economic > Intellectual Motives

. Emergency
Reservoir - Services

Substation

Emergency
Call Center

- Stakeholder Conflicts in Goals & Requirements cq‘f o
o TR

* Increased Connectivity and Complexity o PonsoniSocoPoynents Ggveramons
- Stricter Regulations on Safety - . 2
* New Threats 8
* Increased Expectations (Supply and Demand side) e
year
+ Finite Resources i N s s Sl

Patriarca, R., Bergstrém, J., Di Gravio, G., & Costantino, F. (2018). Resilience
engineering: Current status of the research and future challenges. Safety
Science, 102(August 2017), 79—100. https://doi.org/10.1016/j.ss¢i.2017.10.005




Why is Resilience Engineering Research Important?

DESIGN

Level of Level of Cost
Resilience Vulnerability
Zero Resilience 0 o Likelibood None
Some Resilience 1 rex Extremely Low
Moderate - e Moderate
High Resilience 3 . High
Full Resilience 4 SoS Resiience Extremely High

Levels of Resilience vs Cost

+ Systems of Systems are Evolutionary

* Dynamic Environments

* Define Acceptable Performance Levels and
Functionality Levels

» Develop Levels of Resilience (Resilience Scale)

i Attributes I
System [ Reliability &
: | i Resilience
performance —»  Recovery [

IMPROVE

Translating system performance to resilience and vice versa

N. Yodo and P. Wang, “Engineering Resilience Quantification and System Design
Implications: A Literature Survey,” J. Mech. Des., vol. 138, no. 11, p. 111408, 2016.

Architectures to understand SoS and CS relationships
Criticality & Vulnerability Analysis

Develop Resilience Metrics

Need to develop Resilience Cultures

Adaptability leads to Survivability

Optimize SoS for high resilience levels



Engineering Resilience: Design Implications
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Architecture of an SoS

System of systems Constituent systems
Provides emergent services through system *  Independently operated and managed
interactions . Gather/receive source info
May need control . Perform services
Can be modelled . Interact
. Independently evolve

sys
model

Evolution

----------------------
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- L]
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"a
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a
"
"
"
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control
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Architecting with llities

External Environment
|

v

Initiate SoS )

Conduct SoS Analysis

'I '
{/
I"I,l
U

n

Conduct SoS Analysis

Construct SoS
Reference
Architecture

M

Plan SoS
Update

SoS Wave Model Modified to Show Non-functional Architecting

Implement SoS Update

Evolve SoS
Architecture

Non-Functional

Requirements
Architecting

_______ > Evolve SoS
Architecture

{/
W,
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System of Systems (SoS) Resilience v n. s,

Evolvability Weighting
Scalability/ —
| Modularity +—e 2
Flexibility 2
exibili

s | M 5

Changeabilit l

g Y @ Adaptapility
Maintainability @) | /. Vulnerability
0 Safety

’ /. Availability
Testability @

Reliability
. Robustness l
Repairability .
Sustainability
earning

Predictability (@) \ oL
@ Versatility

Adaptation from (de Weck, Rhodes, & Ross, 2012)
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System of Systems (SoS) Resilience Py

Evolvability Weighting
| Modularity

Scalabili /
7 |

Changeabili
Maintainability (@) St
\ e ‘-('":.._

Testability @

" Re
. Robustness l
Repairability .
Sustainability
‘ . Lea

lid
Predictability . rning

Flexibility

)

B Vulnerability

Adaptation from (de Weck, Rhodes, & Ross, 2012) .Versatility

Architecting SoS with ilities

« ldentifying CS in network which need to be resilient
« Embedding ilities in SoS architectural design phases
« Setting resilience criteria based on stakeholder requirements @ eratity
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Water Resilience in UK o o ge EXETER BT
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Water Resilience in UK
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“Resilience is the ability to cope with, and recover from, disruption, and -
anticipate trends and variability in order to maintain services for people and
protect the natural environment, now and in the future.”

Change in mean daily maximum temperature (°C)

o Population
Water resources longiterns |
planning framework~.

| for Environment
& Rursd Aftairs.

70,000,000 e
Creating a great place for 60,000,000
living
Enabling resilience in the water
ssssss
Mareh 2006
50,000,00




Operational View 1(OV-

Water Supply SoS «0OV-1 High Level Operational Concept Graphic»
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BRIM Feasibility Study CONOPs iy

BRIM Project Details:

» To create a reference architecture of the existing water supply network (SoS) in the UK, using systems modelling languages
(SysML) and Architectural Frameworks.

» Define what is meant by resilience in the context of water supply.

 To identify non-functional attributes which could potentially (if designed into early phases of development lifecycle) increase level
of overall resilience (e.g. availability, robustness, flexibility).

» Apply novel resilience viewpoint in SysML/UPDM to demonstrate its analytical capability

r—————— Climate o o4
- ‘ Water Treatment |«
Flow ("'/ " "
Climate Change: Increased Flow
Temperatures
Flow
—  Temperature »| Water Demand Flow—3! Waste Water |
-~ . F 3 A N
= + .
\ (:‘ ( >
Water Source Depleted Water Resources Flow I"C;T'_::ﬁie\'\::mr ( ;\
- N
e Rainfall/ o Flow T Increased Water Demand Fiow ®
Precipitation |~ 4 Increased Waste
Service Water Treatment
Reservoir
LA 4
Population Waste Water =
Causal Loop of Water Supply Problem Treatment
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System of Systems (SoS) Resilience @\

Increased Capability

Express 'Ill't\
Define & Model
Measurable Performan ce
Define & Model

- SoS Reference Comprised of , Static
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SoS Reference Architecture s

. Requi t
« MBSE process and reference architectures used to; Stakeholder -j:ff.rf'ﬁens_

Management Engineering

Disciplines

» Systems models are used to communicate
requirements to customers and help elicit

further requirements ?
|
1
. Project o
> Help to represent a system from various Management . - __
perspectives (both developer perspectives and PRCICT ANACEMEN o .
user perspectives) N, Yo S

| SoS Reference

Architecture - Model-Integration
i Specifications

» Systems modelling helps engineering and
design teams to understand the functionality
of the system

» Systems Models (plus model simulation) help to
evaluate system performance

» Systems models help to optimize designs Software
(costs, time, performance)

Manufacturing
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Reference Architecture & Resilience Viewpoint

Operational

Views

Systems

Views

e Operational View 1 (OV-1) - High Level Operational Concept view
¢ Operational View 2 (OV-2) - Operational Resource Flow Description
e Operational View 5b (OV-5b) - Operational Activity Model

o Systems View 1 (SV-1)Systems Interface Description BDD
* Systems View 4b (SV-4b) - Systems Functionality Description

~N

e Resilience View 1 (RV-1) - Constituent System
Dependency Model

e Resilience View 2 (RV-2) - Vulnerability and Criticality
Description
e Resilience View 3 (RV-3) - Risk View Description

Resilience

Views

\J
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Proposed Resilience Viewpoint

R‘l -- .'..--o |.'. 'r ap ody L Bla 3 1 al he
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EI---E?S ERSO5_Reference_Architecture
=0 ArchitecturalDescriptions
E‘{:'__l DoDAF20_Architecture
@@ All View Pkgs
-ty Capability View Pkgs
[-{E) Data and Information View Pkgs
=9 Operational View Pkgs
=-E2 OperationalViewPkg
-5 activity 8
. OV-5bO0perational ActivityModelDiagram
Bﬂﬂ 0OV-1 High Level Operational Concepts
i 7] ov-1 high level operational concept_2
I;J---Ezﬂ 0OW-2 Operational Resource Flow Description BDDS
~-2% ov-2 operational resource flow description bdd_3
#-EW Project View Pkgs
- Service View Pkgs
&% Standards View Pkgs
=-[E9 System View Pkgs
=~ SystemViewPkg
EIEE'&. activity 0
- 5V-45ystemsFunctionalityDescriptionDiagram
IEI---E"_' 5V-1 Systemns Interface Description BDDS
gﬁ sw-1 systems interface description bdd_0
-0 Components
- Packages
-3 Profiles

+ResilienceViewPkg
- RV-1 resilience view 1
- RV-2 resilience view 2
- RV-3 resilience view 3

Resilience Viewpoint: The Resilience Viewpoint is a technical viewpoihf

that describes interactions amongst constituent systems. Provides details
of interaction types and particulars about vulnerability and criticality
aspects of constituent elements. Additionally, the viewpoint is to be
developed to include constraints and requirements from a resilience
standpoint, showing the redundancy and common-mode failure aspects in

designs.

|

Strategic
Viewpoint
Acquisition
Viewpoint

v

Services

Viewpoint

DoDAF

L

y

Custom Systems All
Viewpoint Viewpoint Viewpoint

Resilience
Viewpoint
Technical
Viewpoint

Operational
Viewpoint

v

Proposed Resilience Viewpoint with DoDAF Architecture Framework



The Resilience Viewpoint

*Resilience View 1 (RV-1) - Constituent System
Dependency Model

* Resilience View 2 (RV-2) - Vulnerability and Criticality
Description

e Resilience View 3 (RV-3) - Risk View Description

Resilience

Views

Resilience View 1 (RV-1) - Constituent System Dependency Model
- Shows the high-level integration of constituent systems and their
dependencies, communication and information channels and
general operational relationships

bdd [Project] il Vil int [Resili : View_1]
r - .” !"'

| Constituent_System_1 port_3 o W“’;:_ __ Constituent_System_2

Cperations A Cperations
| Operation_1():RhpString | Operation_1():RhpString

] Operation_20):Rhpstring Repeency & Operation_20y:int
| Opertation_3():RhpReal ) Operation_3():RhpsString

| Operation_4():int

3 —
port_ 1 port 6 A
«flows Dependency
| Dependency
Dependency port 2 aBlocks
> Jiisonss 2
COperations
| Operation_1():void
[ Operation_2():veid |
|port_s flows
)
r




The Resilience Viewpoint

Resilience

Views

*Resilience View 1 (RV-1) - Constituent System

Dependency Model

* Resilience View 2 (RV-2) - Vulnerability and Criticality

Description

e Resilience View 3 (RV-3) - Risk View Description

Resilience View 1 (RV-1) - Constituent System Dependency Model
- Shows the high-level integration of constituent systems and their

dependencies, communication and information channels and

general operational relationships

bdd [Project] Resilience_Viewpoint [Water_Supply RV-1] /
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'| .................................... ﬁow” ............................ )"'! wwm
] f‘”\"’m ) . - Operations
- Bt s i Dependncy - iniesiy e
|l Opertation_3():RhpReal E Operation_3():RhpString
= Operation_4():int
port 1! Pk & A
«flaw: Dependency
Dependency
Dependency pun_z[ «Blocks ‘
[ jiConstithont 3
Operations ‘
| Operation_1():void
[ Operation_2():void |m y N
|_'i_': -
«BlDCk» «Blmb
Clean_Water_Distribution_Network Demand_Centre
(harains Cperations
E Flow_Direction():RhpString 5 port_0 H Demand_Level():int
Il Flow_Rate():int POt “»{ ] i Water_Usage():RhpStrin
B o e ioni [ 3 Ukoge():RhpSting
= Pipeline_Dimensions():voi Flows Waste_Water_Level():void
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I Dependency




Resilience View 2 A~

pestins P ' ‘\ iy y
= Operation_1{):RhgString | 5 operation_10):Rhpsteing
i Operation_; 1 [ Operation_2(int
i *Resilience View 1 (RV-1) - Constituent System o | | gl
RESI|Ience Dependency Model '
V- e Resilience View 2 (RV-2) - Vulnerability and Criticality
Ie€WS Description
e Resilience View 3 (RV-3) - Risk View Description e genioe | e
Tmmer | e L] mmieie
Constituent System | crtically dependent o1
;‘f::.“ fsmstltm | Constituent System 2.

Resilience View 2 (RV-2) - Vulnerability and Criticality Description - Created to examine the vulnerability and
criticality of system elements within a defined scope of interest.
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Resilience View 2 A~

gy = e
pestins P ‘\ iy ”
= Operation_1():Rbgstring | 5 Operation_1():Rhpstring
i Operation_; 1 & Operation_a(yint
i *Resilience View 1 (RV-1) - Constituent System o [-feveri
S8 Dependency Model |
V- e Resilience View 2 (RV-2) - Vulnerability and Criticality
IEWS Description
e Resilience View 3 (RV-3) - Risk View Description e genioe | - .
Temmr | L—iBoesew ] schee
Constituent System | crtically dependent o1
19:::',‘ f:nstltm | | Constituent System 2.

Resilience View 2 (RV-2) - Vulnerability and Criticality Description - Created to examine the vulnerability and
criticality of system elements within a defined scope of interest.

I ST sBlock» “Blocs
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Resilience View 3 _

T Swe ] . e
N )
s *Resilience View 1 (RV-1) - Constituent System S frobontty
S{eS008= Dependency Model e R
Vi *Resilience View 2 (RV-2) - Vulnerability and Criticality T —— s
IEWS Description — Description
e Resilience View 3 (RV-3) - Risk View Description o C
m Probability
Probability

Resilience View 3 (RV-3) - Risk View Description - Provides a clear description of a set of risks and
the assignment of risks to system elements.



Resilience

Views

Resilience View 3

¢ Resilience View 1 (RV-1) - Constituent System
Dependency Model

* Resilience View 2 (RV-2) - Vulnerability and Criticality

Description

e Resilience View 3 (RV-3) - Risk View Description
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Description
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/_,// [
Probability
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Risk ¢
Description
o
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Pipe_Bursts
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Mains_Supply_Pi
= «Block,Risk2»
f= Pressure_Decrease
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Resilience View 3 (RV-3) - Risk View Description - Provides a clear description of a set of risks and
the assignment of risks to system elements.



Design Space Exploration Process S\

Benefits:

« Stakeholder engagement

* Requirements capture

» lterative design process
crerence «  Model checking

Architecture « Insights into system performance

« Data formats

« Validating requirements

Simulation Results 21
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Future Work and Conclusions

« Develop use cases to demonstrate the value of Resilience Viewpoint
« Test the SoS resilience framework developed

« Create an ilities-based view in Resilience Viewpoint

« Talk to experts to assess the requirement for a Resilience Viewpoint

* Understand the process to include in OMG Standards Q9 I

%

N

S

[~
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