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Threat Analysis
Security Validation
Penetration Testing

Software Assurance
Functional Safety (X/VDS)

Hybrid Electric/Electric Vehicles
Autonomous Vehicles
Connected Vehicles

Electrical Machines
Semi-Conductors
Battery Management
Power Drives and Controls




ASK

How can the
organisations
responsible for a

connected vehicle
ensure that it remains
secure throughout its
lifecycle?




ENABLING SYSTEMS ENGINEERING

Enabling systems engineering
by
engineering enabling systems

enabling system

A system that provides some or all of conditions necessary for the creation,
existence, and/or destruction of one or more other whole or part systems of interest

Typically represents a set of organisations, individuals, tools, processes, and
activities involved in conceiving, developing, maintaining, retiring, and destroying a
purposeful system (or systems) or part thereof



& 20" Annual INCOSE
international symposium
{ Orlando, FL, USA

' . .. L
74 July 20 - 25,2019
d. #

An Evaluation Ontology

www.incose.org/symp2019



Evaluation Pattern Context

«ontology el...
System under
Evaluation
Stakeholder

«concern»
Derive benefit from

«ontology el...
Standard

«ontology el...
Decision Making
Panel

1.*

«ontology el...
Decision Maker

interactions with
"System under
Evaluation”

«concern»

Provide approved
method

«concern»
Make evidence
based decision

«concern»

Understand Evidence

System Under Evaluation

«include»

«include»

-
-

«concern»

Understand needs

-

¥
-

«include

|
1
1
—_————.—_— L
!
-

«concern»
Establish purpose of
evaluation

«concern»

Report findings «include»

=7
-
- |

1
«include»
\

«concern»
Use reliable
evidence

~ - —«include» - ————

«concern»

Understand how
properties of the 'System
nder Evaluation’ interact
vith the environme

«concern»
Understand
properties of system

«include»

«concern»
Understand impact of
interactions with the
environment

«concern»
Use appropriate
method

«concern»
Evaluate candidate
systems

«ontology el...
Evaluator

1.*

1

Q

«ontology el...
Evaluation Panel




System
under

Evaluation
Stakeholder

Key concepts

1.%
Grade of
___________ Impact
A
impacts
Grade of
Exhibition
0..* .
1.7 | <exhibits
Property |
0..*
0.* ? 0..* 0..*

interacts with»

System under
Evaluation




System

«ontology ele...

I
Evaluation Evaluation Ontology Extensions | SoSACRE 1
Enabling System 1 1
1 I
| - Nteracts
«ontology el... | 1 with 12
System under I
Evaluation ] T System «ontology elem...
«ontology elem... Enabling System
System of Interest
Context
«ontology eleme...
System Context
O Qo
«ontology element» 1 representsthe ndd for B «ontology elem... is reali «ontology elem...
Evaluation System [, 4 ] System 1 1. Product
| .
1
+sub- +meta- | A A
SVStSm system I | «ontology el...
0. 0.* 1 | System Model
|
|
L

-
I
I
I
«pattern» I 1 «ontology el... «ontology elem... «ontology elem... «ontology elem...
Evaluation I System Element | <" Constituent System ~ System of Systems Service
Pattern | 1.* 1 1.5 1
I
I .
I interacts "
|owith T
I
U
|
: «ontology elem... «ontology elem...
. | Virtual System Acknowledged
\ System
Evaluation .
|
|
| «ontology elem... «ontology elem...
m 1 Collaborative Directed System
yS e 1 System
|




Evaluation System Properties Viewpoint

1 *
«ontology ele...

<l

Score

«ontology ele...

Grade of
Exhibition

B - exhibits

- exhibits

Property 1.7

. 0..*? > 0.*| o0.*

interacts with
|

«ontology e...
Interaction

«ontology e...
Behaviour

- maybea
System of Interest Y
0..1
«ontology el... eta
System u.nder - system
Evaluation 1.
«ontology el...
o Evaluation
. < System
Enabling System y
System OO
«ontology el... |1 sub-
Evaluation system
0.*

Enabling System

N




«invariant»
{Each grade is always exactly one of

either 'Subjective' or 'Objective'.}
«ontolo...
Qualitative
Grade
I~ «ontology el...
Grade
«ontolo...
Quantitative ﬁl
Grade
|
expressed | «ontolo... | <ontolo...
a's Quantity «Osr::t(;)rz“' Weighting
Value K
B OO
This could (should?) be 0. * Zﬁ
harmonised with
'Measure' as declared on
;t)’;ettgtl‘i)v{'zg;h:r?l)’:;ih «ontol... «ontolo... «ont... «ontol... «ont...
compatible as currently expresses Gra-dt.e .of Satisfa_ction Exam Assurfmce Grade of
defined, but I think they | magnitude of Exhibition Rating mark Rating Impact
can be fitted. Would ! A
need to change the
composition of 1.*
Measure'in the Epoch «ont... «ont... «ont... «ont... «ontology ...
patl?er n. to allow for Quantity|__ ~ Property Safety Security Concepts::
subjective measures too. Rating Rating Maturity Level

A single instantiation of
'Grade’ may be associated

_|withmultiple child types.

{incomplete}

This ontology illustrates
one possible classification
of some common 'Grade’
types. It is not exhaustive.
It is not definitive.
Terminology and
classification scheme are
likely to vary between
organisations and even
individuals in the same

_\ organsiation.
N\

Grade
concepts



Quantity Concepts
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{incomplete}

The model would benefit from
capturing more information from
“International vocabulary of metrology
— Basic and general concepts and
associated terms (VIM)". Astarting
point would be to capture more
associations with ‘quantity’, whichis
the root definitionin VIM.
http.//www.bipm.org/utils/common/d
ocuments/jcgm/ICGM 200 2008.pdf
Seealso QUDV SysML library which
captures VIM concepts

{incomplete}

Number may also
generalise other elements
not shown here
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Connected Vehicle Security - What's the problem?

Connected systems

— Communication between vehicles

— Communication with infrastructure

— In future, an even greater number of devices sharing even more data
— Risk to life, risk to privacy

Complex, nested systems of systems (So0Ss)
— Unprecedented complexity (uncertain relationships between cause and effect)
— Products and services (things, infrastructure, data storage, analytics, apps, ...)
— Enabling system(s) (people, processes & tools in the responsible enterprise)

Lack of standard best-practice

— Disparate stakeholders have to agree what achieving acceptable security means and how to

determine success (end users, employees, manufacturers, regulators, shareholders, road users,
infrastructure systems, connected vehicles, emergency services, app developers, governments, malicious
actors



Security assurance example
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Benefits T

Describe evaluations and their dependencies across organisations
Combine disparate evaluation types to roll-up evaluation results
|dentify areas of good/poor practice by querying aggregated evaluations
Control granularity to match level of rigour expected

Conduct gap analysis between existing and required capabilities
Improve decision making through better business intelligence

Quantify the impact of decision making processes on the quality of
upstream/downstream evaluations

Generate automated compliance evidence for security audits
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