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Internet of Things (loT) connected devices installed base worldwide
from 2015 to 2025 (in billions)
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The ever increasing number of connected devices creates an
exponential number of opportunities to orchestrate them on innovative
ways and to provide new services

... and also an exponential number of cybersecurity vulnerabilities!
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Decisive technology for decisive moments




In order to address cybersecurity threats to
the solutions we deliver to our customers,
we must infegrate the cybersecurity
concerns into our systems engineering
processes



The context

Integrating Cybersecurity and MBSE
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OVERDESIGN2 OVERSTAFFING?

Rather a cybersecurity-by-design approach



Architecture is what defines connections between building blocks,
coordinating them so as to reach a common and shared purpose,
which is the reason to exist of the system they make part of

Cybersecurity concerns shall be integrated in the systems’ architectural design
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Integrating Cybersecurity and MBSE



The proposed integration approach is based on

3 enablers

Apprehend the Enable effective
system communication

Reach a consistent design Between Security and
of the solution fulfilling Systems Engineering
stakeholders expectations teams, about their
concerns

Dedicated
practices

Enabling the proper
handling of cybersecurity
concerns into the systems

engineering workflow




Our Model-Based Systems Engineering (MBSE) approach

Language

Tool

== Capella




The ARCADIA method defines common engineering practices and concepts

'\

The environment and the purpose
of the system — what the system has
to accomplish to fullfil the
stakeholders’ expectations

ed understanding

Ne

The form of the system: the
elements composing the system,
what they shall do and how they
will be implemented in order to
fulfill the expectations
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The ARCADIA method defines common engineering practices and concepts

------------------- e TE—— \ Symbol Concept Definition (extract)

Real-world entity involved
in operational activities to

% Actor which the system of
interest or its stakeholders
should contribute

Action, operation or
service performed by the

@. Function system, or by an actor
interacting with the
system

MNeed understanding

A Operational activity
F : Funciion

Set of elements gathered
Exchange during an exchange
E ltem between functions or
components

Arrangement of functions
Functional and exchanges,
QE - describing an expected
Chain X -
behavior of the system in
a given context

Solution architectural design

A constituent part of the
=X system, responsible for
E Component implementing some of the
functions




The CAPELLA tool fightly infegrates the method, efficiently supporting daily work

Logical Architecture ~
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Logical Architecture
Develop System Architectural Design

Physical
Architecture

Analysis
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» Transition from System Functions

+ Refine Logical Functions, describe Functional Exchanges

o

[w}
I'.'IE% LFBD] Create a new Functional Breakdown diagram

@ LDFB] Create a new Functional Dataflow Blank diagram

TE? FS] Create a new Functional Scenario

» Define Logical Components and Actors

» Allocate Logical Functions to Logical Components
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What is the Primary Asset of
this “system”?¢




A mapping between Cybersecurity and Systems Engineering concepts is the
basis for reaching a common and shared vocabulary between disciplines

A model element may be considered as a cybersecurity concept,
and hence may have cybersecurity properties

Cybersecurity Systems Engineering (Arcadia)

Threat Source Operational Entity/Actor
Feared Event New concept
Asset Primary Asset (service-kind) Functional Chain, Function
Primary Asset (information-kind) Exchange ltem
Supporting Asset Physical Component, Physical Link
Security Control Function

(extract of the mapping)



20

A set of key moments where Cybersecurity concerns shall be
reconciled with the systems engineering work products

Cybersecurity engineering Co-engineering Main Systems
stream interactions Engineering stream

' Deliverables

Synchronization
Systems Reviews (e.g. SRR)

Shared / mapped Y Context & Needs
concepts

Security Solution Systems Solution



Analysis of the system’s cybersecurity context and needs

Command Authority
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The analysis of the expectations of stakeholders leads to identification of threat
sources, their goals and intents, how they may attack the system. It also leads to the
identification and characterization of primary assets



Analysis of the system’s cybersecurity context and needs

Scientific user
Q [SEC][MISUSE] Obtain meteo data without authorization
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SEC] S
[5€C] Spy [SEC][MISUSE] Obtain images from forbiden areas
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[SEC] SS/HW/SW component subcontractor

Q
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[SEC][MISUSE] Sabotage meteo collection syste

@Webmaster Ell_) |

D=1 \Webmaster UI

Provide meteo data
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The analysis of the solution
needs integrates the
characterization of threats:
the stakeholders involved on
ifs realization, ...

[l [SECI[MISUSE] Obtain meteo data using another user's id
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§3 Scientific user
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|3 Acquire image @ current

ituation

l [SEC] Access to the

D=3l [SEC] login and password service using another
D

Manage
® subscrg
D=3l pyblished forecast |
_ IE @D Consult forecast
equest [ authorization L. I

weather

@ agreement with
the Scientific userr




Design of cybersecurity-aware systems architectures
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§'0 [SEQ) Thales Encryption Product (R)

Software
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E [SEC] Encryption Management b

( E [SEC] Encrypted transfer R
Software

[SEC] Manage
communication with

user pr'Br to transfer @ [SEC] Transfer
D3I [5E EQ key _ encrypted package|
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@ Prepare ecaﬁ
publication J
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\ D=l internet
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The definition of the
architecture includes
the identification of the
supporting assets to be
protected, and the
functions and
components that will
implement the security
controls.

At this stage, trade-offs
analysis shall be
conducted to elicitate
the architecture
representing the best
compromise.



Handling the complexity of the co-engineering effort

§ Comms board g Security supervision § Operational Computer
board

Cybersecurity-dedicated view - the

Operational Computer physical component

is a “representative” of several physical

4 components in the system model. A set of

behavioral components represent the
cybersecurity-specific features that the

@& B | |Gter shal implement.

SECURITY MODEL

To apply to
{C} Computers

iiiii

b |
SYSTEMMODEL 0
. . Comms Sub- §0 Security Cabinet §dComputer1  [€7 = Computer 2 A' ECompwuterB
System-dedicated view —only those =~ o gy @
cybersecurity aspects impacting the fe e | :
system-level evaluations (sizing,
interfaces,...) are represented, — X
irelevant details are omitted (e.g. ety E: @Emﬂy
. . <] agent_ < agent_
Security Cabinet) I T T T
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Early verification and validation of cybersecurity-aware systems
architectures

E Ground Station

§ 0 [SECQ) Thales Encryption Product (R)

. ™
(a [SEC] Encryption Management B £d [SEC] Encrypted transfer

)

Software Software DeriveRqt |

1

[SEC] Manage @ AC17-2
| 2% communication with —_ :
user prioy to transfer @ _[SECI Transfer N _y_) - The system shall implement
encrypted package cryptographic mechansims to
protect the confidentiality and

the integrity of remote access
sessions

The assessment of how and how well the architecture elements contribute to the
satisfaction of cybersecurity requirements, allow co-engineering teams to gain
confidence on the solution architecture
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Effective integration of cybersecurity concerns into
systems engineering is reached through:

Apprehend the
system

Leverage on MBSE to
share a common
understanding on the
solution at ifs stakes

Enable effective
communication

Define a common
vocabulary and the key
reconciliation milestones in
the engineering process

Dedicated
practices

Targeted model-based
practices to analyze,
design and justify the

solution
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