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Outline

* Motivation and history

» Current status of the specification for integrating
safety and reliability analysis into MBSE

— The structure of the specification
— Methods covered

* Core concepts, implementation principles
 Demonstration of model-based FMEA

* Future plans
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Terms and definitions

» Reliablility
— Abillity of a functional unit to perform a required

function under given conditions for a given
time interval

o Safety

— Freedom from unacceptable risk

www.incose.org/symp2019 3



Terms and definitions

* The objective of functional safety is
freedom from unacceptable risk of:
— physical injury or
— damage to the health of people either directly

or indirectly (through damage to property or to
the environment)
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Safety Standards

« Each industry has developed domain specific ISO standards, derived from
IEC 61508 that reflect more accurately the needs and challenges within

their domain.
—— IEC 61508 i
(Meta-Standard)

/ T 1ISO 26262

(Automotive)

prEN 50128
IEC 62279
(Railway)

IEC 60880

(Nuclear power
station)

IEC 60601
1ISO14971

(Medical Equipment)

IEC 50156

(Furnaces)

IEC 62304

(Medical Device Software)

RTCA/DO-178B
IEC 61511 IEC 62061 (Aerospace)
(Process Industry) (Machinery)
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Why do model-based Safety and Reliability? =

 Current methods have been in use for
decades.

* They seem to work...

www.incose.org/symp2019 7



The problem with the traditional approach =~

Safety = - TR Hazards,
engineers ) = risks, etc.
System
engineers
System

concept/requirements

Certification o
agency =

Certification

System
safety report

System design
model (SysML)
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S

The problem with the traditional approach ~+#

Hazards,
risks, etc.

System
safety report

System
engineers

Svstem stem desigh
yster odel (SysyL)
concept/requirements

Certification
agency

\[/

Textual and verbal
communication of

iInformation leads to errors

www.incose.org/symp2019

|

Certification



Ry

The problem with the traditional approach <

engineers

System
safety report

System
engineers

concept/requirements

System

Certification )
Storing safety ==

information in
three different Certification
places
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The problem with the traditional approach =~

engineers

safety report

System
engineers

concept/requirements

System

Certification
agency

How do you trace
between these?

www.incose.org/symp2019

Certification

11



The problem with the traditional approach ~#

engineers I N 4 i

safety report

System
engineers
System

concept/requirements

Certification — - —
agency How do you trace ===

between these?
Slowly and painfully

Certification
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Benefits of a model-based approach

Safety
engineers

Hazards, risks, etc.
(S&R profile)

System
safety report

System

engineers

concept/requirements

R o

=

= L — o S

System

System design model
(SysML + S&R profile)

Certification
agency

(SysMD)
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Benefits of a model-based approach

Safety
engineers

Hazards, risks, etc.
(S&R profile)

System

engineers

— / Automatic generation
= of reports for

=5 regulatory authorities

System
safety report

System design model
(SysML + J&R profile)

Certification

agency

information
communication
using models
(tool-to-tool)

Automatic safety Safety information

stored only in one

place (eases
maintenance)

| g

Certification
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Benefits of a model-based approach

Safety
engineers

(S&R profile)

Hazards, risks, etc.

System
safety report

System

engineers

concept/requirements

System

System design model
(SysML +HS&R profile)

Certification
agency

(SysMD)

Trace between safety
information and system
information within a
single model

| g

Certification

www.incose.org/symp2019

15



OMG Safety and Reliability profile working f”\
group

 RFP published by OMG in March, 2017
Initial version submitted to OMG on Aug 28, 2017
Current status: revising the specification (until Aug 2019)

Main contributors of content:

« Japan’s National Institute of Advanced Industrial Science and Technology

 NASA Jet Propulsion Laboratory

* France’s Alternative Energies and Atomic Energy Commission (CEA)

 No Magic, Inc. / Dassault Systemes

* Ford Motor Company

« GfSE e.V. (the German chapter for systems engineering, Gesellschaft fir Systems
Engineering)

« The Aerospace Corporation

Plus comments from many others
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Standards-based

« Based on established international standards as
much as possible

» Reliability: IEC 60812 for FMEA and IEC 61025
for FTA

. Safety IEC 61508 and its offspring

Medical software safety: IEC 62304
* Medical equipment safety: ISO 14971
« Automotive safety: ISO 26262
* Other fields welcome, of course!
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Profile and library structure

02-Core |
03-General
=] = - |
sprofiles 3
CoreProfile — —| Corelibrary i - .
| GeneralConceptsProfile GeneralConceptsLibrary
| I | A
| D | |
; s !
______ T N I S S - I I -
l - | |
| I 04-Methods | |
I
= B | [ i —
FTA | FMEA | | 1S026262 | STPA |
|
e | . o
FTALibrary FMEALibrary 150262621 ibrary STPALibrary
I | | |
| ¥ | W | W | W
aprofiles sprofies wprofiles aprofiles
FTAProfile FMEAPTofile 15026262Profile STPAProfile
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FMEA L

« FMEA (Failure Mode and Effect ima| e
Analysis) is a bottom-up (or can
performed functionally for top-

«reguirements

shitigations

= «reguirements
down) methodology designed: o e
. [ . [ [RPN : Real [1}iredefines RN} . | e ‘9;;‘:2 E;R lllllllllllll
— to identify potential failure modes
for a product, part or process, T ,
— to assess the risk associated with SO P
. o e o 2 o patteryDeplet ed |1 batteryCannotBeCharged|1 @ glucoselevelUndetected) @ therapyDelay. 1
those failure modes, el i —— =
. N Context = [E|GlucuseM eterinUse Relevant To=FmanBattery |  |RelevantTo = [AlglucoseM eter Relevant To = [Elpatient
— to ra n k th e I S S u eS I n te rm S Of Pmé?;‘;f::;;eter detectability : Real =D‘.‘Eg?rssdefmea detectability} 'severity : Real = 60(_::_:31;:“‘ severity}
mainBattery
[} Rels it To = (CJEmpty !
I m po rta n Ce 3y a n d ncj:j:rz:ceoﬂea\=4I'.25JE-IrEe!defmes OCCUTEnCH :
|

— to identify and carry out e ]
corrective actions to address the
most serious concerns.
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FTA

 FTA (Fault Tree Analysis) is
a top-down methodology

designed: L
— to identify the contributing o

events to an undesired event =)
across a whole system,

— to identify how those events ==
combine to enable the (S
undesired event, and

— to identify the most likely

«BasicEvent»s

««««««««««««

«BasicEvents

combinations of contributing

events for design of
preventative actions.

www.incose.org/symp2019
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S T PA R L

« STPA (Systems-Theoretic Process Analysis) is a systems and

controls theory based exploratory methodology designed:
— to identify system losses to avoid and the contributing hazards
— to identify control actions which could lead to a hazard and their causes
— to identify constraints (requirements) on the system to prevent or mitigate hazards
— can be applied to cyber-physical systems

alCAx «lCA» «lCA» «UCAR alUCA alUCA wUCA
NotProvided Provided Early Late OutOfSequence TooShort Toolong
«lUCA» alUCA» «UCA» «lUCA» alCA» alCA»
BSCU BSCU Autobrake BSCU Autobrake BSCU Autobrake BSCU BSCU Autobrake stops
Autobrake does not provides Brake control provides Brake control provides Brake control Autobrake providing the
provide the Brake action during a normal action with an action with directional or provides the Brake control
control action takeoff insufficient level of asymmedtrical braking Brake control action too early
during landing roll R braking during landing during landing roll action too late (before TBD taxi
when the BSCU is Context : normal takeo ff [1] roll e (>TBD seconds) speed attained)
armed : 2 T Context : landing roll [1] after when aircraft
references [ Context : landing rell 1] : . I ) HIE
Context : landing roll [1] references references
I I | Context : touchdown [1] Context : landing roll before taxi speed is attained [1]
| | | I I
«RelevaniTon
— | | eRelevantTos [eHievantla | |
| | | | l«ReI&vantTU:o l«ReIevantTUn
| | | | | |
W W \r '3 2 3
signal
Brake cmd
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) [ ]

«C: «Goal»

Operating Role and

e GSN (Goal Structured /

Control System is acceptably
safe to operate

«blocks
Control System

r(kl:l

«Goal»

Notation) is a S T

argumentation notation:

— used to graphically i
present the proof that

Hazards identified
from FHA (RefY)

Software in the Control System
has been developed to SIL
appropriate to hazards involved

O

«Justification»

)

«C

SIL Guidelines and
Processes

ur‘D

- «Strategy»
Argument over allocated SIL
for Primary and Secondary

SIL apportionment is
correct and complete

D/\D O]

«Goals «Goals «Goals «Goals

that a goal is fulfilled ]

— can be used to argue a
system’s safety case.

Hazard H1 has been Probability of Probability of Hazard Primary Protection System
eliminated Hazard H2 H3 occuring < 1x10-3 Developed to SIL 4
occuring < 1x10-6 per year

\/

«Solution» «Solutions
Formal Fault Tree Analysis
Verification

www.incose.org/symp2019

«Solution»
Process Evidence
for SIL4

Identified software
hazards

Secondary Protection
System Development to
SIL2

Process Evidence for
SiL2
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1ISO 26262

« [|SO 26262 (Functional Safety) is a
automotive specific functional
safety standard:

Provides an automotive safety
lifecycle

Defines a risk-based approach to
determine Automotive Safety
Integrity Levels

wSituations
HazardousEvent
Fi

wSiuations
«IDCarriers

Steering Hazard
{id = "HE-017}

wvalues

JASIL : ASIL [0..7] = Diredefines ASIL}

hazard : Unintended Vehicle Lateral Motion/Unintended Yaw [0..7]

scenario : Potential for vehicle to depart the intended pathilane and
collide with oncoming traffic or roadside objects before driver is able
to control the sit If steering p yaw
momentum, could cause loss of control of the vehicle. [1]
values

Controliability : Controllability [1] = C3

Steering Assist [1]

situation : Highway Driving Straight at Speed [1."]

Exposure : Exposure [1] = E4

| location1 : Highway [1] [ ‘ location2 : City Roads [1]

| vehicleUsage : Driving at Speed [1] ‘

| trafficAndPeople : Traffic Free Flow [1] ‘

systemLevelEffect : The steering system provides torque
actuation unexpectedly when there is no driver request [0..7]

vehicleLevelEffect : High speed collision with another vehicle or object(s) [0.."]

Severity : Severity [1] = S3

www.incose.org/symp2019

«comments
This hazard would be applicable to
steering torque or angle control
functions. ASIL can be lower depending
upen vehicle and calibrations, and the
magnitude of the control disturbance

Text = "Infer steering angle using torgue sensors”

T

|
lmneriveReqtn
|

=
-
-
-
-
-
-
-
wsafety goals
«Preventions Prevent Unintended Vehicle Lateral Motion
************* ="
Text ="Vehicle yaw shall stay within nn' of drivers input.”
N
/
«deriveRegts /
/
/
«functional safety reguirements
Detect Deviation
="
Text = "Detect a deviation between drivers input
(converted to intended steering angle) and actual
steering angle with nn’ precision.”
£ =
-~
«ASILDecomposen / ~ «ASILDecomposes
~
/ ~
/ ~
«functional safety requirements «functional safety requirements
=" ="

Text = "M easure steering angle using
position sensors”
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Key concepts

* A core foundation on which to build model-
based S&R tools

* Representative profiles for specific domains
and methodologies

« Easy to extend to additional domains and
methodologies

— In particular, without needing a long
standardization cycle

www.incose.org/symp2019 26



Core Concepts

partPath i B

Part

Element

Generalization Composition
Color code
s 0.t to [] Entity
general part 1 " [] Relaticnzhip
ituati * Foreign Domain Conce
Situation s [] o pt
aitnbuies
description : String [0..1] from
E
.1
attribute [0..*
DependabilityElemeant DependabilityAttribute
attribute atiribufes
1 0 AttributeRelation
0.t unit [0..1] aftnbutes
affects (value [0..1] formula ; String [0..1]
1 i

www.incose.org/symp2019
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Implementation Approach

* UML Structure-description mechanisms are used

— Block Definition Diagram/Internal Block Diagram (aka Class
diagrams, Composite Structure diagrams for non-SysML

people)

 Effort to reduce the usage of Profiling mechanisms
(Stereotypes, Tags) in favor of using more Model
Library Approach

« Seems to “rnyme” well with the SysML v2 group efforts!

www.incose.org/symp2019 31



SysML/UML-to-S&R mapping

General situation

«block»

wblocks
Situation

®COmments

) -
Documentation

[P

Specific situatio

Element

Element

I

partPath

Part

«block»

«blocks Mralizatiu n

Situation

Parent situation

child s.'rtuyﬁnI

A

ild situation

causes
from

eblocks |2
Situation

:causes to | effect: Situation

l

cause: Situati;; from

th

wblocks
Situation

Compgéition i :
. Causality Color code
- G aHbites. [ Entity
2 3 constraint [0..%] ) ]
general part 1 " i [[] Relationship
. Situation s [] Foreign Domain Concept
\ sinniies
de=cription : String [0..1]
wblocks
Situation
values
deynda bility attribute
attribute (0. * |7/
DependabilityElement Dependahililyhttyfﬁte _
attribute atiributesd redefines
name : String i0..1 = .
1 0..* type - DataType [0.1] AttributeRelation
i unit [0..1] attribute aftnbuies
S | P affects |value [0..1] "':Et—fnnﬂula: String [0..1]
:_1 Aot o, l:l..t e

www.incose.org/symp2019
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FMEA example: system model

sblocks el
GlucuseMeterinlUse Patient
glucoseMeter
wblocky mainBattery
- block
GlucoseMeter e sl
; Battery
r&s&w&EaﬁérﬁT
pump
eblocks
Pump
: reseryoir «blocks
? Reservoir

—

www.incose.org/symp2019

(stm [State Machine] Battery [ Batteryu

Y

Full

Charging Ja

Empty

Partial J

\
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FMEA example: requirements violation

greguirements

Device working for 3 years
without the need to replace
batteries

=
T

- gviolatess
Ty,

T

S,
e

«FMEAANalysisitems
GlucoseMeterFMEAItem
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FMEA example: identification of situations ~#

areguirements

Device working for 3 years
without the need to replace

batteries
e
T,
- wviolatess
™
-
oy
i
«FMEALAnalysisiiems
GlucoseMeterFMEARem
¥
batteryDepleted |1 batteryCannotBeCharged | 1 glucoselevellndetected therapyDelay (1
aSituations wSituations xSituations wSituations
BatteryDepleted BatteryCannotBeCharged Glucoselevellndetected TherapyDelay

www.incose.org/symp2019 35



FMEA example: chaining and rating situations “+#

batteryDepleted : BatteryDepleted [1]

 from

: Cauzality

to

«FailureModes
batteryCannotBeCharged : BatteryCannotBeCharged [1]

| occurrence : Real = 4.5 |

I

Cauze

detectability : Real = 0.02 I

 from: Causality to

Failure Mode

glucoselevellndetected : Glucoselevellndetected

 from : Causality to

s

/

therapyDelay : TherapyDelay [1]

Intermediate effect

iRPN : Real [1]

www.incose.org/symp2019

| severity : Real = 6.0 l

I

Final Effect
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FMEA example: tabular view

# Mame Item Failure Mode Local Effect Of Failure Final Effect Of Failure  SEV Cause Of Failure OCC  Prevention Contral  Detection Control DET OxD RPN Recomrm
airbag : Bag does not o |5-f'|ﬂt S a:ErT;d a ek e Add redun:
1 |(EF1 : : €8 Injure Passenger 4.0 | (&0 Broken wire 40 | 9 stresstest (4.0 16.0/ 64.0 R
Airbag open on impact : — standard monitor irmp
{£F) Controller is not functioning prope ME XK 123 03-000 tight tn no!
ight : i Cari ble at night Battery dead
2 | @F2 ight Light does not | (&) Car inoperable at nig - () Battery dea s i i | S
Light turn on {5 Car inoperable under ba
3 | @Fs3 "‘_th : Light does not | {5 Car inoperable at night 20 {EF) Broken wire 5 40 e | se
Light turn on {5 Car inoperable under ba
{5 Car won't start () short circuit in switch
light : Light does not Fedesign: .
4 | ©F4 Light turn off R 2 20 | AN indicator w
driver's dot
while lights
{5 Car inoperable at night () Headlight out
light = Light does not Cior bceerbl i B Redesign:
5 | @©Fs Light turn on @ . e i me i lights-on di
in console;
@ Car won't start @ Operator error (eft an)
Redesign: .
light : Light does not indicator w
5 |@Fs Light turn off =0 2 = 00 B0 diver's do
while lights
visual lights
7 | @F7 "‘_th x Light does not | (&) Car inoperable at night 20 ({EF) Switch broken 50 L0 20 | 40
Light turn on (% Car inoperable under ba
{5 Car inoperable at night {ER) switch corroded Designed per
light : Light does not Car inoperable under ba material
8 |(EFs Light i G pe 2.0 20 |€D debiiAg 3.0 6.0 | 12.0
MS-KXX 1
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FMEA example: FMEA pattern Wy

xblocks
AbstractFMEAItem
Yalles
RPN [1]
previousRPNValues [0..*Hordered nonunique}
7% = From Intermediate Concepts
1
I [
B e e T e A i e I R o | ______ et
failureMode |1 cause |1..* 1 finalEffect [1..*
wFailureModes eSituations wSituations
AbstractFailureMode AbstractCause AbstractEffect
detectabiity (1] occurrence[1] severity [1] )
premitigationDetectabilibyalues [0 *{ordered nonunigue} premitigationOccurrences [0. *Hordered nonunigue} premitigationSeverities [0, *fordered nonunigue}
Fuy Fay ¥
«FMEAlem»
FMEAltem
consirsints
: RPNCalculation
values
RPN : Real [1]
previousRPNValues : Real [0..%] [ el B e e e e —
- -+ ]
i
! BN
| Mote: there is no need for an |
intermediate effect(s) to be captured
failureMode |1 | cause |1.* in the library, since we are not finalEffect |1..=
«FailureModes | «Situations EAR oy o hoss aSituations
FaitureMode | Cause But when modeling some specific Effect
valuas valves FMEARem, user will most definitety T values
detectability : Real [1] | occurrence ; Real [1] want to add seme intermediate severity : Real [1]
premitigationDetectabilityValues : Real [0..%] | premitigationCeccurrences : Real [0..%] effects, particular to hiz situation premitigationSeverities . Real [0..%]
| | | |
[ I
L Redefinition, ordering, and J
————————— unigueness modifiers are hidden T TEATE TR TAATT TSRO TEATE TRATE TEATE TEATE TERIm TRTE 7=
for these attributes for diagram
compactness reasons
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S

FMEA example: FMEA pattern parametrics*#

finalEffect : Effect [1..7]

wequale

severity : Real [1]

failureMode : FailureMode [1]

detectability : Real [1]

SEY

ceguals DET

cause : Cause [1..7]

occurrence : Real [1]

OCC

xequals

cConstraints
+ RPNCalculation

{RPN=SEV*DET=0OCC}

RPN

o

sequalk

www.incose.org/symp2019

RPN : Real [1]
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MEA example: applying FMEA analysis (s
attern

«FMEAHRem»
FMEAltem

COonsI=aUNis

. RPHCalculation

wreguirements i
D\f..“iiDe working for 1 week finalEffect : Effect [1..%]
without the need to replace cause : Cause [1..%9
batteries failureMode : FailureMode [1)
™
" values
i RPN : Real [1]
5. A e previousRPNValues : Real [0..%]
S
S,
T,
o,
Sy
«FHEARem»
GlucoseMeterFMEAlItem
values
/RPN : Real [1Kredefines RPN}
L
{redefines cause} {redefines failureMode} {redefines finalk fiect}
batteryDepleted |1 batteryCannotBeCharged |1 glucoselevellndetected therapyDelay | 1
« Situations «FailureModes aSituations wSituations
BatteryDepleted BatteryCannotBeCharged Glucoselevellndetected TherapyDelay
wvalues alues valies
occurrence : Real = 4.5{redefines occurrence} detectabilty ;. Real = 0.02{redefines detectability} severity : Real= 6.0{redefines severity}
wSituations wFailureModes wSituations
Cause FailureMode Effect
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FMEA example: RPN calculation

|4 Glucose Meter FMEA & 4 - Applying FMEA patter... X | 4> =
BRI GRS A i EEQ IR e QS % v iD -
W bdd [Package] 0 - Presentation [ | &) 4 - Applying FMEA paﬂemu A
kIE B8 -
blocks
L g X T FMEAltem
constraints
[ Commen - aPN
E4 Note - N wrequirements
Device working for 3 years cause - mmsﬁ:;m [11
Comment 3 :
? without the need to replace finalE ffect : FMEASituation [1]
= Problem batteries detectionControl : FMEASituation [1]
A
ot ~ values
o — =Y RPN : Real
i Element Group S _«Violatess
{} Constraint w ¥ ~ & T
— o - ~ -
=
[ Package A ™ =5 n
g Bl «FMEAAnalysisitems
[ ' GlucoseMeterFMEAItem
=] 1nterface Block
2 Constraint Block
[¥] Value Type
["E] Enumeration b |
- < >
8 x|
Animation speed: I
»_ Console X B Variables x | o Breakpoints x |
] Ready)| & @ - 2 85 -
UuT H [ H E Il = (= O 1= el ed. " =
00:00:00,000 ; **== lysisItem GlucoseMe terFMEATtem is initialized, **** Name Value
00:00:00,000 : Initial solving ... & = GlucoseMeterFMEAItem GlucoseMeterFMEAItem @1 1d 7599 o)
00:00:00,000 : Initial solving completed. .
00:00:00,000 : ***= FMEAAnalysisItem GlucoseMeterFMEATtem execution is terminated. === -3 RPN : Real ii2
00:00:00,000 : *=**= FMEAAnalysisItem GlucoseMeterFMEATtem is initialized. === [-[# batteryCannotBeCharged : BatteryCa... BatteryCannotBeCharged @4f4d6574
00:00:00,000 : Initial solving ... 5 .
00:00:00,000 * Iitial sciving & e, EI [# batteryDepleted : BatteryDepleted [1] BatteryDepleted @7c0868¢
v E1-[A glucoselevelundetected : Glucoselev... Glucosel evelundetected@2ch17bas v
>> ](defadt) v| € ) >
0| e 181033
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FMEA example: mitigation

areguirements

batteries

Device working for 3 years
without the need to replace

e
e

e

S,

w\inlatesx

o,

e,

.,

*a

b

«Mitigation»
-
e

«FMEAANaly=isiems
GlucoseMeterFMEAlItem

www.incose.org/symp2019

-~

arequirements

Alarm when battery has
sank

=
-~

-
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FMEA example: tying situations to states and

parts

«FMEAANalsistem:
GlucoseMeterFMEAItem

batteryDepleted |1

aSituations
BatteryDepleted

wm o
y SRy |
\| 7

In State = _Empty
Part = (FlmainBattery

valles
occurrence : Real = 0.01{redefines occurence}

batteryCannotBeCharged |1 glucosel evellndetected therapyDelay |1
asituations g=ituations e=ituations
BatteryCannotBeCharged Glucozelevellndetected TherapyDelay
Part = (FlmainBattery Part = (FlglucoseM eter Part = [Flpatient
values values
detectability . Real = 0.02{redefines detectability? severty - Real = 6. Mredefines severity} _

www.incose.org/symp2019
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FTA integrated with FMEA: example

s Situations
s Aluminum Block Mot Moved

from to ‘
Jd :Leads
to

-

-~

-

Intermediate Effeclﬁ'

xconstraints || Eiit to
: OR :
. Leads

aFailureModes

: No Braking for Spinning Blade

[ to
I
I
| aSituations | from
| | +Current Detection Fail e
| i
| !
Causes ‘ﬁ . Leads
!
»
esituations from

:» Monitoring Current Fail

: Finger Injury

wHarms

xSituations

: Slip While Pushing Workpiece _

ol Y
e
ey
fn:”-n ‘tu -xHElEEH:fn
: Blade Spinnin
:Leads i i |
from
: Leads
1o
wconstraints
- AND ifrom to
:Leads
1o
 Leads
from
frDm ‘tu uSi‘tIJEltiIJI'I:er

:Leads

probability : Real

: Unintended Contact with Blade

www.incose.org/symp2019

severity : Real

Final Effect




Let's keep In touch!
Geoffrey Biggs <gbiggs@ieee.org>

Andrius Armonas
<andrius.armonas@3ds.com>
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