Challenges and opportunities in
the integration of the

Systems Engineering process
and the Al/ML Lifecycle
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Let's speak some Al...



Digitalization

Digital technologies are Adopted 2 of 9 the key Increase in their annual turnover

an “opportunity”. digital technologies being 24% BD and 5% Al

E. Union, “Digital Transformation Scoreboard 2018 EU businesses go digital: Opportunities, outcomes and uptake,” COSME programme of the
European Union, Luxembourg, 978-92-9202-353-9, 2018.



Context

Evolving and competitive market for Cyber-physical
systems (CPS)
Legislation

Business needs and models

Quality
« Safety
* Reliability

* Cyber-security

* Certification

* Environment

* Standardization
* Ethics

Engineering process , methods, technology & tooling
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Are driverless cars

Safer?
To 200 yards, 24//

Zero distractions

Tired/distracted |
driving |
Quicker and more
Slower | accurate responses
responses | . >
Indecision
Poor judgement g
Human error eps other cars

safe too

Standard Vehicle - Human Driver Self Driving Vehicles


https://www.micron.com/insight/on-the-road-to-full-autonomy-self-driving-cars-will-rely-on-ai-and-innovative-memory
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What can you see:




Self-Driving Cars (object recognition)

0.71 five
-0.25 young

L~ 0.59 people
-0.05 are
-0.26 seen
-0.14 wearing
0.22 zombie

- 0.63 costumes

top sentences for this image:

(3.51) A group of people walking on a city street dressed up like zombies.
(2.65] A group of people walk down the street dressed as zombies.
(1.52) People dressed as zombies walking down the streeL

Source: https://www.theverge.com/2015/7/17/8985699/stanford-neural-networks-image-
recognition-google-study

Source .https://towardsdatascience.com/how-do-self-driving-cars-see-13054aee2503



https://towardsdatascience.com/how-do-self-driving-cars-see-13054aee2503
https://www.theverge.com/2015/7/17/8985699/stanford-neural-networks-image-recognition-google-study

An example of architecture

2

R, B Is it a Car?
Aptiv Autonomous  « =
Driving System i
® 4 short-range LiDARs o § e e o
.g,zng_,angelsgms e 93 ogp o5 Is it a kind of a computer
® 6 electronically scanning radars
6 Aol e acars G (software and hardware
* 1 trifocl . s al?
° 1t|r"a?f(i::Ii<g:?1T2:nera Rt ’ A .m*‘"" Intens“’e) .
® 2 GPS antennas
& ok errancs LR Sensors/Actuators
Communications antenna (DSRC) Long-ange ‘ Long-ange G P U S

* 2 computer and software stacks Loogaarge

for redundancy and safety, 8\ LILH /o AI/M L mOdelS

plus ControlTec CT-Edge data ESR ' wewm 'ESR

communications system. ESR— - Shortrange 5 G

*APTIV:

Edge Computing

Source: https://www.aptiv.com/media/article/2018/01/07/the-autonomous-driving-platform-how-will-cars-actually-drive-themselves



https://www.aptiv.com/media/article/2018/01/07/the-autonomous-driving-platform-how-will-cars-actually-drive-themselves

Critical factors

Q

Conceptual &

technological

Adoption of intelligent evolving Ethi From business needs/value to system
ics
systems capabilities

N

Human factors Safety & Security



Perspective

Software & Systems
Engineering

Al/ML lifecycle



Software Engineering g

Software production automation e

Model-Driven Engineering/Architecture
Software Product Lines
etc.

Y 4 Agile methods & DevOps

P 4 Scrum, Kanban, BDD, TDD,
v etc.

Initial Focus

Methods and methodology to
tackle the problem of
software reliability

A A

* Standard notations
OB

Languages, tools, quality

management, maturity

- models, design patterns,

o - " - -~ . q components, etc.
il I

4
L 4
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The way through

There is a huge body of knowledge and practice that allow
us to acknowledge which ARE, and which ARE NOT, the
software engineering practices that really represent
timeless scientific and technological foundations for a

proper software development process.

(My own summary based on [1])

+  “A Conversation with Barry Boehm: Recollections from 50 Years of
Software Engineering”. |IEEE Software, vol. 35 (5). 2018
*  “A View of 20th and 21st Century Software Engineering “




Software & Systems Engineering process

Agreement

Processes

Acquisition Process [Clause

6.1.1)

Supply Process (Clause
6.1.2)

Organizational Project-
Enabling Processes

Life Cycle Model
Management Process
{Clause 6.2.1)

Infrastructure
Management Process
{Clause 6.2.2)

Portfolio Management
Process (Clause 6.2.3)

Technical Management
Processes

Project Planning Process
{Clause 6.3.1})

Project Assessment and
Control Process (Clause
6.3.2)

Decision Management
Process {Clause 6.3.3)

Risk Management
Process {Clause 6.3.4)

Configuration
Management Process
{Clause 6.3.5)

Information Management
Process (Clause 6.3.6)

Measurement Process
{Clause 6.3.7)

m Life Cycle Processes

Technical Processes

Bussiness or Mission
Analysis Process (Clause
6.4.1)

Stakeholder Needs &
Requirements Definition
Process (Clause 6.4.2)

System Requirements
Definition Process
{Clause 6.4.3)

Architecture Definition
Process (Clause 6.4.4)

Design Definition Process
{Clause 6.4.5)

System Analysis Process
{Clause 6.4.6)

Implentation Process
{Clause 6.4.7)

Engineering (and corporate)
environment

Teamcenten

2
ﬂ Vo S f_ Wtiezp | | | 5 agile-

rnrose | SOyRA| | €D 9 Dr1c| |

¥

ENOVIA

Jenkins.
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Clear Case A Titan

Mats Berglund (Ericsson)
http://www.ices.kth.se/upload/events/13/84404189f85d41a6a7d1cafd0db4ee80.pdf

Disconnected Silos

—
Quality CAPAs

Documents Separate

Procedures

upload

ISO 12207:2017 ISO 15288:2015

Source;_http://beyondplm.com/2014/07/22/plm-implementations-nuts-and-bolts-of-data-silos/



http://www.ices.kth.se/upload/events/13/84404189f85d41a6a7d1cafd0db4ee80.pdf
http://beyondplm.com/2014/07/22/plm-implementations-nuts-and-bolts-of-data-silos/

Artificial Intelligence

Al/ML SPRING & Fear

Any x [/ x € {domain, problem, place, one, sector, etc.} h\

Al/ML Boost

Theoretical foundations

Algorithms & Techniques G
From Deep Blue to Alexa ¢

Lack of data, computational power, etc. (not anymore*)

AI/ML WINTER

Al/ML is not cool!
“We can not solve anything”

o M

Turing Test, Conversational Systems &
Expert Systems

ELIZA
Medical Support Systems
“We can solve everything”

14




The way through

“The new spring in Al is the most significant development
in computing in my lifetime. Every month, there are
stunning new applications and transformative new
techniques. But such powerful tools also bring with them

new questions and responsibilities”




machinelearningmastery.com

Deep Boltzmann Machine (DBM)
Deep Belief Metworks (DEN) |

———————— | Deep Learning
Convolutional Neural Network (CNN)  »——————

Stacked Auto-Encoders /

Random Forest

Gradient Boosting Machines (GBM)

Boosting
Bootstrapped Aggregation (Bagging) L Ensemble
AdaBoost (

Stacked Generalization (Blending) /|

Gradient Boosted Regression Trees (GBRT) /
Radial Basis Function Network (RBFN)
Perceptron \

Neural Networks

Back-Pr

Hopfield Network /
Ridge Regression

Least Absolute Shrinkage and Selection Operator (LASSO)

Elastic Net

Least Angle Regression (LARS)
Cubist

One Rule (OneR) /
——— Rule System
Zero Rule (ZeroR) ¢+
L EEH0 BIVE WO -

/

Repeated Incremental Pruning to Produce Error Reduction (RIPPER)

Linear Regression
Ordinary Least Squares Regression (OLSR) |
-

Stepwise Regression | /
— | Regression /
Multivariate Adaptive Regression Splines (MARS) y

Locally Estimated Scatterplot Smoothing (LOESS)

Logistic Regression /

chine Learning Algorithi

-, Regularization /
y Regularization

Naive Bayes

Averaged One-Dependence Estimators (AODE)

/" Bayesian Belief Network (BEN)
Bayesian Jo—————
Gaussian Naive Bayes
Multinomial Naive Bayes
_ Bayesian Network (BN)
Classification and Regression Tree (CART)

classification

kernel
approximation ot
, WORKING
Iterative Dichotomiser 3 (ID3) o
[ cas Classifiers § Y
Lo : KNeighbors
p WORKING e
NO

Chi-squared Automatic Interaction Detection (CHAID)

Decision Tree

Decision Stump
ot NOT
WORKING ves

Text

~ - @'
wor
WORKING
Clustering - NO

GMM
number of
e categories

s ’ known

Naive
Bayes

Conditional Decision Trees

Principal Component Analysis (PCA)
Partial Least Squares Regression (PLSR

Sammon Mapping
Multidimensional Scaling (MDS)

[/ Projection Pursuit

Principal Component Regression (PCR)

. Dimensionality Reduction -

Partial Least Squares Discriminant Analysis

Mixture Discriminant Analysis (MDA)

Quadratic Discriminant Analysis (QDA) CluStering

Regularized Discriminant Analysis (RDA)

Flexible Discriminant Analysis (FDA)

._Linear Discriminant Analysis (LDA)
k-Nearest Neighbour (kNN)

\ Inst — | Learning Vector Quantization (LVQ)
._Instance Based |-

' Locally Weighted Learning (LWL)

k-Means

- 3 [ k-Medians
\_Clustering Jj———————
—Q*’ Expectation Maximization

\__Hierarchical Clustering

& you bave
labeled
g

scikit-learn
algorithm cheat-sheet

regression

]
ElasticNet
Lasso

predicting a
s || category

’ \

No

@
quanti

- Isomap
looking W™ ' wor
WORKING 3 E
i Nor
NO J WORKING
v
¢ <10K

M‘ dimensionality
it reduction

vis
few features
should be

important

Al/ML Techniques




Data Science Lifecycle

- Business
Understanding
Data Source On-Premises vs Cloud

Transform, Binning Feature Database vs Files
Temporal, Text, Image

Engineerin
Feature Selection g g
" x Streaming vs Batch
Dat Plpelme Low vs High Frequency
Algorithms, Ensemble a a
Parameter Tuning Model Modellng Acquisition &

Retraining Training Understanding : On-premises vs Cloud
Model management H\i[gelalaal=1g18 Database vs Data Lake vs ..

Small vs Medium vs Big Data

Cross Validation Model Wrangling, Structured vs Unstructured
Model Reporting Evaluation Explorat]on I8 Data Validation and Cleanup
A/B Testing Cleaning Visualization

Customer
Acceptance

Deployment

Web
Services Scoring'

Performance

Intelligent
Applications monitoring, etc.

Source: https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/overview



https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/overview

“My” Data Science Lifecycle o

‘—>

Acquisition

Data Management
Q a Lifecycle

Business Needs

Persistence

Preliminary
Analysis
— (stats / visual)
r_
Evolution Data
Selection

Applications
(value)

Al/ML

Exploitation function

Persistence
Validation

Optimization



Frameworks/Platforms/...=Al/ML as a Service 19

(_ ! ___(

Training Runs A ; Y
Kubernetes i—‘ i—‘

3 < Binary Classification: Direct marketing
containers — VN, @ B
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. TensorFlow : . Azure ML = [
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Source: https://www.ibm.com/blogs/research/2018/03/deep-learning-advances/ { @, R — / & a T
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Al Layer Architecturs

Interfaces with Hardware Management

data science
and ML tools Oplimized GPUICFU  Advancar Compula
Management Seheduling

: e Rt = ‘ e
; e W © © m%+ |
—— USRS R i x 3
Tavascript G Savaseipt
by Nevor )
i
P
< > = @00
Tensorfion Model Managemen A
=

i T e o — @@ @ Source: https://azure.microsoft.com/es-es/services/machine-learning-studio

Bytarch Soal
Seikit Learn Autamabe versonng Model Pipalining Swit
cafte
Many mera Autamatic API Pra-haat Cald-start

i

D Seinnes ek generation models End usar appicatians
120
" Al Marketpl

el - 0 Google Cloud Platform e
e Many More e s rediclions L
Dutabaas Sl D Dataset AutoML Generate predictions

arenausas / .

oy Platform Management with a REST API

Enterprise-grace  Bestin class Enterprise: Enterprise: Enterprise: Cloud Shell

Secuty supur fom Cloud-agnostc.  Custom Auth Sevemance s ol

b g Auitabiity TensorFlow Cluster i e Notebook

Source: https://algorithmia.com/

C\au? Data Lab j - (I)

Workers Parameter Server Predictions API
Worker-0 Compute Engine Cloud ML Engine
AMAZON AMAZON
AMAZON LEX te
b ﬁ\ q REKOGNITION POLLY Compute Engine
ity VOICE AND TEXT
(LY e mecosnmon TEXT-TO.SREECH e ——

Worker-1 Tl':o‘gi‘”
Compute Engine Master-0
————— Compute Engine
Al PLATFORMS o AMAZON SPARK & WorkerN — o
EMR SPARKML Compute Engine
L Input Data Data / Model
i Clakid Stbige Traln Deploy Serve

[ AWS DEEP LEARNING AMI ]

APACHE TENSOR-
(e ) (o ) [Cowme J(Crover J[ oo J[Covme J(Cveme |

Al FRAMEWORKS

AMAZON EC2 P2

Al ENHANCED
INFRASTRUCTURE AND G2 GPUS

NETWORKING

AWS 10T AND

Source: https://cloud.google.com/automl/?hl=es-419

AWS LAMBDA

Source: https://www.morpheusdata.com/blog/2017-09-14-cloud-and-ai-a-work-in-progress-with-unlimited-upside



https://www.ibm.com/blogs/research/2018/03/deep-learning-advances/
https://www.morpheusdata.com/blog/2017-09-14-cloud-and-ai-a-work-in-progress-with-unlimited-upside
https://azure.microsoft.com/es-es/services/machine-learning-studio
https://algorithmia.com/
https://cloud.google.com/automl/?hl=es-419

Technical debt in Al/ML functions [2, 4] 20

Garbage features

Correction Cascade TO\ >

e o Metrics after correction cascade
(what you report to the stakeholders)
7®<
: A

—>

m Metrics before correction cascade

(what ML model optimizes for)
Feedback loops Correction cascades

Source: https://towardsdatascience.com/technical-debt-in-machine-learning-8b0fae938657



https://towardsdatascience.com/technical-debt-in-machine-learning-8b0fae938657

Harmonization

&

Software & Systems
Engineering

Al/ML lifecycle



Engineering (of> <for) Al/ML -

Engineering of evolving intelligent systems f? Evolving intelligent systems for engineering

How to integrate the engineering
process with the Al/ML lifecycle?

How to use intelligence to help
engineering processes?

€ Currenttrend ) Technology available

O Challenges ahead Methods not ready

0 Opportunities ahead Change resistance

No clear view Room for improvement

© 0O

Lack of expertise: from
deterministic to
evolving systems

Cultural change and new mindset

Engineering more intelligent complex
products/services...

...also requires more intelligent
engineering methods and tools.



Harmonization of the SE process and the Al/ML function

— » . o . .
r — T a0
(Al/ML model lifecycle) 3
(Al/ML model lifecycle)

Paying the “hidden” technical debt



10 major challenges & coffee evaluation

Status Concept Opportunity Debate
How we do things now? Can we define a challenge? What to do to tackle the Is it really a challenge?
challenge?

Is there an opportunity?

...and the necessary tea/coffee cups per hour WP ®© © L 8%

24



Challenge #1: to describe the needs and capabilities of the e
resources which are part of the Al/ML model lifecycle

* Al/ML model lifecycle->several < Description of needs and : Cagalogre of technology * DML has been already
and tools.
inter-related activities capabilities of the Al/ML , managed in the context of Big
. _ * Specify the DML stages. o
« Data management lifecycle model lifecycle . Besafes BiLusis Data applications and Data
(DML) not completely clear standards. Science.
» Tangled environment of * Orchestration of DML

activities.
technology and tools

o * Access to functionalities as a
* Lack of standardization service.

T - T



“My” Data Science Lifecycle o

‘—>

Acquisition

Data Management
Q a Lifecycle

Business Needs

Persistence

Preliminary
Analysis
— (stats / visual)
r_
Evolution Data
Selection

Applications

Al/ML

Exploitation function

Persistence
Validation

Optimization



Challenge #2: to integrate the Al/ML model lifecycle within 6
the specification process of a system

% Concept

+ Stages of the Al/ML model lifecycle: + Specification of ‘ lt;lewoslet of subsystems: Al/ML + It mainly requires the extension of
ased.
data, training, test, optimization requirements/models for Al/ML : existing methods.
* New set of metrics.
and operation. functions. e I T
+ Many models with different requirements/models about Al/ML
functions.
characteristics and applications.
PP + Adaptation of the CCC in the
* Performance metrics: precision, context Al/ML functions.
recall, accuracy, etc. depending on * Blocks for non-deterministic
functions.

the type of model. . .
+ Consistency over time

(evolvability).

* Human factors.

T - T



DSL for requirements (patterns, metrics, etc.) ©

Vocabulary

Techniques, metrics, types of problems to solve, etc.

Quality metrics ._/

Consistency over time

Consistency between techniques and
metrics.

Consistency between requirements and

techniques.

Patterns
P1: The <Al_system> shall <action> <entity>

with a <metric> of <value> <unit> under

<weather_condition_type>.

Requirements
R1: “The entity recognition subsystem shall

provide an explanation of at least 10 words

about the recognized objects.

R2: "The entity recognition subsystem shall

recognize a person with an accuracy of 90%

under light snow.”



Challenge #3: to integrate the Al/ML model lifecycle within the @
verification and validation (V&V) process of a system.

* Methods to connect a digital
twin environment.

» Al/ML already used for testing <+ V&V of evolving systems. » Connection between both

(data, test case generation, * How to make - Methods to deriving testing sides of the Vee model.
execution). deterministic a non- environments. * W model.
: L. * Methods for re-verification, re-
» Languages to specify (safety) deterministic system? validation, re-certification, re- * Legal framework.
qualification.

test cases, e.g. Open Scenario Feedback loop:
(AVL). * In-lab V&V vs physical

+ Digital twin environment. V&V

* Virtual and Physical
* Continuous RE-V&V
+ Consistency over-time.

¢ Simulation++++ (and its
orchestration)

— -_—T - - -



Digital twin environment

DIGITAL TWIN a data PHYSICALTWIN
(performance, maintenance, health)

events, actions

Virtual system model
Virtual model instance

Physical system

adjustments/recommendations
Performance data

(e.g., controller parameters, ...)

* Analysisresults * Health data
* History preventive maintenance schedule > * Maintenancedata
MBSE Tools MBSE KB Data Acquisition
|—Other SE Tools * Sole sourceof truth Tools
SYSTEM LIFE CYCLE
« V&V * Testing * Maintenance * Upgrade

Source: https://www.mdpi.com/2079-8954/7/1/7/pdf


https://www.mdpi.com/2079-8954/7/1/7/pdf

Challenge #4: to integrate the technology stack of the Al/ML e
model lifecycle within the system execution environment

° Many techno'ogy providers . |nc|ude a hew techno|ogy L) Automatic generation Of * In the car indus.try, T.here are
execution environments already strategic alliances
stack: (DevOps approach). between:

* Hardware * Artificial “Intelligence as a » Car manufacturers
Service” (AlaaS) (OEM)

 Software .

— * "Machine Learning as a * Hardware providers
« Communication system Service” (MLaaS) [5]

« Al/ML providers

e (Software)
infrastructure providers

» Computation system « Share models?

(competitive advantage)

e Research centers



echnology and Car Companies

iahies ancd Uber have a $300M
Jaint werture to develkp a fully
autoromous car by 202,

Ub=r and Didi irwvested in
eachother after teaming @'
up in China.

v e
[ QO in Lyft

2;;?1 ?nﬁgggévsm ) ($ ard bought Cruiss
in Yekchne Lidar, Automaton for $1B.

T — G

avlnfo

el awi

Fard is amang five Daimier and Uber

irmestars wha partrered to buik

preaicied £6 S0 in autonomaus cars,

o] funding for

Chil Maps. Appke irvested $1B in

Chineses ride-hailing

Cammunaute

Autchutler

i Tanany

W

DFKI —
W crwens 2 stakes inthe
Garman Ressarch Carter
for Artificial Inteligence
(DFED and imvested F300M
in taxi-hailing compary; Gett.

Wi, Bl ancd Daimiler part nerved
tor buy hlakia’s HERE maps.

=-hallin Dairmrier and
compary Did, whizh Mattermet have
partrers with Lyft. 4 jaint verture

o make dranes.

Source: Datacornpiled by Blormbsrg
Additional work: John Lippert, Keith Meoghton, Cadric Sam and Kevin Tynan

Source: https://www.bloomberg.com/graphics/2016-merging-tech-and-cars/



https://www.bloomberg.com/graphics/2016-merging-tech-and-cars/

Challenge #5: to integrate the Al/ML model lifecycle within Q
the configuration and change management processes

« Many tools « Configuration more relevant * Proper management of * Existing techniques and tools
baselines and versions are ready to manage
than ever>more software and : changes and configuration in
* Round trip of data. a digital twin environment.

more data dependencies ; :
P « Change impact analysis

acquires a new dimension.

* Artefact synch
(consistency +
traceability).

» See Challenge #3



Challenge #6: to ease the reuse of existing Al/ML models

@) Status

% Concept

» Services

+ Reuse of existing of Al/ML
models can save time and
costs.

* Increase reliability.

Methods to check the
reusability factor of an
Al/ML model.

Licensing and catalogue of
datasets (market).

Licensing and catalogue of
Al/ML models (e.g. like
Modelica libraries)
(market).

See Challenge #4. Services.

* The Big Data and Data
Science communities have
already passed over here.



Challenge #7: to standardize the integration of Al/ML model @
lifecycle within the engineering process

% Concept

« A new knowledge area comes * Avoid ad-hoc, non- ' « Update of methods and * It can be considered as
controlled or vendor-lock-in standards. another part of the software
to the Systems Engineerin integrations. development process.
- .y < ° : + Update of architectural 5 >
discipline. frameworks.

+ Sustainability.

* Bring new professionals to
a SE team.



Framework for Highly Automated Vehicle Safety Validation

Test

Scenario

Elements
¢ HAV System
: Sensors Boundary
227 Black Box 2?2 | i Observability
; Test Point

Perceived System Acts

Scenario for the

Elements Right Reason

2?77 Black Box ???

Ty

Actuators

System Does

he Right Thing

Figure 1. System validation should determine that the system
does the right thing for the right reason.

System Actions —p T

Source: https://users.ece.cmu.edu/~koopman/pubs/koopmanl8 av safety validation.pdf

A HOLISTIC APPROACH TO SAFETY

VERIFICATION
AND VALIDATION

SAFETY OF
THE INTENDED
FUNCTIONALITY

N : - ROBUST
DEPENDABLE — .. SOFTWARE
HARDWARE DESIGN

SOFTWARE-SAFETY
PROCESSES

MONITORED SAFETY
REQUIREMENTS

COMPREHENSIVE,
VALIDATED HAZARD ANALYSES

“First Comprehensive Autonomous Product Safety Standard (UL 4600)”
Source: https://edge-case-research.com/



https://users.ece.cmu.edu/~koopman/pubs/koopman18_av_safety_validation.pdf
https://edge-case-research.com/

Challenge #8: to educate a new wave of professionals to deal o
with Al/ML applying engineering methods

@) Status % Concept

« A new knowledge area comes . Equip people with the » New courses and training . These are aIregdy cpvered as
required skills to understand methods. in any other discipline.
to the Systems Engineering Al/ML functions. .
* New positions: Al/ML
discipline. explainer, Al/ML engineer,
etc.




New roles and positions in Al

The Jobs That Artificial Intelligence Will Create (Continued from page 15)

REPRESENTATIVE ROLES CREATED BY Al

Accenture’s global study of more than 1,000 large companies identified the emergence of three new categories of uniguely human jobs.

TRAINERS Customer-language tone
and meaning trainer

Smart-machine
interaction modeler

Worldview trainer

Teaches Al systems to look beyond the literal meaning of a communication by, for example,
detecting sarcasm.

Models machine behavior after employee behavior so that, for example, an Al system can
learn from an accountant’s actions how to automatically match payments to invoices.

Trains Al systems to develop a global perspective so that various cultural perspectives
are considered when determining, for example, whether an algorithm is “fair.”

EXPLAINERS Context designer

Transparency analyst

Al usefulness strategist

Designs smart decisions based on business context, process task, and individual,
professional, and cultural factors.

Classifies the different types of opacity (and corresponding effects on the business) of
the Al algorithms used and maintains an inventory of that information.

Determines whether to deploy Al (versus traditional rules engines and scripts) for specific
applications.

SUSTAINERS Automation ethicist
Automation economist

Machine relations
manager

Source: http://ilp.mit.edu/media/news articles/smr/2017/58416.pdf

Evaluates the noneconomic impact of smart machines, both the upside and downside.
Evaluates the cost of poor machine performance.

“Promotes” algorithms that perform well to greater scale in the business and “demotes”
algorithms with poor performance.


http://ilp.mit.edu/media/news_articles/smr/2017/58416.pdf

Challenge #9: to fulfill environmental requirements @

@) Status % Concept

« A new knowledge area comes . En;u.re the environment . Stuc_:ly .stra.tegies for . !t is something that is already
efficiency of the new systems optimization of Al/ML in the roadmap of any
to the Systems Engineering (more than ever). functions at all levels engineering product.

(hardware, software,

discipline. o
communications, storage).

* Reuse as a primitive.



Challenge #10: to ensure the construction of ethical machines @

% Concept

* MIT Moral Machine * Ethics, a necessary non- * Certification of ethicality. * How to check ethics?
functional requirement.

* Ethical guidelines of Al
Systems from the EC.



Data Management
Lifecycle

Skills, Training &

Education

Environmental
footprint

Summary

Specification of Continuous V&V
Al/ML functions of evolving sys.

Standards update Reuse of Al/ML
models

Ethics

Technology stack
integration

Configuration
and change mgt.




Conclusions

&

Keypoints



Key points and next steps

Research on Al/ML and Systems
Engineering is a key/active area.

Cyber-physical systems must be safer, cost-
effective and environmentally friendly and...deliver
on time (reacting to market needs).

Engineering processes must integrate a new
discipline and adapt engineering methods to
support the new technical capabilities.

Engineering of intelligent and evolving
systems also requires “intelligent” tools.

Ethics is IMPORTANT, Safety a MUST.



Do NOT be a “technological” slave

Build intelligent systems... ...with intelligence

* Integrate the background of Al/ML * Make use of existing and new tools

experts as a new knowledge area. (do not be afraid of change).

* Understand the context of an * Build a skilled “intelligent” team.

evolving system and its implications

in the system lifecycle.

$
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attention!
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