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The Importance of Security

Cyber-security

• 67% of financial institutions reported 
an increase in cyber-attacks in the 
past year.

• Ransomware attacks worldwide rose 
350% in 2018.

• Ransomware attacks are estimated 
to cost $6 trillion annually by 2021.

• 50% of 582 surveyed security 
professionals do not believe that 
their organization is prepared to 
repel a ransomware attack.

MBSE is

• the formalized application of modeling to 
support system requirements, design, 
analysis, verification and validation 
activities beginning in the conceptual 
design phase and continuing throughout 
development and later life cycle phases 
(INCOSE 2007).

• MBSE must deal with security issues in 
general including cyber-security.

• Security handling is a cross-cutting 
concern that affects the system definition 
in its entirety.
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The Unified Framework Architecture Grid

• Looking at the architecture of 

an enterprise in a grid was 

originally defined by Zachmann.

• The importance of aspects such 

as What  needs to be done, 

How and Why and When were 

used in his grid but has an even 

older use.
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I KEEP six honest serving-men

(They taught me all I knew);

Their names are What and Why and 

When

And How and Where and Who.

I send them over land and sea,

I send them east and west;

But after they have worked for me,

I give them all a rest.

The Elephant’s Child

Rudyard Kipling
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Why Add Security Views?

• The need for security is ubiquitous
– People, infrastructure, electrical and electronics 

systems, networks, cyber, physical, social, etc. 

• Security is a system aspect, not  a 
component
– Embedded, cross cutting, integrated

• Security spans the lifecycle
– system concept inception to implementation, 

updates, maintenance, and disposal

• Not currently in DoDAF
– The UAF views are based on the Canadian 

DNDAF with a number of additions
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Security Aspects Dealt with in UAF

Stakeholders: 

• Security Architects, Security Engineers. Systems Engineers, Operational 

Architects. 

Concerns: 

• Addresses the security constraints and information assurance attributes that 

exist on exchanges between resources and Operational Performers 

Definition: 

• Definition: illustrates the security assets, security constraints, security 

controls, families, risks, mitigations, interactions, processes, and measures 

required to address specific security concerns.
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Views for Security in UAF

Defines the hierarchy of security assets and asset owners 

that are available to implement security, security constraints 

and details where they are located (security enclaves).

Security views in 
UAF

01

02

03

04

05

06

07

Security taxonomy

Security 
structure

Security 
connectivity

Security 
processes

Security 
constraints

Security traceability

Captures the allocation of assets (operational and resource, 

information and data) across the security enclaves, shows 

applicable security controls necessary to protect organizations.

Lists security exchanges across security assets; the applicable 

security controls; and the security enclaves that house the 

producers and consumers of the exchanges.

Provides a set of Security Controls and any possible enhancements 

as applicable to assets. 

Specifies textual rules/non-functional requirements that are security 

constraints on resources, information and data. It also deals with risks.

Depicts the mapping of a risk to each of the following: 

risk owner, risk mitigations, and affected asset roles.
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Security Taxonomy Example
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Security Taxonomy Example Profile
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An example

• A model example that deals with security is 
used in this presentation (Search and rescue) 
and the integration in UAF views of security 
elements with operational elements and 
resource elements are demonstrated.

• Operational issues also needs to be dealt 
with from a security aspect and risks can be 
associated with an operational description.
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Operational Connectivity and Risk
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Resulting Resource Risk Handling
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Security Taxonomy

Defines the assets across security domains and their 

locations. Includes hardware, software, systems, operational. 

7/19/202120

Actual security classifications that will be used in the 

model. 

Security Measurements
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Security Structure (Sc-Sr)

• Shows structure of security systems and information and where it is used
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Security Structure (Sc-Sr)
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Security Controls
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Security Process (Sc-Pr)
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Security Process (Sc-Pr)
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Security Constraints (Sc-Ct)
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Security Traceability (Sc-Tr)
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Security Integrated into Other Views
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Security Integrated into Other Views
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An Approach to Handle Security Enclaves
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The Example Resource Architecture
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Working Together to Build Confidence 

Risks Analysis

Djenana Campara

Chief Executive Officer

Member, Object Management Group Board of Directors

Chair, System Assurance Task Force

32
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Ecosystem Foundation: Common Fact Model
Data Fusion & Semantic Integration

Risk Analysis
OTRM
(Situational awareness)

ISO 15026
SACM
GSN/CEA

UPDM/UAF
SysML

SFPM/SFP
SCAP/CVE
Note: SFPs are created using 
SBVR standard

KDM/ISO 19506 KDM/ISO 19506

Tools integration possible only through standards
(c) KDM Analytics Inc.
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Conclusions

• The UAF defines enterprise architectures
– At various levels of abstraction

– From multiple viewpoints

• The UAF implements DoDAF, NAF and MODAF in SysML
– Traces to systems engineering

– Provides multiple forms of trade-off analysis

• Security Views have been integrated into the UAF

• This will enable system security to be modeled and dealt with as 
part of the enterprise architecture.

• Cross-cutting concerns can be handled in the model without 
complicating a specific model.
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Questions and Answers

DescriptionDescription You

:Attendee

Me

:Speaker

loop1

You

:Attendee

Me

:Speaker

loop1 while open questions exist

Question1.1

end loop

while open questions exist

Question1.1
Question

Answer1.1.1
Question

Answer1.1.1
AnswerAnswer

end loop

{Speech Time}{Speech Time}
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