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== he Importance of Security e
“.l'. 2y
Cyber-security MBSE Is
- 67% of financial institutions reported *  the formalized application of modeling to
an increase in cyber-attacks in the support system requirements, design,
past year. analysis, verification and validation

. R ttack Idwid activities beginning in the conceptual
ansomware attacks worlawide rose design phase and continuing throughout

350% in 2018. | development and later life cycle phases
« Ransomware attacks are estimated (INCOSE 2007).

to cost $6 trillion annually by 2021 . MBSE must deal with security Issues in
* 50% of 582 surveyed security general including cyber-security.
professionals do not believe that +  Security handling is a cross-cutting

their organization Is prepared to concern that affects the system definition
repel a ransomware attack. in its entirety
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===/ The Unified Framework Architecture Grid Fxxu

!{‘-l..,bl"},
| KEEP six honest serving-men
« Looking at the architecture of (They taught me all I knew);
an enterprise N a gnd was Their names are What and Why and
originally defined by Zachmann. When
And How and Where and Who.
_ | send them over land and sea,
« The importance of aspects such | send them east and west:
as What needs to be done, But after they have worked for me,
How and Why and When were | give them all a rest.
IN his gri has an even : .
used S grid but The Elephant’s Child
older use.

Rudyard Kipling
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31\ d UAF Grid

OBJECT MANAGEMENT GROUP®
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8 Personnel _ Planning <
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— .

Why Add Security Views? o

!{‘-l,. 0y,
. o g
* The need for security is ubiquitous

— People, infrastructure, electrical and electronics
systems, networks, cyber, physical, social, etc.

Security Is a system aspect, not a
component

— Embedded, cross cutting, integrated
Security spans the lifecycle

— system concept inception to implementation,
updates, maintenance, and disposal

Not currently in DoDAF

— The UAF views are based on the Canadian
DNDAF with a number of additions

www.incose.org/symp2021 7/19/2021



) Syntell Security Aspects Dealt with in UAF e

!{‘-l,..i"}//;,
Stakeholders:
« Security Architects, Security Engineers. Systems Engineers, Operational
Architects.
Concerns:

* Addresses the security constraints and information assurance attributes that
exist on exchanges between resources and Operational Performers

Definition:
« Definition: illustrates the security assets, security constraints, security

controls, families, risks, mitigations, interactions, processes, and measures
required to address specific security concerns.

55 www.incose.org/symp2021 7/19/2021



O Syntell

Security views in
UAF

— 5

Views for Security in UAF
y %

Defines the hierarchy of security assets and asset owners
that are available to implement security, security constraints
and details where they are located (security enclaves).

Captures the allocation of assets (operational and resource,
information and data) across the security enclaves, shows
applicable security controls necessary to protect organizations.

Lists security exchanges across security assets; the applicable
security controls; and the security enclaves that house the
producers and consumers of the exchanges.

Provides a set of Security Controls and any possible enhancements
as applicable to assets.

Specifies textual rules/non-functional requirements that are security
constraints on resources, information and data. It also deals with risks.

Depicts the mapping of a risk to each of the following:
risk owner, risk mitigations, and affected asset roles.

www.incose.org/symp2021 13
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Syntell Security Taxonomy Example S

. Owns risk ¥
Mitigates Risk ) in context
[Threat] |
AN
Owns Affects Affectsin
. W
Security risk . 1 context d
¢ p Asset N .
process action Operational Asset Asset Role _
Behavior Operational | | Information [Operatinnal] [Informatmn]
|| (e element | Role Role |
p < [ Resource ] [ Data ]
Resource Asset Role Role
Resource Data § )
. performer [ element ] T
Capability (S /\ 7 Protects
in context
Protects
Exhibits - ~
Security Control
Enhanced
| Security Control
Security Process -
Security Control
y Family
Is capable - u These elements are serving in a
to perform T Satisfies special role that makes them

capable to perform a security
process in the security domain

55 ' 4 WWWw.incose.org/symp2021 7/19/2021



() Syntell Security Taxonomy Example Profile

«stereotype» «stereotype» «stereotype» .
ActualLocation MeasurableElement PropertySet - __ «metaconstraint>
[InstanceSpecification] [Element] [Element] {umlRole ="class'"} |
physicalLocation|O..™ appliesFor| ™ |
0..1 measurementSet = I
«stereotype» «stereotype» «stereotype»
LocationHolder MeasurementSet Measurement
[Element] [DataType] [Property]
categoryCategorizesAsset |0..1
«MeasurementSet»
SecuritylmpactProperties
«stereotype>» «Measurement»securityAvailabilitylmpact : String [*]
Asset «Measurement»securitylntegritylmpact : String [*]
[Class] «Measurement»securityConfidentialitylmpact : String [*]
zr «Measurement»securityClassification : String [*]
«stereotype» «stereotype» «stereotype» «stereotype» «stereotype»
OperationalAgent KnownResource ——I ResourcePerformer InformationElement DataElement
[Class] [Class] [Class] [Class] [Class]
T | = |
«stereotype» «stereotype» «stereotype»
O perationalPerformer ResourceArchitecture PhysicalResource
[Class] [Class] [Class]
N AN
«stereotype» «stereotype» «stereotype» «stereotype» «stereotype» «stereotype»
SecurityEnclave System CapabilityConfiguration OrganizationalResource NaturalResource ResourceArtifact
[Class] [Class] [Class] [Class] [Class] [Class]
zs zs
I I I | I |
«stereotype» «stereotype» «stereotype» «stereotype» «stereotype» «stereotype»
Responsibility Person Post Organization Software Technology
[Class] [Class] [Class] [Class] [Class] [Class]

— .
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=z=2 A
Wy
An example
A model example that deals with security Is
used In this presentation (Search and rescue)
and the integration in UAF views of security

elements with operational elements and
resource elements are demonstrated.

 Operational issues also needs to be dealt
with from a security aspect and risks can be
associated with an operational description.

www.incose.org/symp2021 | I



5.

Operational Connectivity and Risk

Operational Connectivity [ [#.2] Operational Connectivity Risk ]J
«OperationalPerf ormers &5 E/ Request <
Asset Control for SAR
N
=6 Status IE5 Tasking
| «Affects»
IE5 Tasking | Y
«OperationalPerformers et | ﬂﬂpe:‘::ﬂ:i:mem &
Rescuer ph1 «Risk» N
. M Affect Loss of
E6 Status SEEP ] communication
[F6 Status f >
«Affectsn v IE1 Warning Order
A «OperationalPerf ormers )
) . Searcher ph1 <4 «OperationalPerf ormers
IE4 Pistress Signal 2 Control | MSAR Tactical C2 ph1
A B4 Distress Signal +IE3 Track Info
I=4 Dist Si I
«OperationalPerformers 1 SIS SEha «OperationalPerformer» L1
Distressed Party > Distress Monitoring

O syntell

www.incose.org/symp2021
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5.

O syntell

Resulting Resource Risk Handling

Security Taxonomy | @ Security Taxonomy Communications Failure Risk ]J

e ot e
et eSS

«OwnsRisk»

- - - — — — — > «Risk»
| — — ~—|Loss of Communication

«Post»

Ml — — —|Commander

- - — 7 "

-2 «Affectdy o ..
v A t{Af\LectS»

|
Q
ap «Affects»
s v

«Capability Configuration» @e% «ResourceArtifact»
SAR HQ EMS Dispatch System

«Capability Configuration» @\;
SAR Field Organization

N

| «Protects»

«ResourceMitigation»

Communication Redundancy

aProtects»

«Capability Configurations @% |
Cell Phone Network |

«ResourceArtifacts

Email Communication

System

O

«satisfy»

N \

«satisfy»

7
wsafisfy»
i

«Security Control»

|
|
|
|
| N
|
|
|

AC-3 Backup Communications

— —|ld="21"

. |Text="The SAR architecture shall provide alternative

communications methods in case of radio communications failurg.

www.incose.org/symp2021
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5.

Security Taxonomy | @ Security Taxonomy Metrics ]J

Security Taxonomy [ @ Security Taxonomy ]J

aSoftwares a8 )
Security Software

T

o

asofravsres | ",-I
Cross Domain Solution

aSoftwares a8 )
Cyber Defense Software

aSecamityEnclaves
UNCLASS-Area

aSecumityEnclaves
Sec-Enclave-1

abctusiMessurementSets
securityCategoriesi : SecuritylmpaciProperties

security Classification = "UNCLASS"

abctusiMessurementSets
securityCategories? : SecuritylmpactProperties

security Classification = "Secz27™

ahrtuslResources o
¥al

Email : Email Communication System :

Sec = confidential restricted
Seclvl = "Sec2i

Security Taxonomy

Defines the assets across security domains and their
locations. Includes hardware, software, systems, operational.

O Syntell

Security Measurements

Actual security classifications that will be used in the
model.

www.incose.org/symp2021



=5 Security Structure (Sc-Sr) .

« Shows structure of security systems and information and where it is used

Security 3tructure | Security Structure ]
= o

aResourceMitigations éﬁ\ .
—_— e —
1 Communication Redundancy e
N N
1
'-'1 k' 4 b4
aResourceArtifacts ‘[::]’ «CapabilityConfigurations @ﬂﬁ‘ aTechnologys
Email Communication System SAR Field Organization Cell Phone
1

k" 4 k4
aResourceArtifacts g a«CapabilityConfigurations ,:gJ aCapability Configurations @”J
EMS Dispatch System SAR HQ Cell Phone Network

> Synteu Www.incose.org/symp2021 7/19/2021



5.

Security Structure (Sc-Sr)

s

W

Security Internal Connectivity (Resource) [@ Communication Redundancy ])

| aResourceRoles

DEZ22 Crew Roster
ETMET : EthernetlF

| ECS:Email Communication System [1]

S e P

ETIF : BthernetlF

. |
DEZ2 Crew Roster

ETMET : BthernetlF

: EMS : EMS Dis patch System [1]

_______ —_— —_—— o — —_—— i —— D - T
| R |_ wResourceRoles I I_ aResourceRoles ] dResourceRoles
¢ResourceRoles i < U v %}. |
I 2 C | : SAR
| SFO : SAR Field nrganlzatlun% DE22 Crew Roster | Ch2 - celbnone = | [CP1:CellPhone | ——«¢  SARHQ:SARHQ
| D | 3 D R _,.Jlf.Eremester__L—_l____l
. GSM : ~GSMIF 1 ~GSMIF RD : CNRadi
EMS : CVRadio DE22 Crew Roste °
< «
DEZY Crew Foster GSM : GSMF
- _l |_ |
| «ResourceRoles Q%
 CPN: Cell Phone Network |
________ |
RD : ~CNRadio
« — ——— 4
DE22 Crew Roster — g | DE22 Crew Roster
| aRasourceRolas U |

) Syntell

www.incose.org/symp2021
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5.

O

Security Controls

security Processes | @ Security Processes Controls ]J

Cyber Defense Software

-

aResourceArtifacts aErotectss aResourceArtifacts
c2 system | 4 — — — — search system
fT~ T
aFrotectss
-:F'r-:utaF:tE.:- |
|
| soecurntyControls 7 soecuntyControls .5;:'
| AC-1 Access Control AC-2 Account
| policy and procedures Management
_ _ Id=II.1EII |d=II.13II
Text = "AC-1 -Access Text = "AC-2 Account
Control policy and Management”
procedures” T
T |
| xsatis fys |
| |
| ﬂsﬂtisﬁf:ﬂ -I:Eﬂﬁ'll'ﬂl'El- . .

e

) Syntell

www.incose.org/symp2021
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5.

Security Process (Sc-Pr)

Security Processes | EI security Processes Functions ]/J

M

—=

aFunctions
Access SAR System

S
i~

k1

k1

k1

aFunctions

iy

aSecurityProcesss & aSecurityProcesss & aSecurityProcesss &
. . . Enter Name
Verify Name Verify ID Card Verify Password
in +input in +input in +input
k4 k4 k- k- 4
aSecurityProcesss Iﬁ.];? zFunctions fﬁ'ﬂ aSecurityFrocesss . aSecurityProcesss & * aFunctions fﬁ'ﬂ
Provide Access Insert Card Confirm Access Privileges Deny Access Enter Password
C Synte“ WwWw.incose.org/symp2021 7/19/2021



5.

O syntell

Security Process (Sc-Pr)

"Resources Process Flow [ @ Access SAR Syetem ]J

‘&= -

Insert Card Verify ID Card

— —— —— — — — — — — — — — — —

aFunctionActions
[ A Verify Name

aSecwityProcessActions
:F']

aFunctionActions [ aSecurityProcessActions O
Enter £ Verify Password ™
Password |
No v
- - - — — - —°1-..|..-1*A|::|:&55
I
U N —
@6 — — — — [ aS=cuntyProcessActions P -:EE-BIIHWF'[GEEE.G.CH}HD;;FI
B Access 02 Confirm Access
Access Denied ¥ Privileges
|“‘r’es
i

@e - — [:Eecul'it'_.fF'rﬂ{:EE.ﬂ.ctiunn

Access Granted Provide Access

3
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= Z= 24 Security Constraints (Sc-Ct) e

Security Constraints Definition [ i " Sacurity Constraints Definition ])

__________________ aRigks - - - — - — - — - = = = = -
I Intrusion and Tampering — — S — wRiska Al
I " A friskOwner = C2 commander} =‘f"'ﬁ'"““”' | - - Eavesdropping |
Signal Spoofing | | [rsrwner = G2 commander} |
.., ﬂArlEE‘["ﬂ-H‘ {riskCwmer = CZ commander} H‘-”Eﬂli:ﬁ !r.ﬂﬁ'EtTE.u
| T *L"" wAffectss R shttectss

aly 'I:F m-‘l,';r

re shall be installed on all

JT'”":'""E":“"I "P""“l“ and updated daily andlar when T
sPrggacts [ - A “'F'Wl“ljl | = 1 -"l"P“'“"“ — — = 'g:“'““‘ new releases are available ) |
-:Pmim-,lan | Pratestes | e b P Py e 2 x ‘
| | | b [« = == = == — - T 4| — — — —aFrtmctss |+Profectss  sProfectss | o
| | | II l— — L“ —_ —"I ol e r\- _-— = - == Wk © «Profecis: _I I | I -.Fl'n:lm:u; I-: pheta
I L ____-__,I_-i"______ — _.'J — L. .-l"I ______ _rI — IT — 'I | I o -"I' —'I_I I I I
| : | | I | | | — sRrotesise— | | | I | | | | | |
| | eSacuily Cantrol v > | l
! I, | 142 dentification and ' ‘““T“;?}f:t’:’:“’“‘ & sSecurmyCortrole L) wSecurlyControls L) sSecurmyCotrale )
EC-2 Encryption of {ﬂrganizath‘ul Usars) Management Communicated Data policy and procedures
d Data d="17" 'Enham:ﬂ-i ld="20 o = "{g* Id ="22" g ="12"
d="23" Text = "ldentifications and - E:;: "t'ir“": Step "“—“’“3%,“ A rhenticatar Text = "Applicable Text = "AC-1 -Access
Te:xt = "Operational data authentications shall protect i half":;:r:: _ . managemeant shall identify communications shall be Contral palicy and
shall be encrypted in order | |from unauthorized users e itimaleﬁs i authentic versus s poofed encrypted in order to procedures shall ensure
to prevent leakage of accessing restricted 4 rﬁ] e distress and prevent attackers from authorized users.”
confidential data.” systems.” ARARNaE. communications signals.” eavesdropping.”

Synteu www.incose.org/symp2021 A0



== 2 Security Traceability (Sc-Tr) s

[=- ] Security Taxonomy [Security] /4
| N
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-~ i) ESC1 Two Step Authentication

~ k) SC3 AC-1 Access Control policy and procedures

« k. 5C4 AC-2 Account Management

- £ 505 AU-3 Content of Audit Records

5}‘ SCE5 AU-5 Response to Audit Processing Failures

- 57 SC7 AU-6 Audit Review, Analysis, and Reporting

g} SCH IA-2 Identification and Authentication (Organi
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O Syntell Security Integrated into Other Views sy

Resources Structure [@ Systems Communication Description ]/J
aCapabilityConfigurations ,Ef;
Cyber Defence
1 1
SecEnl 11 UNC |1 D,rDE-l“I
aSecurityEnclaves [z «SecurityEnclaves [z aSoftwares O
sec-Enclave-1 UNCLASS5-Area Cyber Defense Software
T*I 1 1
I:rDE-l1 C23 |1 S5 |1
aSoftaares . aPResourcedrtifacts ‘I:[ aResourceArtifacts
Cross Domain Solution C2 System Search System
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C‘ Syntell Security Integrated into Other Views

Security Internal Connectivity (Resource) [ Cyber Defence ])

c2Crosslom ; C2Cros=Domlf

DE14 TaskOrder
c2CrossDom ;: ~C2CrossDomlf

[

[+

=

¥
c',rt:-DeflEr‘Dum  CybDefCrlomif

[*]

cybDefCrDom : ~CybDEfCrDomlf

asRe=ourceRoles . aResourceRoles
SecEni : Sec-Enclave-1 CyD5 : Cyber Defense Software
aResourceRoles U
R ¥ stem =L cybDefCrDom : ~CybDefCrDomif
7] 4 et — .
¥ DE1Z CrossDomainUpdate

DE12 CrossDomainUpdate

aResourceRoles
UNC : UNCLASS-Area

y

L |
eResourceRoles

CrDS : Cross Domain Solution

[#]

L¥ |

=]

L¥ |
crDomSrchSys | CrhomSrchSyslf

L J
DE1S CleansedTaskOrder

[+

aResourceRoles
55: Search System

[#]

v

L¥ |

r 3

[*]

crossDomSrchSys | ~CrlomSrchSyslf

DE15 CleansedTaskOrder

L
crDomSrchSys | CrhomSrchSysif

CE1S Clean=zedTazkOrder

L |

>

crlomSrchays | ~CrlomSrchSyslf

— .
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C Syntell An Approach to Handle Security Enclaves

Security Taxonomy [ El security Taxonomy Search Architecture ]/J

aSecurnityEnclaves =]
Sec-Enclave-2

aSecunityEnclaves =]
Ciwilian

=LAl e
gl

sMeazurementzClassification . SecurityClassification = for official use onhy

i ==Ll
ol

zMeazurementzClassification ;. SecurityClagsification = unclassified

ol

[

al>apability Configurations r‘cj
Maritime Rescue Unit v1 “
measurements
zheazurement:Classification ;. SecurityClagsification = for official use onhy

T

aResourcedrtifacts ‘I:‘_I’
Civilian Boat

MESSUrements
zheazurementzClagsification . SecurityClassification = unclassified

aSecuntyEnclaves &

Sec-Enclave-3

aResourcesrtifacts ‘I:_I’
Link 16

L ] T
oo e

wMeazurementzClassification : SecurityClassification = confidential

{Adheres to Sec-Enclave-3.,

i e o

- tdmReceiver «RezourceRolzs @_i

| Digital Sved : Link 16

-
@ = - tdmTransmitter > |:| Digital Svc2 : Link 16

DES TOM | |

- tdmTransmitter |
{_
DES TOM [Fl |

— .
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O syntell e Example Resource Architecture

Resources Internal Connectivity [ Maritime Rescue Architecture v ]’J

eResourceRoles CE"I
Rescue Unit : Maritime Rescue Unit v1
eRespurceRoles &'.:.
MR Boat : Rescue Craft
sResourceRoles &'.:.
Yacht : Civilian Boat > ~dS0ut «ResourceRoles C@
EEd -
Monitor : ESM System
DEF DistressSignal S
sResourceRoles =1
[*]
MR Aircraft : Aircraft o2 L1
: ~track out
sResourceRoles ] .
i B <1 | dSPut - ~dE0ut «ResourceRoles = - ~track out A
Distress Beacon : Lighting Device P <>| Monitor : ESM System oty B DET Track
[DEES DistressSignal
: track out . track out
* [&]
L# | L# |
aResourceRoles C,’@ aR=sourceRoles C@.
Digital Service : Link 16 Digital Service : Link 16
«ResourceRoles = - receiver : tdmTransmitter] . i ol . .
. A B & = 0 P R - trapemitter aFesourceRoles @ CEZTDM : tdmReceiver
Radio : Communication Device —| . . s 5
- ) ) Radio : Communication Device .
[EZ Radiolnstruction :tdmReceiver [ - = i
- fransmitter recaiver ok oM : tdmTransmitter
E
DEZ Radiolnstruction

— .
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Working Together to Build Confidence

Risks Analysis
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Chief Executive Officer
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hAaiv Cuctom Assurance Task Force
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Ecosystem Foundation: Common Fact Model =L
I;!.l'y

Data Fusion & Semantic Integration

[ Risk Analysis

Risk
OTRM Management Assurance
(Situational a

Vocabulary Vocabulary

SFPM/SFP
SCAP/CVE ~—

Note: SEP

Vulnerability
Detection

Vocabulary

Facts & Findings
UPDM/UAF

Code Sy-stem
Vocabulary Architecture

Vocabulary

Network
A\ eTet:1101F-14Y;

KDM/ISO 19506 KDM/ISO 19506
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The UAF defines enterprise architectures
— At various levels of abstraction
— From multiple viewpoints

 The UAF implements DoDAF, NAF and MODAF in SysML

— Traces to systems engineering
— Provides multiple forms of trade-off analysis

« Security Views have been integrated into the UAF

 This will enable system security to be modeled and dealt with as
part of the enterprise architecture.

 Cross-cutting concerns can be handled in the model without
complicating a specific model.
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Questions and Answers "

Thanks for your attention! .
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