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What Is Cyber Resiliency?
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Ability for the system to achieve all, or part, of its 
mission requirements in the face of a cyber attack



Increased Technology 
Investment

Need for 
Cyber 

Resiliency

Today’s increasingly complex capability 

needs for embedded systems are driving 

an increased investment in innovative 

technology

Why Model for Cyber Resiliency?
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Increased Technology 
Investment

Technology Dependency 
Increases

Need for 
Cyber 

Resiliency

As the functionality of embedded systems 

increases, the systems become more 

dependent on the technology operating as 

intended

Why Model for Cyber Resiliency?
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Increased Technology 
Investment

Technology Dependency 
Increases

Protect the Technology

Need for 
Cyber 

Resiliency

The increased dependency on technology 

increases the need to protect that 

technology

Why Model for Cyber Resiliency?
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Increased Technology 
Investment

Technology Dependency 
Increases

Protect the Technology

Cybersecurity Value 
Increases

Need for 
Cyber 

Resiliency

The need to protect the technology 

increases the value of cybersecurity

Why Model for Cyber Resiliency?
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Increased Technology 
Investment

Technology Dependency 
Increases

Protect the Technology

Cybersecurity Value 
Increases

Need for 
Cyber 

Resiliency

Cyber Resiliency Analysis allows the 

systems engineer to predict the capability 

of the embedded system to achieve 

mission requirements

Why Model for Cyber Resiliency?
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Cyber Resiliency Analysis
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Cyber Assured Systems Engineering (CASE)

• Main Objective
– Develop open source tools that enable system engineers to design for 

cyber resiliency
– Model-based architecture synthesis function generates solutions that 

satisfy both safety and security requirements
• Innovations

– Synthesis of cyber resilient architectures considering both safety and 
security

– Localized feedback of components responsible for cyber property violation
– Highly automated threat/design model instrumentation
– Ability to reason about future attacks
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Experimental Platform (EXP)



Experimental Platform (EXP)
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Component Prior
Program

HW OS

Legacy GNC SLLM PowerPC VxWorks
Modified MM CODE Intel i7 CentOS
New Seeker -- Zynq-7000 VxWorks
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Systems Engineering Modeling
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SysML

• Has been used on many previous 
programs

• Provides functional view of the system
– Sequence Diagrams
– State Machine Diagrams
– Use Cases
– Requirements Diagrams

• Lacks the specific connection information 
required for cyber resiliency analysis

Architecture Analysis and Design Language 
(AADL)

• Provides component and interface 
models – see next slides
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SysML and AADL Comparison for EXP

Two distinct views of the same system
• SysML for high-level modeling
• AADL for lower-level 

implementation
• SysML for upfront System 

Engineering, AADL for design and 
analysis

• Map SysML model elements onto 
actual implementation blocks

• AADL provides the relevant 
connection properties and features 
for an analysis of the cyber 
resiliency potential of the system
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Verification Evidence and Resilient 
Design In anticipation of 
Cybersecurity Threats (VERDICT)



Cyber Resiliency Analysis Workflow
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Initial AADL 
Model

Analyze and
Suggest 

Cyber Defense 
Properties (CDP)

Implement 
Cyber Defenses

CAPEC

NIST 800-53

CDPs & DAL Update 
AADL Model w/ 
Cyber Defense 

Properties

Map
AADL Properties 

to CAPECs

Repeat as 
necessary

Model Based Architecture Analysis (MBAA)

Systems Engineering

Legend:
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EXP Architecture Example
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GNC Subcomponent
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AADL Model Annotation with Cyber 
Requirements
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AADL Model Annotation with Cyber 
Relationships
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AADL Model Annotation with Component 
Properties
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VERDICT Analysis Results
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https://github.com/ge-high-assurance/VERDICT

VERDICT Open Source on GitHub
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Conclusions



Initial Results from VERDICT/EXP 

• Initial model created ~3 weeks (GNC module)
• Identified over 30 requirements
• Immediately able to identify…

– 243 potential attacks over 13 components covering ~60% of the known 
attack surface

– 19 Common Attack Pattern Enumeration and Classifications (CAPECs) 
from one component
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Conclusion
• This paper described using cyber analysis tools on a MBSE AADL 

model based on a notional industry example, generating more 
than 30 cyber requirements specific to the system

• Engineering for Cyber Resiliency promises the most success if it is 
integrated as part of the requirements, design, and development 
process (i.e., not as a post-integration afterthought)

• Model-Based Systems Engineering as part of the development 
process can significantly improve cyber resiliency analysis 
because it includes connection properties and relevant features

• CASE tools such as VERDICT automate cyber resiliency tasks 
and realize the power of Model-Based Systems Engineering 
through AADL
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