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What Is Cyber Resiliency? W

Ability for the system to achieve all, or part, of its
mission requirements in the face of a cyber attack
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Why Model for Cyber Resiliency? sy

Today’s increasingly complex capability
needs for embedded systems are driving
an increased investment in innovative

technology

Need for
Cyber
Resiliency

Increased Technology
Investment
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Why Model for Cyber Resiliency? sy

As the functionality of embedded systems
increases, the systems become more

dependent on the technology operating as

intended

Need for

Technology Dependency
Cyber

Increases

Increased Technology
Investment
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Why Model for Cyber Resiliency?

The increased dependency on technology
increases the need to protect that

technology

Protect the Technology

Need for

Technology Dependency
Cyber Increases

Resiliency
Increased Technology
Investment
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Why Model for Cyber Resiliency?

The need to protect the technology

increases the value of cybersecurity

Protect the Technology

Need for
Cyber Increases

Technology Dependency
Resiliency
Increased Technology
Investment
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Why Model for Cyber Resiliency? sy

Cyber Resiliency Analysis allows the

Cyber Resiliency Analysis

systems engineer to predict the capability
of the embedded system to achieve

mission requirements

Protect the Technology

Need for

Technology Dependency

Cyber Increases

Resiliency
Increased Technology
Investment
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Cyber Assured Systems Engineering (CASE) =%

« Main Objective

— Develop open source tools that enable system engineers to design for
cyber resiliency

— Model-based architecture synthesis function generates solutions that
satisfy both safety and security requirements

 |Innovations

— Synthesis of cyber resilient architectures considering both safety and
security

— Localized feedback of components responsible for cyber property violation
— Highly automated threat/design model instrumentation
— Ability to reason about future attacks
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Experimental Platform (EXP) sy

= ol
I e I
Program

GNC SLLM PowerPC  VxWorks

[ [eYeTIit-Tl MM CODE Intel i7 CentOS
Seeker -- Zyng-7000 VxWorks
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Systems Engineering Modeling s

hhhhh Architecture Analysis and Design Language

SysML (AADD

Umb_out
from_| M
10_Skr
to_MM fo_CODE
from_Skr
from_MM from_GNC A to_ GNC
/ \\ 7
A oc

1
m_MM
to_MM

from_MM 'l from_GNC
1o,

« Has been used on many previous
programs
* Provides functional view of the system
— Sequence Diagrams
— State Machine Diagrams
— Use Cases
— Requirements Diagrams
» Lacks the specific connection information : -
required forpcyber resiliency analysis * Provides component.and interface
models — see next slides

from_Skr
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SysML and AADL Comparison for EXP &

Experimental Platform

Two distinct views of the same system

«  SysML for high-level modeling | _ | [ |

° AADL for |Ower_|eve| gc“ﬂisn";“é’.;“u'{:ﬂi GNC CCA Zync Seeker CCA Ethernet Switch
implementation

«  SysML for upfront System *\ ] ‘/
Engineering, AADL for design and ¢~

analysis

« Map SysML model elements onto
actual implementation blocks

 AADL provides the relevant ‘\L——J/
connection properties and features GPSR unt

for an analysis of the cyber [t o /

resiliency potential of the system e e
e ———— //:_.. (T
GEU MC DP

-
WDL unit
2 >

jAS
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Cyber Resiliency Analysis Workflow e

Analyze and
Suggest Implement
Cyber Defense Cyber Defenses
Properties (CDP)

Map
AADL Properties
to CAPECs

Initial AADL
Model

Update
AADL Model w/
Cyber Defense

NIST 800-53 Properties

CDPs & DAL

Repeat as

Systems Engineering

necessary Legend:
Model Based Architecture Analysis (MBAA)
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EXP Architecture Example

§ S 3 s : 3
iveryltemMechanism delivery_status out delivery_cmd deliveryPlanner®
(%, 4 gps_health_status
. N N ‘ "
delivery cmd in delivery status satellited_pos gnc*
< P constellation TIL
package_is secure package_is secure b_‘\ satellited_pos probe_launch_posu
y——p S
bus i dest_location 4
usin [ gps_health_status
connector* - ol probe_constellation
Seins launch_pos constellation
“ » —
4 camera* . cam _health status s .
camera_in > - & T navigation_dest_pos fc_actuation_response
o actuation®
camera_result e
health_status > il launch_pos
ROa el fc_motor_cmd motor_cmd
do_health_stat 2 1 = =
camera_out ;0‘ s i <4 navigation_cur_pos H_,_
k P
. prabe init mode
erespon: » imu_health_status
radic® P navigation_probe_dest_pos
health_status )
I’adIO_CI‘nd nav rmir navinatinn rml
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GNC Subcomponent

s

GNC.Implt )
5t )
satellted_pos satellitet_pos o health_status gps_health_status
b 5 *
constellation constellation probe_constellation probe_constellation
> b > "
satellite)_pos satellited_pos gps_pos | | gps_pos positionEsimator* est pos | | est_pos navigaton* probe_dest pos navigation_probe_dest_pos
> o ’ d
imu_pos pos_act_in | | pos_act_out cur_pos navigation_cur_pos
o a8 ; »
o 'c* 3
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| > » >
navigation_cmd cmd flight_control_state fe_state motor_cmd fc_motor_cmd
2 y > y »
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AADL Model Annotation with Cyber o
Requirements

annex verdict{**

CyberReq {
id = "CyberReg@1”
description = "The drone shall be resilient to loss of ability to deliver a package to

the appropriate consumer location”
condition = actuation_out:I or actuation_out:A or delivery status:I or delivery status:A

cia =1
severity = Hazardous
}s
CyberReq {
id = "CyberReqgo2"
description = "The drone shall be resilient to maliciously commanded improper delivery of a package”
condition = delivery status:I
cia =1
severity = Major
¥
MissionReq {
id ="MReqg@1"
description = "Deliver a package to the intended location."
reqs = "CyberReq@l","CyberReqgo2"
};
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AADL Model Annotation with Cyber o
Relationships

system Navigation
features
-- inputs
est_pos: in data port Data_Types::Position.impl;
dest pos: in data port Data Types::Position.impl;
cmd: in data port Base_Types::Boolean;
flight_control_state: in data port Base_Types::Boolean;

-- outputs

move: out data port Base Types::Boolean;

cur_pos: out data port Data_Types::Position.impl;
pos_act _out: out data port Data Types::Position.impl;
probe_dest_pos: out data port Data_Types::Position.impl
{CASE_Consolidated Properties::probe => true; };

annex verdict {**

CyberRel "move out_I" = est_pos:I or cmd:I or flight control state:I => move:I;

CyberRel "move out A" = est pos:A or cmd:A or flight control state:A => move:A;

CyberRel "nav_location_out I" = est_pos:I or cmd:I or flight control state:I => cur_pos:I;

CyberRel "nav_location out A" = est pos:A or cmd:A or flight control state:A => cur_pos:A;

CyberRel "pos_act_out_I" = est_pos:I or cmd:I or flight control state:I => pos_act_out:I;
CyberRel "pos act out A" = est pos:A or cmd:A or flight control state:A => pos_act out:A;

.
end Navigation;
www.incose.org/symp2021 19
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AADL Model Annotation with Component @E
Properties

system implementation GNC.Impl

subcomponents
gps: system GPS
i)

-- VERDICT Component Properties

CASE_Consolidated Properties::insideTrustedBoundary => true;
CASE_Consolidated_Properties::componentType => Hybrid;
CASE_Consolidated Properties::pedigree => COTS;

}s
system implementation DeliveryDroneSystem.Impl
subcomponents
gnc: system GNC::GNC.Impl
{

-- VERDICT Component Properties

CASE_Consolidated_Properties::insideTrustedBoundary => true;

CASE_Consolidated Properties::componentType => Software;

CASE_Consolidated Properties::pedigree => InternallyDeveloped;

CASE_Consolidated Properties::hasSensitiveInfo => true; --NOTE: this system may contain Waypoints
CASE_Consolidated Properties::canReceiveSWUpdate => false;

1
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VERDICT Analysis Results

&! Problems [ Properties [ AADL Property Values @ Classifier Information @/ Error Log B Console [Z MBAA Result %' Search *_Q'Security Failure Paths

Minimal Failure Path Path Likelihood Attack Type Suggested Defenses Suggested Defenses Profile
Path # 61 1 gnc:CAPEC-176 gnc:(MemoryProtection and RemoteAttestation and SecureBoot) gnc:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7
Path # 62 1. gnc:CAPEC-184 gnc:(MemoryProtection and RemoteAttestation and SecureBoot) gnc:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7
Path # 63 1. gnc:CAPEC-624 gnc:PhysicalAccessControl or SystemAccessControl gnc:PE-3 or (PE-3 and PE-3-1
Path # 64 1. gps:CAPEC-176 gps:(MemoryProtection and RemoteAttestation and SecureBoot) gps:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7
Path # 65 Ts gps:CAPEC-184 gps:(MemoryProtection and RemoteAttestation and SecureBoot) gps:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7
Path # 66 1. gps:CAPEC-438 gps:(SupplyChainSecurity and TamperProtection) gps:(SA-12 and SA-18-1)

Path # 67 1 gps:CAPEC-439 gps:(SupplyChainSecurity and TamperProtection) gps:(SA-12 and SA-18-1)

Path # 68 1 gps:CAPEC-440 gps:PhysicalAccessControl or SystemAccessControl or TamperProtection gps:PE-3 or SA-18-1 or (PE-3 and F
Path # 69 1 gps:CAPEC-507 gps:PhysicalAccessControl or SystemAccessControl gps:PE-3 or (PE-3 and PE-3-1
Path # 70 1 gps:CAPEC-549 gps:(MemoryProtection and RemoteAttestation and SecureBoot) gps:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7
Path # 71 1. gps:CAPEC-624 gps:PhysicalAccessControl or SystemAccessControl gps:PE-3 or (PE-3 and PE-3-1
Path # 117 1e-07 navigation:CAPEC-242 navigation:(InputValidation and Logging) navigation:(AU-12 and AU-12-1 and AU-12-3 and AU-9 and
Path # 118 1e-07 navigation:CAPEC-248 navigation:(InputValidation and Logging) navigation:(AU-12 and AU-12-1 and AU-12-3 and AU-9 and

4 Classifier Information € Error Log & Console [ MBAA Result <" Search o Security Failure Paths - u

Suggested Defenses Profile Implemented Defenses £\
gnc:(lA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7-5 and SI-7-6 and SI-7-9)
gnc:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7-5 and SI-7-6 and SI-7-9)

gnc:PE-3 or (PE-3 and PE-3-1)
gps:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7-5 and SI-7-6 and SI-7-9)
gps:(IA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7-5 and SI-7-6 and SI-7-9)
gps:(SA-12 and SA-18-1)
gps:(SA-12 and SA-18-1)
gps:PE-3 or SA-18-1 or (PE-3 and PE-3-1)
gps:PE-3 or (PE-3 and PE-3-1)
gps:(lA-3-4 and SI-16 and SI-7-1 and SI-7-15 and SI-7-5 and S1-7-6 and SI-7-9)
gps:PE-3 or (PE-3 and PE-3-1)

navigation:(AU-12 and AU-12-1 and AU-12-3 and AU-9 and AU-9-3 and SI-10 and SI-10-5) navigation:(inputValidation and logging)
navigation:(AU-12 and AU-12-1 and AU-12-3 and AU-9 and AU-9-3 and SI-10 and SI-10-5) navigation:(inputValidation and logging)
www.incose.org/symp2021 21
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VERDICT Open Source on GitHub ‘

@ ge-high-assurance/VERDICT X = = X @ VERDICT Modeling Style Guide ¢ X =

< C O @ github.com/ge-high-assurance/VERDICT % o O : < C ¢ @ github.com/ge-high-assurance/VERDICT/wiki/VERDICT-Modeling-Style-Guide-&-User-Manual:-V1-to-support-VERDICT-VM-19.1-Tool-Assessmen... ¥¢ o O :
1 Apps 3@ ASSERT Tool Suite-.. @ DARPA PlatformTools-ASSE...  §§ Dashboard Uenkins] [ GE29.610.19065..  [@§ System and Softwar ¥ ATCG - Agile Board.. @ http--sadl.home.op. » 1 Apps  $& ASSERT Tool Suite -.. @ DARPA [§) PlatformTools-ASSE.. & Dashboard [enkins] GE 29.61 019 0.65. [E3 System and Softwar... ¢ ATCG - Agile Board. @ http--sadl.home.op. »

Pull requests Issues Marketplace Explore

Pull requests Issues Marketplace Explore

[Jge-high-assurance / VERDICT @Unwatch~ | 6 | HuUnstar | 1 | YFork 0 [1ge-high-assurance / VERDICT @Unwatchv | 6 | JuUnstar | 1 | YFork | 0

<> Code Issues 0 Pull requests 0 Actions Projects 0 Wiki Security Insights Settings Code Issues 0 Pull requests 0 Actions Projects 0 BB Wiki Security Insights Settings

No description, websit, o topics provided et VERDICT Modeling Style Guide & User Manual: V1 to LY v oo |
Homastene support VERDICT VM 19.1 Tool Assessment #3

Michael Durling edited this page on Dec 14, 2019 - 141 revisions

D 380 commits 6 branches 0 packages © 7 releases 289 contributors s BSD-3-Clause
=
Branch: master+ | | New pul request Create new file | Upload files | Find fle DARPA: Cyber Assured Systems Engineering (CASE) S~ ©
Siu kit: modified event probabilities and MissionReq's to tell a nice sto. Latest commit 77c53c4 21 hours ago
VERDICT Project
B docs/images Finish moving images to VERDICT wiki 2 months ago isine
B models kit: modified event probabilities and MissionReq's to tell a nice sto. 21 hours ago " VERDICT Modeling S
g Style
Style Guide & User Manual V1 N e T STle e
i tools Fix a bug for the table view for MBAA 8 days ago support VERDICT VM19.0 Pl
B gitignore Reimplement verdict-stem-runner using more SADL jars 4 months ago Contract # N6600118C4006 i
= P VERDICT Modeling Styl
[ LICENSE Update LICENSE 3 days ago Gefieral Electiic Resaarch btctisdd Us:r ;;"fual:V; -
E) READMEmd Update README.md 3da support VERDICT VM 19.1
= " paate " eege December 11, 2019 Tool Assessment #3
README.md P

Prepared by -

P L T00PM
HOTypeherelusearch i A b P opaor B HOTypeherelosear(h

https://github.com/ge-high-assurance/VERDICT
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Initial Results from VERDICT/EXP

Initial model created ~3 weeks (GNC module)

|dentified over 30 requirements
Immediately able to identify...

— 243 potential attacks over 13 components covering ~60% of the known

attack surface

— 19 Common Attack Pattern Enumeration and Classifications (CAPECSs)
from one component

SLLM

|_system,

.impl*

process_avionics_io_recieve_queue*

>
imu_data_
C io_write
Syt
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Conclusion Wy
« This paper described using cyber analysis tools on a MBSE AADL

model based on a notional industry example, generating more
than 30 cyber requirements specific to the system

« Engineering for Cyber Resiliency promises the most success if it is
integrated as part of the requirements, design, and development
process (i.e., not as a post-integration afterthought)

 Model-Based Systems Engineering as part of the development
process can significantly improve cyber resiliency analysis
because it includes connection properties and relevant features

 CASE tools such as VERDICT automate cyber resiliency tasks
and realize the power of Model-Based Systems Engineering
through AADL
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