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MBSA- Model-based Safety Assessment
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safety information azards, Risks, ...

Safety and system (RAAML) System
engineers information withina | [~ e safety report

single model Heo

Require » B =5 B Automatic generation

ments, \é = ) (I)ftreportirfor't'
System regulatory authorities

System design model
concept (SysML) ‘

Safety information
stored only in one ===-=
place (eases — s
maintenance)

System
engineers

Certification
agency

Certification

www.incose.org/symp2021 5



s

W

OMG Safety and Reliability working group

RFP Initial

1®:

GFfSE

Doing the work ... Productive @ AEROSPACE

Main contributors:
— Ford Motor Company _ZAIST
— Dassault Systemes / CATIA No Magic

— GfSE e.V. (the German chapter for systems engineering

— The Aerospace Corporation

— Japan’s National Institute of Advanced Industrial Science and Technology
— NASA Jet Propulsion Laboratory

— France’s Alternative Energies and Atomic Energy Commission (CEA)

— Plus comments from many others users
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RAAML's method support
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GSN

[ ]

wGoal

)

C »

Control System is acceptably
safe to operate

e

«Goals

Operating Role and
Context

 GSN (Goal Structured

Notation) is a argumentation o

wblocks
Control System

o

c »
Tolerability targets
(Ref Z)

Hazards identified
from FHA {RefY)

All identified hazards have
been eliminated or
sufficiently mitigated

notation:

— used to graphically present
the proof that that a goal is .-
fulfilled

— can be used to argue a

O

«Justifications

Argument over each SIL apportionment is
identified hazard correct and complete

I

aStrategys

[ ]

«Goale «Goals «Goals
) Hazard H1 has been Probability of Probability of Hazard
S S el I l S Sa e ‘ ase eliminated Hazard H2 H3 occuring < 1x10-3
- occuring < 1x10-6 per year
per year\ /
«Solutions «Solutions
Formal Fault Tree Analysis
Verification
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Software in the Control System
has been developed to SIL

[ ]

«Goals

Wl

()

C »

SIL Guidelines and
Processes

appropriate to hazards involved

_-—

Argument over allocated SIL
for Primary and Secondary

[ ]

«Goals

Primary Protection Syst
Developed to SIL 4

«Solutions

Process Evidence
for SIL4

aStrategys

elements

em

()

Identified software
hazards

[ ]

«Goals

Secondary Protection
System Development to
sIL2

«Solutions

Process Evidence for
siL2



FTA

FTA (Fault Tree Analysis) is a top-
down methodology designed:

[
«intermediateEvents

: Unannunciated Loss of :OR
Decceleration Capability

to identify the contributing events to
an undesired event across a whole

: output

W

system, Q

s

v
4

to identify how those events
combine to enable the undesired T

aBasicEvents
: Inadvertent Wheel Braking
After V1

wintermediateEvents
: Loss of Effective Wheel Braking

«IntermediateEvents
: Inadvertent
Decceleration
After V1
| output
Q input
:OR
:input
«BasicEvents O «BasicEvents ]
: Inadvertent Thrust Reverse : Inadvertent Spoiler
After V1 Deployment After V1

output

event, and

to identify combinations of |
contributing events for design of s
preventative actions.
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FMEA

FMEA (Failure Mode and Effect Analysis)

IS a bottom-up (or can performed
functionally for top-down) methodology
designed:

to identify potential failure modes for a
product, part or process,

to assess the risk associated with those
failure modes,

to rank the issues in terms of
importance, and

to identify and carry out corrective
actions to address the most serious
concerns.

Z

ereguirements «FMEAlem» arequirements
Device working for 1 week FMEAlem Pattern FMEAItem Alarm when battery has sank
without the need to replace e
Dallcrng ™ | : RPNCalculation
parts
finalEffect : Effect [1..7]
cause : Cause [ 1
failureMode : FailureMode [1]
= values ~
RPN : Real [1] " -
~ u\\.’mlatesn previousRPNValues - Real [0.7] ar.lmgatmn»/
- -
N T .
-~ - arequirements
aFMEAem; RPN Threshold
GlucoseleterFMEA GlucoseMeterFMEAItem d=
values wsatisfys ==
/RPN : Real [1Kredefines RPN} - — — - ;I;_E_: 0_2'3':” Shalibeless
{redefines cause} {redefines failureMode} {redefines finalE fiect}
batteryDepleted | 1 batteryCannotBeCharged |1 gluceselevellndetected therapyDelay |1
«Situations eFailureModes aSituations eSituations
BatteryDepleted BatteryCannotBeCharged GlucoseLevelUndetected TherapyDelay
Context = HlGlucuseM eterinUse Relevant To = CEmainBattery Relevant To = CEglucoseM eter Relevant To = [Flpatient
Property Path = values values
[FlglucaseM ster detectability : Real = 0.02{redefines detectability} severity : Real = 6.0{redefines severty
[PimainBattery
Relevant To = CJEmpty f
valies |
e : Real = 4 5{redefi |
‘aPre tions |
«Detections
b W i
ereguirement: «Situation» xactivitys «FailureModes «Situations
Meter designed according Cause Charging test FailureMode Effect
to 15000124
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S T PA “-l.. W/"

« STPA (Systems-Theoretic Process Analysis) is a systems and controls

theory based exploratory methodology designed:

to identify system losses to avoid and the contributing hazards

to identify control actions which could lead to a hazard and their causes

to identify constraints (requirements) on the system to prevent or mitigate hazards
can be applied to cyber-physical systems

«Controllers aUCA» «lChxn «lChn «UCA» alUCAxn «lCAxn alChxn
flight Crew NotProvided Provided Early Late OutOfSequence TooShort Toolong
[ T
Manual contrells (engine throttle, steer etc.) . T
feno ! Arm and set, Brake(pedal) | | |
v Digarm BCSU Power onfoff alCAn «UCA» alChn «UCA» wlCAn sUCA»
. BsSCU BSCU Autobrake BSCU Autobrake BSCU Autobrake BSCU BSCU Autobrake stops
aircraft Y Autobrake does not | | provides Brake control | |provides Brake control provides Brake control Autobrake providing the
¥ v provide the Brake action during a normal action with an action with directional or provides the Brake control
control action eoff insufficient level of asymmetrical braking Brake control action too early
wheel Braking Subsystem during landing roll e braking during landing «during landing roll action too late (before TBD taxi
«Controliers when the BSCUiS | |context - normal iakeoff [1] roll - (>TBD seconds) speed attained)
others armed Ererices Context - Ién’d’inﬁrrull [ after when aircraft
«Controliers references | Context : landing roll [1] 1 lands
Context : landing roll [1] references references
85CU | | Context : touchdown [1] Context : landing roll before taxi speed is attained [1]

» [

I «Controllers
Touchdown autobrake Controller Brake(pedal)|
<<Feedback=>
Brake Wheel speed
cmd «<Feedback>>
<=Contrgt
Action:=| «Controllers

hydraulic Controller

Open/close valves
<==ControlAction==

whctuators
wheel Brakes

Wheel speed g
==Feedback=>

whctuators
hydraulics

Brake
«ControlledProcesss
wheels
\ANAA
VVVV

l «RelevantTon

l“REIEW niTo» l | RelevantTos e ! «RelevaniTos ! «RelevaniTos

| | | | | |

| | | | | |

v v w v w w

wsignals
Brake cmd
# Mame I Provided I
E BSCU Autobrake provides Brake control action with an insufficent level of braking during lar E BSCU Autobrake doe

1 Brake cmd ] B5CU Autobrake provides Brake control action during a normal takeoff

ncose.org/symp2021

E BSCL Autobrake provides Brake control action with directional or asymmetrical braking durir
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Example domain ISO 26262

«Situations
HazardousEvent

« 1S0O 26262 (Functional Safety) is
an automotive process specific
functional safety standard:

— Provides an automotive safety
lifecycle

— Defines a risk-based approach to
determine Automotive Safety
Integrity Levels

wSituations
«IDCarriers

Steering Hazard
{id ="HE-D1"}

values

ASIL : ASIL [0.#] = Diredefines ASIL}

hazard : Unintended Vehicle Lateral Motion/Unintended Yaw [0..7]

scenario : Potential for vehicle to depart the intended pathi/lane and
collide with oncoming traffic or roadside objects before driver is able
to control the sit i If steering p! i ya
momentum, could cause loss of control of the vehicle. [1]

values

Controliabilty : Controliabiity [1] = €3

Steering Assist [1]

situation : Highway Driving Straight at Speed [1.."]

Exposure : Exposure [1] = E4

| location1 : Highway [1] ‘ | location2 : City Roads [1]

| vehiclelsage : Driving at Speed [1] ‘

| trafficAndPeople : Traffic Free Flow [1] |

systemLevelEffect : The steering system provides torque
actuation unexpectedly when there is no driver request [0..7]

vehicleLevelEffect : High speed collision with another vehicle or object(s) [0..7]

values

Severity : Severity [1]1 =53

www.incose.org/symp2021

«comments
This hazard would be applicable to
steering torgue or angle control
functions. ASIL can be lower depending
upon vehicle and calibrations, and the
magnitude of the control disturbance

4

l/

Text = "Infer steering angle using torque sensors”

L

|
‘«deriveﬂeqtn
|

=
-
-
-
-
-
-
-
xsafety goal»
«Preventions Prevent Unintended Vehicle Lateral Motion
************* ="
Text = "Vehicle yaw shall stay within nn' of drivers input.”
kil
/
ederiveRegts /7
/
/
«functional safety requirements
Detect Deviation
d="
Text = "Detect a deviation between drivers input
(converted to intended steering angle) and actual
steering angle with nn' precision.”
. =
~
«ASILDecomposen / ~ «ASILDecomposes
~
/ ~
~
«functional safety requirements «functional safety reguirements
=" ="

Text = "Measure steering angle using
position sensors”
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RAAML FTA - key concepts

o — ———— — ——

wSituations
a 2 *
AnySituation 0.. Causzality

from
0.*

lll

wSituations
Scenario

ay

«Situations
AbstractEvent

probab

5

ity [1]

il

aSituations
DysfunctionalEvent

«Situations
FTAElement

probability ; Real = 0.0

i

«Treey
FTATree

\

T —— — — — —

e3ituations target Event output target Gate «Situations
Event 1 Gate
riori :Ii'lzt;“er 0.1
topEvent priority ger [0.1] source Event input source Gate
1 0.*
0.
coendition

; ; ; ; i i i i : MAJORITY_VOTE NOT
AND OR XOR SEQ

—— T . T N EE—— E—— E—

INHIBIT
0.*
INHIBIT gate

N

condition
—

—_— — — — - — — —— e —— .~
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Library of events

O

¢BazicEvents
BasicEvent

zintermediateEvents
IntermediateEvent

.....

/probability . Reakredefines probab

vie

derived (computed)

wituations | ™,
Event avalueTypes S ificai
avalueTypex HouseEventProbability | pecilication
Real OCCURS g 7 10
NOT_OCCUR G- |E
Specification
0.0
aTopEvents s«ConditionalEvents < «BasicEvents < eZeroEvents E]
TopEvent ConditionalEvent zUndevelopeds ZeroEvent
values UndevelopedEvent values
/probability : Realredefines probak :;.'f probability : Real = 0.{read0Only redefines probability}
! sDormantEvents <% «HouzeEvents |’:|
! DormantEvent HouseEvent
Probability iz probability HuuseE-.-entF‘r-ut:éE:iI'rh,.fj"e:e‘“e-z probability}
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FTA analysis profile

wstereotypes
Situation
[Clas=]

T

sstereotypes wstereotypes
Tree Event
[Claz=] [Clazz]
i3
sstereotypes sstereotypes xstereotypes
TransferOut IntermediateEvent TopEvent O @ O
[Class] [Class] [Class]
xstereotypes xztereotypes xstereotypes xstereotypes  «stereotypes
ConditionalEvent DormantEvent HouseEvent ZeroEvent Undeveloped
[Clazs] [Class] [Class] [Clazs] [EIE||'|1&nt]
i
wstersotypes
BasicEvemt - - - - - - - - - - - - 7 7 77 wcomments
1
u_: er&uftypIEn [Class] Undeveloped Event is modeled
ransterin wstereotypes by a combination of BasicEvent
[Property] Gate L — —{FTa Combinators stereotype with Undeveloped
[Class] stereotype from GSN
wstereotypes wstereotypes
estereotypes wstereotypes NOT estereotypes wstereotypes wstereotypes MAJORITY VOTE
AND OR Class XOR SEQ INHIBIT Cla Ss—
[Clazzg] [Claz=] [ ] [Clazz] [Clazz] [Clazz] [ ]

www.incose.org/symp2021
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Modeling an event

Failure of
FPowerSy ste
bdd [Package] [@ 1 : =
ibd [TransferOut] [ ]
A A BsicEvents ()
BasicEvent «BasicEvents
|rr \1 : Blue Line Brake System does NOT
Failure of b E;?gt“.rg ?.f urit «BasicEvents O opera.te
BatteryFack L Ll BTG 2 1 Blue Line Brake System does NOT operate initiaalves
(PDL) values probability = 0.005
T probability : Real = 0.005{redefines probability}

falianl SoftwareF ailure \/
[ N
F ailure of F ailure of
Battery Battery
bdd [Package FTA )
[ el [@ : wTrees
FTATree
ire ire '?'
wTrees

Loss of Aircraft

! !
[ !

«TopEvents «BasicEvents f:j «BasicEvents f:j zIntermediateEvents
Loss of aircraft Inadvertent Thrust Reverse After V1 Inadvertent Wheel Braking After V1 Loss of Effective Wheel Braking

www.incose.org/symp2021 18



Modeling a gate

Failure of
FPowerSy ste

F ailure of Failure of
Power Distribution Unit
BatteryFack (PDU)
SoftwareF ailure
F ailure of F ailure of
Battery Battery
catchFire catchFire

W

ibd [TranzsferOut] Unannunciated Loss of Al VWheel Braking [ Unannunciated Loss of Al Wheel Braking ])

zintermediateEvents
: Loss of All Wheel

Braking
. output
s input f\l s input
\@m/
«BasicEvents Q s«BasicEvents
: Emergency Line Brake System does NOT : Blue Line Brake System does NOT
operate operate
probability = 1.0 - probabiity = 0.005
xzconstraints
o : ANDConstraintBlock Y
r *source Event : Event [0.."] {if (input.length = 0} { target Event : Event [1]
! input [0..%] output =1, output

]

|

|
| *probability : Real

|

|

*probability : Real

i
for (i =0; i< input.length; i++) { [
output = inputfl] * cutput;
h

www.incose.org/symp2021
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Decomposing a fault tree

bl [ EI;I ]/J ibd [Block] Loss anircraﬂ[ Higher level FTA1 ]J
wIntermediateEvents
TFEE : Loss of Effective Wheel Braking
i X

. output

FTATree puted
s input T input

?
uEIagiu:Eventn O . OR
elransferOuts : Unannunciated Loss of All :
Speedbrakes on Contamined
Unannunciated Loss of All Wheel Braking Runway Transferins
. initizValues : Unannunciated Loss of All
prﬂbﬂb"l‘t‘f = 5.0E-T Wheel Elrakin-g

www.incose.org/symp2021
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Example - Top-Level event Loss of aircraft¥%

«TopEvents
: Loss of aircraft

: output

s input »input

zlntermediateEvents -
) zintermediateEvents
: Unannunciated Loss of tOR . Inadvertent
Decceleration Capabili '
pability Decceleration
After V1
. output
: output
;input - input
- Inpu s input - input
+ AND . OR
sinput
«BasicEvents 'S «IntermediateEvents «BasicEvents «BasicEvents «BasicEvents @)
: Unannunciated Loss : Loss of Effective Wheel Braking : Inadvertent Wheel : Inadvertent Thrust s EI|“3DdVE|I'tEI“ ;
Braking After V1 Reverse After V1 poiler Deploymen
of Thurst Revers T g After V1
sinput
wBasicEvents 0
: Unannunciated Loss of All : OR
Speedbrakes on Contamined
Runway
wTransferins

: Unannunciated Loss of All
Wheel Braking

www.incose.org/symp2021 22



«systems @
WBS : Wheel Braking System

ublocks
bscu : Control_Unit [1]
_____ - Documentation
blocks = "bscu is composed of 2
power_No1: Power 5
| command and monitor

I |
L2l

subsystems”
p3 : Supply_\oltage

p11: Pressure_Green p10 : Pressure_Blue

p11: Pressure_Green

| wblocks
| power_No2 : Power «blocks E
| { ]p4: Supply_Votage shutOff : ShutOff_Valve [1]
. Documentation
p12 : Valve Position " ]
r sl S regulation
P9 : Pressure_Green
«rationales %
Pedal position is provided when
skidding occurs, the bscu will T AT AT
decrease the brake pressure p17 : Pressure_Accumulator
! .
! P9 : Pressure_Green p10 : Pressure_Blue
Y A
ablocks Q «blocks p17 : Pressure_.ccumulator
| pedal_Not s Peal selector : Selector_Valve [1] . =
| 7l o p8 : Select_Aiternate [2] : -
| {" |p1: Pedal Postion_Signal [ — ablocks
,,, accumulator_Valve :
Pl e Accumulator_Valve [1]
p13 : Command_Al p16 : Pressure_Blue

|_ © wboce [
| pedal_No2 : Pedal 14 : Command_Nor
| [:l p2 : Pedal_Position_Signal p1& : Pressure_Blue

p15 : Pressure_Green

p16 : Pressure_Blue

3l M
A
p5 : Commarjd_Al [2] p18 : Pressure_Blue
p15 : Pressure_Green
= [ Commar. Nor 2
p5 : Command_Alk

|

| wheel : Wheel p6 : Command_Nor
| [EIDT : Wheel_Pressure_Signal

|

p19 : Pressure_Green

p20 : Pressure_Blue
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Fault tree with top-leve

«TopEvents

: Unannunciated Loss of All Wheel Braking Result

: output
:input :input
«intermediateEvents . AND «BasicEvents
: Loss of All Wheel ' Loss of Annunciation
Braking Capability
initiaValues
 putput prowabilty = 1.0 / { D
:input > input
i |
I|:': input =~
T — )
wBasicEvents O asicEvents «intermediateEvents Name
: Emergency Line Brake : Blue Line Brake : Green Line Brake System
System does NOT operate System does NOT does NOT operate
initizlalves operate
Mi‘l‘y =0.05 / initialValues
ability = 0.05
paas————
: output
<
s input
s input
:OR
»input
sicEvents asicEvents
loss of Ggf€en Line BSCU Ability to\gommand : ¥oss of Green Line oss of Green Line
Braking fLoss of Green Line BSCU Rbility to Hydraulic Supply ydraulic Components

g variables X | ° Breakponts X |

| of WBS

&%3 Simulation
Simulation

». & [ale®] ® Trigger:

E-[@ : Loss of All Wheel Braking
| 1[W priority : Integer [0..1]
probability [1]

Wi /probability : Real

= B X
}
[ o
Loss of All Wheel Braking @ 1dd8e40d A
h.4700e7
>

command Braking

initialValues
probability = M E-5

nitialValves
prwilﬂy =3.3E-5 /

@]
initizlValves
probgbility = 3.3E-5

v
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MBSA - FTA

«functionalReguirements

. usystems «RelevaniTos uTree.n Safety Reql
Aircraft System e == = = == = Loss of Aircraft Id = "WBS1"
Text = "Loss of all wheel
braking (unannunciated or |
: annunciated) during
- = shatbe | |
unannunciated Lesglof AllVVHeel Brakin g less than SE- 7 per flight. |
wiransferOuts [
Unannunciated Loss of All Wheel Braking B |
) «comments |
wheel Braking Sygtem Context uF.eIe'.fantTu:?__ Discussions with potential BSCU
- wendors revealed that a 6.6 E-6/hour |
«system contexts failure rate is not feasible with a |
Wheel Braking System Context - - - - rr - - - - - —-—71T- - - - - = single tem so0 two BSCUs are
required. |
| |
losz of Greey Line BEEL Ability to:cemmand Braking | |
sBasicEvents [l | . |
Loss of Green Line BSCU Ability to command Braking | «deriveReqts |
WBS sy Preventions l l
«Eystems LS | l
|Wheel Braking System | |
2 s[Equirements |
«BasicEvents i 2 BSCU Units
Loss of Green Line Hydraulic Supply Id = "WEBS19" [
<RelevarTIEEEE Text = Two BSCUs shall be | ~
- added to the WBS."
blue_pump green_pump
1 1 . =
—— : : «deriveRegts - m«deri\f&ﬂeqtn
Frry «functionalReguirements = |
Safety ReqB
Id= "WBS16" «functionalReguirements
Text = “The probability of Safety Req?
“BSCU Fault Causes Loss Id ="WBS17"
of Braking Commands® Text ="The probability of
shall be less than 3.3E-5 “Loss of a single BSCU shall
per flight.” be less than 5.75 per flight.”
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Combining FMEA and FTA

bdd [Package] [ [ ]J

wSituations
Causa

g:j_

aSituations
BatteryDepleted -
occurrence : Real = UI.EI:I.;;EdETiPEE OCCUrrencey xBasicEvents

B2

«BasicEvents ,::,
» B2

"'u:n:u:ur.rjenée:[l.[l*l
probability = 0.01

www.incose.org/symp2021
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