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Overview

• STPA-Sec Overview

• Conceptual Analysis
– Purpose

– Loss/Hazard Mapping

– Hazard/Constraint Mapping

• Architectural Analysis

– Model Elements/Responsibilities

– Functional Control Structures 

(FCS)

– Control Action (Analysis)

• Design Analysis

– Streamlined Methodology

– Controller Constraints

– Causal Scenario/Process

• STPA-Sec Value Added

• Future Work
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STPA-Sec Overview

• Purpose: “To understand and 
elicit systems security 
requirements from a holistic 
viewpoint during the conceptual 
stage of development” (Span)

• Components

– Conceptual Analysis

– Architectural Analysis

– Design Analysis
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M. Span, L. Mailloux, R. Mills and W. Young, "Conceptual Systems Security 

Requirements Analysis: Aerial Refueling Case Study," IEEE Access, 2018. 



Concept Analysis
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M. Span, L. Mailloux, R. Mills and W. Young, "Conceptual Systems Security 

Requirements Analysis: Aerial Refueling Case Study," IEEE Access, 2018. 



Purpose/Goal Statement

A system to develop secure 

software by means of continuously 

integrating and delivering software 

while incorporating planning, 

developing, building, testing, 

releasing & delivering (deploying, 

operating, and monitoring) in order 

to provide secure operational 

software products.
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Lam, Thomas. “DoD Enterprise DevSecOps Reference Design.” Department of Defense, 2019.



Loss/Hazards Mapping
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Losses

L1: Loss 

of reputation/trust 

with stakeholders

L2: Does not 

meet operational 

needs

L3: Compromise 

of critical data

Hazards

H1: Lack of availability 

to information and/or 

pipeline
X X X

H2: Lack of control 

of sensitive information X X X

H3: Software 

gets incorrectly passed 

through the pipeline
X X

H4: Inability to 

continuously integrate 

software

X X X

H5: Inability to 

deliver functional 

software

X X



Hazards/Constraints Mapping
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Hazards Constraints

Lack of access to information and/or 

pipeline

The system shall ensure that precautions and 

redundancy measures are in place to reduce 

probability of lack of access.

Lack of control of sensitive information
The system shall be designed to minimize exposure 

and/or loss of information to unauthorized entities.

Software gets incorrectly passed through 

the pipeline

The system shall actively enforce processes that allow 

software passage through the DevSecOps lifecycle.

Inability to continuously integrate 

software

The system shall incorporate practices that provide 

integration mechanisms.

Inability to deliver functional software
The system shall execute validity tests to ensure 

functional software is being delivered.



Architectural Analysis
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M. Span, L. Mailloux, R. Mills and W. Young, "Conceptual Systems Security 

Requirements Analysis: Aerial Refueling Case Study," IEEE Access, 2018. 



Functional Control Structures
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Functional Control Structures
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Control Actions Table
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• 67 Control Actions analyzed

• 9 Phases

• 8 Performers

Control Action Activity (Phase) Performer Description

System Security Monitoring Monitor
Operator, Security, System 

Admin

Monitor security of 

all system 

components; Security 

vulnerability assessment; 

System security 

compliance scan



Control Actions Table
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Focus on System Security 

Monitoring



Control Actions Analysis
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Hazards

H1: Lack of 

availability to 

information 

and/or pipeline

H2: Lack of control 

of sensitive information

H3: Software 

gets incorrectly 

passed through the 

pipeline

H4: Inability 

to continuously 

integrate software

H5: Inability to 

deliver functional 

software

Control Action Not providing causes hazard Providing causes hazard Too early/too late, wrong
Stopping too soon/applying 

too long

System 

Security Monitoring 

(33)

Not providing system security 

monitoring is hazardous if 

unauthorized activities go 

undetected. [H1, H2, H3, H4]

Providing system 

security monitoring is hazardous 

if exposed or manipulated. [H2, 

H5] ; if it exhaust system 

resources [H1, H4, H5]

Providing system 

security monitoring is hazardous 

if too late unauthorized activities 

go undetected. [H1, H2, H3, H4]

Providing system 

security monitoring is hazardous 

if stopped too soon 

if unauthorized activities 

go undetected. [H1, H2, H3, H4] 

or applied too long if it exhaust 

system resources [H1, H4, H5]



Design Analysis
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M. Span, L. Mailloux, R. Mills and W. Young, "Conceptual Systems Security 

Requirements Analysis: Aerial Refueling Case Study," IEEE Access, 2018. 



Design Analysis

• Due to the extensive nature of the DevSecOps system, we adapted a 

streamlined methodology (STPA Handbook)

• Revisit specific application to be able to identify meaningful PMVs

• Based on the CA Analysis:
– System Constraints: Derive specific system behaviors that must be satisfied to prevent UCAs

– Causal Scenarios: Describes the causal factors that may lead to the UCAs and to hazards
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Control Action Analysis
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Control Action Not providing causes hazard Providing causes hazard Too early/too late, wrong
Stopping too soon/applying too 

long

System 

Security Monitoring 

(33)

Not providing system 

security monitoring is hazardous if 

unauthorized activities go 

undetected. [H1, H2, H3, H4]

Providing system security 

monitoring is hazardous if exposed 

or manipulated. [H2, H5] ; if it 

exhaust system resources [H1, H4, 

H5]

Providing system security 

monitoring is hazardous if too late 

unauthorized activities go 

undetected. [H1, H2, H3, H4]

Providing system security 

monitoring is hazardous if stopped 

too soon if unauthorized activities go 

undetected. [H1, H2, H3, H4] or 

applied too long if it exhaust system 

resources [H1, H4, H5]

Security Constraints

Not providing causes hazard Providing causes hazard Too early/too late, wrong Stopping too soon/applying too long

SC-33.1 System Security 

monitoring must occur on an 

uninterrupted basis. SC-33.2 Critical 

assets and information must be 

determined before System security 

monitoring. SC-33.3 Authorized and 

unauthorized actions must 

be determined prior to the configuration 

of the system security monitoring 

system.

SC-33.4 System Security 

monitoring information and resources 

that must be protected from unauthorized 

tampering and exposure must be 

determined before the system is 

deployed. SC-33.5 The system must 

prevent the unauthorized tampering or 

modification of system security 

monitoring. SC-33.6 System security 

monitoring must detect the exposure of 

resources needing to be kept private. SC-

33.7 System Security Monitoring must 

abide by a resource utilization threshold 

to avoid exhausting system resources and 

facilitate timely progress.

SC-33.8 Monitoring Capabilities must 

be in place before the development 

phase begins. SC-33.9 Monitoring 

Capabilities must be evolve as the system 

design changes. SC-33.10 System 

changes are evaluated for security 

impacts prior to release.

See SC33.1 and SC-33.7.



Security Constraints and Causal Scenarios
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STPA-Sec Value Added
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Control Action 33: System Security Monitoring

Causal Scenario: Adversary gains knowledge of monitoring through information 

exposure and is able to manipulate monitoring procedures to gain undetected 

access to a system, allowing them to disrupt operations by triggering hazards.



Additional Examples
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Future Work

• Applicable to more specific systems

– Produce actual, meaningful requirements

– Derive concrete variables/values
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Questions?
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