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What is a SysML Profile? vy

 Away of customizing SysML to enhance its use in a specific domain
 Benefits

— Integration of domain specific information into an architecture model
— Retrieval of domain specific information (analyses, reports) automatically and on demand

— Enables cross-cutting concerns such as safety, reliability, security, supportability to be
addressed throughout the MBSE design process rather than as an afterthought

« Components
— Meta-Models
— Stereotypes, Tags, and Relationships
— Constraints
— Preconfigured Views
— Model Exports



What is MIL STD 882E? vy

* Provides a standard, generic method for the identification,
classification, and mitigation of hazards.

 |dentifies the U.S. Department of Defense (DoD) approach
for identifying hazards and assessing and risks in the

development, test, production, use, and disposal of defense
systems.

* Required for DoD acquisitions (DoD Instruction DI 5000.02

par. 16; “The Program manager will use the methodology in
MIL STD 882E")
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Animated

Element 1:

Document the System
Safety Approach

Element 5:
Reduce Risk

Enables status monitoring
of mitigation actions

Provides data definitions
for hazard identification

l

l

Element 2:
|dentify and
Document Hazards

Element 6:

Verify, Validate and
Document Risk
Reduction

Generates documentation
of hazard identification
and risk and mitigation

Supports safety risk
assessment and
documentation and
integration with
programmatic risk

l

l

Element 3:
Assess and
Document Risk

Element 7:
Accept Risk
and Document

Generates SSHAR,
SHAR, and risk matrices

Provides data definitions,
gueries, and output
formats for mitigation
measures

l
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Element 4:

Identify and Document
Risk Mitigation Measures

Element 8:
Manage Life-Cycle
Risk

Source: MIL-STD-882E Fig. 1



Simple Meta-Model for a Local Area Network ®
(LAN)

Network
* Meta-Models describe the { .
relationships between profile
concepts — e
* A profile begins with a concept, LI_I. has
translated into the modeling has
language and refined 1 1 1
— For example, define the - ik -
concepts for a local area e e NL
computer network (LAN) Building
MAC address IP address InventorylD
Room

Rack

Slot




Stereotypes for the LAN Meta-Model "

Using the LAN meta-model, we define a Animated
simple profile that consists of 3 stereotypes

xstereotypes xstereotypes xstereotypes o |
Network Node Location Property has
[Element] [Element] [Element] .
arnbures ainbures arnbures Node - ad
+MAC : String +Bldg =t +InvenioTymr—Strig— has
+|P : String +Room : String e fuae
+Rack : 5tring 1
+Slot : String Address |
h




SEMEr

wblocks
«Locations
«Propertys
wMetwork Modex
Server

Applying the LAN Stereotypes

wblocks
Network
workstation ‘ router
wblocks wblocks
— | Workstation Router

\.

When the three stereotypes
are applied to a standard
SysML block, the block
“‘becomes” a network node
inheriting the “tags”

- [B] Traceability

- B Allocations

- [E] Inner Elements

- [&] Template Parameters
- ] Instances

=~ w «Property=

L O InventoryMo

® Bl 2 Tags
< r'u'er c Profile: | <ALL =
- |E2| Documentation/Comments
- B8] Mavigation/Hyperlinks = eI |I§§||E =V BB |E=
. e in Diagrams B <Blode
E1- B4 Usage In : :
; ) L D isEncapsulated
- |4 Constraints )
= B0 «# sLocations
T Ports/Interfaces
A - O Bldg
ey - O Rack
e - Room
- - O Slot
- [ Operation
=} w5 shletwork Nod
- [E8] Signal Recepti = =hwork Hode
: ) O TP
- [E8] Behaviors - © MAC
- [E8] Relations
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System Safety Profile Meta-Model  animates F

bdd [Profile] System Safety Profile [ Meta-Model ] J

> \

Tttty 0000 i, ::; readabilty, not all relationships nor

I 3. Workflow il | il B o] il

|

, and Progress s @ | [0S @R [was @ [« | [ St satety efors |

: 'I'racking «SOSHA> i | [«EHA» (8 |[«SWHAS B :

. | \i";*_—l 1 2. Design
Tunalyzed in» "

Meta-M.1 System Safety Mitigation

selected measures

«System Safety Mitigation Measure» (.
Mitigation Measure

y , eblocks L _ _ _ _
| «Safety Organizations _? T s chazardof» _|SystemElement| |
| Safety Organization - N\ _ - . |

-~ N\ \ / e — |

| _ «System Safety Hazards A b — -

analyst fors " -
| canalyst fors - MetaH1System SafetyHazard |  Sywanre T — m-l
-

| . _ _ » 1.Safety Data [ e L

| canalyst fors z == e I I
I_ - = = “zaction person for» 43 L — — 1 -~ R |

: «Safety Personneb «risk froms|  ¢nazard derived froms _, < sclement impacted bys castistys | I

Safety Personnel | L, o = |

| | SystemSafetyRiske QP _ _ _ _ _ > ‘“l‘:;'."‘bn""“" - =1
________ = Meta-R.1 System Safety Risk . |

: e x . cimpacts Mf-d’ , nequir;ment | I

-

«mitigation not «mitigatess - . |
| implementeas l | - | ederiveRegts I :
| —— : '
G «System Safety Mtigatons () | :

|
J

Task 200 analyses

Hazard element

Hazard tracking and
mitigation



Tables produced from Queries into Profil

)

&

=

Implemented using generic table capability of Cameo Systems Modeler

www.incose.org/symp2022

HAZARDS Name Hazard Description Event Or Phase | Causal Factor | Effect Derived Hazards | Applicable Elements Analyses Completed
Inadvertent activation Operation |Hardware EquipmentDamage | A Ex-H.1Example 1Safetyr (& Example System & PHL Example
1 ExH.1 A EBxample 1SafetyHazard :&f&fg’t? na'f:d = Personnel Injury A Ex+.3 Bample 8 Safety
interface cable A\ Ex+H.9Example 9 Safetyr
Premature initiation Operation iHardware |Environmental Impact A\ Ex+H.3Example 3 Safety:-'}m Example System & PHL Example
signal is generated by |Operational Environment
2 ExH.2 A\ Bxample 2 SafetyHazard | damaged fuse and
switch due to common
cause shock environment
RISKS D Name Hazards | Mitigations | Risk Status Initial Risk Assessment Code | Target Risk Assessment Code | Final Risk Assessment Code
. A\ Ex-H.1Bample 1 SafetyHazar ) Ex-1.1 Example ISafetyMi ‘
1 ExR.1 @ EBxample 1SafetyRisk @ Ex.5 Example 1SafetyMi Open Ao A A e
| @) Ex.6 Example 1 SafetyMi|
2 [ExR.2 & Bxample 2SafetyRisk | A Ex-+.2 Example 2 SafetyHazar &) Ex-M.2 Example 2 Safety Mi Realized A 1A A
MITIGATIONS Name ~ Hazards | Impacted Needs Mitigation Description |  Mitigation MeasuresList |  DerivedRequirements | Mitigation Status
| A Ex+.1Bxample 1SafetyHazard |[8 £x-SysReq.1 Example 1Requirement Mitigation through | €3 Example 1 Mitigation Mea: i
1 ExM.1 Example 1 Safety Mitigation ‘ Not Implemented
“ o b software fix ¥ Example 2 Mitigation Mea:‘ a
A\ Ex+H.2 Bxample 2 SafetyHazard |[®] Ex-SysReq.2 Example 2Requirement [Mitigateby & Ex-DesReq.1 Example 1D
2 ExM.2 &) Example 2 Safety Mitigation ‘software rewrite E] ex-DesReq.2 Example 2 D¢ Not Implemented
| E Ex-DesReq.4 Example 4 D¢
. | A\ ExH.4Example 4 SafetyHazard |[®] Ex-5ysReq.3 Example 3Requirement Mitigate through
3 ExM3 Example 3 Safety Mitigation ;o Not Implemented
@ o s A\ Ex-HEBample 8 SafetyHazard | [®] Ex-5ysReq.4 BExample 4 Requirement |training | .
PROGRESS 4 Stereotype | Name | safetyHazard Analysis | Analyss Start Date | Analysis Completion Date | Analyst | Comments | © actuaicompletiondate |
T—T—TTETeTTs System SafetyHazard [Clz /A Ex-+.1Example 1SafetyHazard | T3 PHL Example 4/1/19 4/7/19 £ Safety Analyst 1 [No Comment 8/21/19
2 |[JHazards | A\ System SafetyHazard [Clz A Ex-H.2 Example 2 SafetyHazard | §3 PHL Example 4/1/19 4/7/19 £ Safety Analyst 2 ' 8/13/19
3 |[OHazards | A System SafetyHazard [Clz A Ex-H.3 Example 3 SafetyHazard |3 PHA Example 4/8/19 4/14/19 $ safety Analyst 2 [No Comment 8/14/19
4 |3 Mitigations | &) System Safety Mitigation [f_e') Ex-M.1 Example 1 Safety Mitigatic £ SRHA Example 7/9/18 11/15/19 ’ jarao/m
5 |3 Mitigations | &) System Safety Mitigation | &) Ex-.2 Example 2 Safety Mitigatic ¥ SRHA Example 7/9/18 11/15/19 % safety Analyst 2 }
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Description
System Safety Hazard Traces hazards to their associated system design elements
System Design Elements
System Safety Hazard Traces hazards derived from others through the analyses
Hazards to Risks System Safety Hazard Traces hazards to their corresponding risk
System Safety Risk
Risks to Mitigations System Safety Risk Traces risks to their corresponding mitigations
System Safety Mitigation
WIS ER NV CESI[-Il System Safety Mitigation Traces mitigations to their corresponding mitigation
Mitigation Measure measures
Mitigations to Hazards System Safety Mitigation Implied trace from mitigations to hazards by navigating
(implied) System Safety Hazard through the intermediary risk element
System Safety Hazard Traces hazards to analysis activities
Assignment System Safety Hazard Analysis
System Safety Effort Traces system design elements to system-level safety
System Design Elements analysis efforts
Personnel Resource System Safety Organization Provides traces from annotated personnel or organization
Allocation System Safety Personnel representations to appropriate model elements, including

Any assignable model element assigning analysts, risk managers, and risk authorities
Additional Matrices Any connected model elements Additional matrices may be created as needed
www.incose.org/symp2022 11



Model Exports: Risk Matrix

System Safety Risk Matrix (template)

» Risk level summary lists the number of hazards in each risk level

» First number counts hazards in each risk category

« Second number counts the hazards planned for this category after all
mitigations

Risk Burndown (export with data)

« Shows planned risk reduction based on Risk, Mitigation strategy,
mitigation measures, and mitigation action profile model elements

« Shows actuals based on dates in mitigation measure and mitigation
action profile model elements

— Model templates were created within the profile

— Templates can automatically export data to Microsoft Office (and Open
Office osd) files

— Implemented using “Report” and Velocity Template Language (VTL)
capabilities of Cameo Systems Modeler
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PROBABI (1)

Frequent
(A)

Probable
(8)

Occasional

Ic)

Remote
(D)

Improbable

(€) .

Eliminated
(F}

SYSTEM SAFETY RISK MATRIX
Critical Marginal Negligible
(2) (3} (4)
BH (#4)
il (##) i (i)
it (1) et (1) i (1)
i (4e) i (#4) HH (1)

SEVERITY |  Catastrophic

(1)

PROBABILITY

Frequent
(A)

Probable
(B)

Occasional

(9]

Critical

(2)

Marginal
(3)

11/11/2019

Negligble

(4)

3E

Improbable
(E)

Eliminated

(F)

= @ = Estimated Burndown

“SRY1Z/]
~e

el Actual Burndown

2019)

Seri

-
o

’j7

Target: 1D

T
0
>

=
o
o
@

il

Eliminated

®) nitial
:ﬂ Current



Model Exports: Template for MIL STD 882E System/Subsystem by

Hazard Analysis Report (SS

HAR)* Template

Program: Name of the safety effort or similar construct in which Hazard: [Hozord ID] Name of the
this hazard is being analyzed. hazard element
Status: OPEN/CLOSED ‘ Type: A comma-separated list of the type of hazard (e.g. electrical thermal, etc.)

Failure Mode: A comma-separated list of the failure modes associated with / resulting from the hazard.

PHL PHA SS5HA SHA O&SHA HHA FHA SOSHA EHA SwHA SRHA
CMPLT 1P MN/A
System/Subsystem/Cl: The systems affected by the Health Conditions: The conditions impacting
hazard, including software, separated by comma. personnel health, separated by comma.
System Event/Phase: The event or phase of the System Functions: The functions of the system
mission when the hazard could be encountered. affected by the hazard, separated by comma.

. . o Environmental Components: The components of the
System Operation Description: A description of the )
. . environment affected by the hazard, separated by
nominal operation of the system

comma.

Hazard Description:
The detailed description of the hazard, including a short, concise statement of the condition.

Causes of Hazard: Effects of Hazard:

- A bulleted list of causes The description of the overall effects of the hazard, along with

- A bulleted list of the different effects, for clarity

Initial Date: The date when the hazard was first Action Person: The name of the person in charge of
identified or discovered or managing the hazard
INITIAL RAC: Initial Risk TARGET RAC: Target Risk EINAL RAC:  Final, accepted Risk
Severity: 1-4 Severity: 1-4 Severity: 1-4
Probability: A-F Probability: A-F Probability: A-F

Multiple mitigations, each with their own measures, may be associated with a single hazard. Hence, there may
be several mitigation sections.
Mitigation Approach:
The overall description of the mitigation.
Recommended Action:
1. (Mame of Megsure) Mumbered list of actions from associated measures and ordered by measure type.
Applicable standards / Remarks / Hazard Frequency Data:
Effect of Recommended Action (Final Risk):

Status and impact of recommended or other hazard controls.

Date of Analysis: Analyst:

Comments:

Supporting Documentation:

List of links to or names of documentation supporting the information above.

capabilities of Cameo Systems Modeler

*DI-SAFT-80101C

w.incose.org/symp2022

« Template combines information from
hazards, system descriptions, mitigation
status, safety and personnel.

« Exported as a Microsoft Word document

Implemented using “Report” and Velocity Template Language (VTL)

\



Demonstration
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Summary and Conclusions "

« A profile was created to tailor SysML for a program that combines system safety domain-
specific needs with the system design model

« Benefits of using SysML profiles for this program include:
— Combining program- and domain-specific information with the system design model
« Safety data can be entered directly into the primary architecture model
— Allocation and tracking of requirements safety conformance
« Allows data to be retrieved into views and reports
— Enabling communication between system modelers and system safety domain experts
— Presenting up-to-date status information on system safety
— Generating domain artifacts and other reports with a few clicks
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