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Objective of Today's Presentation o
* To gain feedback on how to assist

Systems Engineers in

— ldentifying the many constituent systems that
might collectively provide the communications
services used by an organization.
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Background ¥

 Most modern IT and technology based systems

— rely heavily on networking to obtain and disperse the
iInformation they were designed for.

* Most Systems Engineers know little about the world of
modern networking services and capabilities.

— Many modern solutions rely upon components
communicating through networks that are shared between

multiple applications and/or are managed by third parties.

— The nature of those network services requires them to be
treated differently than dedicated communications links.
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outcomes "y

* The primer intends to identify
— The communications networks
« that a Systems Engineer may encounter;

— The unique considerations that should be contemplated

* when designing a Systems of Systems that rely upon one or
more shared communication networks; and

— Define the basic modeling requirements and techniques

« when including network services and resources into a
systems model.
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Example Comms Networks
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Definition: Telecommunications vy

Telecommunications comes from: Greek tijAe / téle “from a distance”; and Latin communicare “tO
share”

SE Handbook v5 (draft):

- Telecommunications is the exchange of voice or data information between people and/or
things over a distance by electromagnetic means.

- Telecommunications includes communications networks owned by carriers, Internet
Service Providers (ISP), government agencies and other enterprises, as well as
broadcast networks (e.g. radio, cable, television) and over-the-top (OTT)
applications (e.g. messaging, video conferencing and social media applications)

«  Telecommunications systems are built on a wide range of technologies: satellite
communications, cellular networks, land mobile radio, microwave, radio,

television, Wi-Fi, Bluetooth, and global navigation satellite systems (GNSS)
and increasingly comprise software
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Definitions: CNs, OT + IT = ICT e

Communications Networks (CNs) are developed and operated using several key technologies and concepts.

1. Criticality of the CN depends on the application or use;

2. Resiliency of the CN depends on the design or architecture; and

3. Resiliency of the application or service depends on the design of the application or service and may depend on the
design of the CN.

Operational Technology (OT) - Hardware and software systems used to change, monitor, or control physical devices, processes, and
events within industrial or organizational settings. Historically, OT systems have been stand-alone, machine-language and machine-
operated control-systems requiring a high-level of availability with little human interface. OT systems run critical infrastructure (ClI)
systems, e.g. power, water, rail, etc.

Information Technology (IT) - Broadly referred to anything related to computer technology, including hardware and software systems.
CNs have historically been synonymous with telephony, broadcast radio, and mobile phone systems. The physical medium which has
connected communication applications (voice, video, data) have evolved from circuit switched leased lines to packet-based technologies
running over Internet Protocol (IP).

Information and Communications Technology (ICT) - Emerged to address the convergence of IT and traditional CNs; ICT is
generally accepted to mean all technologies that, combined, allow for people and organizations to interact in the digital world.



. e
Implications e

- Communications technologies are becoming pervasive in everyday lives

« Communications networks are no longer the exclusive domain of the carriers
(if they ever were)

- Communications systems are components of broader systems
(underpinning Smart Cities, Industry 4.0, Al etc)

* Cyber Security is an increasing threat

« Telecommunications is therefore becoming more ‘complex’
« As such, Systems Engineering has much to offer

www.incose.org/symp2022 10



Why model a network as a system? 5

While the terms ‘System’ and ‘Network’ are often used interchangeably in
relation to communications networks, in practice, it can be very difficult to
define system boundaries or the internal and external interfaces of
communications networks as the network topology can be constantly changing.

If it is possible to describe a network as a system then, the tools in the

systems engineer’s toolkit can be unlocked to add value to both the design
and support of the network.
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Example: Communications Networks Wy

Exampl
Cellular or two-way radio system
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Example: Communications Networks R 7
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Example: Communications Networks "
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Unigue Considerations
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Key Aspects of Comm Networks Wy

A CN may actually be made up of a collection of
contributing CNs, integrated and interacting with one
another (each acting as an independent system)

* ACN may therefore be owned, maintained, and
managed by different entities, all working together to
transport information from one location to another

« Each individual system — independently and together —
must be designed to withstand potential failures.

17



Example:
Tsunami Warning
System

CN | Distributed Systems (Step 2) | Impacts (Step 4) Criticality (Step 4)
1 | GA Corporate Network ATWS outage Highest criticality
2 | Collector System ATWS outage Highest criticality
3 | Analysis System ATWS outage Highest criticality
4 | Sensor System ATWS degradation Highest criticality

Twitter
Twilio
Email
Bearer Networks (Step 2)
5 | 3G/4G (Provider 3) Sensor data degradation | Medium criticality
(40 Australian sites)
6 | Internet Sensor data degradation | Highest criticality
(121 Australian,
Antarctica and
international sites), alerts
outage,
7 | Satellite (Provider 1) Sensor data degradation | Lowest criticality
(3 Antarctica sites)
8 | Satellite (Provider 2) Sensor data degradation | Medum criticality
(43 sites)
9 |RadioIP Sensor data degradation | Lowest criticality
(1 Australian site)
10 | ADSL/NBN Sensor data degradation | Lowest eriticality
(3 Australian sites)

ANU-Managed GA-Managed Seismographic Data Sources Other
Seismographic Seismographic
Data Sources Data Sources
x47 x15

graphs in
Schools (15 sites)
o

|
|
|
ANU \ l
— |
|
5 L .[
33 sites using static IP
Intern (~90s delay)
— h |
Seismographic Data Flows "
Internet-based /
— —p flowstoGAand
ECM /
—_ Flows to GA only /
e milsoywstsenr?'\ /Eér_\fpted Tunnel
— [via Internet)
ANSN + UM +

ANU 515 =

CTBTO(~100 Anaysis.
feeds) {Ti
— 7 T % 100ud
Provider)

UM + CTETO-IM
(via NextGen link)

Abbreviations

® AAD Australian Antartic Division * GA Geoscience Australia
& ADSL  Asynchronous Digital Subscriber Line s lM International Monitoring
® ANSN  Australian National Seismic Network e|P Internet Protocol

* NBEN National Broadband Network
® SATCOM  Satellite Communications
Seismographs in Schools
Urban Monitoring

® ANU  Australian National University
® BOM  Bureau of Meteorology

® CTBTO Comprehensive Nuclear-Test-Ban Treaty Organization ®5IS
* DN5 Domain Name Server e UM

www.incose.org/symp2022
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Emergency Medical Services Communications Network

Manley, Thomas, Susan Ronning, and William Scheible. "Defining Critical Communications Networks: Modelling
Networks as Systems."INSIGHT23, no. 2 (2020): 36-42

Examp

Emergency medical call from mobile phone service via commercial telephone system to public
safety answering point to ambulance via voice radio and broadband data networks — This
demonstrates multi-bearer networks in everyday occurrence

19



Modeling Techniques
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Communications Networks are often modelled as a set of
interconnected sites or locations. In this case, each site/location
becomes a Node. Nodes could be:

* Fixed site, such as a building or university campus.

* Mobile location, such as vehicles that move on the ground,
under the sea, in the air, or in space

* Person or Animal, if carrying or wearing a communications
device.

Nodal recursion is also possible, such that there could be (intra-
node) communication within Nodes and (inter-node)
communication between Nodes.

Each Node can be treated as a Nodal System in its own right.

Example nodes showing

structure with
interfaces and
interfaces.

System of Systems
(Nodes)

)
i)

internal and
inter-node links /
intra-node links /

external
external
internal



Communications Networks are Systems of ®
Systems (SoS)

Systems of Systems (SoS) tend to have the following characteristics (from the SE Handbook 4t ed.):

* Operational independence of constituent systems
* Managerial independence of constituent systems

Geographical distribution

Emergent behavior

Evolutionary development processes

We postulate that Communications Networks also exhibit the following characteristics:
« Common purpose;

« Commonality of architecture;

» Strong interdependence of constituent systems (e.g. failure of an email server);

« Largeinscale; and

» Astrong focus on traffic flows through a network rather than the interfaces within it.
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* Bearer Networks: those functional systems whose main purpose is to connect
nodes (e.g. a WAN)

* Distributed Systems: systems whose elements operate together irrespective of
geographical distribution or are at least managed as one system.

The implication is that solution elements (as technology building blocks) may

simultaneously be a subsystem of a node as well as a subset of a functional system.

@ Bearer Network - @

This dual nature of a solution element is a property of communications networks that requires new thinking.




Example: Three Site Topology 1




1. Identify Nodal Types

Node 1 Node 2
Nodal Type X Nodal Type X
WWW.INCoSse.org/symp2022

Node 3
Nodal Type Y
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2. ldentify Functional Systems W

Bearer
Networks

Distributed
Systems

Node 1 Node 2 Node 3
Nodal Type X Nodal Type X Nodal Type Y

_...ﬂ . L‘ﬁ . WwWw.incose.org/symp2022 . ﬁ' . _._H:...



3. Inter-Functional System Interfaces
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Tailoring of IEEE 15288

)

A system is
S System
system elements I
| | |
System System System
Element Element Element

To achieve one or more
stated purposes (a
boundary)

Figure 1 — System and system element relationship

5 Key concepts and application of this International Standard
5.2 System concepts

5.2.2 System structure — modeling networks as systems

6 System life cycle processes
6.3 Technical management process

6.3.5 Configuration management process
—  6.3.5.3 Activities and tasks
»  b) Perform configuration identification

6.4 Technical Processes
6.4.2 Stakeholder needs and requirements definition process — stakeholder identification

6.4.3 System requirements definition process — functional boundary and functions
6.4.4 Architecture definition process — architecture viewpoints, context, boundaries, interfaces

Annex F Architecture modeling

F.3 Logical and physical models
F.3.7 Network model (“arrangement of nodes and links”) — network model

— logical Configuration Items (Cl) /
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Acquisition Process
(Clause 6.1.1)

Supply Process
(Clause 6.1.2)

Project Planning Process
(Clause 6.3.1)

Project Ass
Process
(Clause 6.3.2)

l;ls k Management <

System Life Cycle Processes §
Agreement Technical Technical ':
Processes Management Processes 7

Processes

Business or
Mission Analysis
Process (Clause 6.4.1)

yswrn Rwuiremerl
Definition Process )
[ ause 6.4 3} ]

= Architecture

Definition Process )

Qui Management
Process

Clause 6.2
| Knowle nagement
ess

{Clause 6.2.6)

7 Process M~~_(Clause 6.4.4) 7]
(Clause 6.3.4) Design fefinition
L~ Configuration ‘c|:u ':_:_5)
<~ Management P ) i
N (Clause 6.3.5) Sym%.&nalysls
Pjocess
Infrastrucjure
Managdment ess Informali:n " ;;agement (C' se 6.4.6)
(Jause §2.2) (Claybe 6.3.6)
Impl tation Process
Portfofio Clause 6.4.7)
Maflagemenf Process Measugement Process
(Clause §.2.3) ause 6.3.7) /
y 4 y i y i / Integration Process
Human flesource lity Assurance 7 (Clause 6.4.8)
‘ Manég rét;:;cnss Process “
{Clayfe 6.2. Clause 6.3.8
/ A‘ e )/ Verification Process

(Clause 6.4.9)

Transition Process
{Clause 6.4.10)

Validation Process
{Clause 6.4.11)

Operation Process
(Clause 6.4.12)

Maintenance Process
(Clause 6.4.13)

Disposal Process
(Clause 6.4.14)
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Next Steps g

 Recap: The primer intends to identify
— The communications networks
« that a Systems Engineer may encounter;

— The unique considerations that should be contemplated

* when designing a Systems of Systems that rely upon one or more shared
communication networks; and

— Define the basic modeling requirements and technigues
« when including network services and resources into a systems model.

* Feedback Request
— How can the Telecommunications WG assist YOU in your work?

— Are we hitting the right mark? Suggestions on what to consider or
use as examples?
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