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Introduction
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Can system safety be summarized with meaningful and comprehensive metrics?

What metrics are useful in analyzing system safety?

How can Model-Based Systems Engineering facilitate capturing safety metrics?

Safety data in a digital engineering environment is the first step 
toward an overall system trust metric as described in the INCOSE 

2035 Systems Engineering Vision



INCOSE 2035 SE Vision: Trust Metric
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source: https://violin-strawberry-9kms.squarespace.com/model-based-practices



Purpose
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• Demonstrate how a model-based Systems 
Modeling Language (SysML) safety profile 
can provide insight into a system’s safety 
posture by leveraging metric suites in 
Cameo Systems Modeler to summarize 
safety characteristics on a fictitious system



Model-Based Analysis for Defense Safety
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Model-Based Profile for MIL-STD-882 
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• Users enter information and model automatically returns 
results

• Safety information evolves with system model
• Captures key information about safety analysis to inform 

design
• Enables metrics to be tracked throughout system lifecycle
• Aligns with Risk Assessment and Software Safety 

Criticality Matrices from MIL-STD-882



System Application Example
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• For presentation purposes, the profile and 
metrics were applied to a fictitious system

• Can be applied to any MBSE / SysML effort



Hazard & Risk Analysis
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• Hazards can be rated 
according to the Risk 
Assessment Matrix directly 
in the model 



Software Analysis
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• Software functions are
rated according to the SwCI
table which determines LoR 



Safety Analysis Metrics
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Validation-Based Metric Suites
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• Validation suites in Cameo Systems Modeler provide a 
way of evaluating a set of data (model) against a specific 
expression
– Helpful for consistency and quality checks

• Metric suites can summarize the counts and percentages 
of the validation results 

• In this application, metric suites provide insight into the 
safety posture of a system

• Metric suites output to tables in Cameo
• Further visualization is done using Microsoft Excel



Distribution of Safety-Critical Functionality
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Risk Mitigation Across Lifecycle
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Risk Mitigation Across Lifecycle
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Software Level of Rigor Completeness
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• Shows progress toward meeting Level of 
Rigor requirements 



Safety-Critical Partitioning Percentage
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• Safety-critical software should be partitioned 
away from non-safety-critical software



System Trust Metric

www.incose.org/symp2023 #INCOSEIS 1818 July 2023



Software Safety Trustworthiness
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• A quick-glance score 
(0-100) 

• Calculated from LoR 
completeness and 
partitioning scores

% Contribution to Score

LoR Completeness Partitioning



Software Safety Trustworthiness Example

18 July 2023 www.incose.org/symp2023 #INCOSEIS 20



Comprehensive System Trust
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• Expand to cyber, 
AI/Explainability, data 
privacy, reliability

• Could use Analytic 
Hierarchy Process 
(AHP) or other 
weighting to prioritize 
among elements



Conclusion
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Future Research Opportunities
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• Refine software safety metric based on 
real-world applications

• Create MBSE profiles for other safety 
standards

• Research how to measure other trust aspects
– Calculate from an Integrated Digital Environment
– Optimized weighting



Conclusion
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• SysML can be extended to integrating safety analyses with 
systems engineering models and provide meaningful information 
to stakeholders

• Software Safety Trustworthiness score is comprised of 
Level of Rigor Completeness Score and Partitioning Score

• Safety is one component of the INCOSE’s Systems Engineering 
Vision 2035’s System Trust Metric 

• A holistic System Trust Metric would also contain cybersecurity, 
reliability, data privacy, artificial intelligence explainability, and 
organizational transparency scores 



Thank you for your time  - Q&A 
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