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Hazard analysis is a required task
as part of the production of any
complex system.

It is a laborious and expensive task.

Collaborations between systems,
creating systems of systems makes
this an even more complex task.

This presentation presents an

approach.to manage this by making

use of-the Unified architecture
framework (UAE) in-arder to create
a model that focusses on.the
system of system aspects.

During 7 months in 2021 a project
named Model-based Risk Assessment
and Safety Analysis (MBRASA) was
conducted to look at hazard analysis
for system of systems and the work
presented here derives from the
MBRASA work effort.

This work involved a couple of
companies as well as academia and
was supported by Swedish
government agencies. (TECOSA,
2021)

The approach is exemplified by using
Truck platooning as an example.
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Platooning implies that trucks
combine in a convoy under the
leadership of the front truck.

The trucks will travel very
closely together, more so than
by just using ACC, thereby
relieving congestion, reducing
fuel consumption and
decreasing-Carbon_ dioxide
emissions.

15-20 July - 2023

. Lead vehicle linked to the
platoon via wireless
communications

=— Coupling and

"~ de-coupling to
allow other road
users to cross
between platoon
vehicles

Incorporates vehicle
detection, anti-collision
and lateral control
technologies for safety

*Number of trucks in each platoon may vary 8cCoraing to trial results

Source: PSA and Ministry of Transport
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« A system of systems usually has several levels of different
stakeholders with mixed and sometimes contradictory and/or
competing interests.

« A system of systems usually has several, possibly
contradictory goals and purposes.

« A system of systems usually has several and sometimes
different operational priorities and with no defined way
escalating any.issues.

A system-of systems-usually has several lifecycles with * SO0Sreq is met.
elements that are-implemented asynchronously.

« A system of systems usually has several owners and drivers + SoS req is met.
that make decisions independently of one another.

So0S req Is met.

e So0Sreqis met.

e So0Sreqis met.
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Strategic Taxonomy [@ PlatooningTaxonommy ]J

«Capabilitys

Platoon forming

aCapabilitys

©

Platooning

)

aCapabilitys

Platoon dissolution

aCapabilitys aCapabilitys aCapabilitys
Platoon vehicle © Road and traffic © Platoon truck ©
handling condition handling departure
aCapabilitys aCapabilitys
Platoon truck © Platooning ©
addition governance
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ldentifying and dealing with hazards

« Example of type of tables used for hazard analysis

 Combination of different types — created by Safety Integrity
« Potentially can become VERY large

[ — —— ]
Name - |Failure mode - |Operational mode - [Situation Consequence - |Hazard description osure - |Severity - [|Controllability - |ASIL - |Safety goal
S8
High . : . C3 . :
Brake O performance;Differential jexpproacl'fing Vehicle can not  |Vehicle can not brake when |E4 Llfe-t?lreatenmg ) Difficult to control or braking shall no‘t fail to
intersection brake approaching intersection en-always (survival uncertain) or deccelerate vehicle
locks engaged / fatal injuries uncontrollable

—-/
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Operational Internal Connectivity [ ® Platooning influence scenario ] J ops

GPS positioning
for trucks
Platoon influence on other platoons

Truck command influence on
other trucks in platoon

Road influence for platoon leader truck_rstretch

o pltruck_to_truck I_f‘rom _pl leader truck
««OperationaiRoles !
truck : TruckinPlatoon [1..*] &
pltruck_to_truck IS

participant_truc ™ 7 s to pl

1| leader_leader

Luck_rstretch

rstrétch 2
RoadStretch [1..*]

&

whtr_truck

Weather influence
on platoon trucks

gov_platoon

Overall
control of
platooning
—————————— gol_pl—atogn «OperationaiRoles @
: governance : 5%: wthr:eather [1]
'Platooning Governance 1 g e oS RUTE
i i |
Other Vehicle influence on trucks P — [0..1] 1
between trucks in

platoon

Weather influence on road stretch

15-20 July - 2023
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The weather influences the trucks directly as well as the road on
which they travel (snow, rain, ice, fog, heat, cold).

The road with its changing number of lanes, gradients, speed
restrictions and road works will impact of the platoon.

The traffic that is not part of the platoon will need to be dealt with. The
kind of vehicle that interacts with the platoon may well need different
handling (police, ambulance, fire brigade, military vehicles, other
trucks,.civilian vehicles etc.).

An overall platoon governance entity has been added since there may
well be a-need-for-an overall platooning control for a region. It can
provide governance-forthe platoons in the region and provide data
regarding conditions-beyond-immediate line of sight for a given
platoon leader.

15-20 July - 2023 www.incose.org/symp2023 #INCOSEIS 8



Trucks have a regulated maximum length. The length differs between different
countries, but 25 meters is a reasonable assumption concerning a truck
maximum length.

As the number of trucks in the platoon increase a leader follower approach as
regards steering needs to be employed such that steering follows both lanes
within the road as well as what the truck directly in front is doing.

Trucks also have a maximum weight. Also, this can vary between countries and
Is furthermore subject to regulatory changes. A maximum weight of 60 tons is a
reasonable assumption.

If-trucks.in a platoon have different maximum power ability, gaps within the
platoen.may appear as the incline is negotiated. As an example, a 200-meter
incline-can be-negotiated in 8 seconds by a truck capable of maintaining the
speed 25 m/s+(90 km/n)=-A truck that is only capable of 20 m/s (72 km/h) will
only travel 160 meters in.8 seconds which would yield a gap of 40 meters in
betwelen the trucks. A platoon.with such gaps appearing will be very difficult to
control.

15-20 July - 2023 www.incose.org/symp2023 #INCOSEIS 9
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Operational Internal Connectivity [ * Platooning information scenario ]J
|
PlatoonTruckJoiningFailure,
OtherVehicleEntryInPlatoonRequested,
PlatoonTruckCoupled,
PlatoonTruckDecoupled,
PlatoonTruckEmergency,
PlatoonTruckEmergencyResolved,
PlatoonTruckHasJoinedPlatoon,
PlatoonTruckHasLeftPlatoon,
PlatoonTruckJoiningDataResponse,
PlatoonTruckJoiningPlatoon,

PlatoonLeaderAvailableForPlatoonBeingAdded,
PlatoonAdditionToExistingPlatoonNotPossible,
PlatoonAdditionToEXxistingPlatoonPossible,
PlatoonJoiningByBeingAddedToOtherPlatoonDataResponse,
PIatoonAgditionCoupIingCommand
i

DissolvePlatoonCompletely,
DissolvePlatoonFromPosition,
OtherVehiclePlatoonEntryAllowed,
OtherVehiclePlatoonEntryNotAllowed,
PlatoonLeaderAvailable,

PlatoonMemberhipPossible,
PlatoonMembershipNotPossible,
PlatoonTrafficHandlingCommand,
PlatoonTruckCouplingCommand,

PlatoonTruckEmergency,
PlatoonTruckEmergencyResolved,
PlatoonTruckLeavingPlatoonAcceptedWhenTailEnd,
PlatoonTruckLeavingPlatoonDenied,
TruckAvailableForPlatooning,

PlatoonSplitRequestFromPlatoonLeader,
PlatoonLeaderPostionAndSpeed,
PlatoonHasJoinedPlatoon,
PlatoonTruckLeavingPlatoonAgreed,

PlatoonTruckLeavingPlatoonRequest,
PlatoonSplitAccepted,
PlatoonSplitNotAccepted,

PlatoonTruckPostionAndSpeed,
PlatoonSplitRequestFromPlatoonTruck,
OtherVehicleHasEnteredPlatoon

leader_truck pltruck_to_truck
L

rom_pl
A

truck : Tru

participant_truc!
phtruck to truck |

ckinPlatoon [1..*] & i

PlatoonAvailableForBeingAddedToOtherPlatoon,
PlatoonJoiningOtherPlatoonRequest,
PlatoonJoiningByBeingAddedToOtherPlatoon,
PlatoonAdditionCoupledToPlatoon,
PlatoonHasJoinedPlatoon,
PlatoonAdditionFailure

PlatoonSplitAcknowledged
| -
»
- truck_rstretch Dlu_pl—
"
RoadCondition,
RoadGradient,
RoadlLaneChange,
RoadSpeedLimitChange, _ £
TrafficRestrictionNotification, -
OtherVehiclelntent
whir bk WeatrfrData
-
—— ActiveSensorResponse,
rstretch : é&; ActiveSensorTransmission,
RoadStretch [1..*] PassiveSensorData Jickionict
- K PlatoonTruckPostionAndSpeed,
PlatoonLeaderPostionAndSpeed, - i
PlatoonTruckPostionAn dsgee d ActiveSensorResponse, PlatoonLeaderPostionAndSpeed
PassiveSensorData,
¢ % i eI OtherVehiclelntent
L ¥ &, .
- |
ActiveSensorTransmission
b | wthr : Weather [1] & |
g 2 " p .
GPSdata
rstretch
RoadData Y
B
»
DQDS

WeatHerData

11

15-20 July - 2023

www.incose.org/symp2023 #INCOSEIS



> truck_ovhel
—1

>
PlatoonLeaderPostionAndSpeed,
PlatoonTruckPostionAndSpeed,

@Hﬂmttruck_avhcl o
1 %

ActiveSensorResponse,

ActiveSensorTransmission

truck_truck |
1

Operational Internal Connectivity [ ® TruckinPlatoon ] |
truck : Truck [1]
[ H v = )
[yt truck < > Jnwhie._truck PassiveSensorData,
PlatoonLeaderPostionAndSpeed, WeatherData OtherVehiclelntent
PlatoonTruckPostionAndSpeed L inttruck_truck - n
1 <% |
55118 ActiveSensorResponse, ActiveSensorTransmission
PassiveSensorData
4 aps N inlgps ]lnl_lnpl <
T GPSdata PlatoonAvailableForBeingAddedToOtherPlatoon, PlatoonLeaderAvailableForPlatoonBeingAdded,
PlatoonJoiningOtherPlatoonRequest, PlatoonAddition ToExistingPlatoonNotPossible,
PlatoonJoiningByBeingAdded ToOtherPlatoon, PlatoonAdditionToExistingPlatoonPossible,
PlatoonAdditionCoupledToPlatoon, PlatoonJoiningByBeingAdded ToOtherPlatoonDataResponse,
PlatoonHasJoinedPlatoon, PlatoonAdditionGouplingCommand int\'pfl:)pl,lj
PlatoonAdditionFailure v
truck_rstretch o . inttruck_rstretch D'uﬂ
1 < »
PlatoonLeaderPos{ionAndSpeed. RoadCondiiion, PlatoonAvailableForBeingAdded ToOtherPlatoon
PlatoonTruckPostionAndSpeed R;%iiﬁé?:dr:::g . Lint_frompl < PlatoonJoiningOtherPlatoonRequest, e
RnadSpeedLimitchaﬁge ) . PlatoonJoiningEy_B_eingAddedToOU‘lerPIatoon‘
TrafficRestrictionNotification Intplatoon_iruck tleader truck PlatoonLeaderAvailableF orPlatoonBeingAdded, PlatoonAdditionCoupledToPlatoon,
= PlatoonAdditionToExistingPlatoonNotPossible, PlatoonHasJoinedPlatoon,
DissolvePlatoonCompletely, PlatoonAdditionT oExistingPlatoonPaossible, PlatoonAdditionFailure ntfo from!
DissolvePlatoonFromPosition, PlatoonJoiningByBeingAddedToOtherPlatoonDataResponse, > oscerruck
OtherVehiclePlatoonEntryAllowed, PlatoonAdditionCouplingCommand
OtherVehiclePlatoonEntryNotAllowed,
PlatoonLeaderAvailable,
PlatoonMemberhipPossible,
PlatoonMembershipNotPossible,
PlatoonTrafficHandlingCommand,
PlatoonTruckCouplingCommand,
PlatoonTruckEmergency, OtherVehicleEntrylnPlatoonRequested,
PlatoonTruckEmergencyResolved, PlatoonTruckCoupled,
PlatoonTruckLeavingPlatoonAcceptedWhenTailEnd, pPIatuon:rl'ruvkEDecoupled. Er‘lmck_m_"wk
il o PlatoonTruckLeavingPlatoonDenied, latoonTruckEmergency, .
OtherVe.Pl ) Ty'\nF:gtoc.i. . ! TmckAvailablngrPIamomng, PlatoonTruckEmergencyResolved, DissolvePlatoonCompletely,
Plafogﬂru’gﬁmggﬁ;ea PlatoonSplitReguestFromPlatoonLeader, PlatoonTruckHasJoinedPlatoon, Og'55\7"1167'5;;??"Ff%mtpff]:m"-d
PIatoonTruckEmergency' PlatoonLeaderPostionAndSpeed, PIatoonTru:gl—jasLeﬁPltoon‘ o s{r he_ I‘CF?I auoé'l na’ 1.;;”& ‘d
PlatoonTruckEmergencyResclved PlatoonHasJoinedPlatoon, A PlatoonTruckJoiningDataResponse, er ;I icle Efozn :“’V_l cl;l owed, from_sl
PlatoonTruckHasJoinedPlatoon, PlatoonTruckLeavingPlatoonAgreed, PlatoonTruckJoiningPlatoon, pm:g]OM”;nah :r;ivs:;si%le
PlatoonTruckHasLeftPlatoon, PlatoonSpitAcknowledged b st oon ucklotnoPalre. PlatooniembershipNotPossible
PlatoonTruck JoiningDataRespoﬁse PlatoonTruckLeawngIatoonRequest, PlatoonT raffict! d‘l? c d
PlatoonTruckJoiningPlatoon ' PlatoonSplitAccepted, p|ata onTra |‘::c o |'Ingc ommand,
PlatoonTruckJoinin Fa\lure. PlatoonSpitotAccepted, oo ekt
PlatoonTruckLeavin PlalgoonRe‘uest PlatoonTruckPostionAndSpeed, PletconTuckEmergency,
PIalocnSpIibchcepte 4 quest, PlatoonSplitRequestFromPlatoonTruck, PlatoonTruckEmergencyResolved,
F . OtherVehicleHasEnteredPlatoon PlatoonTruckLeavingPlatoonAcceptedWhenTailEnd,
o f’latc?nsfgtNt‘{tAC:egéed‘ g PlatoonTruckLeavingPlatoonDenied,
latoon TruckPostionAndSpeed, TruckAvailableForPlatooning,
PlatoonSplitRequestFromPlatoonTruck, PlatoonSplitRequestFromPlatoonLeader,
OtherVehicleHagEnteredP\atcon PlatoonLeaderPostionAndSpeed,
- PlatoonHasJoinedPlatoon,
PlatoonTruckLeavingPlatoonAgreed,
PIatoonSpIn.;Eknow\edged ntieader kuck

participan_ruck intplatoon_truck

S -
pltruck_to_truck
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Triinl virantina tA ha -

Hazard name Failure/operational mode Situation Hazard description

Platoon truck Incorrect data or assessment of Truck wanting  Platoon access allowed with unsafe safety
assessment parameters for truck wanting to to join platoon distance to the truck in front.

hazard join.
Platoon Truck joining leading to increase  Platoon size The length of the platoon is too long for
length hazard in platoon length increase safe control by platoon leader.

Hazard name

Platoon truck
assessment
hazard
Platoon truck
assessment
hazard
Platoon length
hazard

o il st i

AL IV A I I I M M e ML VS I N PIAM ISR A M MY A MR IR e SA AT I AR )

PlatoonTruckCoupllngCommand «from» |ntplatoon truck / SetTruckCoupledToTrueAndTransmitPlatoonTruckCoupledAndPlatoonTruckHasJoinedPlatoon

when (coupled) / truck_status=TailEnd

Safety goal

Inspection handling is required to ensure that the trucks that want to join a platoon deliver
correct information to the platoon leader.

Inspection handling is required to ensure that a platoon leader assessment of truck joining
suitability is correct.

The assessment as to maximum length of platoon needs to be made external traffic flow
conditions as well as road conditions into account.

Tm —————y - - f————- B e e ’

‘when ("truck_ coupllng possible) / TréhéfnﬂPIatoonTruckJom|ngDataResponse

15-20 July - 2023
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Operational Interaction Scenarios [@ Joining a plateon ]'J

«OperationalPerformers
truck : TruckinPlatoon

1: PlatoonLeaderAvailable(platoon_id=1, platcon_leader_truck_id=1, platcon_leader_truck_data=pl| data)

«OperationalPerformers
truck : TruckinPlatoon

2: TruckAvailableForPlatooning(truck_id=5, platoon_truck_data=truck_data)
: 3. PlatoonWemberhipPossible(platoon_id=1, platoon_leader_truck_id=1, truck_id=5, jeining_distance=s{_dist, position_in_platocn=3) :
T 4: PlatoenTruckleiningPlatcon(platoon_id=1, platoon_leader_truck_id=1, truck_id=5, current_distance=curr_dist) T
5. PlatoenTruckleiningDataResponse(platoon_id=1, platcon_leader_truck_id=1, platoon_leader_truck_data=pl data, coupling_distance=c_dist, platocn_slot=3)
[fjeining_dur}

T T
| ]
| |
: 5: PlatoenTruckloiningPlatoon(platoon_id=1, platoon_leader_truck_id=1, truck_id=5, current_distance=curr_dist) :

fivining_dur} 7: PlatoonTruckleiningDataResponse(platoon_id=1, platcon_leader_truck_id=1, platoon_leader_truck_data=p| data, coupling_distance=c_dist, platoon_slot=3)

T T
: &: PlatoonTruckloiningPlatoon(platoon_id=1, platoon_leader_truck_id=1, truck_id=5, current_distance=curr_dist) '

{joining_dur} 9: PlatoonTruckloiningDataResponse(platoon_id=1, platoon_leader_truck_id=1, platoen_leader_truck_data=pl_data, coupling_distance=c_dist, platoon_slot=3)
: 10: PlatoonTrucklJoiningPlateon(platoon_id=1, platoon_leader_truck_id=1, truck_id=5, current_distance=curr_dist) :
11: PlatoonTruckCouplingCommand(platoon_id=1.0, platoon_leader_truck_id=1.0, truck_id=5.0, platoen_slot=3.0})
12: PlateonTruckCoupled(platoon_id=1, platoon_leader_truck_id=1, truck_id=0.0, distance_to_truck_in_front=dist, platoon_glot=3, speed=t_speed)
]
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Hazard name Failure/operational mode Situation Hazard description
Road condition Road condition changes (lanes, speed Platoon moving  Changes in road conditions cannot be handled

handling hazard restrictions, traffic lights, traffic flow, normally safely by members of the platoon.
gradients)
Platoon gap Gaps appear inside of the platoon Platoon contains Uncontrolled changes in distance between trucks

hazard handling  where individual truck members cannot gaps that result  within a platoon leading to gaps that can be used
follow the instructions originating from  from inability to by other non-platoon vehicles leading to
the platoon leader. manage road uncontrollability.
conditions

TN VN MR IV RIS T I NN RIS T T f WA 1 AT I AN W R I RN T I W I e W I N T s TV I I I I M MW RIS T IS W W T AN M M

when (|ssue drlvmg_lnstructlons) / TransmltTraff cHandllngCommand

PN BN SN EENEETe S LU S L B s B ] N NSRS T e e e g e e N ] T e e g NS PP SRy b el I - N Rl e |

Hazard name Safety goal
Road condition Platoon leader shall monitor status of member with a frequency that ensures that road condition changes can

handling be dealt with.

hazard

Platoon gap If gaps appear within the platoon the platoon leader shall be able to act to either close the gap, dissolve the
handling platoon, dissolve the platoon partially or split the platoon into two platoons, making the truck with the gap just in
hazard front of it the platoon leader for the trucks behind it.

S
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Hazard name Failure/operational mode Situation Hazard description

Platoon truck Platoon truck leaves platoon Platoon driving Platoon truck departure initiated in an
departure hazard uncontrolled manner.

Platoon split Platoon leader split request Platoon should be divided Platoon split into two platoons attempted in
request hazard into two platoons an uncontrolled manner.

Other vehicle A vehicle attempts to gain entry to  Parts of the platoon has Other non-platoon vehicle attempting or
interested in entry platoon different end destination succeeding in gaining entry into the platoon
into platoon. than other parts. making the platoon uncontrollable.

|, when (number_of_trucks_in_platoon==0)
Hazard name  Safety goal
Platoon truck  The platoon leader shall have the ability to respond to a departure request either by agreeing (tail-end truck can
departure easily leave) or by dissolving the platoon completely, partially or by splitting it based on the conditions at the time
hazard of the departure request.
Platoon split The platoon leader shall be able to manage a split of the platoon either because of a request it generates or after
request hazard having a platoon truck requesting a spilit.
Other vehicle  The platoon leader shall be able to manage a request entry or the fact that another vehicle has already
interested in succeeded in entering the platoon by either dissolving it totally or partially or by splitting it making the truck behind
entry into the other vehicle platoon leader for the new platoon.
platoon.

15-20 July - 2023 www.incose.org/symp2023 #INCOSEIS 17



Hazard name
Platoon joining
platoon
assessment
hazard
Platoon joining
platoon length
hazard

Hazard name
Platoon joining
platoon
assessment
hazard
Platoon joining
platoon length
hazard

Failure/operational mode Situation Hazard description
Incorrect data or assessment of Platoon wanting  Platoon addition allowed with unsafe
parameters for platoon wanting to join. to be added to characteristics.

another platoon

Platoon joining leading to increase in Platoon size The length of the platoon is too long for safe
platoon length increase control by platoon leader.
Safety goal

Allowing an existing platoon to join another platoon requires assessment of the parameters of all trucks within
the platoon wanting to join based on a standardized approach.

Adding an entire platoon to an existing platoon shall only be possible if the total length falls within the length
safety margin given the external conditions.

when (platoon_coupling_possible) / | ransmitPlatoonAdditionCouplingCommand
PlatoonAdditionCoupledToPlatoon «from» int_topl / NotePlatoonAdditionCoupledResponse
PlatoonHasJoinedPlatoon «from» int_topl / NotePlatoonAdditionJoinedAndAssessWhetherInterestForAdditionsStill Exists

‘ [linterested_in_adding_platoon]
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* Inthis presentation a UAF model has been used to aid in the
analysis of hazards for a system of systems.

» Based on the work performed, the use of a logical model to
characterize the needed behavior of the system of systems Is
very useful in determining the hazards that a given system of
system will need to deal with.

* The use of a state machine Is a very compact way to do this
and-within it details a very large amount of possible sequence
charts-thatwould look at one hazard at the time. If only the
sequence_charts-are used, then the chance of maintaining
overall consistency Wwould be much less making the hazard
analysis less secure.
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The safety goals added here can be viewed as requirements that the platooning
functionality will have to meet and an attempt to create a platooning sub-system
to be placed within trucks would have to ensure that these requirements are met.

Continued work with this application would involve simulation of the model that
has been created such that the various functions defined as part of the state
machine can ensure the safety goals.

The UAF security domain should be used to further analyze the need to protect
the functionality of platooning from malicious attacks.

Especially the governance of platoons could benefit from a service approach. The
UAF-service domain could then be used to describe the functionality of the
services.thatthe governance would be able to provide.

Finally,-a-real sub-system implementation could make use of the UAF resource
domain for a more detailed representation of the system needed to ensure that
dynamically creatable.and. dissolvable platoons consisting of completely different
types of trucks could be handled.
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* One important conclusion based on the work performed is
that the model is a key to the ability to manage a very
large combinatory space of situations, fault modes and

system states.

* From the example point of view the following conclusion
can be drawn.

— Based on the decisions that the driver of the platoon leader
truek.will have to make for trucks joining or exiting a platoon it
seems._clear that it has to be supported by artificial intelligence
(Al)-applications.to perform all the analysis needed in order to
present thelead-driver with clear cut decisions that will not
Impact on the driver-driving the truck he/ she is driving.
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