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Digital Engineering

* Innovative, integrated digital
approach to system design.

« Utilizes authoritative sources of
system data and models for
lifecycle activities.

« Digital Engineering is being
adopted industry wide,
especially in cyber-physical
system design.

. Department-of Defense has a
Digital Engineering-Strategy
directing-its_use in.complex
system design.
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DE Challenges in
Horizontally Integrated

1.

N
Industries © il %
« Original Equipment
Manufacturers (OEMs) ma o Tier 1 Supplier A: Tier 1 Supplier B: Tier 1 Supplier C: In Vehicl
lack ‘ t(h ) | ty Map/Navigation  Telematics CM Engine CM " Brake OM. Communication
taCh aCICGSS to ke Comp cle Software Stack Software Stack Software Stack Layer Provider: B
echnology stack. ( ] \' N )
‘ 2\
« Hinders comprehensive digital % * | /l\ | [ 7\ J
engineering. [ 2\ | ’ L — ( )
« As such, digital engineering In Vehicle ) !
approach must incorporate Caver Provor & \ | \,
embedded hardware to \ A ( ] R
_...represent the unavailable @ * { A ] 4 W2
__intellectual.property. il ( ) \" "\ [ ] Vehicle OEM:
[~ Hybrid method-enables v Roveloped
scalable, approach totesting-at Software

I a systems level.
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Brief Overview of:
Electronic Control Units
(ECUs)

15-20 July - 2023

TLDR: They are the computers
that control the vehicle.

ECUs are embedded systems
controlling electrical systems or
subsystems in a vehicle.

Essential for functions like
engine management,
transmission control, braking,
and more.

Increase._vehicle-efficiency,
safety,.and comfort.

Contain proprietary-information.

AiiLl
mwin

Manipulate
Components|

Data
CAN CAN
Messages essages

IDEFO Function Model

Structure of ECU
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Brief Overview of:
Controller Area Network

* Vehicle bus standard allowing
inter-device communication

» Operates at OSI model’s data
link layer.

 Multi-master serial bus for

networking Electronic Control
Units (ECUs).

* Provides error detection, fault
confinement, data consistency.

- ~Widely-used in automotive and
industrial-applications.

15-20 July - 2023

LLLLL

.LT.

min
Engine antrpl Modu \

@]

mnin
Brake Control Module

Brake System

www.incose.org/symp2023 #INCOSEIS

Buttons

\I\ r

TTT11
',’,' Other ECUs S\

A

[P~ @

i Lock System

1Body C(xnrol Module

l+l

= = - - - -
E

Display

e

Telematics Control Module



Brief Overview of: J1939

« High-level communications
protocol for heavy-duty vehicles
and industrial equipment.

» Operates on top of CAN,
facilitates communication
between ECUSs.

» Defines messages for
diagnostic, control, etc.

 _Promotes standardization and
interoperability in.the industry.

» Defines-standards-that operate
at the OSlI layers 1;4, 5,7and 7-
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Introduction to CANLay

« CANLay: A network-based

testbed enabling virtual
configurations of real Electronic

Control Units (ECUs)

* Allows early implementation
testing and verification.

« Tests system configurations
virtually, reducing the need for
specific hardware test benches.

» _Employs IP frames Y
encapsulating traditional CAN £ 1 th report
frames. | ECU
¢ Test system can-be established
once and reconfigured-for many
systems architectures.

——>» Vebhicle signals
—>» CAN frames

> S
B

Network
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Current and Prior Efforts
1/2

« Commercial Solutions $$%

e Cloud-based test beds

Fast
Flexible
Scalable

Requires access to source
code

Isolated — may not represent
complete system

« Hardware-in-the-loop test beds
«Flexible
«—High fidelity
«Limited range

e

Custom Physical
Test Network

=

Simulator

@\

ECU

LLLLL
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\_ Virtual ECU Virtual ECU Virtual ECU

Virtual ECU Network

Cloud-Based

Hardware-in-the-Loop Test Beds
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Current and Prior Efforts

2/2

« Manually building test beds
« High fidelity
* Low cost
* Not flexible

« Time consuming

» SocketCAN over Ethernet:
Cannelloni, etc.
» Lacks reconfigurable networks

» Lacks support for auxiliary
signals (event-driven testing)

« Software Defined Network for
CAN

 Built for in-vehicle networking
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Software Defined Truck

(SDT)

Conceptual framework for
CAN-based security testing in

heavy venhicles.

Globally accessible network of
connected ECUs:
 Encourages collaboration.

» Provides expensive resources
to limited-funding research

projects.

Remotelyaccessible, on
demand reconfigurable CAN

networks.
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CAN Out (Aux. Purposes)
Power In Ethernet

SSSF

« Smart Sensor Simulator and
Forwarder

* Derivative of the Smart Sensor
and Simulator devices.

« Simulates sensor inputs to an
ECU.

« Interfaces with the CANLay
network.

 Compatible with Arduino
Integrated Development
Environment.

o.....More information about the
Smart Sensor Simulators and
its evolution can be. found
here:
https://github.com/SystemsCyb
er/SSS3

Power Out, CAN and Sensor Connections
15-20 July - 2023 www.incose.org/symp2023 #INCOSEIS 11



Legend
Interprocess Communication
HTTP over TPC Connection

UDP Multicast

DeS|gn Of CAN Lay Both HTTP and UDP Multicast

Controller Area Network

Local Area Network - Packet Switched Network

Central Server

Physical Location #1

— -

e A
— j’a Engine Control
4 Module

Central Server
Application

Volatile Live
Network DB

)*,Smart Sensor
+ Simulator and
2 “ Forwarder (SSSF)

Virtualize CAN Network

» Client: User Interface Misc. Physical Connection

« CANLay API: network oacA
management. —

« Smart Sensor Simulator and <
Forwarder: Gateway for ECUs, IO T —
forwards sensor signals and S o otn
CAN data.

« Server: Brokering, device
management, and API
handling.

» _\Vehicle-Simulator:.Provides

Session #1

Possible Physical

- rj’

Virtualize CAN Network

-
-~
—
—

realistic.signals-for._event driven e
testing.
* Physical Devices: ECUs-for @ B
data exchange and testing. .
wo.... Controller
Application

Session #2
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Physical Engine

Physical Location #2

s A

e a Brake Control
Module

Smart Sensor

Simulator and
Forwarder (SSSF) | [
Bendix Brake
Chamber
Physical Location #3
L’E- -
277 Smart Sensor ==~

Simulator and  Engine Control
Forwarder (SSSF) Module

Smart Sensor e A
Simulator and Body Control
Forwarder (SSSF) Module
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SSSF: Smart Sensor |= | r:SSSF
Simulator and Forwarder | setup

Implementation of
CANLay 1/3

« CANLay Setup Process:

e SSSFs connect and send ECU
info to Server.

« Controller registers and
requests available ECUs.

« Server checks registration and
availability, assigns endpoint.

e« Connection data is sent to
Controller and SSSFs.

»....Endpoints synchronize time,
allocate data structures, and
start forwarding messages.

*~ Launch simulator if applicable.
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= |r2: Central Server

= |r3: CANLay Client

D‘f Connect Redist
: 1 egister

[Until all devices allocated or no more options available]
Request Available Devices

| List ofAvailable Devices

_.q_

Selects
desired
devices

[For each requested device] Request Selected Devices

o

Confirm Device Availability

Check Device
J Status/Connection

-

H Device Available

Devices Available

www.incose.org/

Start Session

[For each selected device]
Session Information

Received Session Information

0™ Start Simulator

Begin Begin
Communication Communication
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Implementation of

CANLay 2/3

« CANLay CAN Exchange
Process:

« Smart Sensor Simulator and
Forwarders:
« Exchange CAN messages

between the Pub/Sub network
its attached ECU(s)

« Update statistics upon
receiving and sending CANLay
messages.

«.—~Controller.(not shown):

«Exchanges CAN messages
between thewuser and.the
Pub/Sub network.

« Update statistics upon
receiving and sending CANLay
messages.
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SSSF: Smart Sensor
Simulator and Forwarder

Timestamp = recv_timestamp

= |r1:ECU = |r2:SSSF| [()r: Pub-Sub Endpoint
i COMMBlock |
Description
Frame Number = recv_frame_number Unpack

Message

o i
Update Network:
g Statistics

CAN Frame

CAN Frame

Description AN
msg.seq_num = sequence_number
msg timestamp = current_micros Pack Message |
msg.frame_number = last_frame - =
sequence_number++

L FCOoMMBIock
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= |r1: CANLay Client = |r:SSSF
Stat | |

Implementation of RN <— |
D Sensor Signal(s) N
= “T——
CAN Lay 3/3 Description AN ok
. : Update w_signal_block.signals ac
CANLay Signal Exchange sent_frame_number++ Sensor
Process: w_signal_block frame_number=sent_frame_number Block
« Controller forwards sensor .
signals to pub/sub endpoint. i - ___________________________________________________________________________
e SSSFs receive and forward [retrans < max_retrans & sent_frame I= recv_frame]
’ COMMBIlock

sensor frames. (if applicable)

« Controller resends sensor
messages until acknowledged
or max retransmissions.

ProcesséSignaI
—
» _Network healthﬂmonitoring Update Health
tracks.latency, jitter, packet | L
loss;-and goodput.(application |
throughput). i .
" Description AN
retransmits=0
if sent_frame_number I= recv_frame_num:

lost_simulator_frame++
sent_frame_number=recv_frame_num

COMMBIlock, ack carriedé

.--.|..{
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CANLay’s API

Controller application interfaces
with CANLay using a set of

15-20 July - 2023

APls.

Key API features include:

Device registration and setup.

Retrieving and selecting
devices.

Sending sensor signals to
pub/sub endpoint.

Monitoring network health.

Controlling message
(re)transmission.

Managing network connections
and synchronization.

Accessing transport and
network health data structures.

5=
.‘—'
s
-
-~
—_—

Al generated to fill page based on prompt: API
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o CANLay

INFO: listening to server 192.168.1.8:2000 Statistics
Connecting ...

Registering... Simulator Messages:

CAN Lay,S TU I Available ECUs CAN Messages:

Simulator Input

¢ CAN Lay'S TUI (TeXt User Catapillar 162758403 162758403 Throttle: ©.00 Steering: 0.00 Brake:

. Paccar 2037394 2037394 0.0
Interface) prOV|deS a bare- Cummins CM3250A 4235972
Bendix K059641 K059641 CAN Messages

bones interface for interacting T

. Devices successfully allocated. 18EEFF29 [8] C4A24001000C0000

W|th the CAN Lay API Session established. 18F00029 [8] FO7D7DF329FFFF3C

CAN frame sent. 18EEFF29 [8] C4A24001000C0000

. . 18FEF10B [8] FFFFFECFFFFFFFFF

o Key featureS Of the TUI |nCIUde. 18EEFF29 [8] C4A24001000C0000

18EEFF29 [8] C4A24001000C0000

° 1 I 18FP010B [8] CFFFFOFFFFDCFFFF

Device dlSCOVGry and 18FEBF@B [8] FFFEFEFEFEFEFFFF

i 18EEFF29 [8] C4A24001000C0000

selection. 18EEFF29 [8] C4A24001000C0000

c 18F00029 [8] FO7D7DF329FFFF3C

P Session SetUp and 18EEFF29 [8] C4A24001000C0000

. . 18FEF10B [8] FFFFFECFFFFFFFFF

Conflguratlon. 18EEFF29 [8] CLA24001000C0000

] . 18EEFF29 [8] C4A24001000C0000

. Send|ng sensor S|gna|s and 18F00108 [8] CFFFFOFFFFDCFFFF

18FEBF@B [8] FFFEFEFEFEFEFFFF

CAN messages_ 18EEFF29 [8] CL4A24001000C0000

18EEFF29 [8] C4A24001000C0000

. . T 18F00029 [8] FO7D7DF329FFFF3C

= VleWIng network.statistics and 18EEFF29 [8] C4A24001000C0000

18FEF10B [8] FFFFFECFFFFFFFFF

rep0rts- 18EEFF29 [8] C4A24001000C0000

. . . 18EEFF29 [8] C4A24001000C0000

o Managlng eXperlment sSessions 18F0010B [8] CFFFFOFFFFDCFFFF

. 18FEBF@B [8] FFFEFEFEFEFEFFFF

and connections. 18EEFF29 [8] C4A24001000C0000

> cansend Oceeff29#0000000000000000.

CTRL+C Quit CTRL+L Log
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-
4. Network Statistics - O

CANLay’s Health S e

_ Packet Loss 10 Latency (msec) 10
Montoring 5 k>
% 0 0 0 8 % 0 0.092 0.072 8
* Real-time health monitoring for S 8
the CANLay network. e 6 s 6
= [0 0 0 = IO 0  0.0048
« Tracks packet loss, latency, u 4 u 4
jitter, and goodput.
« Calculates network health = 0 0 0 B2 3 015  0.096 0 [?2
metrics automatically. = " = >
« Displays network health Controller ECM  BCM Controller ECM  BCM
reports and statistics. Jitter (msec) 10 Goodput (Mb/s) _ 10
« Using shared networks ko ko
: o S
presents.issues when network £ 0 [Cfes 002 g £
conditions.are poor. © 5 ©
- ~Displaying-network-health 5 0058 0 00076 3
keeps user informed.of network 4
conditions. 3 0061 0042 0 |2 =
m m
-0
Controller ECM BCM Controller ECM BCM
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o CANLay
INFO: listening to server 192.168.1.8:2000 Statistics
Connecting ...
Registering ... Simulator Messages: Sent:
CAN Messages: Sent:
Available ECUs

Simulator Input
Cummins CM3250A 4235972
Exal I Iple Usage Catapillar 162758403 162758403 Throttle: ©.00 Steering: 0.00 Brake: 0
Paccar 2037394 2037394 -
Bendix K059641 K059641 ¥ Pygar

* Vulnerability: Address claim AN Meseages sexver:

: " - Client:
Devices *. Network Statistics

attaCk On J1939 prOtOCOI Session 1CEBFF@B [8] 0203057F1B03057F .
' R .{.. Q 2 |2 [E) CF00400 [8] 007D7D000BOOFA7D [l c st U
(Murvay and (;roza 201 8) N = CF00200 [8] FEFFFFFFFFFFFFFF (RGBS CaEIaaps o
’ CF@0300 [8] DAFE@OFFFFOCQQ7D | SEMULSEIon cines
Packet Loss Latency (msec) 18FE9800 [8] 0032FFFFFFFFFFFF
1CFE9200 [8] FFFFFEFFFFFFFFFF|SpEsas ’
ion: 81.8,
0 031 039 CF00400 [8] 007D7D000000F07D ESEREISHE NS (Hey
CF00200 [8] FEFFFFFFFFFFFFFF | Height:
CFO0AG0 [8] 00000000FFFFFFFF
18F00500 [8] FFFFFEFFFFFFFFFFnunsosenes

« Targets: J1939 Electronic
Control Module
0.45 0.072 18FEDF@@ [8] 7DFFFFFF7DFFFEQO Steer:

Setup Shared glgablt Iocal CFO0400 [8] 007D7D000OOOFO7D | Brage:
CF00200 [8] FEFFFFFFFFFFFFFF | poverse:
area network 18FOOEQQ [8] FFFEFFFEFFFFFFFF i:n:rz:ake:
. 056 0011 18FE9700 [8] @@32FFFFFFFFFFFF RS
 Procedure: Select devices, start T ECan I et
CF00200 [8] FEFFFFFFFFFFFFFF

Session, Send ma“ClOUS Controller ECM ~ BCM Controller ECM ~ BCM CFEF100 [8] FBFFFEGBAAQOLFFF JECi ot
Jitter (msec) Goodput (Mb/s) 18FEDF00 [8] 7DFFFFFF7DFFFE00
message.
18FOOF00 [8] FFFEFFFFFFFFFFFF
CF00300 [8] DAFEQOFFFFOCOQ7D
Controller ECM Controller ECM
CF00400 [8] ©07D7D2000FO7D

18FDD300 [8] FFFEFFFFFFFFFFFF
» Result-Caterpillar.ECM

18FD9400 [8] 0@@OFFFFFFFFFFFF

CF00200 [8] FEFFFFFFFFFFFFFF

ECM Controller

S
S
c
Q
O
=
O
L

BCM
BCM

Number of vehicles:

0.028 0.026

ECM Controller
ECM Controller

18FEF10B [8] FFFFFECFFFFFFFFF
1CEBFF@@ [8] 2C01CB1609016500
CFO0400 [8] 007D7D0OOOOOFO7D

stopped.broadcasting on.to the oo 5013
network. 1CE0FFon (5] 031c00577150302
. . . . CF00400 [8] 007D7D000OOOFO7D
« Time: Testing completed-in just 0.042 0.0063 0

CF00200 [8] FEFFFFFFFFFFFFFF
CF@0200 [8] FEFFFFFFFFFFFFFF
a fe inUtes 18FCFDO® [8] FFFFFFFFO@QOFFFF
. BCM BCM 18FEDF@0 [8] 7DFFFFFF7DFFFEQQ

BCM
BCM

> cansend Oceeff00#0000000000000000]]

CTRL+C Quit CTRL+L Log
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Summary and
Conclusions
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Rapid Testing: CANLay

significantly reduces testing time.

Seamless Integration: CANLay
integrates with CARLA and
ECUs.

Real-time Monitoring: Network
health metrics enable proactive
decisions.

Vulnerability Detection: Identified
vulnerable ECMs in the
experiment.

Scalability:*€CANLay-ean be used
with multiple.devices.and
networks.

Picture shown displays logs.from
experiment.
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O8FE6EOB#0000
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O8FE6EOB#0000
O8FE6GEOB#0000
18FO010B#CCFF
18FEBFOB#0000
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Future Work

SocketCAN compatibility. Acts as
abstract network layer for existing

security engineering tools such as
SavvyCAN and Metasploit.

Precision Time Protocol (PTP):
Switching to PTP for sub-millisecond
accurate synchronization. (Done!)

API Integration: Enabling faster,
automated testing and compatibility with
vulnerability secanners. (Done!)

Explore.efficient-and secure wide area
networking capabilities.
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