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Disinformation has impacted organizations’ decision-making
United | UN News MEY PLOS MEDICINE

Global perspective Human stories

AUDIO HUB & SUBSCRIBE &

Nearly 8 years on, ‘gaps, inconsistencies, discrepancies’ remain over Syria

chemical weapons declaration What Led to the Nigerian Boycott of the Polio Vaccination

Campaign?
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2o SFce. i igeria
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© UNICEF/Giovanni Diffidenti | Boys wander amid rubble of des i buildings in Idlib, Syria. (file]



https://journals.plos.org/plosmedicine/article?id=10.1371/journal.pmed.0040073
https://news.un.org/en/story/2021/05/1091462

Knowledge gaps at the intersection of organization and disinformation

Organizational resilience literature Disinformation literature
- Focuses on acute disruptions to business operations - Focuses on automated detections and media disseminations
- Has not actively considered disinformation (chronic) influences - Has not actively considered organizational processes

CCC

Computing Community Consortium
Catalyst

How to Create
Organizational Resilience A Seomls for s Mossmon

A Computing Community Consortium (CCC) Quadrennial Paper
Nadya Bliss (Arizona State University), Elizabeth Bradley (University of Colorado, Boulder), Joshua

T 1 { S F 4 'ro ’ ‘ a 5 ) e Zé ‘) S - . X > ? s
I'he Un ung Hero in M e Organization Garland (Santa Fe Institute), Filippo Menczer (Indiana University), Scott W. Ruston (Arizona State

University), Kate Starbird (University of Washington), and Chris Wiggins (Columbia University)

Service Management Leadership I \

The Agenda: -
Six Strategic Targets of Support and Research

1. One n live businesses haven’t considered their business continuity plans and have no
disaster recovery strategy.

1. Detection of Disinformation at Scale

2. Disaster recovery testing [requency is low - only 50% ol businesses test annually.

3. 609% ol businesses claim that despite their best efforts, their implemented disaster
recovery plans were not effective when lacing an emergency.

L. 829 ol businesses state their I'T infrastructure is not equipped to deal with an incident 3. Open Research Data Infrastructure
requiring disaster recovery.

5. In the past five years, 54% of businesses experienced downtime that lasted longer than 4. New Ethical Guidelines

an eight-hour working day.

2. Measures of Impact for Disinformation

5. Educational Interventions

6. 75% of companies without a disaster recovery plan close their doors within three years of
a cyber attack.

6. Workforce Training

Source: TWC-IT Source: Bliss et al., 2020



https://cra.org/ccc/wp-content/uploads/sites/2/2020/11/An-agenda-for-disinformation-research.pdf
https://twc-it-solutions.com/blog/disaster-recovery-tips/disaster-recovery-statistics

Motiving Research Questions span data, simulations, and measurement
RQ #3 o

RHZ

RQ#1 Research Questions:

1. How can an analyst have effective
situational awareness amidst “big data”
challenges?

Hypothesis: A data architecture
pipeline that integrates SME insights
is critical for building confidence in
evaluations

2. How can we advance simulations of
organizational behaviors to capture
disinformation flow and impacts?

Hypothesis: Incorporation of
organizational modeling and
resilience theory can support
simulations of an organization’s
behavior regarding information use in
response to various challenges

3. How could we measure the vulnerabilities
and opportunities for improved
performance?

Hypothesis: Quantitative measures
(drawn from multiple disciplines) can
support resilience characterization
and option evaluations
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Research Questions:

1.

How can an analyst have effective
situational awareness amidst “big data”
challenges?
Hypothesis: A data architecture
pipeline that integrates SME insights
is critical for building confidence in
evaluations

How can we advance simulations of
organizational behaviors to capture
disinformation flow and impacts?
Hypothesis: Incorporation of
organizational modeling and
resilience theory can support
simulations of an organization’s
behavior regarding information use in
response to various challenges
How could we measure the vulnerabilities
and opportunities for improved
performance?
Hypothesis: Quantitative measures
(drawn from multiple disciplines) can
support resilience characterization
and option evaluations




Subsystem (VSM label)

Operational Unit (S1)

Coordination (S2)

System Operations (S3) &
Audit (S3*)

Systems Development (S4)

Policy and Identity (S5)

This is the operational or implementation subsystem that performs tasks directly in
support of the overall system objective.

Communicates standards / procedures to the Operation Unit (S1s) and aligns
schedules and tasking between each S1. Prevents unnecessary oscillation and
conflict within the system.

Maintains the operations of the individual operational units, S1s, within the system
and is also responsible for resource allocation and performance accountability.

*Ensures operations of each S1 and between the S1 are performing within
established expectations. Examines anomalies in performance.

Scans the environment considering future threats or opportunities—specifically
promotes situational awareness and opportunities for innovation. This subsystem
also pulls data from the environment for use by the operational unit.

Defines the system’s organizational objectives, balances interests of the system,
and ensures focus for consistency in decisions, actions, and interpretations.




Environment

Data useful in the analysis

Monitoring /
Auditing
(837

System development and
environmental scanning actions

(S4) Supports data collection for

the operational unit

Policy and Identity (S5)
Defines the analysis objective for
the operational unit

System Operations (S3)
Provides resources to
support data collection

and analysis

Operational Unit (S1)
Uses the collected data in
analysis (to include making
decisions regarding the
validity and verifiability of the
data before use) and
provides analysis results for
use by decision makers

Operations
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Resilience
Theories Linked to
our Organizational

VSM

Data useful in the analysis

Monitoring /
Auditing
(837

System development and
environmental scanning actions

Effectiveness in data collection
processes

Awareness of threat/risks linked
to objective of analysis

Management

Policy and Identity (S5)
Defines the analysis objective for
the operational unit

Viability in policy &
objective to include
awareness of threats/risks

System C linked to objective

Provides resources to
support data collection
and analysis

Sufficiency of
resources
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Operational Unit (S1)
Uses the collected data in
Effectiveness in analysis
process (supports
decision making on
include/exclude data) Sufficiency of the
analysis
processes/standards

Operations




Face validation considering the OPCW exemplar & KPH exemplar

Application of our VSM & Resilience Theories



OPCW:’s lIT as a VSM

Accusations stated that OPCW'’s
findings were based on falsified | tecuc

ling allegations of

Environm¢ data use - Policy and

Defined Disinformation Attack:
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Impact of Attack:
Delay in OPCW action
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OPCW:’s lIT as a VSM

Management

OPCW'’s policy to support the CWC
and role in addressing allegations of

Environment chemical

manpower needed to support
Reports from the Syrian government, other Nation the 11T mission as well as
States, and individuals, Social media and other physical resources such as
secondary and tertiary sources (Data useful in the o databases, analysis tools, and
analysis) Momu‘)r.fmg/' on-site logistics (System
Auditing Operations (S3
(S3%)
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Resilience Of OPCW to
Disinformation (II'T
Perspective) the s an the data rom

System development and

Operations




KPH as a VSM

Public Information to

and other data ff

Public information flooded with anti-polio
vaccine propaganda resulting in KPH
determining to not implement polio vaccination
programs in Kano

Defined Disinformation Attack:
Targeted toward the input of data into KPH

Impact of Attack:
Caused dismissal of the importance of polio
vaccination, children unvaccinated

Organizational Questions:
How resilient is the KPH against inclusion of
falsified data in their analysis?
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KPH as a VSM

Management

African WHO field office provides

Viability in policy &
objective to include
awareness of threats/risks
linked to objective

Environment

Nigerian VIOUH arid ATfiCa

Public Information to include publications, media files, WHO field office supplies
and other data regarding the polio vaccine manpower needed to support
KPH in its mission (System
Monitoring / Operations (53))
Auditing
(S3%) . .
Sufficiency of

resources
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Resilience Of KPH to Effectiveness ianasis

System development and

" i : process (supports
DISInformatlon | Effectiveness in data collection decision making on

processes include/exclude data) Sutficiencylofitie

analysis

Awareness of threat/risks linked processes/standards

to objective of analysis Operations




Outcome & Conclusions
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 Our VSM Framework has created a powerful and
generalization method to consider organizational
behaviors in regarding to information processes

— Simulation based analysis (future work)
— Review of existing processes without simulation

» Resilience theories linked to framework can
support the alignment of formal resilience metrics
Into this space (future work)
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