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Kasey Hill

Deloitte Digital
Engineering

Kasey is a Systems Engineer with
over 10 years of experience working
in the defense industry. She has
proven success in leading systems
engineering and test teams to solve
problems and achieve operational
mission success. She has supported

test programs for a variety of systems

including Radars, Drones, and loT
systems. With specialties in Model
Based Systems Engineering and Test
and Evaluation, she enjoys optimizing
tools and processes to make Systems
Engineering and Testing more
accurate and efficient.




Overview

Introduction

Goal: explore applying Model-Based Systems Engineering (MBSE)
methodology to Test and Evaluation (T&E) to achieve a more efficient and
effective approach to system testing

@ What is Model-Based T&E, and why would you want to use it?

Approach to a Model-Based T&E Framework




Overview

Challenges of Test & Evaluation

@

A growing gap exists between digital systems engineering processes and manual document-based test processes

Challenge

Managing competing stakeholder priorities on
test objectives, schedules, and resources leads to
frequent changes and re-work

Testing complex System of Systems (SoS) may
require development of complex scenarios,
making it difficult to assess test coverage

Testing-often requires manual generation of
detailed documents such as test plans,
procedures, and.readiness reviews

The system may not.work'like the.testers
expected it to perform, leading to-significant
redlining, retesting, and schedule.delays

® 0 ® ©

Opportunity

Develop dynamic models for test planning that
are easier to update as plans evolve over time

Utilize model-based traceability, metrics, and
gap analysis to assess test alignment to the
requirements

Automate test document generation to save
time and reduce human error

Analyze system models to improve test
procedure quality and ensure that testing is
feasible




Overview

Model-Based Test and Evaluation

How can | utilize Use the system MBSE model to help capture the System
existing system Under Test (SUT) configuration, requirements, and

/- models for testing? behaviors to be executed during testing

Integrate the test model with the system design
model for improved traceability to ensure test
coverage

How can | ensure

L test coverage?

Engineer

How can | better

Use models to facilitate more communication

RSB BV AT between the test team and system design team

system should work?

How can | spend Capture test planning and design information in one
less time on location instead of multiple disparate documents, and
\ documentation? automate generation of documents
How can | manage As the system definition changes, use the model to
identify where test changes need to be made and look
change? for gaps




Approach

Approach for Implementing Model-Based T&E

Developed custom Cameo
Profile for T&E elements and
additional test fields that need
to be captured

2

Created model schema for
planning how to interconnect
test elements and connect the
test model to the system model

req [Package] Test Traceabilty [ Traceabilty Template ] J

N

«TestEvents «extendedRequirements
Template Test Event Template Requirement
" 1d="00"

Text = "The system shall ..."
verifyMethod = Test

«TestObjectiven 1 L T
Template Test Objective | «verify» | satisty
« »

| | |

| atracen | |

| |

I | |

«DeloitteTestCasen = «blocks

1D = TC 0 Test Case Template
{Applicsble Configuration = Model A,
Category = "Custom category label”,

ID="TCO"
IV&V Method = Observe,

Template System

parts
widget 1 : Widget 1
widget 2 : Widget 2

Test Participants = Template System,

Test Type = Performance Tesf}

>

Built templates to standardize
and automate model-based
tables (RTVM) and exports
(Test Procedures, Plans, etc.)
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Approach

Stereotypes Overview

Profile Diagram Deloitte Test Profile [ [y| Deloitte Test Profile ]J

|
«profile»
B — ,_________D.elqmeJistProﬁle
* Test Planning 1 ¢ .’
( TestPlanning " Test Procedures
|
I «stereotypex» I «stereotype» = I |
| TestEvent | DeloitteTestCase 1 I
I [Class] Iy [Behavior] |
I atinbutes I I atinbutes | I
+Start Date : date | +ID : String |
| +Stop Date : date | +V&V Method : V&V Method |
I +Event Type : String | I +Category : String | 1
+Test Location : String I +Test Type : Test Type |
| I |+TestParticipants : Element [1..%] |
| | +Applicable Configuration : InstanceSpecification [1..%] I [
1 +Measures : Property [0..%] |
| «stereotype» E [ I I
TestObjective | 1
| | |
[Class] I |
[ stibutes | astereotypes ™ 1 I
| +0bjective Type : Objective Type I | TestAction |
+Priority : Objective Priority | [Action] I |
1 +Measures : Property [0..7] I 1 stibutes I
| | ID : String I I
\ 1 | +Responsible Person : Actor [0..%] |
/ +Executor : Actor [0..%] |
N ~ e e e e . I | +Step Instruction : String | I
\ +Expected Result : String [}
+Notes : String |
\ |+Attachment : AttachedFile [0..7] / I
- e e e e e e e = = 7
|
. " . . I
Additional stereotype fields can be customized |
. . 0
based on an organization’s needs N

N\

_—— e = P
Run Matrix ! Measures
1
«stereotype» @ | 1 «stereotype»
TestRun I| MeasureOfEffectiveness
[InstanceSpecification] | [Property]
attnbures I I
+Date : date |
+Test Event : TestEvent | | ustereotypex
+Result - Test Result MeasureOfPerformance
+Executor : String | | [Property]
+Location : String |
+Configuration : InstanceSpecification [1..%] |
+Observations : TestObservation [1..%] L astereotypex»
+Notes : String I MeasureofSuitability
1 [Property]
L
«stereotypes Qll \ e A A
TestObservation |
[Element] |
atinbutes
+D : Integer |
+Date Reported : date I
+Reported By : String
+Description : String |
+Priority : Priority I
+Status : Observation Status
+Closure Date : date |
+Test Runs Observed : TestRun [1..%]
+Investigation POC : String 1
+Root Cause : String |
+Resolution : String
+Version Fixed : InstanceSpecification I
+Notes : String /
e

- e e e e e e e e =

— e . e o e e e e . .




Approach

T&E Model Schema

req [Package] Test Traceability [ Traceability Template ] )

«TestEvent» «extendedRequirement»
TestEvent Requirement

One or more Test Objectives =
refine each Test Event Bt ety ctoin ohioll - Existing system

verifyMethod = Test
model elements

/Is s

«TestObjectiver
jecti averifys

Test Objectives can be Objective 1
associated with Measures from

System Blocks

[ | «satisfy»
| |
| |
| |
| |

A\
/ «DeloitteTestCasen ‘gg «blocks
One Or more TeSt Cases ID=TC1TestCase A System wblocks
E:Ammw'fm::nm Catagcry= ke w1 : Widget 1 . Config v0.: System
Satisfy each Test Objective D="TC 1" ' w2 Widget 2 wi = widget 1va
s e e properties — w2 = widget 2va
B Test Participants = System, «MeasureOfPerformance» MeasureA 1

> =

Test Type = Performance Tesf}

Test Runs are instances of SUT configurations are

Test Cases and associated deswn B Instances of system blocks
. - R1:TestCase A
with system config Instance Gonfouration = Config w0 dTestObservations  Q
w“ Date = "SIz Initialization Failure
{ Executor = "Tester Bob", {Date Reported = "6/15/22",
{ Location = "SIL", Description = "SW failed to initialize", . .
Obsenvatons = nfiakzaton D=1, Observations are associated

Investigation POC = "Developer John",

* L]
5::;\;15:}51&@1} \(:‘m;ﬁqsq ot with Test Runs

ist Runs Observed = R1, RZ} Z




Approach

Model-Based Requirements Traceability
Verification Matrix (RTVM)

RTVM by Requirement displays Requirement to Test Case traceability,

snapshot of test run results, and Requirement details

2 1d

Name

Text

Verify Method

Verified By

Related Test Runs

Test Run Results

00

[&] Requirement

The system shall ...

Test

8= TC 1 TestCase A

[E) R1:TestCase A
@ R2: TestCase A
@ R3:TestCase A

O Fail

(O Pass with Exception

O Pass

RTVM by Test Case displays Test Case to Requirement traceability, snapshot

of test run results, and Test Case details

: Test Test : S
O ID Name Documentation | ¢ Category| © Type O Partidpants Verifies Traced Objective | Traced Phase Runs Run Results
Test Case &l system | [E 00 Requirement | [ Objective 1 TestEvent |[Z) R1: Test Case A O Fai
TC1 s= Test Case |Desaription My Caciom,  Flex formence B} R2: TestCase A (O Pass with Exception
A Category Test
[} R3: TestCase A O Pass




Approach

Model-Based Run Matrix

 Run Matrix displays Test Runs (instances of Test Cases)
« |nstances can be user-created or generated by Cameo if simulating a Test

Criteria
Classifier: \ Test Case A, Test Case B . ... | scope (optional): \ Run Matrix [y ‘ ... | Filter: |~
Result: [ ] Pass [_| Pass with Exception [] Fail [] No Test [_| Other
# Name Classifier » O Date| © TestEvent | ¢ Result O Executor O Location ¢ Configuration ¢ Observations < Notes
- . i T
8= TC 1TestCase A Pass with =] Config v0 : System Data Recording Executed run but no data
2 B r2 6/15/22 TestEvent |27 o Tester Sue SIL Q e recorded
3 @ R3 E=TC 1TestCase A 6/15/22 TestEvent  Pass Tester Sue SIL =] Config v1: System

Test Case is the Link run to specific Associate run

classifier of each
Test Run

System Configuration W \vith Observations
(SUT Instance) (new or existing)

10




Approach

Model-Based Observations Tracker

« Observations are color-coded by closure status

« Traceability: observations are linked to specific Test Runs (instances of the
Test Case) and the SUT Configuration (instances of the system blocks)

Status: [_] New [_] Under Investigation [_] Fix in Work [_] Closed (Fixed) [] Closed (Not an Issue) [] Closed (Duplicate) [_] Deferred
Date Reported X T Closure Test Events
# AOID Name O Reported O By ¢ Description O Priority O Status O Date ¢ TestRuns Observed TR
ot R1: TestCase A Test Event
10 Q Initalization |\ cnn  resterBob  [SW falled to initialize |High Under Investigation &
Failure @, R2:TestCase A
Data Rmconf’q:l‘etatdata @ R2:TestCase A TestEvent
2 2 Q Recording  6/16/22  Tester Sue bgmm‘d“ ol Medium  Closed (Fixed) 6/22/22
Failure
recovered \
— <
Investigation . . . : .
TCs Observed O POC < Root Cause Version Identified < Resolution ¢ Version Fixed O Notes Link to one
8= 7C 1 TestCase A =C 0: Syste
— est Case Developer John onfig v0 : System or more
_"_TC 1 Test Case A =] Config v0 : System RunS
= es onfig v0 : Sys Upda T
: e Incorrect folder madzedpr. aure E,Conﬁgvl:
¥ permissions o WDM

Link to System Config Observed / Fixed

11



Approach

Model-Based Test Procedures

Model-Based Test Procedures are activities (Test
Cases) with customized actions (Test Actions)

Table format provides detailed steps for test team
— Each step’s behavior could be a behavior in the
system model or another Test Procedure

— Steps can have inputs and outputs, for data to be
input or captured

— Actors (test team members) who will execute each
step are identified

(act [Activity] Test Case A[ Test Case A ] )

Name Behavior O Executor O Step Instruction O Expected Result

< Notes

Responsible

© Person

Input

Output

TC 1.1 |

__ TC 3 Onsite Pre-Flight
[ Pre-Flight a= ChecKlist . % Tester 1 Execute Pre-Flight Procedure Successfully executed all stepsin TC 3

% Testlead

TC12 |

[¥] Start Mission % Tester 2 Select mission in GUI and initiate takeoff. |Planned mission begins

Special case ...

% Testlead

& input

J= output

TC 1.3 |

% Tester 1 |Use controller to initiate landing

£ Tester 2 sequence Vehide successfully lands

[ Landing & Land

% TestlLead

12
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Automated Test Procedure Exports

Report Wizard

Select export template

and TCs to be included

Select element scope

i Select Element Scope

Select one or more elements to be used as the scope of the generated report.

All data

00 - Navigation (Start Here) v

Selected objects:
~ B[ Selected objects ~
[ 100_Receipt
B3 200_Putaway
[ 300_Storag:
400_Issuin: a
500_Shipping

600_Auditing

Generate Recursively

[[] Show Auxiiary Resources [] Show Only Package Element

o]

Velocity

DELOITTE_NBC 5G Smart Warehouse. Test Procedure
Model_MMDDYR
Model Version: 506 Date: September 03, 2021

TC100 GR of Inbound Shipment

1. Overview

14 Description
« Testprocess to GR inbound sl

Overview — description,
category, model path

Participating
Systems

: . Test
ey Objectives

4. Requirements
. ﬂn 10.5 R6 - Material Receiving Process Speed
= The Deloitte i i

Test Category
« Category: 100_Receipt
* Sub-Category: Nominal Test C

1.3 Model Path
+ TestiTest Cases\100_ReceiptiNomina

1.4 Model Tags
© IV&V Method: Observe

2. Participants
+ © Warehouse Optimization
+ O Digital Tracking
Warehouse Control

receiving of material at a rate of 20 per hour.

= Type: Performance Requirement

= Derived from 4 2.2 Automated Unloading
« Expedite the unloading prod

pedi
+ Type: Capabiity Requiremel .
. ..m!:.a#:u»xc‘ﬂ:zlmo«d:: ReqUIrementS
Type: Perform:

of items with an accuracy of 99% or greater.

° irement
= Derived from % 2.1 Automated Logging of Receipt
+ Expedite and provide assured accuracy of recording receipt of items.
« Type: Capabiity Requirement
5. Test Outputs
time_to_arrival_alert

et Test Outputs (Data

to be Collected)

Sample Output

Developed Velocity-Based template for Cameo Report Wizard to generate
Test Procedure Document

Output document includes high-level test case information, traceability, and
detailed table of procedure steps

DELOITTE_NBC 5G Smart Warehouse Test Procedure
Model_MMDDYR
Model Version: 506 Date: September 03, 2021
= Description: Time for arival alert to be generated after material is moved into
geofenced area
+ © time_to_GR_inbound_shipment
= Type: time[second]
= Description: Total time to GR an inbound shipment
o © verdict
= Type: Verdictind
= Description:

6. Test Case Activity Diagram

SysML Activity
Diagram of
procedure steps

Table view of

procedure steps

13



Example

Example Test Program — Drone

* Project was to design, build, and flight test a UAS system
— Integrating COTS parts for multiple missions
— Test team of about 5 people

 High emphasis on flight safety and pre-flight checklists
— Abiding by FAA Part 107 drone regulations
— Structured test team with formal roles and reporting structures

Ground Station

Wind Sock :’\

Weather
= Station




Example

Model-Based Test Planning Example

» Developed phased test approach with a Test Event  Built block definition diagrams to visually display test
element created for each test phase event / test objective / test case traceability for Test
» Created test objectives and mapped them to test events Readiness Reviews

bad [Paciage] TestTrac

== Coectves
e, Cetfatons | ¥ o Ao Pt
oo e i Pt 2 sk et

2 ek sofety

© Ovectie Type - TestEvents

Desloprenta Test 1)

] phase 34 -Team Leaming Demonsirate baic autromous ightof UAY e g

Descloprenta Test ©T)
nd e,

estobjecties Testobeciies
contngency procedres and how 1 sply them o the mission to Basic Autonomous Flight
ot o e o e i, it o o (Obieciva Type = Develpmeriai Tes (0

[ saschightafety Developnenta Test O1)

] s -8 s ks F oo v Cotol Atk
£ Loss of Comms Attack IDemonstrate cyber attack loss of comms scenario. Comms are
F toss ofcomms atack Jostdurng Aght, butvehice st lands sfely

E e v srom ot vt Tenety ot ety sone o vew e con
££ Live video Stream to Ground Staton Demonstrate cyber attack loss ulv;«ndmxgwwuf 1= 7C 307 Loss of Vehide Control Attack
& sonison k23 <aney

Onectetcson
[P, o F o of e convol vk o et

107 201 Emergency Fiyaway.

F Developmenta Test ©T) 7] - TC e, (Category = "Oftominar, (Categeey = "o
Denonstate fght it v vdso sveany = Prase 2- ot s (17 rors Becay B2

F Live Video Sream o Ground Staion | eone 1= 9P Wt e video sreaming o the UAS o evclopmenta Test oy |EE} e 2- 1t X % 3

» Mapped Test Cases to Objectives satisfied and Modeled test team roles as actor elements and
Requirements verified to build out model-based RTVM developed reporting structure hierarchy
» Developed reusable pre-flight and post-flight Test Cases, —

The Test Director (TD) ission object al
drones, and TD has overal responsbiity for safe execution of the test. The TD

to be used as first and last step of other Test Cases e B i et e ek

‘ommand (PIC)
Verifes Traced Objectve 2 piotin Conmand (B1C) authority a5 to the operation of the UAS. The PIC must hold an FAA Remote Piot
T offce dhedkist 1 g0 over Ground Tests T3 © 1 Remote Piot rvieges| [ Bosic FightSafety Certfication under 14 CFR Part 107. A separate PIC must be identiied for each
g to the test ste Ly 1P Cetaton drone.
2 Offce Pre-Fight Checkist OperationalTest Compiance trols (PMC), s
[ 1.4PICResponsiity the RC transmitter
D 1.2 PIC Desgnation Aseparate PMC .

Procedure for seting p eupment onste oomasonarent X ascFightsafety : e for monitoring the | % TestDrector (D) © Monitor Saf

e st Tesm o T Tean s T

£ TestDiector (TD) © Conduct UA
© Take Emerg

£ Piotin Command (PIC) | Operate Vel

Pre-fight chedks, t be repeated before 0 1.1 Remote Piot Privieges| [< Basc Flght Safety. £ safety Officer (50) to the TD and the PIC. Any major
ach fight and the

e TD.
ot gt i operasoniTest across multie drones i each drone has a separate VO identified.

e The Ground Station Technidan (GST) i responsibl for configuration, operation, and | % Test Director (TD)
£ Ground Station Technician (GST) Fmultiole » e GoT
Pre-Flight Operatonal Test multiple drones.

pre-fight chedkst, to b repeated before
ach fight

i Auto mode e coptr i folow a pre- 3 2 1 Remote Operaton | [ Baoc Autonamens Fight The Vehide: for % Plotin Command (PIC) | © Monitor Veh,
ed 2.3 Autonomous £ Vehide Technician (1) gured, eV
= operation ‘across multiple drones.
5 2.5 Grund taton il The i viualy rading ; © Menitor Ars|
s monitoring the area for any potential safety isues. A separate VO mustbbe :
R Vsl Observer (10) identified for each crone. © Monitor Veh
© Moitor e

The Payload Techvician for £ TestDirector (TD)  Monitor Veh
¥ sensors, etc. The PT
PT role may

-5

o

In e holdmode, Copter manians a ¥ cascivar P
ot e whde lowig o, pich,

% Payload Technican (PT)

Ipage contains mportant informaton about
\usng and tuning at hold.




Example

Test Procedure Export Example

 Developed additional | -

Model Version: 112 Dats: September 21, 2022

(11 Ste ps O n Iy, ) Test i TC 1 Office Pre-Flight Checklist

2 1.Test Description
2

In office checklist to go over Ground Tests and packing prior to going to the test site

Procedure exportto |: -

Pilat in
ID Name Executor  Step Instruction Expected Result Notes Responsible B

i
1.1 |Plaaning  [(TD) meet the identified objectives. This = (TD)
Check should be coverad in the Test - identified
u i - objectives have
age count for in the
iden!
the ol
1 -
TC |Persoanel | Tes: Director | Venfy team roster and roke assignme
I e I d 1.2 |Check (TD} fae testing

TC |Weather Safety Officar | Check the weather forecast for the te:
1.3 |Check (S0} site. Check TAF at aviatiomweather g

— After each test day, the T e
team redlined the | 3

procedures and made | ’ ' f
updates.in the.model

— Team would re-export
the procedures.before
the next test event

Responsible
Person
Pilat in
Command (PIC)

Responsible
Tes: Director Person

{TO} Pilatin
Piltin Cammand (PIC)
Cammand (PIC)

Pi
Cammand (PIC)

16



Value to the Customer

Lessons Learned

Profile Tailoring Model Fluency

* Need to develop custom » Test team members will need Difficult to manage Test
fields to be tracked to align to learn advanced modeling Case numbering and Test
profile with the organization’s tool skills, particularly to Procedure step numbering
existing terminology build profile customizations with numbering scheme

- Need to develop customized and develop export customizations

exports to match existing templates Tracking Test Results in
document templates Stakeholders will need a basic Cameo can be tedious

« Level of T&E modeling understanding of MBSE to Need tool licenses for test
appropriate for each provide buy-in for the model- team

organization can vary based approach

Adopting a Model-Based T&E approach requires a cultural shift and willingness to learn new
skills and adopt new T&E processes




Value to the Customer

Benefits and Results

Model
Traceability

» Traceability ensured test
coverage of requirements
and provided confidence to
stakeholders in the test
planning process

It was easy to re-map
objectives and test cases as
plans evolved over time

Improved
Efficiency

* Modelling Test Events,

Objectives, and Test Cases
was more efficient that
writing multiple documents

Team was able to create
multiple stakeholder views
of the information for Test
Readiness Reviews (TRRs)

High Quality
Procedures

Test team understood the
UAS design better, leading
to higher quality test
procedures with fewer
redlines needed

 Automated Test Procedure

Exports were easy to use in
the test field

Better Change
Management

* Model provided change

control to the entire T&E
Process

Team was able to monitor
the system model for
changes that would impact
test

Changes propagated to all
affected model tables,
diagrams, exports, etc.

% Teamwork Cloud

Test Team successfully stood up a new UAS test program and completed Phase 1 Testing ahead
of schedule
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