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Introduction
Background: In order to aid engineers in designing sufficiently cyber resilient systems, the 
Office of the Under Secretary of Defense for Research and Engineering (OUSD (R&E)) / 
Systems Security tasked the Johns Hopkins University Applied Physics Laboratory 
(JHU/APL) to curate and develop design patterns. 

Challenge: The majority of weapon systems have been designed to meet physical 
performance and functional requirements, as well as be resilient to a set of kinetic threats. 
However, there has not been as much attention paid to the resilience of the system to 
cyberspace threats.
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Approach
Solution: Development of design patterns
• A design pattern is a general, reusable solution to commonly occurring problems within a 

given context in system design

Impact: Compile design patterns proven successful or asserted to be useful, in order to:
• Allow engineers to identify gaps and mitigate potential cyber related problems in their 

system
• Provide building blocks for cyber resilient system design
• Provide engineers the tools and knowledge they need to build resilient systems and

meet cybersecurity requirements
• Focus on usability to the community by providing searchability metadata   
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Threat:
• Loss of power to mission critical components

Application of Diverse Redundancy Design Pattern:
• Magnetic generator (primary source) allows power to be 

generated as long as engines are spinning
• 3 Electric Generators can power flight controls
• If electric backups fail, there is a battery backup
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Flight controls are electrically controlled

Case Study: Aircraft
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These mechanical examples can be translated to the cyber domain



Overall Landscape
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Design Pattern Template 24 Design Patterns:
Redundancy Data 

Collection
Secure 
Logging

Diverse 
Redundancy

Analytics Watch Dog

Data Diode Alerts Defer to Kernel

Segmentation Response Privilege 
Reduction

Authentication Load from 
Known State

Single Access 
Point

Authorization Data Flow 
Control

Triple Modular 
Hardware 
Redundancy 
with Replicate 
Voters

Trust Anchor Data Input 
validation

Pair and a 
Spare (Active 
(Dynamic)
Hardware 
Redundancy)

Watch Dog Distributed
Privileges

Watching the 
Watchdog

Non-Exhaustive List
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Subset of Design 
Patterns Developed:
Redundancy
Diverse Redundancy
Data Diode
Segmentation
Authentication
Authorization
Trust Anchor
Watch Dog
Data Collection
Analytics
Alerts
Response
Load from Known State
…. & More
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Design Pattern Implementation
Design Pattern Lab implementation:

- Tangible results proving the efficacy and applicability of the 
design pattern

- Comprehensive understanding of the trade-offs of the design 
pattern

- Insight into the implementation nuances for different systems and 
subsystems

• Example Use Case - Notional Weapons System Mission: 
Deliver an explosive payload within a 25 mile radius of a 
specific target

• Weapon system consists of:
- MIL-STD-1553 communications bus
- Layer 3 Ethernet communications
- Target position system, own position system
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Mission computer

Stores Management 
System Navigation System

Goal: Create a notional weapon system to demonstrate an increase in system resiliency via design pattern implementation
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Design Pattern Implementation
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1. Build a baseline testbench
- Measure performance metrics 
during normal operations

2. Attack testbench
- Measure performance metrics 
during attack

3. Add a design pattern

4. Attack again and note any 
improvement in resilience
- Measure performance metrics 
during attack

5. Repeat Steps 3 & 4 for 
initial selection of design 
patterns



Summary
• JHU/APL tested the applicability and efficacy of a subset of the cybersecurity design 

patterns in a specific weapon system context by building and executing a notional, 
representative weapon system testbed
- Testbed not an exhaustive test for all 24 cybersecurity design patterns, but did 

provide insight into the usefulness and pertinence of the design patterns
- Introduction of design patterns did create some performance impacts as compared to 

the baseline performance, but multiple classes of cyberattack were thwarted as a 
result of the patterns’ introduction to the system

- Measurements gathered show trends that could be captured and used to feed other 
design patterns as well, including, but not limited to, situational awareness and 
similar patterns
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Next Steps
• Consider how to do similar testing with digital twins produced through model-based systems 

engineering (MBSE)

• Consider creating design pattern template representations in MBSE and digital twin 
environments. The goal would be to create modular representations that can be applied to a 
variety of systems in their design stages to test the use cases and verify where specific design 
patterns add value toward improved measures of performance, measures of effectiveness, and 
overall cyber resilience.

• Continue to refine the patterns to include include any information gaps from the end users
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