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Background
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STPA Extended for Coordination (STPA-Coord)

« Safety and hazard analysis method using Systems Theory and
model abstraction to analyze coordination between decision-
makers for system-of-systems architectures

— (Johnson, 2017; Leveson, 2012)

« Based on parent method, Systems Theoretic Process Analysis
(STPA)

=—(Leveson,;.2012)

Step 3

Identify
Unsafe Identify Loss
Control i

Step 4

» Coordination #communication
- (JOh nSOH, 201 7) (Adapted from Leveson & Thomas, 2018)
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STPA-Coord Coordination Elements

Interdependency

v

Coordination

Components (What)q

Enabling
Processes (What)

—

Enabling

—

Conditions (How)

Coordination
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Coordination Elements

. Goals
2. Strategy (Activities)
3. Decision Systems

. Communications
. Group Decision Making
. Observation of Common Objects

. Authority, Responsibility, Accountability
8. Common Understanding
9. Predictability

(Johnson, 2017)
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MBSE for STPA-Coord

« Various analysts used Systems Modeling Language (SysML) to supplement STPA

analyses through behavioral diagrams
* (Hurley &Wankel, 2019; de Souza et al. 2020; Zhong et. al., 2022)

« SysML co-creators began beta testing a SysML extension for safety analyses called
Risk Analysis and Assessment Modeling Language (RAAML)

* (Object Management Group, 2021)

[« Ahlbrecht et al. used RAAML as a baseline to formalize requirement generation,

validation, verification
* (Ahlbrecht et al., 2022; Ahlbrecht & Bertram, 2021; Ahlbrecht & Durak, 2021, 2022)

— S SN

* Object Management Group (OMG) published RAAML for use

* (Object Management Group, 2023)
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RAAML for STPA

a. Set of SysML packages providing elements for

safety analyses
a. STPA, FTA, FTEA, GSN

b. Supplemental guidance for STPA elements
a.—Brief guidance for how to use elements
b.—6-pages, 10 images

a. “Risk Analysis and Assessment Modeling Language (RAAML) Examples
(Informative)” (OMG,2021)
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Research Objective
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Language

Method

RAAML applied to
STPA-Coord

(Inspired by Delligati (2014))
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Methodology
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Methodology

Loyal Wingman Use
Case
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Methodology

Loyal Wingman Use
Case

STPA-Coord
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v
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Methodology

STPA-Coord

Loyal Wingman Use
Case

SysML Model
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Methodology

Loyal Wingman Use
Case

STPA-Coord
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v

SysML Model

RAAML
Methodology for
STPA-Coord
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Results
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Results

STPA Element Associated STPA Step SysML Diagram SysML Diagram
(RAAML) (Proposed)

Losses and Hazards Step 1 Block Definition Block Definition
Diagram Diagram

Loss/Hazard Relations | Step 1 Internal Block Dependency Matrix
Diagram

Control Structure Step 2 Internal Block Internal Block
Diagram Diagram

Unsafe Control Actions | Step 3 Block Definition Generic Table
Diagram/Generic Table

Unsafe Control Step 3 Internal Block Generic Table

Action/Hazard Diagram

Relations

Loss Scenarios Step 4 Block Definition Generic Table
Diagram
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Step 1: Define the Purpose of the Analysis

L1: Unintended loss of
life/serious injury

/ * Right or flight
entity comes too

H1: Aight or flight entity
comes too close to
objects on the ground

close to objects in

L2: Loss or extensi
damage to air assets

L3: Unintended
loss or damage to
objects other than

air assets

L4: Loss of air
dominance
mission

the sky

H3: Right or flight entity
engages invalid target

H4: Right or flight entity
transfers information to

unintended source

H5: Right or flight entity
does not follow planned

L5: Loss of future
mission capabilities

operations

Hé: Aight or flight entity |
does not engage valid

L6E: Loss of sensitive
inferm ation

target

N

H7: Right or flight
entity improperly
engages valid
target

Legend ‘é"’
- b
/" Association -é':-
?Q‘
C §
o8
""S. o
& 8
s &
&
§ 3
0 &

oss of future mission capabilties

?:/L

EA&, Eg"s'-é‘ﬁbﬁsitive information

23l

- & H1: Flight or flight entity comes too dose to objects on the ground
- 5] H2: Fiight or flight entity comes too dose to objects in the sky

- ] H3: Fiight or flight entity asset engages invalid target

- 5 H4: Flight or flight entity transfers information to unintended source
E H35: Flight or flight entity does not follow planned operations

& Hé: Fiight or flight entity does not engage valid target

- = H7: Flight or flight entity improperly engages valid target

LE N T T, B - U T, R S

w0 W M @ E] L Unintended loss of [ife serious injuiry e

N N O [@ B L2 Loss or extensive damage to air assets -

| L3: Unintended loss or damage ko objects other than air assets
"

& E L4: Loss of air dominance mission

B?

™y

NN
NN R )
N NN N o)

Ny
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Step 2: Model the Control Structure
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Human Flight Lead

GV P+

Flight

Decision System

—<——»— Al Agent

Human Wingman T

A LMNO A
2 R ; 3
b : b : External Flight
E T E T 1 -
F U F U
HIJK
LMNO
Combat Capable Aircraft Collaborative Combat Aircraft
Control Actions Coordination Details Feedback
A: Communicate with Wingmen | H: Current/Adjusted Attack Plan | P: Compliance
B: Fly Formation/Profile I: Select Targets Q: Enemy Location/Status
C: Navigate J: Abort? Y/N R: Munition Status
D: Operate Sensors K: Reattack? Y/N S: A/C Health
E: Employ Countermeasures L: Launch Timing T: Location
F: Launch Missile M: Communicate? Y/N U: A/C Attitude
G: Commit N: Determine Formation/Profile
O: Buddy Spike
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Step 3: Identify Unsafe Control Actions

Related Hazards

# Control Action Type
1 5] Launch Missile LJ NotProvided
> 2] Launch Missile Q NotProvided
£3] Launch Missile £2] NotProvided
3
=] Launch Missile £ Late
4
5 5] Launch Missile | Early
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PSRN : =] He: Flight'or flight entity d t lid target
=] Al agent does not launch missile when ordered to hit a target == 20 R T

g HS:\Flf)é or flight entity does not follow planned operations

[¥a) Z s R .
157 Flight or flight entity does not follow planned operations

] Al agent does not laugch missile when they decide to hit a target J : :
EHaag o & y 9 ight or flight entity does not engage valid target

J'H5: Flight or flight entity does not follow planned operations
H6: Flight or flight entity does not engage valid target
{ H2: Flight or flight entity comes too close to objects in the sky

$ ’,féunch missile when they need to defend themselves, their team, or other assets

4 H3: Flight or flight entity engages invalid target
=1 H5: Flight or flight entity does not follow planned operations

m

]

E Alvagt}n! launches missile after strike window passes

| H6: Flight or flight entity does not engage valid target

] Al agent launches missile before approved to strike target H5: Flight or flight entity does not follow planned operations
|

- H3: Flight or flight entity engages invalid target
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Step 4: ldentify Loss Scenarios

# | Associated UCA Name | Potg@iél 53&\&5 | Design Considerations A Related Coordination Elements ‘QO
Al agent does not launch Flight lead | \éfno%\\nhoritatve" and [Rl 1 Missile Launch Protocol E-] Authority, Responsibility, Accour@ﬁ‘ﬁ\lli@é
E] missile when ordered to O "peer" ro@(ﬁlv@&he nature of BVR. Al [Rl 52 Flight Lead Authority &00 \'\(9
hit a target belie)@’blags(?ch" command is coming [RI 53 Authority Communication &0\ 6\00
frg\m\th i S}/ingman as a peer .\o(\ \OQ
Al prioritizes their sight é\&l\%@?n't have a framework to determine QQ}&) 0\\0
1 E- picture more than the X\ 2 which commands are "mandatory" and ¥ >
flight lead's authority. & | 2 hich the Al has autonomy to accept or 606\ d@\
SO 1 2
e}o > reject ?\0 &
o’b .. . . O
¥ & Gaining an accurate picture of the airspace @)
Oo ] takes too much of the Al's bandwidth to

receive other information
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Relationship Mapping

“S'It_“atm” ‘ «Situation»
ik Loss
Connector | Directed Association
“Sl_':'a“‘;"” «Situation»
" Hazard
Connector Directed Association
= Relevantto | «UnsafeControlAction» o _
«ControlAction» Releva_nl to «Lhuflzf:f?'::,ﬁ?:m» Generalization | “UnsafeControlAction» «ControlAction» _ __ _lUnsafe Control Action Generalization «UnsafeControlAction»
Control Action Action UCAType Control Action UCAType
Directed -
; Directed
IAggregatrm Aggregation
«LossScenarion W
Directed Loss Scenario «lLossScenario»
Composition _ ' Loss Scenario Trace
Directed ‘
i i Aggregation r

r‘ as::::::m «designConstraint» 1 Trace |

Design Constraint Rl «Situati A4
aS:uattlon» «designConstraint» Coordination
o Design Constraint Bement
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Coordination Elements in SysML

Interdependency

N

y

Coordination
Components (What)

Enabling
Processes (What)

Enabling
Conditions (How)

Coordination
(Johnson, 2017)
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—

—

Coordination Elements

«Coordination Hement»
Predictability

«Coordination Hement»

Common
Understanding

. Goals
. Strategy (Activities)
. Decision Systems

«Coordination Hement»
Authority,
Re sponsibility,
Accountability

«Cpordination Hement»

Observation of
Comm on Objects

. Communications
. Group Decision Making
. Observation of Common Objects

. Authority, Responsibility, Accountability
. Common Understanding
. Predictability

«Coordination Hement»

Group Decision-
Making

«Coordination Bement»
Com munications

«Coordination HBement»
Decision System

«Coordination Hement»

Coordination
Strategy

«Coordination Bement»
Coordination Goals
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Time Required to Model

2500

2000

1500

1000

- I I
Step 1 Step 2 Step 3 Step 4

f B Number of Artifacts 58 302 790 1156
M B Modeling Time (min) 50 195 905 2092 ‘ Total:
54 hours

B Number of Artifacts M Modeling Time (min)
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Modeling Time per Artifact
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T
- O\ 0

(S
o

Modeling Time per Artifact (min)
N
4 (@)} co [

o
o [ )

Step 1-2: possible
learning effect

0.86

Step 2-4: increased
need for creativity
and system expertise

Step 1 Step 2 Step 3 Step 4
STPA-Coord Step
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Observed Benefits of MBSE for STPA-Coord

Analysis Verification Authoritative Source
of Truth

Display Flexibility

Traceability Multi-capable Tool
Ease of Iteration

*Cloud Capabilities
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Element Modularity

*Perceived Capability

29



Future Work

* More STPA-Coord analyses in SysML
 Extend RAAML for other STPA extensions

« Merge STPA-Coord analysis into existing MBSE
model for the same system
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Questions?
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